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ABSTRAK

Ancaman orang dalam yang tidak disengajakan adalah salah satu isu terbes
boleh melemahkan pertahanan keselamatan organisasi.Kajian telah menunjukkan
upi

bahawa langkah balas keselamatan teknikal sedia ada sahaja tidak{m

terutamanya apabila ia berkaitan dengan kesilapan manusia. Oleh Ttu,) dalam
penyelidikan ini sebanyak 311 soal selidik telah dikumpul daripukEksekutif
Teknologi Maklumat Perusahaan Kecil Sederhana (PKS) di,Malaysia untuk

menunjukkan majoriti responden mendakwa organisasi mereka be
menghadapi ancaman dengan 634 (34.2%), 442 (23.9%),per
mereka berkemungkinan menghadapi ancaman jenis in
berkemungkinan besar telah menghadapi ancama

ungkinan besar

ahawa organisasi
nakala 172 (9.3%) %)
i samping itu,
sia (22%)

Malqys a.
Berdasarkan tinjauan, ia menunjukkan bahawa pend n defensif b bga@pisan
a“sosiol

termasuk dasar, prosedur, kawalan teknikal, ke n, perhatian Kepa ogi,
aspek psikologi bersama dengan alat perta tomatik. a e‘R’ﬁng bagi
organisasi untuk melawan "isu rakyat". Pendeka a&’alas hanya

boleh menangani beberapa aspek kesilap ukan %wa. Oleh itu,
yark%51 rdiri daripada
kah@ms terhadap UIT

unka elalui beberapa

pendekatan campuran yang boleh di
terutamanya dalam PKS Malaysia.
ibangunkan dengan

el ini di
peringkat. Versi pertama model dica
menggabungkan langkah balas sedia ada'yan icadangkan dalam literatur sedia
ada. Pada peringkat kedua, ang ficad an njutnya dinilai dengan
a

menggunakan pertimbangan & an p alui ah Delphi dengan tujuan

untuk mencapai tahap konsen Y diterima di kalangan pakar dan
menghapuskan sebara wpast}n m@el. Lima (5) pakar dengan
komposisi 3 pengamal d hli aka telah\@nilai model dengan soal selidik

a
emi
dua pusingan. Berdasarkan penilaiaff, tuls enunjukkan bahawa pakar telah

mencapai kata sepaigersan]e skor. (min melebihi 75% dari segi kesahan
teori, kebolehgun kebolehbacaan da olehfahaman model. Memandangkan
tindakan balas, 1alafy, ka i%w’ yang digunakan untuk melindungi
kerahsiaan, in Wan eters @L}nan sistem maklumat dan ia harus tersedia
di setiap la imbunan, n model itu boleh digunakan sebagai garis
panduan nisasi unt g@?a h baik. langkah balas UIT sedia ada mereka

dan sec I langsu vg:]_‘p?e:nguk n strategik, operasi serta kewangan organisasi
merek X~




ABSTRACT

security defence of the organization. Studies have shown existing technical,se

countermeasures alone are insufficient especially when it deals with human s. A

total of 311 questionnaires were collected from Information TechnologyS cutives of
n

Unintentional insider threats (UITs) are one of the biggest issues that can wea?he
rity

the Small Medium Enterprises (SMEs) in Malaysia to determine ntributing
factors and the likelihood of UITs. Quantitative data was analyzed usi PSS. The
results showed majority of the respondents alleged that their organdi%ﬁp; were very
likely to have faced threats with 634 (34.2%), 442 (23.9%), beliéved that their
organizations were likely to confront this threats. While 172 gwere most likely
to have faced such threats. Ignorance and negligence (27
(26%) and human error (22%) were the most contributing fagtorsyof UIT in Malaysian
SMEs. The survey showed that multi layered defensiv oaches including policies,
procedures, awareness, attention to sociology, psyc Wher with
automated defence tools are important to fight with issue. Single'a ch
of countermeasure can only addresses some aspects

the objective of this study is to propose a model t

can be used as countermeasures to UITs in M i initial Version of
i sures that
model was
ceptable level

uation awareness

have been suggested in the literatures. In
evaluated by expert-based judgement thr i reach

of experts’ consensus and remove an rtainty in t el.éﬁ (5) experts with
the composition of 3 practitioners and 2 v ed the model with

emicians e
two-round questionnaire. Based e eval L%m%ﬂe e indicated that the
experts have reach mutual consensus with m s'mogestian 75% in term of the
theoretical validity, usability a ility'and u stz}fility of the model. Since
countermeasure is a security used rotéct th fidentiality, integrity, and
availability of data and inf rr;ggbw syst i be available at every layer
of the stack, it is hoped thawﬂodeltan béru a%guideline by the organizations
T

to improve their existi ter asbre@nd indirectly strengthen their
strategic, operational as welllas finangi hfoqgnization.
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