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CHAPTER 2
LITERATURE REVIEW

2.1 BACKGROUND : %\

This chapter discusses and explains the concept and theory of both Bm AIS and later

presents the relationship between these two by mapping the Jh each other. The

chapter is divided in few subsections. After discussing o a JBIS this chapter

highlights current researches on spam and presents stydiesgh t’f@ upon
detection and classification of spam messages. Figui¥y2.1 shows jghe n 10dological

framework of the research. Vz 1

\ &k
From the Figure 2.1, the author should a unglcrsta an%gatntify the concept of BIS
9
and AIS through literature review (i.cNgc Ml‘ew\ﬁ% research and journal) and

In the dc@ phase, two types of AIS algorithms were used; Danger Theory and
Negage ction to detect spam and ham messages. Their performances were compared

to identify which one is better and three proposed features were introduced to enhance the
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performance of Danger theory. Several experiments were conducted and results were

NJ

In the classification phase, Immune Network Theory and Clonal Selecﬂ'@e used to

discussed and analysed.

classify the spam messages into several group of spam. HICNA W‘ﬁmoduced for

classification and three phases involved (i.e. cluster using co@ey\vords, cluster

using uncommon keywords and lastly using expert judgement

Severity determination is to determine the level ger fox_cgfh s{?ﬁ messages

10w$um and high.

'c.i{@i that the severity

according to the type of spam. Three level of

This phase is beyond the scope of this res

determination will be covered and studictiygn ax
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Applied Produce

> [ |

Contains|3 phases

Process

Mapping between
AIS and BIS

FEI I I T I T
$ Clonal Selection <)—_—_=>Humoml Immunity in adaptive immune system

; Danger Theory <}:_> Cell-mediated Immunity in adaptive immune system
mmune Network Theory ¢;1> Interaction between an antigen with an antibody
egative Selection 4_——_:\J> Process located in thymus, one of the lymphatic organs

D e s S s S e roke

3ac Enhance

- Danger s
ham co
_.-Danger i} 7} Q_ 4 L5
‘ Theory & St bt X708
" Negative .-~ m’&‘:fi N %mhms for “>-.. .
2 Selecuc;rr Theoy & e . - N - ication named .

rid Immune
Clonal 2 %}wnét Network
Igorithm (RIGNA) \

; tested by 3 ___.___5
D student 9 : :

o <Q _.--"3 phases in
\dentity ham *~. N Lt HICNA -
ndsoam . Wl ~0 2 ™ V#Not oo ;
‘~ :msssapgaas Phase 1 : Cluster .--*" Detection using .-’
using common _..-=""" WEKA for Dangef
keywords .-~ Theory and Npgative
.................. Selegtion
Proposed five algorithms ke
using 3 features

Figure 2. 1: The methodological framework of the research



19

2.2 DEFINITION OF TERMS

This research proposes a spam management model named Integrated Mobile Sp"tm Model
(IMSM) and three phases involved; detection, classification and severity N nation.
This research focuses on the second phase which is classification la€sify spam
messages into identified group. However, the detection is needed to?e’xtlfy the SMS
messages into spam and ham. Even though these two phases see ysimilar in term of

grouping the messages, they are however different in terms o pt a|1d meaning.
N ¥
(NG
d@"y the SMS

v

The first phase of IMSM model is detection. Duect

messages whether they are ham or spam. Neve M, I H'achl e le@n this phase 1s

known as classification. Classification is the es of as nin@stances to the pre-

defined classes (Pandya and Virparia, H sipe 13%d machine learning and

requires training data. Clasmﬁcahon e Nc ries the new observation or

the data belong to based on tl\% 1g set.fThe 1< set contains data that has been

previously categorised. %
c\ é"
The second phase %\Slil}ﬂ o1 Il 19@10@@\9 to classify messages into identified

group. In maclAdmmg, this phas men as clustering. Clustering is unsupervised
learning and \? not require training data. Clustering can be used to find groups of

ith similar content (Chaudhari and Parikh, 2012). It tries to group a set of

objects and find whether there is a relationship between objects in groups.
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Previous published papers (Christina et al, 2010; Chaurasia and Pal, 2014) related to
detection process show that there is a similar concept of clustering with the concept of
detection. However in this thesis, we can conclude that classification is the pvis of
identifying groups of documents that have been defined using trainix%\ while
clustering will identify groups that have similar characteristics and tr%categorize

the unlabelled data into groups. V

2.3 IMMUNE SYSTEM N
D | Fis
s b
1S€

The immune system is a system in the human body KW insfdi z@and foreign

microorganisms such as viruses and bacteria @ : It i§<a omplex system
h

that can protect our body and maintain a hgalthy bo W{ﬁn :1& nction of the immune
) ~

system inspired researchers to devclo%lthnﬁ to use@

computer security areas.

—
5]
—_—

r the optimization and

7
/:qu/
Y
7

23.1 BIOLOGICAL 1@5 S O

o
The human body i&pade up b jsinY'_l to cells of animals and plants. A group of

cells with the @mclum and funo@l will produce tissues like muscle. An organ (1.¢.

lungs) is n m a group of different tissues thus from a group of organs will produce

the sy‘@.c. excretory system and reproduce system). The unique and varieties of

structures and components in our body produce complex system such as immune system.

All living things are endowed with complex and various immune systems according to
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their characteristics to protect themselves from being attacked from enemies. For

example, the rose flower has thorns in its brunch and squid produces black liquid when

g
S

The immune system is important because it can prevent and protect th?man body from

they are in danger.

foreign invaders that can cause infections to the body. This system amazing system
because of its ability to recognize millions different t ne'mes and quickly
responds to the dangerous components (i.e. virus and bac ) i y Qn top of

that, it can also remember previous enemies that at@le boly Lu@mmumty

&r &

when similar attack occurs for the second time.

Generally, there are three types of bloo r o \;e @ombocytes), red blood
cells (erythrocytes) and white blood leuk e). k‘&hese blood are developed
from hematopoietic stem cell Wled' anow through the process of
haematopoiesis; the fomnt % ilar @ponenls (About.com Biology, 13
January 2014). Platelets cll C lmz(’?dcess by gathering at the site of injury.

ed blood cells cart \y< n frpm hfw&m rest of the body and then return carbon
dioxide from th, : d to 1in \ﬁllc ite blood cells are important in the immune

system. Fig 'u Shows the 10rmalf§h ofblood cells in human body.

§
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Figure 2.2: Formation of \\
(Purves et at,w

The immune system is developed an at

'] <k—
marrow. White blood cells act as ec N des&y foreign antigens such as

hite blood cells (Figure

-
(9]
v
@]
hH
2-

bacteria and viruses in the bo, CIC are ,two

2.3) which are granulocyte d ni G@ocytcs are cells that contain small
ant

particles in their cylopl‘ | a are t | the foreign substances. Five types of
¢

ke

ac yncutQphil, eosinophil, basophil, mast cell and

b

granulocytes white

/?

\
¢ ophv{) and all of them play a role in the innate
V

immune sys 1.e. nonspecific r&ponse). Table 2.1 shows the function for each

engul{ fens.
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Figure 2. 3: White Blood Cells ®lassifi

(Todar’s Online Textbook o@gy,

Table 2. 1: Functions o logytes ite I@ Cells
Types Function | RN
Basophils Releases hi ammatory reactions in the
body, especi >reies and asthma.
Eosinophils Kills ang SIES. A
Neutrophils Phago €. tl\w ing@lher cells or particles) and the first
imn € s.lom g as({gof infection.
Mast cells Rel nustafnine Fheh gandaged.
Monocytes  intofmagrophages’and dendritic cell.
‘Macrophages M{ and qeeSpmiciBorganism; activate T cells. LIVE L
| Dendritic cells Cent antigens to, L ells and B cells.
N

Granulc

phagocy

s (i.c. process is used by cells to engulf and ingest harmful foreign particles)

and this process is a major mechanism in the innate immune system. In phagocyte, white
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blood cells such as macrophage will engulf and surround the unwanted particles or
foreign microbes. Then, the macrophage breaks it down by mixing it with enzymes stored

in sacs called lysosomes. The leftover material is then pushed out of the C&E waste

materials. Figure 2.4 shows the process of phagocytosis in our body. 5 : ,

Macrophage ®

Viruses

S s

Another category of white blged Qis is §no S phocytes as it activates in

h{ net\'\'/é( of lymph capillaries and large

m ﬁmlays an active role in defending the

lymphatic tissues. The lympRatic

|
&)1@}1 2014). Bone marrow, thymus, spleen,
\

lymph nodes are t[fgkagnp wlml@gans and important in the immune system.
3
Lymphocytes % of B-cells, T-ceMWand Natural Killer cells that help to defend our

body ﬁ@ or external attacks. Figure 2.5 shows the main classes of lymphocytes.
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White blood cells formed in
bone marrow andactivein
fymphatic tissue

1
Recognise antigens

{
Helper T-cells |
Recognise antigens

K r I<e \
Recognise antigens

Most produce| | Some remain as Stimula
antibodies | memory cells. B-cells

Cause ab al
cells to burst

<
killer T{elb]

Two main classes of lymphocytes are calle I%an Q\c andighey are used in the

adaptive immune system (i.e. specific reconsc). S W‘o é@mtibodics and T cells
. . . \ .
regulate the production of antibodies ells. er t f lymphocytes is natural

killer cell but this cell functions iny )0@10 identify virus infected cells

g Imghun
| | | | |
like tumour cells and kills thenT™®Yy § tac% ol gembrane, causing the cell to burst.
The body utilizes magy dijereny type of'in@unilics to protect itself from infections that
4 :

seemingly endlegSNghp dcfcﬁc it l)e?«.;lcmul that prevents pathogens (i.e. virus and
cn;

-~
bacteria) 1‘1‘01\ ing the body zma{?so the internal defence that fights pathogens that

have alge ered the body. Two types of defences are innate immune system and

adapti wne system (InnerBody, 2 March 2014). Table 2.2 explains the difference

between these two immune systems (Purves et al., 2010; Todar, 2012).
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Table 2. 2: Innate and Adaptive Immune System

Innate Immune System

Adaptive Immune System

Presents before any exposure to pathogens and is
effective from the time of birth.

Develops only after exposure to inducigg agents
such as microbes, toxins or others forei
substances.

Involves nonspecific responses to pathogens.

v

Involves a very specific respons hogen

Rapid response to a broad range of microbes.

Unchanging mechanism that detects and destroys
certain invading organisms.

Slower response to specific micn*es.
Responds to previously unknown ign cells and

Involves external defence (prevents pathogens
from entering the body).

remembers when the attack rs again.
Involves internal defence (att3ks pathogens that

The innate immune system is the nonspecific defence m
in our body. Granulocytes white blood cells take a r
pathogens from attacking our body. This system Yﬁ
first line defence and second line defence. I%Nrst lﬂm

focuses on the prevention of external bo

already enter the body).V

m 1&&?31@ presents
’
in thigl syst n’ Iisxgwnting

S o&& es %Mefences; the
T

def

> the mechanism

e mQus membrane. Skin

Q—

5
produces sweat glands that contain oI ayitic_Igu ds@ inhibit pathogens while
']
p 0

mucus with its viscous fluid can tra

involves phagocytosis to kill ORilS. ( o
)

The adaptive immune%

{7

seo\aﬁﬁ' line of defence, the process

$

defence and it involves a specific defence

\‘li th!?d’lqn
mechanism. Hun mklmuri x: ;1 clldNediated immunity are two classes in adaptive

immunity. H

| immunity invoK\(%“ﬂcfcncc from extracellular bacteria and is divided

into two @0. plasma cells and memory cells) while cell-mediated immunity defence

intragellu

bacteria are divided into four types of T cells. Figure

2.6 presents the

theoretical summary of BIS in the human body.
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l

Immune System

Innate Immune System

i Present before any

. exposure to pathogens
and is effective from

Nonspecific Defense Mechanism

x the time of birth.

l

Y

Adaptive Immune System

Y

Specific Defens
4

nism

v_ v

First line of Second line
defense of defense
foreign substances.
v v T
- Skin - Leukocytes (phagocytes)

- Mucous membranes
- Secretions of skin

Natural Killer
The inflammatory response
Fever

Humoral immu

- Inv
- sul§from t

prod@ction of?

i

H

! . .

i to inducing agents such as !
i

'

i

i

Develop only after exposure

, microbes, toxins or others )

ird h{
efenye

v

- Involves T-cells

- Defends against any non-
self cells, including infected
cells containing pathogens

Killer T-cell

\ Plasma cells >
e - Fight to getrid of the
0 antigens

Memory cells

Helper
T-cell

Remember the types
of antigens that
attack the body

Suppressor
T-cell

Memory

Figure 2. 6: Theoretical summary of BIS

T-cell
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2.3.2 ARTIFICIAL IMMUNE SYSTEM

The design perspective for developing computational tools inspired naturally is termed as
biologically inspired computing (Nanda, 2009). An immune system isac &stem
which can adapt to the new situation and also has the ability to remeakthe previous
situation like patterns of attack and structure of pathogen. It also cRa;s a variety of
components and cells that have a specific role in protecting the Vyhe characteristics

of BIS that are unique, recognition of foreigners, @de% distribution

detection and reinforcement learning and memory (de tro & vpn 'n,' @9) have

O

inspired computational scientists to develop Artificial nunepsyste (AIQ)- algorithms
N

clls @-cells, T-cells
Q
-

which mimic the behaviour and properties of MgmnuyYologg

and dendritic cells. \)

observed immune functions, pringgples.anll CI&IC n in order to solve problems (de

castro & Timmis, 2002@ cratighs offAIS are currently in used; the first
o)
generation depends o1 plifigd "ingfiyfie iMAdels and the second generation involves

_ ¢
interdisciplinary @1’0]) mMrslm Ng of the immune system (Greensmith et al.,

2010). The 1"\ weration of AIS q@idiotypic (network-based) or also known as the

“ Q-
N A.J g _
AIS can be defined as computcv sytem 1 spi@ by theoretical immunology,

Immune ,, Negative Selection and Clonal Selection while second generation are
Dandag Th¥Bry and Conceptual Framework. Figure 2.7 shows types of AIS theories in

each generation.
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ARTIFICIAL IMMUNE SYSTEM

v v
First Generation Second Generation
| | §
A
Idiotypic Negative Conceptual ngef Theory
(Network-based) Selection Framework
(Self-Nonself)

\ 4

b £ Dendritic Cell Algo Libtissue

Clonal Selection

CAY.
Figure 2.7: AIS Theo% J ’ _\"}
s \’Y'

Y" N e
a. Immune Network Theory CV 1 é

Ing,_in _e.rkg introduced a new

N
engy Jemn 197%roposed that cells and

']
molecules of the immune system do\ %%ﬁziﬁreign substances but also
recognize, respond to and are%;ed bylac,‘ olhe ¥ his ideology is known as the

the Inydune Network Theory. The theory

Idiotypic Network Theox}& Jore ';
states that the inlcract’Nr l'nsli 1 |1%)@00yles is not only with the foreign

In the early 1970s, a famous immunologist

'
molecules but can Qﬁﬂkc copinglcti (ﬁetwccn each of them because they have
vls

variable (v) regi§os.-Wlhus, the immu.@. system has a network with the components

S
connected t N other by V-V interactions. Figure 2.8 shows the algorithm for the

Immunc NgW®rk Theory.
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input: S = set of patterns to be recognized, nf network affinity threshold, ¢t clonal pool threshold, /i number
of highest affinity clones, @ number of new antibodies to introduce
output: N = set of memory detectors capable of classifying unseen patterns

1. begin \z
2. (,)

3. Create an initial random set of network antibodies, N s

4 repeat

5.

6. Forall patterns in S do T

7. Determine the affinity with each antibody in N

8 Generate clones of a subset of the antibodies in N with the highest affinitWThe

9 number of clones for an antibody is proportional to its affinity

10. Mutate attributes of these clones to the set 4 , @ and place /1 nu the I-'ighest

11. affinity clones into a clonal memory set, C

12. Eliminate all elements of C whose affinity with the antigen is than thhreshold ct
13. Determine the affinity amongst all the antibodies in C angelimirfate tHose ¢ Y-
14 antibodies whose affinity with each other is less than the thr N

15. Incorporate the remaining clones of C into N —{',
16. end

17 ?

18. Determine the affinity between each pair of antibagies i

19. antibodies whose affinity is less than the threshgd 1

20. Introduce a random number of randomly ga&%] hod
21.

22. end wuntil a stopping criteria has been me
23. end

Figure 2. 8‘! hz az'orithn\,for I}mu@work Theory
(A »% 1113@014)

b. Clonal Selection c\ ,?"l (_)O
S 1

th oantigcn, the B-cell becomes activated and

_§

-cellfbin

*.

When antibodies

begins to cwm ;!c new B-cells (égp%.s are produced from the parent B-cell but then
g

undergo th atic hypermutation (Berek & Ziegner,1993) and produce antibodies that

the invading antigen. The Clonal Selection is proposed by Bumet in 1959

and his theory described the mechanism by which immune cells can generate memory to

a specific antigen. The idea is that only those cells capable of recognizing an antigen
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stimulus will proliferate, thus being selected against those that do not (Timmis & Knight,
2002). In this theory, cells that can recognize an antigen will activate and undergo mitosis
process and generate more antibodies and memory cell to remember the st&Re and

component of the antigen. Figure 2.9 shows the algorithm for Clonal Selects' h

output: M = set of memory detectors capable of classifying unseen patterns

input: S = set of patterns to be recognized, 1 the number of worst elements to selgct fozmoval

1. Begin i

2. |

3. Create an initial random set of antibodies, 4 \d

4.

5. Forall patterns in S do . \Y-
6. Determine the affinity with each antibody in 4 ’ _{"

7 Generate clones of a subset of the antibodies in 4 with 1ighcs}af nit Y.

8. The number of clones for an antibody is proportion s affagity ~V

9. Mutate attributes of these clones to the set 4 , \ Y'

10. place a copy of the highest affinity antibodies ig. M 1e m ;
11. Replace the n lowest affinity antibodies in 4 wiK 1doml ed anﬁto ies
12.end O

13. end

c. Negative Selection &
N
N DY ﬁ-f( . | .
] pletg beo '€ i¢ Ids the ability to recognize all antigens
N3

gcné. "spo@) them. The purpose of negative selection 1S
SV

or self-cells. Th'fbhcmy deals with the ability of immune system 10

The immune system

including the prev

to provide lol&

detect unk W, tigens while not reacting to the self-cells (Nanda, 2009). The immune

1

systen Wggdy to be able to distinguish between the molecules of our own cells (self) and
foreign molecules (non-self) in order to function properly. Negative Selection occurs n

thymus, one of the lymphatic organs and involves T-cells. During Negative Selection, T
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cells interact with the thymic dendritic cell. T cells with high-affinity interaction are
climinated through apoptosis (to avoid autoimmunity), and those with intermediate
affinity survive. The first Negative Selection algorithm was proposed by Fo t al.,
(1994) to detect data manipulation caused by a virus in a computer sy te@ure 2.10

shows the algorithm of negative selection.

input: Sgeen = set of seen known self elements

output: D = set of generated detectors Y.
1. begin

2. \d.

o3 repeat \Y'
4. Randomly generate potential detectors and place the ’ _{’J
5. Determine the affinity of each member of P with each membe he se Ssd:
6 thre
4
8
9

. If at least one element in S recognises a detector in P acco 00n 9&;9
then the detector is rejected, otherwise it is a he set ablcﬁons D

. until Stopping criteria has been met c 1

. end
Figure 2. 10: Thex hm fi i ef%c'tion.
ib S
IS 5 0
d. Danger Theory ' \ %
&

This theory was foun @at n<vc1 atéﬁaex, 2002; Matzinger, 1998; Matzinger,

‘.“
C‘g(/_

1994). The possxbl ’101&_ curs in the immune system which is it does
not care aboul non self that | 4al/m<vel to come up with this theory. The main
idea in thjg 1s tlml the immune system does not respond to non-self but to danger.
The dang neasured by damage cells showed by distress signals that are sent out when

cells die in unnatural death (cell stress or lytic cell death, as opposed to programmed cell
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death, or apoptosis). She pointed out that there must be discrimination that happens and

goes beyond the self-non-self distinction. For instance:

e There is no immune reaction to the foreign bacteria in the gut or to th@e eat
although both are foreign entities. ‘\%

e Conversely, some auto-reactive processes are useful, for CXW against self-
molecules expressed by stressed cells. V

e The definition of self is problematic — realistically, lf¥ confined to the
subset actually seen by the lymphocytes during maturd¥en. \d. X

1S

e The human body changes over its lifetin nd th}s el chanﬁ. as well.

Therefore, the question arises whether defen§g aga \h\on—se Yarmed early 1n

life might be auto-reactive later. \% é

e Autoimmune diseases and certai%es of N%s ;c':ﬁ)ughl by the immune
system (both attacks against @ suegess &ar@fmt (no attack against non-
\

self). : e
¥ s

>
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input: S= set of data items to be labeled safe or dangerous
output: D = set of data items labeled safe or dangerous

Begin
Create an initial population of dendritic cells (DCs), D

Create a set to contain migrated DCs, M 1%

. Forall data items in S do
Create a set of DCs randomly selected from D , P
Forall DCs in P do
Add data item to DCs collected list
Update danger, PAMP and safe signal concentrations

9. Update concentrations of output cytokines
10. Migrate the DC from D to M and create a new in !i! concentration of
11.co-stimulatory molecules is above a threshold
12: end
13.end \d.
14. o
15.  Forall DCsin M do | _{—3
16. Set DC to be semi-mature if output concentration of S i-matuy tokghes is
17.greater than mature cytokines, Y' N
18. otherwise set as mature \ Y'
19.end V 11 é
20. CO &
217 Forall data items in S do \
22. Calculate number of times data item j§ prescie m Cant’a semi-mature DC
23. Label data item a safe if presented {%e than seg-;q?ur Iﬁ\han mature DC's,

q

24.otherwise label as dangerous Py O}
25.Add data item to labeled set M Q,
26. \ AQ"

[V B SN S N

%=

27.end N
28. d ,
en %Q | { @

s s
e
! i
thm @/ anger Theory

q’eﬁﬁ(a)ry 2014)
¢
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a framework (the Conceptual Framework) for the successful development of AIS. Four

stages are identified as key:

e Observation and experiments: provide a (partial and noisy) view of the lex
biological system and probe using practical experimentation. %\

e Models: validate simplifying abstract representations of the biology ‘\

e Algorithms: Computational systems are developed, imle and studied
theoretically using the abstract models as a blueprint. Y. '

e Applications: the developed algorithms are applied to spC8c pr blsgsefith feedback

to the algorithm for refinement. é ’ _\('}
L 4

\ \T

eig

The lack of rigour in the metaphors used to i% Al relopment of the

&

discipy® m lay, i.e. observation by

conceptual framework. A framework for cchutix \L&o 1

principle, since it clearly defines the %ch
immunologists, modelling by m@lic‘ afori development by computer
scientists and application testin%l gine?‘ (Gi}nzza'l etal., 2010).

P |
2.4 THE RELATIO XE’W%KIS(@D BIS
N v
Figures 2.12 tg 2 ighlight the ma&;g of AIS algorithm to their original BIS and

~N
Table 2.3 prag the summary of AIS and BIS.

S
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Figure 2. 12: Negative Selections in Thymus Y.

The thymus is one of the lymphatic organs. It is a place for T lylvytes to mature and

also the place for the process of negative selection and Ve se e‘tion. In positive
selection, the cells that have no interaction with self-
Complex) expressed by thymic epithelial cells are

selection, T-cells with high affinity (i.e. the str

cells are eliminated and those with imcmledMa

T

Figure e 18 }Iel\\ 'Theory in an Antibody and Antigen

A\ &

The lmnu@ ork theory is inspired from the interaction of antibodies with antigens

or \\'i@‘clvcs. An antibody binds with an antigen to destroy the antigen or also

known as a foreign microorganism. The interaction of binding between these two is with

‘}_T]QQY'_ L)O’ Paratoge
S

the help of epitope and paratope. The epitope is also known as an antigenic determinant
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and it is the part of an antigen that is recognized by the immune system. Paratope is the
site in an antibody that binds to an epitope of an antigen. Besides, antibodies can also

recognize and bind with each other to get more strength of connection to destroywns.
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Immune System

A 4

Innate Immune System

Nonspecific Defense Mechanism

l

-

First line of

Second line

" the time of birth. )

v

¢ to inducing agents such as

Present before any {

' exposure to pathogens

and is effective from !

Develop only after exposure

microbes, toxins or others

- Mucous membranes

- Secretions of skin

- Fever

defense of defense S
foreign substances.
A A 4
- Skin - Leukocytes (phagocytes)

Natural Killer
The inflammatory response

Clonal

Selection

principle

f
o e o -

Y

Adaptive Immune System

glism

Specific Defens

A4

- Involves T-cells
- Defends against any non-
self cells, including infected

cells containing pathogens

| //

[——="

antigens

Fight to get rid of the =

NS

~N
~

Memory cells

Remember the types
of antigens that
attack the body

o
@

7~

-

\—_/

Figure 2. 14: Mapping the Danger Theory and Clonal Selection with BIS
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Figure 2.14 shows the mapping of Clonal Selection and Danger Theory in the adaptive
immune system. Clonal Selection is inspired from humoral immunity because B-cells are
cloned and proliferated into two types of cells which are plasma cells and n@ell&
Memory cells are important for antibodies to remember previous foreig:@organism
when similar attack occurs. On the other hand, the Danger Theory inpigagired from the
cell-mediated immunity because the role in this immunity is tow; cells that have

already been infected or attacked and responding to cells igarg§in ganger. Table 2.3

shows the summary of AIS algorithms with BIS. \d

®
i
D | Fis
Table 2. 3: The summary ofvth B,]{ \)Y.
2l

AIS W S f'&
Immune Network | The interaction betweerWgnti %antﬁgﬁb or antibody

Theory with the antibody 1€ g@eemration of the

affinity. [

Clonal Selection The process of B-cells in the
adaptive immun ral agfunity). The cells are
divided into t d cel d memory cells).

Negative Selection | The pro 1@7‘111 organ of the lymphatic

system. \0' i

Danger Theory Thm‘ss 01011 N lhc%!ﬁplivc immune system (cell-
162 .

itvaghecaudethis immunity detects a cell that
Yy K Y

1 z]nd,:ﬁﬁzclcd by a virus.
e

2.5 SPAM M GES

c%l‘ ivity of sending unsolicited bulk messages electronically to intended users

Spam 14

(known W#unknown) with various intentions and purposes using the electronic media

such as emails or text messages. For the past 20 years, spammers have been focussing on
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emails as their usage was very important at that time. However today, with the
enhancement of mobile technology and the sophistication related to the new invention of

smartphones and tablets, it lead spammers to change their target to n;{? users.

Generally, authorities and researchers have taken various countermeasu§es order to

reduce and control spam that is rising, but the rate of spam continues t

N

as they look at every message received is one of_the

o
f=

vs the differences

and idioms are another challenge in filtering am. TalDke”2.
between email and SMS in terms of leng 1%pres®xs a & Paul, 2013).
é () )

o
ai &
Table 2.4-D}Ymces L m0 Wd SMS
‘ 1 l
D BN LI
Feature ggm AT L) sMms
U

LENGTH nmied. 5 160 in English characters

-\ 10 PN or 70 Arabic and Chinese.
REPRESENTAT [ exts, #ing ? att 1ent, Only text.
etc (i
Y
VT
25.1 RESE INSPAM <9

To date, techniques are being developed and investigated by researchers to
overcome and reduce spam problem (Igbah et al., 2016). Pour et al, (2012) discussed

three techniques for email spam detection; namely list-based, statistical algorithm and IP-
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based. The list-based technique is classified into three categories, namely Blacklist,
Whitelist and Greylist. Blacklist blocks the IP address based on complaints from recipient
(Ramachandran et al., 2006), while Greylist rejects mail from unknown so@ the
theory that real mailers will retry the mail and spammers will not (L@OS) The
Whitelist is a technique where any received email from an address that¥y stored in the
email contact list is rejected and considered uncertain. The stafiks'wlgorirhm can be
categorised into the content-based method and rule-based X.Tre content-based
method is commonly used and it filters the content of maNgpdy aM‘ers. It uses
N
. ka\ xample,
siﬁcx%rﬁltcr spam

machine learning which needs to be trained (Nostagss® “Pour,

Chakraborty and Mondal (2012) applied different d&s%n (gl
mail while Amayri and Bouguila (2010) usg,

filtering. Besides, Afzal and Mehmood (2 6&\
in tweeter. Rule based method works

pass or block the email (Nosrati W\r,
method in the /P-based lcclmiq%s a mgh f‘:c%

name (Rouse, 2007). &\

N, '_I%O
PN

3 WClmé\cs have been introduced, spam messages are

Although differer 'Y
still flooding ag ils and SMS. TS is believed due to the swift adoption of new

&

. A ammers and the inflexibility of spam filters to adapt the changes. The

next sowgegions highlight related works or studies related to spam classification and
detection in order to further understand ‘state-of-the-art’” and define the gap for

developing spam management model.
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a) Detection/Filtering

Recent studies use machine learning for detecting process either in education h and
banking (Chaurasia & Pal, 2014; Amin & Habib, 2015; Ilic et al., 2016 g:t al.,

2016). In machine learning, this phase is known as classification. Cl ass n is one of
the techniques in supervised learning (i.e. has training set and te tuYe-t) The role of
classification is to predefine class and know in which clags a bjCCl belongs to
(Rahman & Afroz, 2013). There are many classifier algosg ; uc q S port Vector
Machine (SVM), Decision Tree (DT), Naive Bayes ( k-Neargst 1011b§8'(l\—NN)

and Feed Forward Neural Networks (FFNN). Each gf th

sed!!‘m ta usésf.‘here are also

com@lm7 the accuracy of

cla$ ergfhas twar own role

and definition so their performances are diffe
different data mining tools used for classiﬁ(N ToCess ¢
classifiers algorithm as discussed by ( 13 86%2 1

classification techniques using WEI\ ANA nd&zﬁ'LAB Results show that

ﬁf hey compared various

TANAGRA machine learning gool gthe bedt co1 ):' WEKA and MATLAB. Table
L?

2.5 summarises the cxxslm & d lo ih performance of classifiers using

different datasets.
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With respect to spam messages classification, Shahi and Yadav (2013) investigated
mobile SMS spam filtering for Nepali text using Naive Bayesian and Support Vector
Machine (SVM). They identified performance and efficiency of these two ty s?glters
(i.e. Naive Bayesian and SVM) in the problem of Nepali SMS spam and&%j 87.15%
accuracy for SVM and 97.74% accuracy for Naive Bayesian. Beside?krabony and

Mondal (2012) used three types of decision tree classification teNques (i.e. Naive

Bayes Tress (NBT), C4.5 Decision Tree (J48) and Logis el 'Tree (LMT)) to
analyse their performance for spam mail filtration using Wsjlowed that
LMT was more accurate classifiers and J48 took mini time th 1 offfer ‘alé&thms In

eves more than 89%

2011, evolutionary leamning classifiers (i.e. Fuzzyad oost efic cl?v@/lﬁex system,
eXtended classifier system and sUpervised syst S)) W@e used by Junaid
and Faroq for mobile spam filtering. Rcsn%how @

\
detection rate and 0% false alarm rat% her cla 1%@111 Chabra et al., (2010)

and Joe and Shim in 2010 used ?pﬂ t acl (SVM) for filtering spam
Eﬁ .

messages in email and SMS an 1S chssiﬁer can give better results

in detecting spam and 1\&\1 '1 e al, ()) employed supervised machine

o

learning techniques (1 e Dgci8i e G-l;sslﬁex Multilayer Perceptron and Naive

Bayes) to filter thegm: pmy- #ﬂ s @hc model was built by training with known

spam emails \A imate emails @Y 10-fold cross validation. Results found that

—

Multile nu mn classifier outperformed other classifiers and the false positive rate

was ‘100\\ compared to other algorithms.



45

Several methods were also introduced for filtering spam messages without using classifier
algorithms. Pour et al., (2012) introduced new and efficient approach to prevent spam
emails from being transferred by shifting the location of the filtering sysﬂzom the
recipient mail server to the sender mail server so that the time required toSetea and avoid
spam is minimum. Meanwhile, Nosrati and Pour in 2011 propos ew algorithm
known as the concept drift detection with three different levels i.eN‘rol level, waming
level and alarm level) and another algorithm called the Dyna ncipt Drift Detection
(DCDD). The proposed algorithm manages to detect sud oneept es?gf spam
’ N
attack with more accuracy. Bing et al., (2010) propo three-w. 1S on\‘;;gproach to
4 ¥
filter email spam based on the Bayesian spam filter i‘e. a Jec@unher—exam)

and the new approach reduces the error rateM\l%\{yin “\le 1im<&email to spam, and

provides a better spam precision and Wei%accu g T oy
S

GAQ?—
ol

Generally, SMS spam can be ectq by exgmir ga viewing message contents (i.e.

: s s :
content features) or the wa&cs : gc' M ent é}’non-coment_/emures). Sohn et al.,

W,

(2009) proposed a methgd oMmsIng listi ormation to the content-based mobile

of the Way tiEe ,SMS was written (i.e. stylistic aspect) and

spam filtering. They, hd
7 N
four features of :W were 2 ngth of messages, function word frequencies,
1=8,

&Y
part-of-spee rams and spccial%haracters. Tan et al., (2012) identified features of

SMS spaigsed on word and character grams, and alphanumeric and non-alphanumeric

proportion of uppercase letters and punctuation. Another study was by Xu et al., (2012)

where they focused on the non-content features such as statistical, temporal and network
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features. Their study showed that the temporal and network features were more effective
as compared to the statistical features. Uysal et al., (2013) investigated the impact of
several feature extraction and feature selection approaches on filtering of @sages
in two different languages, namely Turkish and English. There are six hstmctural
features extracted from SMS messages given and the lists are messagwm the number
of terms, uppercase character ratio, non-alphanumeric characte1 numenc character
ratio and presence of URL. Recently, Mujtaba and Yasin Yu.s four features for
detecting SMS spam - size of the message, the exis Mly occurring
{ J
monograms in the messages, existence of frequent ing dia 1'1 message

and message classes. These features were xmplenw hme leaming

algorithm for better accuracy. Another sludx ne (
analysed the effectiveness of machine leﬁnng 1t o

N
patterns in order to detect short le " Tdo di en@ermg systems have been

r 1d§ ication. The obtained results

ek . (
show the validity of the pxopo% mon S ?‘1% the baseline approaches.
\& &
er th"u A]éjfax detecting spam. In the work by Victor et

12 ' %"1[1 / elccuon algorithm was used to distinguish the

ra egal™2 14) where they

)

1 L].‘qgulstlc and behavioural

proposed for message filtering @

There are also publi‘

al., (2013) and

characte nxlx\_ If and non- qc]fh&%sa(req from trained dataset. The results from both
experil 1%11’11‘1]10(1 that the proposed model is able to establish a better true positive
on {Maudnown spam. Zhu and Tan (2011) proposed a technique using the Danger
Theory for spam detection. They proposed a Danger Theory (DT) based leaming (DTL)

model for combining classifiers and this model mimics the mechanism of DT. Results
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suggested that the theory can be used in spam detection. Later, Idris and Muhammad
(2012) mmproved email classification method based on Artificial Immune System to
reduce false positive and create spam detector. Results showed that the p c¥z very
effective in reducing the false rate (i.e. false positive and false negati\@moud and
Mahfouz (2012) proposed a mobile agent system for detecting SM based on AIS
and the performance of this system was compared with the Na'l'vwesian algorithm in
terms of true positive, true negative, false positive, false nl Ydfteclion rate, false
positive rate and overall accuracy. Results suggested that th®ggrfo nM‘he{_woposed

&
’
Y' NS 43\'?
&
b) Classification/Clustering \ -\é
i

NS

Classification or mostly known as ring isythe groc esﬁT grouping a collection of

objects into classes of similar bj ate,‘ej Q lustering is an unsupervised

learning because it tries to ﬁnd higflen %

groups of similar ObJCL,l 1r e AN 20d5). F@;ample, grouping patient records with
(7 W

system is better than Naive Bayesian algorithm.

abelled data. It splits the data into
similar symptoms w 1111 IlO\\ n atthe s 1ploms indicate. The cluster is an ordered
list of objects wl l¢ e séNg ml clnmcteustlcs (TRIPOD, 8 July 2014). Thus
clustering 1x\Alon of data mtb&@mupe with similar objects and each group (i.e.
cluster) of similar objects between themselves and dissimilar objects with other
grouffgd’ h > are many methods available for clustering process, with the most used are
known as the Partitioning method, Hierarchical method, Frequent itemset-based method,

Concept-based method, Density-based method, Constraint-based method, Seeded method,
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Ontology based method, Grid-based method and Model-based method (Prabha et al.,

2014).

NJ

According to Chen et al. (2010), document clustering is divideg& ;two major

subcategories; hard clustering and soft clustering. Hard clustering ( 1t) assigns each
document to exactly one cluster while soft clustering (OVCllapp ows each document
to appear in multiple clusters (Shah & Mahajan, 2012). S telmﬂ is divided into

partitioning, hierarchical and frequent itemset-based as

!

Partitional Frequent
Clustering Itemset-based
k-Means
v
Divisive
Method

Figure Z«A Clustering techniques

The h@al technique builds a tree-based hierarchical taxonomy (dendrogram) from

a set of documents which leaf nodes represent the subset of a document collection. Two

basic approaches in this technique are agglomerative and divisive.



49

Agglomerative or also known as bottom-up start with the points as individual clusters and
each step merge with the most similar or closest pair of clusters. This approach requires
cluster similarity or distance between each cluster. For example, we have ﬁvevters; A,
B, C, D and E. If cluster A has the closest distance with cluster E, the, @nerge and
become one cluster, AE. It is the same if cluster AE has similarity%h'c uster B, they

will merge and become into one big cluster that is AEB.

Divisive or top down starts with one single cluster. It 'vides an sp\'s%&\grb-cluster
and smaller one until only singleton cluster of individtypointprenaghs. wﬂlis stage, we
\ Y
) 1&‘6

i

e

must know which cluster to split and how to agrf . Fighw¢ 2.16 shows an

example of agglomerative and divisive in thN;chical ® eril@

S
Y
R

A
Agglomerative

<

Q’ t
v 3 =
\ ‘\q’ Divisive
0 Figure 2. 16: Agglomerative and Divisive clustering

(FrontlineSolvers, 2014)
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Partitional clustering is another technique used for clustering and this method usually
requires the specification of the number of clusters. It constructs k partition of data and
evaluates them by some criterion. There are a number of partitional techniquevd such
as k-Means clustering, Partitioning Around Medoids (PAM), Sel & ing Maps

(SOM) and model-based clustering. k-Means clustering is the most ydely used because

it is one of the simplest unsupervised learning algorithms tha the well-known
clustering problems. k-Means is based on the idea that po!‘lt can represent a
cluster.

.
N4
NG
Y'
\ﬁls makdd uses frequent

Another type of clustering technique is frequent w‘ b

hoﬁaocuments (Shah &

AN
ster can be labelled by

itemset generated by the association rule to clu
Mahajan, 2012). The advantages of usm s me tl a

the obtained frequent itemset shaled docu1 in ﬁ&same cluster. Besides it can

reduce the dimensionality of tegh fe ures effici
_ '
itemset is an asset of word&% oc® ‘éﬁﬂome fractions of a document in a
cluster. \ | o
¢ ’ %
=, ©
The previous It,Al studied and lu@’cd on the performance of clustering algorithms

using data % tool which is WEKA. WEKA is a collection of machine learning

algoritl data mining tasks and it contains tools for data pre-processing,

e1y large datasets. A frequent

classification, regression, clustering, association rules and visualization. Table 2.6 shows

existing researches related to clustering process using WEKA.
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From the Table 2.6, we can suggest that k-Means is the best clustering algorithm using

different datasets and data document. However, each algorithm contains its own formula

Sharma and Gupta (2012) proposed a hybrid algorithm for c%!lg Punjabi text

and functions so it will produce different results.

document that uses semantic relations among words in a ser tenYiu extracting phases.

Phrases extraction creates a feature vector of the docu vV ch'JKusg for finding

similarity among all documents. There are eight steps inSved (i.efpre- olce.s&' phase,
calculating term frequency of phrases, finding top Jk-{r&quent frefughit pl{)w-::s, finding
similar documents and creating initial clusters, @:@\ \reqy@oy finding new
clusters based on frequent term, documeN%cogniz

Experiment results showed that hybrid a:%n RG%\SQ
Delany et al., (2012) in\restig(%

wanted to identify differen Nm@s sl)ﬂg?gmd perform a clustering experiment

N
on the corpus that th \lce dg

from NLégéor])us, ICT corpus, GrumbleText and

WhoCallsMe \\'Cbi%stlif‘, hc? é\s('{op—lisl process in the dataset to remove

common functiodgl Words and then q}?icd basic frequency-based term selection to

S
\\urring in less than three documents. Standard log based TF-IDF was

remove tem

used to Maggl¥individual terms. To cluster messages, they divided the data into a flat,
disjoint partition via spectral clustering method. They managed to get ten types of the

cluster in spam messages.
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There are published papers related to the clustering process using AIS algorithms. Nazri
et al., (2009) proposed a hybrid approach that combines the Guided Agglomerative
Hierarchical Clustering (GAHC) and Artificial Immune Network (AIN@ming
concept hierarchy from Malay texts called GCAIN (Guided Cluste@ Artificial
Immune Network). Three stages involved were pre-processing, t hierarchical
induction using GAHC and hierarchical concept leaming usw . An ontology

learning system has been built based on GAHC and GCA z tei on three different
S

corpus domains. Results showed that GCAIN perform m all three

domains and it has a greater ability to be used in | g concvtjjalch\f;? In 2010,
they again proposed a new hierarchical clustel al fo 1ing concept

hierarchies named Clonal Selection AlﬂotK r L 11 Com&e§ Hierarchies, or

CLONACH. This algorithm is a combjeation of 1c }Q&pmune system, named
N
CLONACH and bisecting k-Means told};y lgargin stem was built based on

CLONACH and was tested on t ireed fer omams Results showed that
o
CLONACH is better than GA%tcnns‘o ta yo% overlap.
\& &
Tang and Vemuri (3 rop L;se@(?hc aiNet (Artificial Inmune Network) for
m

document ulll\li:w ‘cl{\

clustering ploccabeb The original aiNet algorithm uses Hierarchical

syblcm based algorithm which combines the

pre- ])IOCL\\I

Aggloge luslcring (HAQ) to detect clusters but then they used both HAC and k-
mean: ), the Principle Component Analysis (PCA) is integrated into this method to

reduce the time complexity. The result shows that aiNet is capable of obtaining better

clustering results and by integrating PCA, the cluster documents perform more accuracy
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than without PCA. Their approach is good for large-sized document sets that contain data

redundancy and noise.

2.6 SUMMARY

N
0
Y-

The field of computer science not only involves in computer a\?xramming language
the l:

but also can use theory from other areas. This research a \prl of BIS in
biology to identify spam text messages. Four types algoritiyn Oevhnmune
Network Theory, Clonal Selection, Negative Selectl axﬁe Tl 01y@ developed

and since these theories have the relationship w% thgy

ctc@; are suitable to

be used for identifying spam text me ur ma

cs@% focus is on the

/3*

classification phase (i.e. process of chs%’, S an;\ﬂe?a @0 categories) and two
types of AIS algorithms are used - na Tn&&c Network Theory that are

\

discussed further in the next chapt
3? 'S
o)
@)
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