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INTRODUCTION
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ecurity risks that are associated with

Bufefits (Morrow, 2012). One of the biggest
for organizations are company data being entered to devices that
t managed by the IT department, that has security risks of data leakage

and data theft (Cavoukian, 2013). Various threats by enabling BYOD such as

loss of smartphones will lead to loss of data, allows unauthorized users to



read and also leads to prejudice the device and other applications that did not

managed by I'T department.

Employee awareness towards BYOD security is still |
employee uses his or her personal device for work purposes wimmlyt aware of

the security consequences that can be occurred. Emplove errors  could

Nruplion. Many

threaten  the company’s data from leakage an

organization with limited success. Organizations , sho

to secure BYOD environment. IT department

organization network, control th

description 1n the OI'ganizati(N
device access on the n@v z All t

role and job

and unauthorized

|

se Jeduing)
&

Wzation. Another essential part to

ents can mitigate the attacks

@ss on BYOD, most security issues

ployees”™ error because they are not

n  work em@

he po

aware cnm:v tt ¢ Q-m‘ganization put 1t.

1.2 Bé\vur Own Device Concept

12 your own device 1s a program which allows employees to use therr

-

own mobile devices for work purposes via access to the internal network of
the organization. The first goal of the BYOD program 1s to enable an

employee to be more efficient and give more services through the choice of



the device that 1s preferably used 1n business purposes. While ensuring at the

same time the satety and security of information (Cavoukian, 2013).

According to Scarto (201
whose bring their mobile
the workplace ftor both
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own device concept

company or lement work tasks. As the increase

in mobile ar yes more common to have a smart phone

with 1S also useful because of many

featurdg, gh as casy to use, accessible from anywhere and anytime as well as

The ‘D’ in BYOD includes more than just smartphones or tablets. It also

includes employees logging mnto web applications such as Outlook Web

L

Access and SharcPoint, SaaS applications such as CRM systems, from home



laptops.  smartphones that connect to companies networks which increase
threats to the sensitive data for the organizations. Organizations should be

concerned about the nsks that may occur. Keyloggers, Malware an

LS -

attacks have really increased the risk from unauthorizcd!%. and

unmanaged applications (Morrow, 2012).

1.3 Bring Your Own Device Security Concerns V
According to Tokuyoshi (2013) network switchesEW hCrbirary remote has

traffic. Private information such as a postcag
they made an endeavor to look. With the
such as smart phones and tablets whi\e Nﬁ i 01k * 1t became the
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5 billion mobile phones,.
he Internet and various mobile applications that make users more
to cyber-crimes. Smart devices and mobile phones easier to loss and

theft. and that can claim to steal data. Another reason for risk of BYOD 1s the



result of the exposure device to malware. Most mobile devices are not

properly protected from malware.

According to Miller et al, (2012), when an employee u ‘sonal

smartphone or tablet in  the workplace, 1t makes concerns wofry about
security.  For nstance. external (personal) devices are ed to the

company network: malware could migrate from the person®fdevice into the

company's devices and over the company’s networks

lhe' other direction.

sensitive mformation 1s likely to make its way onto

information walks out the door on an  OCCuUr.

especially 1t the device 1s subsequently lost

1.3.1 Specific Risks and Concer%

e Untrusted Network

Public communication

networks.
cellular networks can be susceptible to

attacks (Ketel & Shumate, 201)5).
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)y and ntegnty  of

strong mgx ion technologies wused to protect the
f  communication such as virtual private
(VPNs). Encryption on data should be applied on both data 1n

and data at rest. Data that have been sent over unsecured mobile

{ransit

networks can be problematic, especially when they sent by unencrypted way.



it can be viewed by anvone connected to the same network. directly or

indirectly (Shumate & Ketel, 2014).

e |.ostor Stolen Device
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vhether 1s

Using mobile device for work purposes can be a big risk.
owned by the employee or the company, in case the dev; lost or stolen.
This 1s may cause a great issue when personally confidential

client information 1s downloaded to the device

There are many techniques used to prevent

devices and can be help with dealing with the TOég or tl}:
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> mobile device (Ketel &

orts tries to combat this problem on mobile device (Shumate &
2014). According to McAtee Labs, 80% of the mobile malware 1s
specifically targeted at Android devices (Ketel & Shumate, 2015). With the

proliferation of malware targeting mobile devices and increase of cyber-

-



attacks, 1t 1s considered a source of great security concern when these devices
related to business system. There are many types of malware for example.

Trojan horses and key loggers.

1.4 Problem Statement

In the past years, the use of mobile devices was not ver mon 1n the

workplace. The employees in companies and establishmM‘lad no choice

only to use the company's devices such as computer§W 5. Nowadays,

mobile devices specifically smartphones have bed nordNgEryasive 1n

most of the organizations. The employee bring

it for work purposes. This phenomenon lead:s MR MNQT urikeoncerns in
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such as processing p(\dn
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these devic 1ation  (Chung et al., 2012). To

mitigate this number of the security policies

commensurg researchers are focusing on
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security for BYOD (Gﬁga_: & Carsten, 2013; Madzima et al., 2014:

2 Shumat & Ketel, 2014). But less attention has been focused on

for BYOD security, furthermore, the current BYOD frameworks

addressed BYOD security solution to a single and specific problem, none ot

these approaches are able to fully addressing the issue of BYOD. Theretore,



this rescarch proposes BYOD security framework as a solution that enhances
the sccurity 1in the BYOD scenario without compromising the usability and

flexibility of the system.

1.5 Research Questions s )
The research questions that will be used 1n this research are as folI(mY.

|- What are the elements needed to propose BYOD secunity fr .
2- How to propose a framework for BYOD security? "é

3- To what extent the chosen eclements of - secyri

’
N

acceptable?

1.6 Research Aim

=\

%mework for BYOD

The main aim of this

security.

1.7 Research Objectives

The research ohjccti& “this '(,b
|-To identity the %\ts ‘ L'? cuvry framework from SLR.

Orution to secure BYOD.

2-To propog KAS a

4 1 1C)

Natc the acceptable” of identified elements in BYOD security

The table below shows the summery of research objectives, research

questions and methodology used.



Research Objectives Research Questions
1 | - Toidentity the elements | - What are the elements that []
of BYOD security needed to propose BYOD
framework. security framework?
2 | -To propose a new | - How to propose a fram —S'ystematic
framework as a solution to
secure BY OD.
Yv
3 | -To evaluate the acceptable -lit\?{ew
of 1identitied elements for rit)é -
BYOD security frumqk A
framework.

@ives, research questions and

@ued
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N
: teased use of personal mobile devices in business through the
ey era led to the worsening of security risks. These risks can attect
the success of the business. The main significance of this research 1s to helps
the organizations to how to make BYOD securing with flexible use. To that

end. this rescarch presents a solution to the “Bring Your Own Device™ 1ssue
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in - organizations that  adopting  this  phenomenon through propose a new

framework to secure BYOD.

1.9 Scope of this Research s )
The scope of the research: T

| -The research tocuses on security policies to secure BYOD in Mzations.

2-The framework built based on 2-tier of security QL with device

security  profiles. anti-malware  scanner, and

applications control.

1.10 Research Contribution

This research contributes towards:
| -Reveal the elements that neede
2-Develop a new framewqf

1.11 Thesis Structur

This thesis cont N
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briefly reviewg

L™

(*‘hupt\lnlmduclion. This chapter gives a background about this research

bring your own device concept and the security concerns about this
Also. describes the problem statement, the objectives of this research.

ire

rescarch questions and significance of the research are explained briefly.



11

Chapter 2: Systematic  Literature Review. This chapter presents a systematic

literature  review  related to BYOD  secunity policies. This chapter also
summarizes the existing studies on BYOD security policies. \i
| T\f

Chapter 3: Rescarch methodology. In this chapter the mcth?
been used 1n this research 1s described.
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Chapter  4:  Findings and discussion, BYO

formulated based on systematic literature review

are discussed 1n this chapter. ‘
Chapter 5: Conclusion and future N’ SUMMman
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rescarch and suggestions for future v




