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CHAPTER IV

SYSTEM DESIGN AND IMPLEMENTATION

4.1 INTRODUCTION

software. This chapter explains in detail the process ( 3 '}*su‘in design and

implementation. The system’™s main design is to build * ‘ILWCI:; a X
@ Y-

diagram for the proposal system.
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sed system.

: [OUre 4.':

igure 4.2 showg tha

has two mteri;

i,
El

A £l‘l S ;R mnterfaces. After WSN nodes gain secret

NN
keyv by REL.2> @ fSNﬁCS will shut down the RTL-SDR interfaces or

T

put | sleep and use Xig@w data exchange. We will use the first proposal,

\ It 18 easy to expand the system by duplicating the WSN base station.
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Fioure 4.2: Second desigr

% tﬁ‘%\ within the commercial FM band.

S 1o hi

|'he system design Nnulml' l mmwi:'%FM station so 1t can be used to send
N 1. I:i*_c‘ 10‘*

'he thesis” main con

4.2 SYSTEM DESIGN Yv
lrih%
|

¢ ‘1 showing the design on the FM Station

r b | | 'E

| l"} SC.S1¢

C

the Kev to rem

that 1s actig S@Mlml 1s acting as an RX.
' cnc“fslun. the first laver is a python code written (o
symmetric Key nndﬁhi:c;ld the code using spread code. The python code was

er GNURadio blocks, XOR Encryption/Decryption, Packet Encoder/Decoder

GMSK Mod/Demod. The TX system will be sinked to a HackRF ONE, while RX
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will recerve the signal using the RTI-SDR dongle. Figure 4.3 shows a

structure for the TX and RX systems.

W SN Base Station Svstem

(RX) i

4.3 SYSTEM STRUC

The project dcsig\illl Fdiw

. Modul the ¢

.;@'M SYSTEM

Y'

- will be acting as @ommcrcial FM station (TX) that will be responsible for

1 Key broadcast using the algorithm as follows:
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[nitial phase: for the first time only, a temporary ECC private key W

-

generated from reading current hour and current user name angrco
them together to create a private key.

nerated.

g

I'rom the private key, a public key will be g

WSN symmetric key will be encrypted using the gen d ECC public

key. As the First layer of key security.

The encrypted key will be spread using a s
Second layer of key security and will b
SLeps.

a. There will be 4 dii‘l‘ermW; CO
b. The spread code 1%) lepending
> the mi1N$1 |

Python code wilgg
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o. SC#4 will be chosen 1if the minutes”™ value 1s between 4

I'igure 4.4 shows spread code selection depends 01
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8. The result will be modulated on the 80 KHZ. this is the Fifth sed

layer. Figure 4.5 shows the five layers of secrecy technig iU the

system provides.

-

e

2
Q! |
- | Q/Qv
0 Iy o clal & station band. Ficure 4.6
b commgreial O (X system) and symmetric key



4.3.2 MODULLE 2: WSN BASE STATION

In this phase WSN base station will recover the symmetric key by %\Swing
algorithm: "&

I- Imtial phase: for the first time only, a temporary ECC pMate key will be

Nne and combine

egenerated from reading current hour and curren

them together to create private key.

2- The WSN Base station will keep listening to Mggpectied

3- 4™ harmonic 80 KHz will be demodu I.@

4- When data collected. fake code wil 1du

to retrieve the key

7- The key will be ¢ )ri\f'a%\cy that was gained in the mitial

re

ee tog¥near WSN nodes. Figure 4.7 shows the

> l%
.. ClSIH i@ﬂ{,\’ system) key gain method.
e
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8- The Key
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4.4 SYSTEM IMPLEMENTATION

The implementation starts using GNURadio live 3.7.8 live distribution. as it has the mosl&dicd
“%JSB

& USB dnive.

GNURadio and 1ts dependencies. Next step was to install it on a USB drive using

Creator. as 1t 1s the most stable software to create a bootable GNURadio live 3
so changes will be saved n case of restart or shutting down the system. nd RX systems
are created in the same way, but we have made another WSN Base

4.4.1 WSNTX MODULE

Binat i()'IT\cvi' the

inilial%’a public

Il bepgeMerated using

[First an mitial private key will be created, the privaté™

current Linux username and the current date (Day, MREL Ye

key will be created usimg SECCURE functionf WS WP ubl¢

the WSN Private Key. the Private Key will be cMgryp
| m'D’ zmﬂ
encapsulated result will be spread L% spreadl

of Wur codc.{lhe C

' ing' 1Q LeY.

The key will be converted to

|: Cd@l a FFake code. The
ol
e th ‘iﬁ | be chosen from a file.

N
e@ will be depend on time. The

'lt&f' be encoded with a packet encoder

the chosen code will be one o

he m@led signal will be sinked to HackRF

&
(j)

(One.

4

The TX @111011(:&. the following pseudo code describes

: e o
the process @ (riggitting lhn.symmc@ey:

\Qm Prefix = 0110101001010101010

E Fake Suffix =10100010100101011010

XOR Code = 10110110




47

Date = get current date ()

Symmetric_key = Syemmetrickey

Initial Private Key = username+tdate

Initial key Public = SECCURE (Initial Private

Get time (minutes)
If minutes <= 15
Read fake code 1

Spread Code = Bir

If minutes > 15 @nd gi i
_ 5 &

Read fa ’\16_2 l ' %
Q N
iy . nary C Jdec?_ fake code 2

’

LC

Ny > 3}( 1d g

3
&( cad fake code 3

Spread Code = Binary Code @ fake code 3

0 Flse minutes > 45 and minutes <= 59
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Read fake code 4

Spread_Code = Binary_Code @ fake_code_4 c\

XOR_Encrypt =Spread Code & XOR Code
Fake _result = Fake Prefix*XOR En ('}ijFakf_S:%

Yv

Encoder = Packet Encoder (Fake Result)

Add GMSK.Encoder () With Sine 80 KH:

Sink to HackRF

4.4.2 WSN RX MODULE

<

v \\filkpf a combination
of the current Linux username and the cyrent (¥te . , N \*’x‘ar;. From the mitial

base station status

will be on listening mode waiting M
I isicle

cted fea

only because of the repeaging 1sséfc,
&kL COM ¢

When transmission §

will be saved i a file.

'

d \\'itl\@"simple XOR code, the current time will be read

S

for thg \m minutes to choose the spread code that will be used to recover the bmary

. binary key will be converted to ASCII and decrypted using the initial private key.



49

The cained svmmetric key can be sent to nearby WSN nodes using ZigBee. Figure 4.8

shows the flow chart between the TX and RX systems. \z

cudo

RX module will be executed in a reverse sequence to TX, the follogTg

code describes the process recerving the symmetric key:

Fake Prefix=01101010101010101010 Nz
Dare = get current date () \dl \3-
Username = ger current username () 1 11 UNI } cO@mnuind "\

Y'.,\\ 3

Fake Suffix=10100010100101011010

XOR Code=10110110

Initial Private Key = username+date

Put BaseStation to Listen State. Filte
If receive_data = true
Timer coutdown = 10 seconds

GMSK.Decoder ()

Packet decoder (rct ve im)

Save recieve _data to recgve [N

HWhen timer ¢ owWwh =

Stop recen ¢

Open t&f ile
&t
GelffncWhinutes)
S

LWL Decrypt = open (recieve file) & XOR Code

‘ake Prefix=01101010101010101010

Fake Suffix=10100010100101011010
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NOR Code= 10110110

Date = get current date () \z

[/'sername = oet current usernanie HH whoami UNIX conmman®
o

Initial Private Key = username+tdate
Putr BaseStation to Listen State. Filter (S0KHZ) N:

If receive_data = true

Timer coutdown = 10 seconds
GMSK.Decoder ()

Packet decoder (receive data)
Save recieve _data to recieve file
When timer coutdown = ()
Stop receive _data
Open recieve_file
Get time (minutes)

XOR Decrypt = opegr(rec@ve_file)
Sink 1)0{'13*1)!_Sy:mwtrD Y Key

£y
46’
=
3
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Cend to WSN nodes initial ECC Priv

TimRaa

Crez

Extract Frivate Key

Decrypt Secret Key
with Initial ECC Key

Convert 1o ASCI

De-Capsulate with

in:aps ulate with
Fake Codz Hy

. ~ § Fake Code

Choose Spread
Code/Time

XOR Decryption
Packet Decoder

GNISK Modulation

- G\MSK De-NModulation

\ _
& il

AN
S
S

JRX systems.

Listening State

"‘\
L
7
E




