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CHAPTER IN' 

SYSTEM I)1? SIGN AND II\1P1, ENIFN'FATION 

4.1 INTRODUCTION ZION 

. 1, hc prcv ion" chapter high! ightcd the system development model. inaterials and toýools 

needed tier the system constnietion. and the operating system needed to install the Si)R 

soli are. 'T'his chapter explains in detail the process of the system design and 

implementation. I lie systems main design is to build an SUR system that acts a TX 

system, and another SI)R system that acts as an RX system. Figure 4.1 shows the entire 

diagram Ioi the proposal system. 
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1' igurc 4.1: I'hc entire proposed system. 

I'i'-'ore 4.2 sho\\s that the system can have another desi, n. \yhcre cycry sensor node 

has two interfaces, a 7. igNcc and an RII. -SUR interläces. After \V'SN' nodes gain secret 

kcy by R II -SUR dongle, the \VSN nodes will shut down the RTI L-SDR interfaces or 

put them to sleep and use %ig13ee fir data exchangc. We will use the first proposal, 

thou. ih. as it is easy to expand the system by duplicating the AVSN' bast station. 
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1`iu, urc 4.22: Sccond dcswn %\ hcrc c\cr\, \VSN node Iias two intertäecs. 

4.2 Sl S'FFN1 1)h: SIGN 

Hic thcsis, main contribution is to hide the secret key within the commercial FM band. 

Hic system dcsiýn ýý ill sim utlate the commercial FM station so it can he used to send 

the kcv to remote WSN base station. {inure 4.1 show ing, the design on the FM Station 

that is acting as a TX. A1'SN Base Station that is acting as an RN. 

I here are three lavers liar each syystem. the first laver is a 11ynhorn code Written to 

cncr }pt the ,v nunctric key and spread the code using spread code. The python code was 

heilt over (ANI. Radio blocks. XOR I-: ncrvI, tionDeci- l)tion, Packet I: ncoder/I)ccoder 

and 0\151 plod I)einod. The T\ system will he sinked to aI lackRF ONF. while RN 
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%v ill lCCCiv c the signal using the R'I I. -SI)R dengle. l" i_gur 4.3 shows a füll design 

structure I<1r the "I'X and RX systems. 
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Figure 4.3: Full system design. 

4.3 SYSTEM STRUC'T'URE. AND DESIGN 

The project design will be divided to two main modules: 

i. Module I inr the commercial FM system. 

ii. Module 2 ii)r the WSN base station. 

4.3.1 sIODI'I. F 1: COMMERCIAL FM SYSTEM 

(1 X, 

... I 

G^,. Pad: 

Ibis module vv ill he acting as the commercial FM station (I-\) that will be responsible for 

sv'mmctrlc kcv broadcast using the algorithm as fölloxvvs: 
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1. Initial phase: Ibr the first time only, a temporary ECC' private key will be 

venerated fi-om reading current hour and current user name and combine 

them together to create a private key. 

2. From the private key, a public key will be generated. 

3. WSN symmetric key will be encrypted using the generated FCC public 

key. As the First layer of key security. 

4. The encrypted key will be spread using a spread code. This will be the 

Second layer of' key security and will be a phase to the Ibllowing sub- 

steps: 

a. There will be 4 different spread code saved within the TX host. 

b. The spread code is chosen depending on time. 

c. Python code will read the minutes' value fbr local time. 

cl. Spread Code Numbcrl (SC#1) will be chosen it' the minutes 

value is between 00 and 15. 

C. SC#2 will be chosen ifthe minutes' value is between 16 and 30. 

f SC#3 will be chosen if the minutes' value is between 31 and 45. 
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SC'#4 vv ill he chosen if the minutes' value is between 46 and 59. 

Figure 4.4 shows spread code selection depends on time. 

ou 

SC4d SCý1 

45 

SCa3 SC;; 2 

1ý 

30 

Figure 4.4: Spread code chosen depends on time. 

ý. The outcome of' the spread phase will be encrypted using XOR 

encrypt ion. 't'his is the Third layer of security. 

(. The outcome of the NOR phase vv ill be encapsulated with a tike code. 

It'he tike code will be added at the start and at the end of the code. Each 

start and end code is dillcrcnt. 

7. The encapsulated result will be injected within the fake code, this is the 

Fourth security layer. 
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S. 1'he result vv ill be modulated on the So KI 1/. this is the Fr ih security 

laver. I: iuure 4.5 shows the live lavers of secrecy technique that the 

system provides. 

Figure 4.5: VVSN Secrecy Technique Security Lavers. 

9. 'I'hen modulated within the commercial FM station band. Figure 4.6 

shove s the module iör commercial F NI station ("IX system) and symmetric key 

broadcast method. 
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4.3.2 : 110DU1, F 2: AV'SN BAST: STATION 

In this phase WSN base station will recover the symmetric key by the iöllowinýg 

algorithm: 

1- Initial phase: for the first time only, a temporary FCC private key will be 

generated from reading current hour and current user name and combine 

them together to create private key. 

2- The WSN Base station will keep listening to the specified station. 

4°i harmonic 80 Kliz will be demodulated. 

4- When data collected. hike code will be conducted from start and the end of' 

the key. 

NOR decrV, Ption. 

6- Again time will be checked to get the spread code used at the time of send. 

to retrieve the key. 

7- The key will be decrypted using FCC private key that was gained in the initial 

phase. 

8 "I'hc Key will be sent by 7igBec to all near \WSN nodes. Figure 4.7 shows the 

module two I'or \WSN Base Station (RX system) key gain method. 
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4.4 Sl STF1M1 IMPI. h: Mh: N"I'A'I'ION 

The implementation starts using GNURadio live 3.7.8 live distribution, as it has the most updated 

GNURadio and its dependencies. Next step was to install it on a USB drive using "Lil-i USB 

C'reator'. as it is the most stable software to create a bootahle GNURadio live 3.7.8 USH drive. 

We have used a USB 3 thumb drive with a 32GB. and we have created a 4GB ol'persistent space 

so changes vviII be sav cd in case of restart or shutting down the system. Both TX and RX systems 

are created in the same way, but we have made another WSN Base station using Raspberry Pi 2. 

4.4.1 \VSN TX MODULE: 

First an initial private key will be created, the private key will be a combination of' the 

current I. inux username and the current date (Day, Month, Year), from initial key a public 

key will be created using SIC. CURF. limction. WSN Public key will be generated using 

the \\ SN Private Key. the Private Key will be encrypted using the initial key. 

The key will be converted to binary, and encapsulated with a Fake code. The 

encapsulated result will be spread using a spreading code that will be chosen from a file, 

the chosen code will be one out of Ibur codes, the chosen code will be depend on time. The 

result vv ill be XOR with a simple binary. The result will be encoded with a packet encoder 

that will be modulated later with a GSM K. The modulated signal will be linked to I lackRF 

One. 

I'hc TX module \\ III be executed in sequence. the following pseudo code describes 

the process of'transmitting the symmetric key: 

I-(rke Pri ix = 01101010101010101010 

Fake 5ýýlfix = 10100010100101011010 

. 
VOR C'odc, = 10110110 
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Date =�et current date 0 

Sl nunetric_kev = Sv'nunetricke i 

(%sernanre = get c"111-rent username 0 ## ºvlromni UNIX command 

Initial Private Keh = usernarne+date 

Initial l; c. ý'_Public = SL"CCURE (Initial Private Ke ) 

En crl"pt Swnruetri(-Ke)" =SECCL! RE. Initial kc1_Publicc (Sl'»rrrretric_Ke1) 

Binarl_Code = Convert to Binarl" (Enerapt Syrunretric_Kc'i") 

Get time (minutes) 

If rrrinrrtes <= 15 

Read fake code 1 

Spread Code =Binrnn_Code $ fake c"ode_1 

If nrinute. c > 15 and minutes <= 30 

Read. fake_c"ode_2 

Spread Code = Binary-Code 69. fijke-c-o(le-2 

If minutes > 30 and minutes <= 45 

Read 
. 
fake code 3 

Spread Code = Binari_Code ® fake-code-3 

Else minutes > 45 and minutes <= 59 
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Read fukc_code 4 

Spread Code = Binary-Code ®fakc_code_4 

XOR Lncrlpt = Spread Code ®. VOR Code 

Fake result = Fake Prefix+XOR Encivpt+Fake_Suffi. r 

Encoder = Packet Encoder (Fake Result) 

, 
Add G11SK. Encoder O 11ith Sine 80 KH;, 

Sink to IlackRF 

4.4.2 \V'SN RX IN101)L11, 
E 

Like l'N module, an initial private key will be created. the private key will be a combination 

of-the current I inux uscrname and the current date (Day, Month, Year). From the initial 

kcv. a public key %v ill be created using SFCCURI'. tünction. The \VSN base station status 

ill be on listening mode waiting 1i0r the transmission to start. 

Whcn transmission start is detected, gaining state will last tör five to ten seconds 

Ouºly heeausc of' the repeating issue, alter that the receiving will be stopped and the result 

iIl he saved in a tile. The like code suffix and prefix will be deleted and the encapsulated 

code will he conducted. Code will be dc-coded using packet decoder, and then demodulated 

using the ONISK I)emod block. 

The result will he XOR'd with the simple XOR code, the current time will be read 

tier the current minutes to choose the spread code that will be used to recover the binary 

kcv I'he hinarv key will he converted to ASCII and decrypted using the initial private key. 
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Hic gained svnimctric key can he sent to nearby WSN nodes using 1, igl3ee. Figure 4.8 

shows the flow chart between the I'X and RX systems. 

RN module will be executed in a reverse sequence to 'I'X, the Ibllovw irng pseudo 

code describes the process receiving the symmetric key: 

Fake-Prefix = 01101010101010101010 

Fake Suffix = 10100010100101011010 

. 
VOR 

_Code 
= 10110110 

Date, = et current date 0 

1 : sername = , et current username 0 ## w/loami UNIX command 

Initial Private Ket' = username+dale 

Put BaseSlation to Listen-State. Filter (80KHZ) 

If receive_data = true 

Timer coutdown = 10. seconds 

G: 11SK. Decoder 0 

Packet decoder (receive data) 

Save reciere data to recieve_file 

When tinier couldown =0 

Stop receive data 

Open recieve file 

Get time (minutes) 

NOR Decrypt = open (recieve file) ® XOR Code 

Fake Prefix = 01101010101010101010 

Fake S111fi. V = 10100010100101011010 
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. 
VOR ('ode = 10110110 

Date =get current date 0 

I'sernunre =get current user"nanre 0 ## ºvhoanri UNIX command 

Iii itial Private Kc)' = usernanie+date 

Put BaseStation to Listen_Stale. Filler (80KHZ) 

If receive data = true 

Tuner coutdorvn = 10 seconds 

GRISK. Decoder 0 

Packet decoder (receive data) 

Save recieve data to recieve file 

11 hen timer coutdown =0 

Stop receive_data 

Open recieve file 

Get time (minutes) 

NOR Decant = open (recieve file) ® , AOR Code 

Sink Dcc rlpt Sl'rurnetric Kei to ZigBee ##Optional 
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Figure 4.8 Flow chart between the "1'X and RX systems. 
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