CHAPTER 2

LITERATURE REVIEW c\z
zted theories

eloping and

2.1 Introduction

This chapter purposely is to study, review and identify all

and facts required to be applied in this research. Designs
implementing a risk assessment for text spam message re ‘Ila in scopes of
theories that include issues related to spam threat, Dangcreggeory Artificial

Immune System (AIS), risk management, text mining arfgataset gepl n'enb'd)&.mﬁ

the testing phase. 2 Y.

Prior to design and develop the risk assessmst f N 1 m s&es, every

topic that is closely related and required for tif€ roWarc

conducted by gathering research papers and nals froi num@us and reliable
sources for the subject as aforementiong . 1des IC \ 1 g }6:\1511110 works, this
session also tries to uncover the gap the past ud c nt situation. Through
this, a potential solution for the 1de 1ﬁ Ajg\a 'Auntoldcd then suggested
in this research. At the final cuo ofl 11§ ch taxonomy of the research
direction is elaborated. This js 1m e 1 ﬁ&s the guidance to execute this

research by phases. l (Q%
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The Issue Of Spam
2.2.1 Spam History

A junk message, colloquially known as spam, has been inter
human daily life since the year of 1990s. Since then, this threat has % as
one of the significant affair globally. At an early stage, it appearedAha mless
message but annoying such as sale advertisement in electronicvor e-mail
form. However, this threat becoming vicious since these in‘it% essages has
evolved into a criminal landscape.

According to Internet Society (n.a., 2014b®;10n'deﬁnition of

spam is unsolicited bulk messages, that is, messages SCRLO 1 uwgipiems

e’F&ﬁg or

rent weaning
N

depending on the country. \ %\Y'
However, this bulk SMS is o(ﬂycrcd b as&n for certain
circumstances (Knipe, 2017). For ihe. H.)e\e GIK ervices of the
sw;vl il
B &
S igh @1&51{ area about latest

N

&on. While in the United
wi'tln’b targeted area, of an Amber

’
&

who did not ask for them. Natris (2014) from Int Govgrn

14

IGF elaborates more that unsolicited bulk I% s haye

Australian government is using effective digital

communication medium to infg

update such as evacuate pl

f=te]
States, bulk SMS are scx% a '3
alert or a matter of uwmergi

The approa cen i spamgandl] ;y these countries are also varies.
It is also dcﬁned%\oli ited ;ﬁlmb&'(’)mmunications because of its nature
occurred witl@ssisv ce pf lcﬁﬁic platforms such as the Internet and

mobile tecRivgogy. X
: o S : : X
story of spam 1§&bsely tied to the history and evolution of the

Imemc\lf. This so-called co-evolutionary threat also becoming more vicious

o

e §

argxend when there is a success achievement in the integration of the Internet
a obile technology.

Looking back in 1993, the first time use of the term spam was for a post
from USENET by Richard Depew (n.a., 2014a). This was the resulted of a bug
in a software program that caused 200 messages to go out to the newsgroup. In

1997, the very first Simple Mail Transfer Protocol or SMTP has been hijacked
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where this is a sender push technology that delivered all messages without any
sender requirement to provide authentic return addresses. This has made the job
of spamming much easier for the spammer. This spam in e-mail form has gone
worse in 2001 when Code Red worm and Sircam virus infiltrate thousan?
web servers and e-mail accounts causing a spike in Internet bandwidHNb 2

Two years later, it was the first time that the amount of spam e-mgiNexcetded
the amount of legitimate email. The first spamming “botnets™ al cared in
this year of 2003. Researchers found that most of the spam sen@ro;? the world
was in English, however, spammers started using automatic v ions services
to send spam in other languages in 2009. Then, in 2012 a rFing number

of social media spam, parallel with the advancemen Intgrnd=a mobile

"
technology integration. { ' (—}
In a short while, the rise of spam hag evOWed ingo_Sor 1hin§§1at 1s
d N
, fax

Nll se VYQL'S. Voice
0\ ociakg\

mobile instant messenger applications trisg 2 Spatders are easily

'eap&\ie ' @icil revenue. Even
W : :
S has {een }ﬂie@ curb this threat, 1ts
adverse effect is still kept risy istp®y §ith nggn to be any lesser.
LT
4 &
2.2.2  Spam Characjrigs Ar‘i \r'crséf'fecls

unprecedented such as instant messenger %

over Internet Protocol (VolIP), mobilg a Itp tworks and

(]

adapt to use the available technol

though there are many mecha

s that can be recognized regardless

Basicallygsp
of its format; % J an ¢-myl, M{(gr social media spam. In 2014, a group
I

of experts w ntef 'en&@e Forum or IGF consent that the message
or comt ation perceived @am if they are possessed of this essential
qualit is, 2014).

nuisance;
i. considered as an invasion of privacy;
1.

considered offensive;
iv. contain embedded malware or spyware;
v. aims to mislead or deceive, with the potential to cause financial loss,

identity theft, and cause other harm;
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vi. may inflict direct financial costs; for instance, where internet access

or replying SMS message is charged.

In addition to this, China via East West Institute and Internet Socie
China (Rauscher & Yonglin, 2011) describe spam as being uninvll
recipient, high in volume and distributed widely; regardless of ele ml
which includes email, instant messaging, web search engine, 1avgm et s
postings, mobile texting, SMS, and tweeting as well as others

This common feature of spam should be easy to bev ntiated from
non-spam or ham messages; however, statistic showed t m i§ not easy to
fend off. Its adverse effects have been recorded an 1tin (e from

.
around the globe. It has been noticed as one of the\pWggrity threat \x'1el(§.it

used to be a nuisance message but currently h me mprd ag esmvsmce
it now acts as a potential criminal tool 11 is \ sup N'Ed by a
comprehensive remark from IGF (Natgis , th nlex;k d intent of
spam in 2014 is more violent, intmmm m licio 131.1\ »000 which is
spam is now used for all sorts ok 10‘1'1 \36 a;éeadmg, fraudulent

messages and phishing attacks.

The wide proliferats nconent \3} mobile devices have

w I:\an ed the functionality of the
device for malevolent npo S. a2 an ar éé | threat report by Cloudmark
showed an dlallllln(’&l n 1:\@md @s of America (USA) and United

Kingdom (UK) whighirghdy l(s)gﬂects throughout the world. These

attracted the attention of

findings inclu andfemall the following:
| allcﬁl} f(,ou d for 20% of SMS spam reported in the
\‘%"
' .x% of all SMS spam seen in the UK pushed payday loan offers;

67% of SMS spam messages lured USA victims with various

financial offers;

iv.  85% of SMS reports in the UK used money as their pitch;

v. spammers had compromised well over 200,000 websites over the past
year; and

vi. the USA generates about a third of the world’s email spam.
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The negative impact of spam can be affected by many aspects such as
money loss, discredit of reputation, and even time wasting. These adverse
effects are borne by individuals, organizations and also governments (Natris,
2014). On top of that, a study of assessing possible risk impact on using
smartphone has been done by Alotaibi, Furnell, & Clarke (2017) idemiﬁedv
effects other than financial loss such as embarrassment, breach o@ al
privacy, breach of commercial confidentiality, legal liability, threat N‘p onal
safety and disruption of services.

For instance, spam able to risks in diminishing lrus%' 1g business

online, which has a direct effect to the economy. Potential ci hat have doubt

or untrustworthy sense towards online business would ] ute'lo the partial

ation, Mlaysian
L ]

Communications and Multimedia Commission ( C) rgyveal 'hakﬁ-ny

cause of an ecconomic slowdown. In other

users are unaware that they were being charged verypSMS pamvaessage
in between 50 cents to RM3 (n.a., 2015). -
However, information loss or % nl ’8}’S<é1§ obvious or
1

is
observable as a financial loss (Zhang et a0 1 1. End @Rers afedirectly affected

%lh ‘&?ﬂg@ior to identifying
@

because of the time spent for deal}
spam, they need to read 1hrou<vl\ ise the aptfre RQelved message so they

O
\/
eSS t po y important to them. In

will not overlook any legitix
addition to that, the cosyfthatiNey need to ;eiﬂ Swprotective measures against
1 IT‘ ]

] \h.;O o ent actions that caused from

w

spam and also potentiglly tl

0

responding to the geggititl 1 !ss‘ o Tha®was a case reported by a local
. . \ . . . .

newspaper in MgtaySg (nja.g 2 }Ivl hn individual that received an SMS

message info@ 1at lffe/s qui&d calling the bank for a verification of

%1‘1101! oﬁuna@, he/she gets deceived and the call was

a scammer. Wiﬂ@fc convincing method of social engineering

—

credit car

answerg
technMCNhe victim declares all the sensitive information without realizing that
ready lose the money.

While for the government, there is a financial impact on the
implementation of consumer awareness campaigns, legislative processes,

regulatory and enforcement agencies. CyberSecurity Malaysia' reported (n.a.,

"www.cybersecurity.my
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2017) that there is a tremendous increment in the case of online fraud in between
2015 to 2016 which include online business, online banking transaction,
phishing, and scam.

The Internet and mobile industries are also affected somehow in several
ways. The cost impact of spam is significant for email service providers, \Yh
require increased storage capacity, faster processing capability, and%
higher levels of bandwidth to manage the ever-increasing \/OIUI*

affic.

Internet services, hosting and platform providers invest in diff rotective

measures. There is a need for the whole industry to works t to develop

Internet standards, best practices, and codes of con or their use.
Telecommunication service providers also are not being nn(‘ in providing
the cost of preventive measurements such as the ins 1onfo t1 spam
solution or investing in any reliable filtering tecl es (A}rdul 1’11 (Q*al
2017), to minimized the amount of spam.

1an that 1S

The advancement of mobile de ’1C uuh

integrated with Internet technology ha 1 us ofS& llas become
wider. The link provided in SMS is eas%wk le CcC SQ]C online using
smartphone. Through this facility,4S®€Ts 1(:} / e&nme activities. The
definition of smartphone as ed in nheo ﬁ'do@/lylonas & Gritzalis
(2016) is a mobile phone apa ies which executes an
identifiable operating Qy% wmgD ser its functionality with third
party applications thagaare ¥ m aréﬁpllcanon repository. Besides

spam attacks, 1his& clabQr

smartphone use rch J incl !a\féﬁoppmu, unauthorized access and
i rm
WCH{IW&

Tl(:‘l n GSSlblln” Spammer to make their Spam

anok type of attacks that could risk

disclosure of

Th
111@553044&1110 even more SuC sstul namely as SMiShing. Yeboah-Boateng
& Am:\'ZOM) articulated that SMiShing takes place whenever text messages

o the user to either click on a link provided which leads to a fraudulent
W e or also can allow the attacker to get access to user’s confidential
information. Originally this attack kind of attack is known as phishing which is
occurred through emails. SMiShing becomes visible in the form of phishing that

uses SMS or text messages on smartphone (Jain & Gupta, 2018).
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Moreover, the proliferation of mobile technology has stimulated
telecommunication provider in offering a cheaper cost for Internet access. In
addition to that, at these days wireless networking technology of Wi-Fi facility

is accessible almost everywhere with at no cost at all.

Mobile Technology Internet Technolo&i

Fraud onNg€ shopping

\\'c%

SMARTPHONE

SMS Spam

contains:
e URL Link Technology | : )
Intesrati “indncigl
e Tel. No. ntegration
e SMS No.

e alluring &
decoying word

Q,: AN
v
% ’ 'ﬂ'/Sﬁurc$mris (2014); Yeboah-Boateng & Amanor

2 ; Zhang et al. (2
A \(:’0 (2014); Zhang et al. (2011)

.1: The Integration Of Mobile (Smartphone) And
Internet Technology

Spam also has carried vicious attack to scare victims such as
disseminating ransomware in order to achieve what these ransomware criminals
want. According to report Scott & Spaniel (2016), this type of attack is so

effective is that the cyber security field is not entirely prepared for its
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resurgence. Previously shown that spam email has become as it one of delivery
channel and the trends also anticipated that SMS spam could be as it major

transport in this coming year.

2.2.3  Why Focus On SMS Spam \q

A different type of spam that frequently encountered today 1 %Jsscd
in Vural & Venter (2012). Authors of this paper described comprehens ely that
there are a few type of spam at present, which are email, COI]llﬂClz messaging,
mobile and VoIP spam. Email spam is well known as the iR Nsion of spam
and the most common in the computer world. The fast Qage meim of Internet
technology that leads to the emergence of web page Causediqompa@nt spam
to arise. This kind of spam usually inflicts the corfjggents secfion i e&sg‘ﬁer
websites, where adverts are inserted in Aéomm;n ctio@(?'hen.
W phon%'!as made

Ditso R

advancement of mobile technology and emeNgtnce

also Pam over
t=}

messaging spam become increased. MCMg S
ver application

B Ns.?y Lot receiving VolP
' ssa@over a VolP phone.

rch, 4\spam that is received on
e\
O

c®ident up to 160 characters only. It

Instant Messaging (SPIM) that is recerV me

such as Google Talk, WhatsApp,

spam that is received through %ﬂed

Mobile spam, which is the cssmoi I

a mobile device in the fgfm oRSMS mgssa
SMS is text messageghvith Wiy

was designed by H@ndt '0 ac
and was the first Mgm ) p‘la QThjin &l)@m of communication (Chen & Kan,

2013). Since fift ev@r mpBale tc\@,message was sent in December 1992,
SMS has v shed pl al "@/th, and around the world, and now seen
that mogg yillion SMS messa@l’xchanged every year. In just 20 years, SMS

nm > a short mobile communication

—

starte \ become the most widely used form of written electronic
MNnication (Lota & Hossain, 2017; PortioResearch, 2015). Nowadays,
@un be used as a platform for user interaction mode in many applications
such as password verification, voting, SMS remote control, SMS alert and
banking (Rahman, Abdullah, A. Hamid, Wen, & Mohd Jelani, 2017; Singhal,
Arora, Kumari, & Majumder, 2013).
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The availability of unlimited prepaid SMS packages with cheap cost has
made it as an easy target for spammers to disseminate spam messages. In
addition to that, SMS is considered as a trusted service with subscribers
comfortable using it for confidential information exchange. As a result, SMS

can result in a higher response rate for spam than email (Kim, Jo, & Choi, %
Delany, Buckley, & Greene, 2012). \

A survey done by Mobile Ecosystem Forum or MEF* found §at adS 1S
strongly active and mquued by most users as their messaging ioxm This
survey is a study of messaging behavior that covers nine (9 ies; United
State of America, United Kingdom, Brazil, France, Gu Chlm India,

South Africa and Nigeria. From this study, it is revealed S 1 still ausable

and users likely to depend upon as a messaging plat
1. SMS outscores messaging apps for A
ii. financial services lead the way for conh
iii.  most popular SMS use for business
password; and %V

iv.  SMS is the mostly utilized m enterpri

Although this survey ob\%
-1 1

still popular channels for per

01‘1@1@1‘ purposes.

&

S .
1 %@‘Io-face conversation

mudi®ations, SMS become the

favorite option when th or phygical p}lea@ e is not required at all.

ar EN.& nce é’}h any other mobile messaging

Even though gQere
platforms such as W p ‘\VL at, a y for a pattern of SMS usage that is

cuted by GS pl Sirul :yl:q 1lm there is increasing rate for SMS
usage in the low her)w SOphl\llL'\llOIl of spam attack globally
(@ 1oudmurw ! Vgl‘b ¢ thagtuation, high usage, and dependant of SMS

ext messaging wi 1d an the adverse effects, adjacently with the

of mobile and lmcmel technology. This claim is also supported by

addressing

| trade body, established in 2000, acts as an impartial and authoritative champion for
s affecting the broadening mobile ecosystem. The goal is to accelerate the growth of a

sustainable mobile ecosystem that drives inclusion for all and delivers trusted services that enrich the
ll\(.\ of consumers worldwide. http://www.mobileecosystemforum.com

' The GSMA represents the interests of mobile operators worldwide, uniting nearly 800 operators w ith
almost 300 companies in the broader mobile ecosystem, including handset and device makers, software
companies, equipment providers and internet companies, as well as organizations in adjacent industry

sectors. http://www.gsma.com
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a survey done by Portio Research Limited*, which 6.1 billion users, out of a total
human population of 7.3 billion worldwide, or 84% use SMS as a
communication platform in 2015. This number is still rising and will peak at
around 6.4 to 6.5 billion over the next three (3) years. SMS will remain a major
standard for more than 6 billion users for most of the next dgcade
(PortioResearch, 2015). The rising numbers of SMS messages are likely@z
an increasing amount in the development of spam messages also. %ame
number of high usage of SMS platform as the communication medﬁlso has
been reported in Ezpeleta, Garitano, Zurutuza, & Hidalgo (2017R~

Chen & Kan (2013) pointed out that the SMS aN’ilter usage
eXch to study SMS

ﬁ

: slanehow
1SfevegpthotelRrhe

globally makes 37.83% and 0.16% respectively. But th

only accounts for 14.29%, while 75% for Twitte

showed that there are still lacking figure in studfgg I’
utilization of the services is high. Y-'\
In addition to that, as reported bngH B\ iscc Chief

Technology Officer of security firm, Cl su§¥cs thal&S malware

us éﬁls. This claim

could represent a much more prcssingN than ma

is based on findings that Smanphon% curren\%
ore suscc%c plﬁshin? ¢

sted medium than

email, making users n

.
(%)

Human Perception And"Be el line Threat
In many studies, hu@lc
in managing ini‘ormuliotm itypEye
is the weakest link ing™ys sftuatign.

\
tedfh prlix@is claim. As reported by Lin et al. (2012),

at 1s @iﬁcd as one of the vulnerabilities
o
% Cuidies, researchers agreed that human

(2014) somehow
this is due to romagthat users being 1 1@'inlcrcslcd and trusting in web sites based on

ce and lack of knowledge on the various security features are the

4 pPortio Research Ltd. Is an independent telecoms research provider that is specialize in mobile
messaging. http://www.portioresearch.com
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transaction via the Internet and Internet users commonly look for web sites that look
convincing to them. A well-known hacker that currently is a corporate security
consultant has the same claim in his book. ‘The Art of Deception: Controlling the
Human Element of Security’. He strongly affirmed that human is the weakest element
in security; mostly caused by misguided trust and therefore leading many usgrs X settle
for a false sense of security (Mitnick & Simon, 2003). Furthermore, a s %x}oel &
Jain (2017) shown that 35% of users choose SMS as the most 11'Amessaging
platform, followed by 28% by messaging applications such as WNsapp, 18% by
Facebook, Yahoo Messenger and Skype, and 16% is from push noMgghtion such as for

: KgShnan (2017) showed
pam %?. Although
unf of o I‘PS has

this response rate is numerically low, unpredictably ghe amfour
R | &
caused billions of dollars.
v EQ shopflohnson &

verification of bank transaction. A study by Haritha, Kumar,

that 11.1% of the spam’s recipients had responded to the

A report from Chief Information Security (C csh

e hu@n-relaled risks

Moag, 2011) declared that 80% of the 1'espondwbre

o <
are more troublesome than the technical clv\%. Hum: o 6@318 are pervasive
nce, JE llégen (2006) described

at all levels and it is inevitable. For ins , Jay I )

that the perception of online issues dif Hnw:% ev&%ﬁndividual like normal

user, Internet user and security profi 1 becm¥e not ﬁ&userjust uses the system
g ahd

without having much knowledge & c@: s whereas the Internet users

are known to some available %:;1 G

&'indsi)

%Q and malware. But the security
available and its causes.

use, ss'élaled risks are considered to be the

Lo

professionals are known t
Today and cert & th

: .9
greatest risk at all % wighin

perpetrated by @ho‘g ng AT I‘a@lies, deploying operational facilities and
4

processes, or; sers  wh ha\"i)’g. privileges or management responsibility
(Humphrcy\ : N

salh and educate workers in organizations or any individuals to recognize

risk Jgs awggee part of the challenge in exposing them the awareness towards online
threats. We conclusion from a workshop is that the best defence is to have a good
offense such as educate the users and manage the data wisely (Johnson & Moag, 2011).
Authors for paper “Strengthening the Human Firewall” (Tjhai & Furnell, 2006) insisted

that complacency, ignorance, and unawareness of security are amongst the biggest
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obstacles to maintain IT security within an organization, which include in the domain
of individuals security. Indeed, technical security controls alone are not enough to
provide a real protection if there is no human participation acquired in this stage. Asa
consequence, it is desirable for many organizations to develop an effective security
awareness program; by which user awareness could be enhanced. The survw;e
showed that 70% of respondents do not really know how social engineering N ng
on them, only 8% had firmly adhered to the password policy by appl % strong
password characteristics, and surprisingly, two-thirds of respondents cqgsidercd that the

IT department has the sole responsibility for securing corporate [T Systcgas.

In 2010, Securelist produced a report (David Emm, 2010) Mrelated to online
threats, which is suggesting that human vulnerabilities nee palfhed seriously.

Users are not only susceptible due to a lack of awareness, ome il‘w get lured

.
by the content of spam messages and able to entice any ggaem info cli 'ylg e)\"lmk
that should be ignored. Common sense often suggests t ifsm}e 1in seex@oo good

ay nptgsult in the

understanding that taking action, in this case, ] o o flir oul harmful.

A survey done by Zhang et al. (ZOINCI ed thaghiser @reness is the best

defence in managing and handling cyb:%les. ﬁ’ Med by a study done

by Yeboah-Boateng & Amanor (20 ch discoypred %Q(:?Jsers usually perceived
as unwary or oblivious of the numggQu yb §re®tracks ag&@t their mobile devices. This
study also disclosed that mosiisgh 2‘6 cithgr sli nly@%l concerned at all with cyber-

attacks, which is suxprisinw . oncr;éﬁ'n this survey felt comfortable in
providing their pcrsonal&cn 1als l

) The &Me findings that suggesting human is

N
easily influenced by attjclgs ":"lesgéeh done by Lin et al. (2012). Authors
studied the user's . fons df wether aiven action is legitimate, or how that action

makes them fc:’% l'CSpt{l PvacyEducate users in terms of security awareness

and training o strongly su vge@by Colwill (2009) and considered as a critical

mechanisn implemented in securing the confidential data and information.

ag & Hussin (2012) suggested on their study to understand user’s behaviour
and N&@? perspectives towards email spam prior developing any mechanism of the
solution. With the application of Technology Threat Avoidance Theory (TTAT), they
are proposing that effectiveness o f spam control measures can be improved based on an

understanding of how the users perceive spam as a threat. Awareness of lack of

o
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knowledge or skill in the certain application will make them more cautious in the
technology.

As elaborated in Colwill (2009), the application of technology alone will not
provide solutions. Security controls need to be workable in a variety of environments

and designed, implemented and maintained with users’ behaviour in mind. Y.

2.3.1 The Necessity Of Users’ Assistance *

A survey has been conducted to identify the necessitydQf assistance for

users to detect malicious messages. Three (3) high-leyels Wofessionals from
ob

government sectors has participated in this survey chtive to identify
the level of demand of the proposed model in tht v, RisRConggntration for

Context Assessment (RICCA) in daily life of
the implementation of the proposed mod

intention to assist users in identifying d 81

nce,
would reduce the impact and risk. ﬁEW( 3) T§sp, ents&a sreed on the

ssity of the proposed model aN lowing:
1

The proposed model%ﬂla le ?:g '

messages. %“)

. The pxoposud m sie all& Se as life routine.

iii. Itisago o to h Slpl ed model as mobile apps for
daily use. 'y ‘Q

1Vt ilthe Md rlodc can )Q Sase awareness on spam’s impact
2 US

ai :
V. ;alcnl 11 t L'( q@le usable of this proposed model to other

atforngS Su "1s em{‘f and social media.

A Y'
&
E\Dc tails of this validation item is articulated as in Appendix F.




2.4 Mechanism Of Controlling Spam And Its Impact - Policy, Technical And
Industry Approaches
Since the emergence of spam, in its initial form as email messages, there have
been a lot of planned and implemented activities in order to curb the dissemination of
this threat and its impacts. All levels of society or multi-stakeholders; indvls,
government sectors and related private sectors such as telecommunicgil rvice
providers and banking sectors have come together to execute dedicatéﬁr dure in

terms of policy enforcement, technical and industry approach.

Unfortunately, this co-evolved threat has made almosigall lution are not

practical for certain time of period. Spam that always evoly improved in its

behaviour just to evade the anti-spam solution makes it har to'ally diminished.

The integration of mobile and Internet technology afMigthe dWent of the
.

traditional mobile phone to smart phone have made spAMgecomifig ev nr:x ing in
terms of its format (text to image, voice and video sparyplatfgrnt (¢ ail twnobile and
web page) and impacts (sale advertisement to crkinal Nr : %Qrc\’se days, its
adverse effects do not only involve ﬁnanci:%yout ith rserm¥ to activity that

includes breaking the law and regulation. \

2.4.1 Organizations — Govern

;.
Spam has been floo orl Q"flich a country with a high
ranking in spam lists gPpice T Internet connections (Natris,
2 IGF. Spamhaus® discovered that

top three (3) countries with highest

spam rate in tc st q
AI% e wdrld erpugnts are taking measures o combat spam.
For cxz\% 1e Al £ go‘\z’i&nmem established Australian Spam Act and

Codgs.o\Practice (2003) lh@bvers email, instant messaging, SMS and MMS

ms Under this act, it is illegal for unsolicited commercial electronic

pgRalties of up to $1.1 million a day for repeat corporate offenders. The same

law is enforced by the Canadian government with the establishment of C anadian

S Founded in 1998, Spamhaus Project is an international nonprofit organization that tracks spam and
related cyber threats worldwide. http://www.spamhaus.org

(§9]
N



Anti-Spam Act (2010). United State and European countries also implemented
the same legislation via their own version of the law (n.a, 2012).

With the enforcement of these laws, it is easier for the government to
combat spam and curb this threat. In China, 1.530 spammers have been caught
for sending spam text messages (Farrell, 2014). Via this mass arrest, over
fake mobile base stations have been seized and 24 sites manufacturjrg WgBal
telecoms equipment has been shut down as part of a massiv@wide
operation. The Chinese government also had identified 3,540 ca uspected
crimes, including one case where a Liaoning Province gaw spected of

sending out over 200 million spam messages.

Besides governments, this issue has been an agergla v no;,-govemmem

also to deal with spam. In the UK, mobile network op rs paviNggfied up to
.

stop and punish companies that are sending sp Xt mssag s'(‘\' as,

2014). They also provide a service for mobilegserNveporighg'th pa@roblem
which this center is operated on behalfof%g)y ark, a g{mpany that
’ spagy glessages are

aggregated and analyzed, providing ope rtanmdetails about the

Is g&
'%can% g Lédala in real-time to
o )
1

ensure they can all block and OI1 spagumery. Sm@wrviw providers also

take Initiative in evalualinw\xs ol ¥n c ting the spam at their

telecommunication gat%E uch c db@ by Warade, A.Tijare, &
an

specializes in messaging security softw

(=1

origin and size of the attack. Op

r ot & .
N.Sawalkar (2016) anq : l \b{\n L & C@{QOO()). A study by Singhal et
al., (2013) claim at’ nORcCONdght b\ filtering technique are largely

O

employed by cejfulgMactyfork 1?!01'(.)

Anol@ry 0
telecomn Wm provge
spam \ALS in 2016, an a\@c of 200,000 messages blocked per day. This

W with the determination of an accelerated campaign versus unwanted

S Philippine where Globe Telecom, a

xfully blocked more than 165 million of

- scam messages and aided by the use of a comprehensive plus fully
hated mechanism to get rid its network of unwanted and unsolicited text
messages (Telecom, 2017).

Besides legislative and regulatory measures, many governments produce

educational material objectively to educate their citizens In spam
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countermeasures. For example, the government of Canada produced a simple
poster but informative and yet very comprehensible about spam avoidance
(Canada, 2012). The Malaysian government is doing the same in educating the
citizens about the harm of spam. Through collaboration with CyberSecurity,
various type of education material has been distributed and via onlineN\#hIch

include posters and videos to give awareness to the Malaysian, tar lti-
level of groups; kids, youth, adults, and organizations. In addiﬁ&o that, to
show the seriousness of Malaysian government to handle thi 1 issue, the
Malaysian Communications and Multimedia Commission #CMC)® has taken

legal action against seven (7) content providers, compgun to RM300, 000.

These content providers are found flouted the law i"l'CSp nsibly in

providing their mobile content services to consumer her than
MCMUC, there are other authority bodies that e nd inyes IJC@ aints

on content in the Internet, such as Roy

inistrdzNdT Domestic

rizeiCQrganizations in

te Tatest information

Malaysia, Companies Commission of

Trade, Co-Operatives and Consun@ :

Malaysia also closely working together™o W}

cag ) p@ial targeted victims.

such as technique that being us

5 . s L | . .
For instance, as depicted in £i%wge 2.2 f tho&Vkalaysian local banks is

sharing the information o

2
v 81 ‘ arf@mersonaling bank or law
enforcement officers t% 1eirl§ st. Il 0& of awareness also has been

considered as an infosgal lran]' J ,ersg&eing alert with fake services.
N \M? o
Gy | 1+ oA
v s Q@%’ to spot a scam!
Sc@mers are now impersonating bank ;
w enforcement officers. 5

Clickformoreinfo » ¥

® https://skmm.gov.my/home



DO NOT RESPOND

to calls, emails or SMS requesting for personal, banking
or TAC information.

Do call us at +603 6204 7788 to report any suspicious activity.

Figure 2.2: Sample Of An Alert Notifications I g

“Click formoreinfo >

v, March 2

nkwsite
A3

1S
X

N
01'ts$ﬂ all levels
mngil s and private

earchefs or end-user

Source: https:/www.cimbclicks

2.4.2 Individuals — Users, Consumers, And R@chers’

Since that controlling spam is req ired%mbl
of community, besides organizations 111% d

sectors, individuals such as users, suiers,
organizations would be able to jo 1%011 i&"l&l'
its impacts. 4

There are many recog Nox (hat pave %1 done in spam detection.
b

a
—

manage spam and

Various mobile apps al% een geve pkd@ users can get the software
to be installed on lhw] e . oug{@ effectiveness of detection 1s
giving a different & at Qg re ar&itorts from users that realize and
aware about thy \e om Cylp@&;l of top twelve (12) mobile apps
S sgam )¢ clk&Jin Android is reported in Narayan &

; 1ese’a; 1tludgA VG, SMS Blocker, Quickheal, AntiSpam

SMS, ercop, Private BQ‘{J\éMS Filter, The Call, Postman, SMS Spam

Bloc \nsBlocker and Spam Blocker. The testing also covered to test these
ap

effectivenes

Saxena (2

ops for email spam.

s
6 Prior to develop these apps, there are elements of feature extractions that
researchers need to be considered to be applied in their proposed algorithm. For
SMS spam environments, content and non-content features usually become the

potential features and machine learning algorithms noticed as the most
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outstanding classifier for this task. The summary review for choices of feature
extractions and classification mechanisms that have been studied in SMS spam
filtering is tabulated in Table 2.1 and simplified as depicted in Figure 2.3. This
is not intended to be all-inclusive but rather to illustrate the most widely applied

of feature extraction and classifiers in SMS spam filtering.

Table 2.1: Related Works In Spam Filtering For Previous Applied s%

Extractions And Classifiers

SMS Spam Filtering: Type of Feature Extraction
Type Description Referenc

eb & Ghazali
(2017);  Suleiman I-Naymat (2017);
Ezpeleta, Garitano. i & Hidalgo
(2017); Choudt ain (2007): Waghde et al.
(2016); Sulaiman i (F015); gssan &
A content feature refers | EI-Alfy (201 Mujtabaf & s|n %YI):
to message context that Karami & 2014bj Kean 10U
usually consists of spam | (2014a); W . Tijage, & Sgwalk

keywords, URL links, Song, Y
; XN, & Zhou
, & S@)IZ): Tan,

Content : =
monetary value, special | et al, (201

characters, emotion 2

symbols and function G m & 2012, Mahmoud &

words. Wfaz (2012Db); 1an@'2ubair Rafique
1é1 uarte-Figuriredo

& la'sl\%
011); Ma S 7911); Khemapatapan

Cornfgek, I vo, & Sanz (2007):

)
& @aymal (2017); Al-Hassan &
y (bO@'Sulaiman & Jali (2015); Karami
ol ZQ}-ia); Karami & Zhou (2014b); Iyer
&),U(?_OIS); Xu, Xiang, Yang, Du, &

Sha
ZhonééOIE): Yadav, Saha, Kumaraguru, &

metadata s \

messageglengtir®the
numbgp 0 aracle‘so

words, Wglite spa

Non-content HUW erms, i
tifngan®locgtioh wi
theg

Non-content fe
consider nC\ sa<!7c
ot

Kupsav' (2012); Alper Kursat Uysal, Gunal,
-Ai) & Gunal (2012); Mathew & Issac (2011);
et Yadav, Kumaraguru, Goyal, Gupta, & Nai.k
i 3 11); Yoon, Kim, & Huh (2010); M. Zubair
7o isigdigu ; afique & Farooq (2010); H. Zhang & Wang
ltal afplsppatgfo dnY' (2009): Cormack et al. (2007)

I
so considered as n

content features. 5&)




Table 2.1, continued

SMS Spam Filtering: Type of Classification Algorithms
Type Description References
Evolutionary algorithms:
. . . Al-Hassan & El-Alfy  (2015):
Referring to learning algorithms Sulaiman & Jali (2014); Mahr!
which the classification executed & Mahfouz (201 76) f
with training phase prior to testing G E \
phase. There are evolutionary and Non-evolutionaty:algos mh
non-e\plutionary algorithms. Chons & (DAZMPU“
Machine E;le?:::]oi:‘:qyi21%)?:-1)1(;]?\/\1565 & Arora (2915); ‘adav et al.
Learning . SRSl e (2012); Almeida et 2012); Tan
biological evolution such as AIS, et al. (2012);4ku Wal. (2012);
Genetic Algorithm, and Ant Colony Beléxﬁ &_Du_m.ic— biredo (2011);
Opt]im'izmion. lWhi.]T ) Mathew & 1S 011); Junaid &
evolutionary algorithms is non- ) Xy o " :
biological inspired such as SVM S}I;O]q ( . f{fl' ](];?]l,li
Hodih, Warf2¥egUY): C HW (2007)
| .
Linguistic analysis involves ' (,}
an analysis of language form, ‘\
language meaning, and language in
context. There are a few type of I T Aln CNAY..Sil\'a.
analysis that have been applied t nt (2016);
Linguistic | distinguish spam messages sugtas s ,ami & Zhou
Linguistic Inquiry and Wo 0 Zhou (2014b);
(LIWCQ), Latent Dirichlet All
(LDA) and Message Lingistic d
Analysis (MELA) c) -
L]
Some researchers challenge T Q}'
response to dcxect& n A
prominent methSgg singl é\
CAPTCHA#dr CoWgpletely ! Q o
Challenge Aulomalc% uring St to } R n et al. (2010); Shirali-Shahreza
response Computers and4#fun W{ “Th{s /N Shirali-Shahreza (2008)
challer \Kd to Tsh %
betw uman usgl's omp
pro@toma (}%
Muhammad Zubair Rafique &
Gmpl: S ] i Abulaish (;013): 7Zhao. Zl(mng.
pattgly structure ofomo]m%}'odcl of ;-\.’an%oﬁ )L]u (2012); Cao, Nie, &
\ mobile phone spam e

Q Although the feature extr
SOMC I

action is divided into content and non-content,

! research combined both techniques in their study of spam detection, such

as in; Choudhary & Jain (2017); Suleiman & Al-Naymat (2017); Sulaiman &

Jali (2015).
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There are also other researchers who are studying and review the existing
filtering mechanism for SMS spam which can be found in Abayomi-Alli et al.
(2015); Abdulhamid et al. (2017); Lota & Hossain (2017); Foozy, Ahmad, &

M.A. (2014). This review of spam detection is continuously expanding and

various versions of review forms are introduced. For instance, autho
Abayomi-Alli et al. (2015) proposed three (3) types of spam exjacW
content, non-content and listings (blacklist and whitelist) instead of %o )
methods that are proposed in this study. Despite of these differen?were 1s no
standard rule in structuring the taxonomy of this infonnation.V

| SMS Spam

| Filtering \d
’
e 1Y
[ Feature 1 Feature ‘\
Extractions | Mechanis

- Content

~ Non-Content

using Android as a mobile platform and also done in multi-language besides

English like Turkish, Chinese, Malay and African language to meet the needs of

mobile users globally. This research can be found in Onanuga (2017): Balubaid



et al. (2015); Sethi & Bhootna (2014); Mohd Foozy et al. (2014); Yadav et al.
(2012); Griesel & Fourie (2012) and Nuruzzaman, Lee, & Choi (2011).

In another aspect of spam detection, there is an industrial company that
produced software for users understanding better about spam. For instance,
Constant Contact developed a tool for email users that is used prior sending
email messages. This tool basically checking the content of email mess% ith

the objective to minimize its possibility being blocked as spam at cecipient
end (ConstantContact, 2010). Y
It is proven that every type of spam is unique and vaw echanisms

for anti-spam solutions are required for a different 1)@?75})8111. Every
mechanism demonstrated a different level of accurac@ C a*iﬁcalion or
o

detection rate.

The approach for the establishment a

mercemgnt ‘ll&%ﬁm
. Bt i | m@m for

) sug‘to\e it @E.effective
and efficient in terms of its conlx‘ollingl\‘ensms. O(g

NN

—

mechanisms also differs from one country to

2.5 “« Q
Y &
.?er Theory has created a
controversial demand among 1 ] j 121’ hologists. Throughout time,

this theory has been posilivm&w\/ed {n é:fually acceptable and applied in
atz

vho&'iniliated this theory back in 1994
éﬁ% systems which is the possibility the

various domains of arcas. &datzMiger

has suggested a new Vvj ’%]l offhum# 1

need to detect and g agam \g .@s is contradicting to the classical belief

that the immune s\te s primary moti\@;n is the need to discriminate between self

and non-self. 7%, a further explanatiorrof essential differences between the expanded
Self Nog- odel and Danger model including signals that initiate immune

iscussed in Matzinger (1998). In 2002, Matzinger further clarified and

enhanced the basic version of Danger Model (Matzinger, 2002).
An auxiliary research as to fit in with the computational intelligence ambiance
is done by a group of researchers from the United Kingdom. Begin with theoretical

understanding, back in 2003, Aickelin et al., presented a Danger Project which this

3

o



study objectively to create the next generation intrusion detection system based on
Danger Theory. They believe that this theory is the key that will unlock the true potential
of AIS and the mechanism has the advantage of scanning intrusions at an early stage.
This particular theory is further developed into, Dendritic Cell Algorithms (DCA)
(Greensmith, 2007) and Toll-Like Receptors (TLR) algorithms (Twycross, 200

According to Greensmith et al. (2009) and Greensmith, Aickelin, SCO
(2010), DCA differs from other AIS algorithms for the following reasoni'k

i. multiple signals are combined to assess the current xt of the

environment; V
ii. the correlation between context and antigen lg dsYNhe detection of

anomalies; '

et tMgnclYuSm

in negative selection; % | _S
iv. cells of the innate immunity are use spiradf t tl{i"(adaptive
immune cells and hence no dynamicgdearniag i '\fed; angy

v. no dynamic learning is attemp CA _gocs not rely on
w&@, is required to

training data but instead dognain ®r wi
predetermine the mapping et&ex}.% d &put signals from a
C

particular instance to th oriessgf sighals @ in DCA and also the

level of malicious (Gu} smijth, S, 8§kelin, 2010).
N
3 &

2.5.1 AbstracliO}QNOﬁiang' he@h

g
As afo n*\on dan )Jreﬁgvfs section, Danger Theory is the most
recent deve gt in AIS) This @l'y that is found by Polly Matzinger in

WCUSi g &vh@ dangerous instead of self and non-self

1994, w,
N

pon idea. It implic{ml the immune system can discriminate between

iii.  there is no pattern matching to perform the anoms

%

(@)

discrl
dang?l d non-danger (Matzinger, 1994). Danger Theory suggests that foreign
Wers that are dangerous stimulate the production of cellular molecules

ger signals) by commencing cellular stress or cell death (Matzinger, 2002,

2007). The prominent Danger Theory that has been established is the Dendritic
Cell Algorithm (DCA), which is signal processing algorithm and inspired by the

behaviour of dendritic cells (Greensmith, 2007).
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Dendritic cells or DCs are the fundamental possession of Danger Theory, which
also is an innate immune system, and truly an intrusion or anomaly detection
agent in the human body. They are Antigen Presenting Cell (APC) that
responsible to digest antigen material and forward it on the cell surface to the T-
cells of the immune system. This APC is acting as messengers bel\\w
the innate and the adaptive immune systems. (7
Wieder (2003) specified that DCs are capable of capturiug&titoens,

processing them, and presenting them on the cell surface o with
appropriate co-stimulation molecules. For this reason, fe unique
APCs and have been referred as professional APC. In ad to that, only

DCs have the ability to induce a primary immune resporgc g r st‘ng naive T

lymphocytes. This makes DCs critical in, th

immunological memory too.

These DCs are possessing in the bodywsk anddbalh an&ﬁ'ﬁ and

other (danger) signals that give a picture of 4ge ¢ Mon o tissues.

This representation of the current sla,\'%;c
t, and¥e

antégen has been

gathered in a safe or dangerous contept, cl a@e into a semi-
mature or mature state. The missi e A) E@Ouisll antigens as
being either benign (harmless) \ ignatwy(ha Wful nature (Greensmith,
Aickelin, & Cayzu (7010) Tmth cln, &Pedesco (2010)).
Aickelin Mth }_ “!31 asized  that  prior  the
transformation of imn w G i N ['SG "‘{mture or mature state, there
are three (3) lype lec emb signal released exclusively by
pathogens t m 111 1’1'15 (ﬂj safe of its context. Pathogens
Associated P(l gy (DA signal signify abnormal behaviour

which hl" ‘ an al Then, d[lIl"Cl' signal 1s less than
y. 5
safe

PAMP ignal %b\sed to indicate safe context. While

'm is categorized as molecules of an inflammatory response to
ry and it also acts as a natural amplifier for all other signals.

The signals that migrated to the lymph node are divided into two (2)
types of signals as regards to the degree or concentration of danger detected.
Apoptotic alerts or semi-mature brings the safe signal, while necrotic alerts

bring the mature signal. Semi-mature indicates a ‘safe’ context and mature
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indicates a ‘dangerous’ context. These signals are a reflection of the state of the
surrounding. A general sign of system distress called as inflammatory signals

(Greensmith, Aickelin, & Cayzer, 2010); (Greensmith, Aickelin, & Tedesco,

Semi+mature

Immature

-present antgen

2010). All of these signals can be depicted as in Figure 2.4 below.
-produce costimulation
-provide tolerance cytokines

@
“n ymph node \/z
.

collect anbgen - P

e Qe NS
n B

»ir; lygph
Source: Gre@. L
Figure 2.4: The Transform mf‘l m
NS
‘Q y 7
I

Greensmith, Aickelin, 6\ er (2Q00) aB(K& that the generated
output signals are at a cerlairYu ntjnol d preportional to the received
input signals. The calcula% be n}ngs N quation (2.1).

Si - 2.1
o

D

‘ ! YO . 28
where O are th put Bicj he input signals and Wij 1s the

transforming (e )7 $
The :‘m orming weight

&ferring to Figure 2.5 and it showed a

<

iagram of the signal}ocessmg equation used by every DC to fuse

s and derive output signals. The thickness of the line depicts the

assessment. Inflammation signals are not shown in the figure.
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Danger ® @it oTe \Yv

Safe © -ommm—_—-¥ mature \,:
@ Negative Welght Thickness of line ~T ingk\%
*
Source: Aghglin & (Jreen n"lh @)&7)
A
Figure 2.5: The Transforming Weight Fro1 Todyy S'Léﬁls
Applied In DCA N %, N

This Figure 2.5 can be desc@ibl r aséﬁbu ated in the

following Table 2.2. A
NS
U wma oF
Table 2.2: The Derivatio Internelati ship@Welghts In
The Siwl P R
A

t=)
Signal Dafdr J< Safe

CSM WHQSSNT WI*15
Semi-mature: - 0" (¥ 1

Mature Wi N W2ERS | -W2*15

S 57
With,t ce opljyr 2$1d Table 2.2, the values of the PAMPs

weights arquSegto creat lht’ al@ﬁer weights relative to the PAMPs weight.

G@‘smilh, Aickelin, & Cayzer (2010)

For insxc, 1 1s the weighttg?ransfoml PAMPs signal to the co-stimulation

0 put signals and W2 is the weight to transform the PAMPs signal to

7
@L re output signal. The negative value weight for Safe signal to transform

to mature state depicted that it is negative to be a mature state or harmless
outcome. This sum is repeated three (3) times, once per output signals; CSM,

semi-mature and mature. This is to calculate the interim output signal values for

these three (3) signal values and cumulatively summed over time. Incrementing
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CSM output signal is an important feature of the DCA algorithm, as it provides
a limit to the time spent by the DCs sampling the data. The CSM signal indicates
that the DCs has collected sufficient signals to make a decision for the

maturation status, either semi-mature or vice versa.

relative values (as in Table 2.2) determined empirically are kept cor % 1ese
signals are used to assess the state of DCs upon termination of thWampling

phase of a DC life span. q

The level of maturity is determined by the data of aM collected by

DCs. This measurement is calculated using the MaturgCoext Antigen Value

(MCAYV) which this is the mean value of context p

word, determine the intensity or degree of the
2007). This can be measured by the following ion:

t
performs as intended, the closer th ;lueﬂo g the probability that
u
the antigen 1s anomalous. Thi& V valihe sed&‘\ﬁssess the degree of the

anomaly of a given antigen.

4
=)
(//

process ca S
how in ‘¢ DCs transfort No either mature or semi-mature state. This
AN

oW 's the different possible states over a DC life span, where t(m)

signal. Biologically, the processes on the left occur in the tissue and on
the right occur in the lymph node.
This explanation is gathered from collective references but not limited

to these, which have become the foundation theory of this research. These can
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be found in Greensmith, Aickelin, & Tedesco (2010); Greensmith et al. (2009):
Aickelin & Greensmith (2007); Greensmith (2007); Aickelin & Greensmith
(2007) and Aickelin et al. (2003).

N
semi-mature DC l T
mature <
S e - context=0 ' Z
[ 7|+present_antgen() ‘
csm <
t(m)
/
//—Aﬁ
immature DC
+ sample_antigen() P
' ~{+ update input > - *><
signals() 0 csm > t(m) A
+calc_output_sigs()
\¢
semi_mature
< mature

NK‘E _X@
reeésmm (2007)

q Q—
1. While in the immature Segte, the 1111:\ ) functions that occur

asynchronously, l 0
e Antigen samplila — e ccﬂt‘?s antigen from an external
source &mces khe™ Iigcn%its own antigen storage data

¢ " %
. Pput igralN="th(DC collects values of all input signals

. . \
in @ | stoxdge area;
al s=elennine interim ngpul signals — at each iteration, every DC

\calculalcs three (3) temporary output signal values (refer Equation
o‘% (2.1)) from the received input signals, with the output values then

added to form the cell’s cumulative output signals.
ii.  Upon initialization, each DC is assigned what is termed a mieration

threshold, t(m). The value of anomaly threshold separates normal and



1.

1v.

Ve

V1.

abnormal antigen. Output signal that measured greater than this value
indicated as malicious context.

Prior to a recalculation of the output signals, the achieved value of the
CSM output signal as compared to the cell’s migration threshold
value, t(m). If the value of the CSM signal is greater tha Y'
migration threshold, then the DC ceases sampling signals an

and is then transferred to a separate compartment and 1S ed a
new state (semi-mature or mature).

Immediate replacement for the removed cell from the tlon with

W evel. If the

anew one is required to fix the population size

cell does not surpass its pre-defined migr
continues sampling and the output
implementations of the DCA, each DC i
(within a specified range) for the nw
ensures that across the population,
over different time windows.

The remaining two (2) outpu svm &KD

threshold is exceeded. At

'Onalséd‘ ntigen

a&zssed once this
5 @16 semi-mature

output signal is compag the »alue 1116 1u1e output signal.

The context of the ce a&m a 10 reatest output signal

value. % J

The presented agtigen a' N pamé}' y the context of the cell (0
oL re) a.@/ re recorded. This information

3slbmg‘)ai all input data to calculate the

for semi-m nd
is used Wng fhe
nte W ue for each type of antigen (refer

(2:2)): MCAY‘Lalculanon returns a coefficient value
n0and 1. Valucb&?osu to 1 indicate that the antigen type has
sher probability of being anomalous. This completes the pairing
f ‘suspect’” antigen with ‘evidence’ from signals, based on the

consensus opinion of the DC population over time.



input : signals from all categories and antigen
output: antigen plus context values
mitialiseDC:

while CSM output signa :
get antigen:

store antigen: \z
get signals: lc’ ,

] - R L |
nal < migration Threshold do

calculate interim output signals:

update cumulative output signals:

end V
cell location update to lymph node: Yv

if semi-mature output > mature output then
| cell context 1s assigned as 0 :

else

| cell context 1s assigned as 1:
end
kill cell:

replace cell in population:

d@(‘ell Algorithm (DCA) from
0 c@{ine multiple signals to assess the

A
Danger Theory, llw
current context % envjr 1téné)a?so to asynchronously sample another
data strean 1%’11). Fht gire at@aetween context and antigen 1s used as

W ¢

the basis o %aly detection 1 s algorithm (F Gu, Greensmith & Aickelin,

2008) \Omaly detection ormnger classification is performed through the

C r% of antigen with signals (Greensmith, Aickelin & Twycross, 2009).
6111 addition to that, other researchers Chelly & Elouedi (2015); Pradeu &

Cooper (2012) and Danziger & De Lima Neto (2011) claimed that from their

simulation findings, advantages of Danger Theory are identified as having low

count of false positive, high number of true positive, no training data required

though only minimal amount of data pre-processing is needed, ability to solve a
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non-real time problem, empirically lightweight in terms of running time due to
simple linear function of equation.

To have a better understanding of the DCA application as described in
Section 2.5.1 and 2.5.2, the various paper of other researchers have been refT
to be studied and examined in detail. DCA application has been em n
various fields of computational intelligence and part of the l'esearcl@
tabulated in Table 2.3.

ce 1S

From this Table 2.3, it is clearly shown that DCA Qas Been mostly
applied in intrusion detection field in the environment ov ess network,

mobile ad-hoc network and cloud computing networ

yslims. It also

demonstrated that Danger Theory does not acquire larSggraini gw make
L4

it less complicated (Ge, Liang, Chen, & Zhang,_@, It isfalso h’)wq at
a

Danger Theory is well-applied in detection of m re. Fgr

are capable to measure the risk probability of &cct \'mq y q!d‘\'ﬂ{atively
as demonstrated for spam classificatior as @P1-Alfy>2015) and
assessment of risk for cyber threat (MiMggfFabriel & trici10014). Danger
Theory also proven as well—consol‘c‘alo b% @other prominent
algorithm such as Naive Bayesi% and Supppré V2§ Machine (SVM).
\
= S
N
N

o/
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Table 2.3: Application Of DT In Computational Intelligence

Domain of

AR Description References
application
In the current paper, a bio-inspired method is introduced, namely the
Cooperative-based Fuzzy Artificial Immune System (Co-FAIS) for
intrusion detection in a wireless network. It is a modular-based defense
strategy derived from the DT of the human immune system. The agents
. synchronize and work with one another to calculate the abnormality of irband,
Intrusion O PR ] " :
Ttedbion sensor behavior in terms of context antigen value (CAV) or attackers and , Kiah, &

update the fuzzy activation threshold for security response. The model is
subsequently compared against other existing soft computing methods, suc
as Fuzzy Logic Controller (FLC), AIS, and Fuzzy Q-Learning (FQL).
proposed method improves detection accuracy and successful defensg rate
performance against attacks compared to conventional empirical meth

ni (2014)

Authors proposed two (2) applied AIS for intrusion detection usingghe K

Cup'99 database. The first one is based on the DT using DCA and Nnd
is based on negative selection algorithm (NSA). Both al
implemented in Java in NetBeans IDE. Receiver Operati

are

g

effective detection of any intrusion with reduced false alarm rate,
misclassification rate and improved detection accuracy.

Intrusion | analysis or ROC is performed to evaluate the performance. Zekri, Souici, &
detection | the DCA are quite encouraging but in contrast, the Meslati (2014)
conclusive results. It emits a large number of false algrms 1 *

DCA algorithm whose false alarm rate is around 0. A N
NSA has difficulty in managing a large data .{"
50 drawback, given the current size of database comput 7~
A mobile ad hoc network (MANET) is an open v y
decentralized, and self-organized nodes with limif
resources. The MANET environment is N
such as flooding-based attacks, whi %z
whole petwork. This paper introduge id 1 Abdelhag,
: protecting the MANET with effectjue secufity ormance. 3 s
Intrusion S A 3 3 Alsaqour, Ismail,
. This objective is fulfilled by inspiri integratl etection
detection Syt ] : ’ £ & Abdelhaq
of DCs in DT and fuzzy logic the fgpduce ajPendr ell Fuzzy (2015)
Algorithm (DCFA). DCFA cor -based AIS =
and fuzzy logic theory-base sing QualNet
v5.0.2 to detect resource ¢ ow the efficient
capability of DCFA tggperfi vith high network
and security performa x
The paper proposed a neyf mo [3 ]yﬁt‘go-inspired theory into
intrusion detectio X‘tem in mputit tworking systems. The
AL core detection n& e C& igh doey reqpire large training sets | Ge. Liang, Chen,
A and the knowl% orm ¥'acquired through a machine g A
detection . s . & Zhang (2015)
learning appg®acifgywhi 3 rovement to achieve a more
accurate d orfrate f »Ative rate, that enhance the whole
perform e entiffe deg@ctjbn
This lysed? tle ? A immunity model in the network
Intrusion | agair tacks. Th&acc racyYﬂ'ne analysis immune memory strength Kumar (2015)
detection | angafest all level, paramet@dVare studied using two (2) algorithms; SEER
| ifggaunc hetworks algorilhmaﬂ} CA.
work, authors proposed a novel intrusion detection system that is
on the trust value of node and classifier inspired by DCA theoretically.
Intrusio ision phase generated a list of permanent and temporary blocking nodes Singh & Bedi
detedign ccording to the trust level. The expected outcome of the system will be the (2015)




Table 2.3, continued

i

i .

% Domain of
~__application

Description

References

Intrusion
detection

|
|
|
l
\.
|
|
|
E

£

unnatural death in DTMNSRA The architecture of DTMNSRA is mainly
composed of sensors and a risk assessment center. The sensor is located
each host, and it is in charge of the detection of network attacks:
functions of the risk assessment center include two (2) aspects" bact
distribution and network security risk assessment.

This paper particularly applied DT to implement Danger Theory Based
Model for Network Security Risk Assessment or DTMNSRA that evaluate
the network security risk quantitatively in real-time. The higher attack
frequency and intensity, the more dangerous the network faces. In
DTMNSRA, local hosts can detect the type of disease that they are
suffering from and identified the severity of the disease. This induced the
generation of danger signals by simulating cellular distress or cell

(2011)

Intrusion
detection

A mobile ad hoc network (MANET) is a set of mobile, decuu
self-organizing nodes that are used in special cases, such agin t
MANET properties render the environment of this netwo
different types of attacks, including black hole, worn
based attacks. Flooding-based attacks are one of the
attacks that aim to consume all network resources

1 tary

attacks in mobile ad hoc network (MANET). Th
to secure the MANET with additional impra
and validated using Qualnet v7.1 sigffula

introduces a new simulation modu a)flooding
Resource Consumption Attack (RCA) Wegpg O%a::’t

delhaq.
Isaqour, &

\bdelhaq (2015)
oy

Anomaly
detection

sms Mve begn®evel to find out

1S a aly detection
luna&tlon of anomaly
process tends to
d. The calculated

attack. There are several detect]
the occurrence of port scanngg ck, or
method. In this paper, authoMn Si

detection system based on flo dfermigg 3 revie
be anomalous, anon thr&ghold cogffici

value of anomaly thrc® 4759983 i vall
mily of a aﬂcss. Based on the test

highlight the high efficiency of the DCA in d¥edH @AY ipMANETSs.
One of the problems in the co CI JheC U iy Y is” scanning

nd representative in

Anandita,
Rosmansyah,
Dabarsyah, &

order to dclcrmim II]L nafire Choi (2015)
result, Nmap pr hich I'as 4136 e average MCAV value

can be classifi 5 an lml rocesbe Jvithin the host computer.

Meanwhile, ¢ R ‘fd ocessed; Bash, SSH, and SCP

always hay afems below the defined anomaly

threshol b& classfied as normal processes

Classifics
(spus)

AS Mg
targe X
[ht. mimn vectors for secuny

md applied it in Swam filtering. The filtering model using a

ne learning algorithms, NB and SVM together with DCA. The

weights.

evA®. the volume of hacking activities
ﬁ. ally. Receiving SMS spam is one of
breaches. This paper explores Danger

blnmlon of most relevant Teatures and fusing decisions using two (2)

aquuud signals needed in DCA are also generated by NB and SVM. The
rformance has been evaluated on two (2) different sets of SMS spam data
and via simulation showed that significant improvements can be achieved
in the overall accuracy, recall, and precision of spam and legitimate SMS
messages with the proposed DCA-based model. From the experiments,
different parameters value are required for different set of data in achieving
the optimum results. Hence, several experiments need to be conducted to
identify the best value for number of DCs, antigen multiplier and signal

Al-Hassan & EL-
Alfy (2015)
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Table 2.3, continued

{ Domaig o Description References
_application
{ This paper proposed a new framework for malicious code immune
% mechanisms, Network Malicious Code Immune Model. The DCA
] successfully simulated aspects of immune mechanisms possessed by
' biological systems to achieve an immune effect against malicious code in
Malware computer networks. This paper demonstrated in detail the feasibility of
detection the imbalanced Support Vector Machines (SVM) method in optimizing
, the immunization program output data. It also verifies experimentally that
| imbalanced SVM can optimize the output of the malicious code immung
i system by removing glitches from the outputs, making it easier to identify
1 the threshold of malicious code immunization.
i This paper applied DT in suggesting a 2-layer network modgl for
Malware siﬂullz}ting virus .pro.pagation ll\x‘qugh Bluetooth and SMS. Th'is m U ) ERE L S
l Teloctinn effectively restrain virus propagation in a large-scale nenvqk wi r (2014)
| (4) phases model; danger capture, antigen presentati angibody
- generation and antibody distribution. '
} Authors of this paper suggested DT as one of the imp ropertyy )
| Early Warning Systems (EWS) based on intelligent thr psessphent. ¢
i‘ The proposed approach is using an intelligent method @ggisk assesgment \X-
{ Risk for calculating the probability of certain cyber-at!ged are abput (‘)
% assessment | happen. This will be calculated periodically and whe ‘ertain}m ai-Gabriel &
| for cyber exceeded, the proposed system will lriL«'cr an ing atriciu (2014)
} threat human operators are prepared. As proof of ¢ the pr P%&s‘yslem Y'
| is executed a risk assessment (.ompalcd W, | Nefyvork S
! showed that the proposed system is % 0
K explicitly.

SN

. @

2.5.4 The Conceptual Frame 11 51/1 ~Qsts For Danger Theory
Application In The Fic Co1 Onal J\¥lligence
ON

In 2005, Stepr sugggsted)a IC@JIUM Framework prior to
successful dwwnmg and dév a@iﬂlhm especially for the second
generation of AI u 101 sed bio-inspired algorithms are best

Q@
developed and i@l '_clmm-)' of a multidisciplinary conceptual
framework t g forpophis k&a{ >d biological models and well-founded
analytica el theory usually is tested with a real world

) verify the comp@ﬁonal algorithms (Stepney et al., 2005). This

takes into account the interrelationship between immunology and
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™y

Implementation

Source: Green

Figure 2.7: A Flow Diagram Of The
Designation Of Theoretical Immunolo&

Based on Figure 2.7, this m?%loa
the creation and testing of nO\\ nune-
four (4) stages that are identiT:
e observation of%) ogic§
e constructe Wulati')n\s

e developogy implen?

algorit and
° a &e ?l :
r&{inent. :G},Y'
is framework has be& further transformed into structured process
"%by Figueredo, Siebers, Aickelin, & Foan (2012) as depicted in Figure

ys approach can be applied in problem-specific investigation that utilized

immunology field as the research basis.

Besides Conceptual Framework, there is terminology of broad study
categories for biological experiments. They are known as in vivo, in vitro and in
silico; in Latin and differentiate as the following (n.a., 2012b):
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e [n Vivo (within the living) — refers to examination using a whole,
living organism as opposed to a partial or dead organism;
e [n Vitro (within the glass) — refers to the technique of performing a

given procedure in a controlled environment outside of a living

organism; and
e [n Silico (performed on the computer or via computer sim Nz)
refers to characterize biological experiments carried 0

computer.

Referring to the above description of how Danger functions and
. hfrewith is the

n Tapl&. 4 1istable

messages.
<?'uzd in spam’s

environment which is delineated 1e model design
(Chapter 3). For instance, aml%a toXin og Sybs which induced an
immune response in the body. N meltkhls is portrayed by spam

messages that may cause al risk pr ingbact tagwobile phone or computers.
Other significant biological Dop i 1l%ted in detail in the following

Table 2.4, aligned \w&xhaliten ics n m s environment.

46



Table 2.4: The Properties Of Danger Theory Applied In Text Messages
Spam Filtering For Email and SMS Format

Properties in
Biology
(Danger
Theory)

Applied Designation

Abstraction used in
Dendritic Cell
Algorithm (DCA)

Email Spam SMS Spam

Significance
and
Importance

Due to limitations
and drawbacks in
classical AIS
algorithm

Authors applied
concept of ggal
Authors proposed a classificationgfor
predictive model to classify | spam in SM %es. Again,
Naive l% B) and

email spam based on DCA.

They used 3 different Support Vector Machine (SVM)
machine learning algorithm are u roduce input
to produce the input signals, | signals, wNgreby PAMPs signal

which are kNN (PAMPs
signal), NB (danger signal)
and SVM (safe signal). As
for the features that to be
extracted, they analysed
email header and message
body. Term Frequen
Inverse Documer

Frequency (TF-1

utilized in assi Xpe
weight for each 8m.

Wrated when both
si1cYs agree that the SMS
ssage is a spam. Feature

: acteg include URL link,
m whrds, egption symbols,
ers, message
words or

C‘tmct

icql és. The
f gpam words and
'\'ﬁ.the highest

all three (3)

Antigen

Substances that can
initiate adaptive
immune response

Dendritic cells

An antigen
presenting cell that
collects and process

information of
surrounding tha

The model itself

oniDCs need to be prese

to T-cells for further

action (supprags or

reactiv c&
The maindecMghat
"-ce ‘ Not Applicable

T-cells SE ot App
DC stop

sampling and

c f migrati

migrated to
lymph node

Id where the
migrated from
issue to lymph node

[CS

No value of anomaly threshold
to be found

SNJAssigned as 0.39
S

Maturity

and antigen

MCAYV - The
measurement of
danger concentration

or possible impact
intensity

MCAYV > anomaly threshold 2
spam

MCAYV > anomaly threshold
-> spam
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Table 2.4, continued

Properties in

Abstraction used in

Applied Designation

Biology Dendritic Cell
(Danger Algorithm (DCA) Email Spam Email Spam
Theory)

Immature DCs

Collect antigenic
material and exposed
to input signals

Raw email messages (prior
pre-processing phase)

Mature DCs

Have an activating

True positive email as spam

effect
Semi-mature Have a suppressive True positive email as . .
9 True positive ¢S as legitimate
DCs effect legitimate

PAMPs signal

A signature of
abnormal behaviour;
A high degree of
confidence of
abnormality
associated with an
increase in signal
strength

Generated using the

confidence level of a kKNN
algorithm

N’M::spam &

=NB, then PAMPs is
ximrm of SVM & NB

Danger signal
(necrotic)

Measure of an
attribute which
significantly
increases in response
to abnormal
behaviour;

A moderate degree of
confidence of
abnormality with
increased level of
signal, though at a
low level strength can
represent normal
behaviour

Safe signal
(apoptosis)

A confident indic
of normal behavi
in a predictable
manner or a n w
of steady b&

0

Measu

n

A,
S
i

|
[ f15
P o
.
VM #NB,
Dalécs average of SVM &
NB

Not applicable

Inflammatory
cytokj

signal which
annot cause
aturation of a DC
without the other
signals present;
A general signal of
system distress

Receiving a large number of
unsolicited email messages

Not applicable

Greensmith et

al., (2009); M.EI-Alfy & Al-Hasan CA s c (1S
References il (2014) Al-Hassan & EL-Alfy (2015)
(2010)
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[3%)

.6 Danger Theory Variants

The Danger Model was initially proposed by Polly Matzinger, an immunologist,

gested a novel explanation of how the immune system works. She proposed

who sug
Danger Model (Matzinger, 1994), which suggests that the immune system 1s more
concerned with the damage than cell foreignness. The immune system is calledyg
action by alarm signals from injured tissues, rather than by the recognition of \ f.
In this model, the important feature is that danger or alarm signals should &t sent
by healthy cells (Matzinger, 2002).

This idea then adapted in computational intelligence as Dagger $heory that

becomes known as the second generation of AIS. Later, in 200g ther two (2)
hypotheses emerged from this theory, Dendritic Cell Algorithr A) gGreensmith,

2007) and Toll-Like Receptor (TLR) (J Twycross, 2007). Bo the Mses are
L4
suggesting the linkage point that is integrated between i1 and gdapt e, i@;e

o0

system. 2 L
If DCA focusing on DCs behaviour, TLR is insp¥ged abstr n of two

(2) population interacting cells, T-cells and naiv@Ai r 22 hith, 2007).

Differences between DCA and TLR are discu®1 Table 2. O

D) A

inl

(¢

2"4 Generation Of A
Danger Theoxy

In 1994, Matzinger proposed a thg mmunofogy §ille ‘ﬁlger Theory™ which states
that the immune system is acti recdipt Q m!)leahr signals which indicate
damage or stress to the host rather nzfg,l%u of ‘non-self” versus “self”.
DCA (Dendritic Cell Algori g R 1 Like Receptor algorithm)
by Julie Greens PR sed by Jamie Paul Twycross
¢ | %\&p on innate immune principals and
Inspired by DCs cha isticg and & uicsto use and abstraction of T-cells, DCs,
beha (S &{gative selection, tissue compartment and
qé\ lymph nodes
™ DCs collect antigens and at the same time
Antigen and sis&: considered scpar@ process signal. This algorithm does not
utilize different groups of input signals
DCA d ‘e an adaptive component TLR i)s completed n t)raining and detectipn
and thuf es no formal training phase phassibst Ly ity e DOmmalissmplEsan
its training phase
e signal processing aspect by Emphasizes the interaction between DCs
using multiple inputs and output signals and T cells, only uses danger signal
References: References:
Greensmith (2007); Jamie Twycross & Aickelin (2010);
Greensmith, Whitbrook, et al., (2010); J Twycross (2007)
Aickelin & Greensmith (2007)
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For DCA, the algorithm is keep evolved with numerous types of applications in
the various field. A brief history and information on the DCA development can be found

in Feng Gu, Greensmith, & Aicklein (2011).

Prototype DCA (pOCA)
Greensmith et al,
ICARIS 2005 \
Libussue DCA (tDCA) \

A (rODCA)

Greensmith et al. ‘
|ICARIS2006 |

A4
Deterministic DCA (dDCA)
Greensmieth & Auckelin
ICARIS 2008

v
Extended dDTA (xDCA)
Gu et al.

UKCI 2009 Yw
» V ;

epw@en and deterministic DCA

’ ?’l f@ccuracy) between DCA and
' Téﬁces are applied for simulation



Table 2.6: The Theoretical Differences Between DCA And dDCA

Feature /

Abtribute DCA dDCA References
. Dendritic Cell Algori‘lhm. T et i Greepsmi}h &
Naming also known as classical Aickelin
DCA (_v
At minimum only two
Three (3) input signals (2) signals are required; ; mith &

Input signals | (PAMPs, danger and safe danger and safe signals AfCkelin
as input signals) (activating and inhibitory (2008)
signals)
Complex; due to numerous | .,
Non-complex; no nee
parameters e Oates,
Algorithm (such as CSM, input S : Kendall, &
b ' ; i lower number{@giniyt : ;
complexity signals, output signals, . I ! Garibaldi
: : signals re /el
signal weights, anomaly (2008)
parameters cOngiderfgd
threshold) * o~
AJ

' elle

: >010);

MCAYV - the closer this )

- rpensmith &
Anomaly value to 1, the greater the indicé . :
. g2 : g X~ Aickelin
metrics probability that the antigen w » (2008):
is anomalous r M
Greensmith
(2007)

Anomaly
measurement
(outcome of
signal
processing
or data
fusion)

O[mDC] > O[smDC] ar

or
O[mDC]
MCA ,

indica Msp' N TR
is t Yand McC

res@libheuld rgturnga

0% bendb:

al

ssag tagged
ay the pltgnant
| CSage;
or

QO
%
\&< 0 and K, < T -

(,gfdm message is tagged

) as the benign message.
"

Greensmith &
Aickelin
(2008);
Greensmith
(2007)

Accuracy
(technicze
perspective

[
Acceptable rate
(more than 80%
classification accuracy

Higher than DCA and the
risk concentration value
(numerical) is finer-
grained.

rate)

assessing the risk intensity is articulated and demonstrated in Chapter 3.

further discussion on how these variants (DCA and dDCA) function in




mput : Antigen and Signals
output: Antigen Types and cumulanve k values

set number of cells;

mitalise DCs();

wlile data do

switeh wput do

case antigen
antigenCounter—-+.

cell index = antigen counter modulus number of cells c\:

DC of cell mdex assigned antigen;
update DC’s antigen profile;
nd

ase signals
calculate csm and k: i
for all DCs do V
DC hifespan = csm;
DCk+=k;

1f DC Iifespan <= 0 then z

log DC k. number of antigen and cell 1@ra¥gns '

reset DC(): \d
end ®

end ' G}Y.

end .x

end 5 g Y"
v

end \
for each antigen Type do z Y.
| calculate anomaly metrics: V °‘
end 4‘
urce: Gr smth Aickelin (2008)

Algorithm 2.2: Generic dDCA Al IDI TA1
Dan asygemeny 4 Q-
&

~
|
2.7  Spam Treated As A %l WitheRisl/ 2 0

Conventional qpa Mdu Jd
email that only can bc uer, @ 990’s. Integration of the Internet and
mobile technology odu ed=n f' @m that is more sophisticated threat with

- and }wex‘%MS spam has been observed as one of the

o m

Entire Process Of

risk impact that i
threats to moki&devices based on 1(5’ a]cvo]em impacts. This has been debated in

N.. (2016) and ngoah Boateng & Amanor (2014).

Theoharide

ssue of threat and risk is seriously needed to be managed. Many policy and
star e been developed and establish to curb the issue of various threats mainly
related to information security. The policy is required to guide a security administrator

or risk evaluator in managing the risk. Some of the well known standards that 1s



successfully established is National Institute of Standards and Technology (NIST)®,
International Organization for Standardization (ISO)°, PCI Security Standards

Council'®, and Federal Emergency Management Agency (FEMA)'.

various level of risks
that need to be manage

Risk )
« Threat always bring

Threat
« Other than spam '

ST there are n
* SMS spam is other threats t g

\ identified as one of could brigg multi
the mobile threat levels of , (:)\
mobi ] .\
\ : such as Y.

£
Figure 2.9: The Relationship Of S %l As eat@tgxt Potentially

Could Bring Risk To Mobile Devices Mpd Qther, 1a.11\ Applications

& SE

2
2.7.1 Risk Management \ : ; o 6
By many standgrds} agropabl@uitat 1'1'@5 something that is an effect
. . [ q :
of uncertainty on obje Luko: 01 'wkz as this
1. effectis \ialioq r\‘he exé&d, either positive or negative; and

erent‘)&ﬁecls (such as financial, information,

ii. objecqyes™an h

&nc(@ly at different levels (such as individual
)S%aniz?t' n $’
%sk is often c’ha@(erized by reference to potential events and
conddguences or a combix}nion of these, associated with likelihood or
é\ily of occurrence of the event.

Q Managing risk is an essential activity for enterprises of all sizes,
WCluding the individual. Enterprises that manage risks effectively will thrive

$ https:/www.nist.gov/

9 https://www.iso.org/home.html

10 https: www.pcisecuritystandards.org/pei_security/
I https://www.fema.gov/
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and produce high quality products or services where these are the organizational
objectives. While for individuals, well managing risk will keep them away from
any harm and loss.

The focus of risk management is the assessment of significant risks and
the implementation of suitable risk responses. The objective is to acl
maximum sustainable value from all the activities of the orgnnizm% 1sk
management enhances the understanding of the potential upside a ywnside
of the factors that can affect an organization includes an individu

Risk management is a process that is underpinned by W principles.

The risk management process can be presented as a list g 'coYHmed activities.

According to AIRMIC (2010), managing risk always b n ['CA cycle or

Plan-Do-Check-Action phases. The PDCA cycle w ' gle%l_)y
Walter Shewhart in 1930°s (n.a., 2012¢). This bag dbﬁg( ny

standards established, which include ISO (IS and Q9 0).%‘51" and
PCI (Pelnekar, 2011).

This PDCA cycle has been apgli Nealrocedkes involved in
risk management. According to Larf (20T%), {DeUs 1 the sequence

common standard

usually proposes the four (4) sl\ D)
i.  Plan - designing th\ymsler mar
ii. Do —implemchya

iii.  Check - moyQring 1‘1

iv. Act- coKl S 11

ework; and

%ﬂ

e framework.

54



Y

},.ﬂ

am—

4—-»{ Establish context }*—h-

i.‘i.\ff:::.\(',\s.-:::'n.' ? g‘

z |=p>| Identify risks J% = 5
2l Tl B
< [={>{ Analyserisks j=p= 3 c\
E (g
S [ ! 5 A
c g =
== et | Evaluate risks J* e
= o
2 . = ? ;
=t w

<+{ Treat risks JH = \)

Nt

nagement

llé‘analysis and

evaluation or ranking. Recognition a%nking ' @er formed the risk
assessment activity. Risk treatmg Ver@® in wyditopdm phase which risk 1s
treated and a response action is(\ ‘ding mpa,m:}‘evelz to accept, avoid,

X~ d{j.g

reduce, transfer or share

2.7.2. Risk Leve {11 |
NIRRT
AlomilQa' 201F) z?d {‘q\@sl al. (2011) accentuated in their study

that some erye 1t

StonebumgrNt al. (2002) enhan@ﬂml impact such as loss of public confidence,

loss 0 N)ilily. and damage to an organization’s interest cannot be measured

Information Technology Systems developed this guide to designates and

describes the qualitative categories; high, medium, and low impact.

N
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The determination of these risk levels or ratings (high, medium and low)
may be subjective. The rationale for this justification can be explained in terms
of the probability assigned to each threat likelihood level and a value assigned
for each impact level. For example,

1. The probability assigned to each threat likelihood level i I.Efor

High, 0.5 for Medium, 0.1 for Low; and %
it.  The value assigned for each impact level is 100 for 50 for

Medium, and 10 for Low. Y-

Threat Impac
Likelihood Low (10) Mediyr
High (1.0) Low

10x1.0=10
Medium (0.5) Low
10x0.5=5
Low (0.1) Low
10x0.1=1
Risk Scale: High (51-10

v

This risk scale, with its ratings of Mig
the degree or level of risk. The s#wge Q

proposed by PCI DDS ((SIG),

2.7.3  Description Of Rh'el <~J&

Every level @as @dese@n according to its magnitude of

impacts. Dl“CI’CItN ofy ippa "dlsq‘gu\laled a different type of action in
ca

or dissipilpr ﬁéd domains. Usually, high risk reflects

responding Io% or
catastrophe % 1at 1€ oy QAlt t@ndle. while for the moderate or medium
level o l\A

bring ¢ \ damage. However, low risk is the level of hazard could be very

v
@
= 3

pict the effect lh{%%sser than high but still dangerous or could

mdgnmaor nearly secure with no significant damage ((SIG) (2012); Blank &

Jagher (2012); Stoneburner et al. (2002).



2.8 Text Mining

Text mining is part of data mining that extracts the useful information and
knowledge hidden in text content, which usually from unstructured text documents.
This unstructured text tends to be free-form, non-tabular, dispersed, and not easily
retrievable. Hence, it requires deliberate intervention to make sense of it (Nagak¥t al.,
2016). Through techniques such as categorization, text mining is able to @ed in
many applications such as entity extraction, sentiment analysis, inforn retrieval,
document classification and clustering (Witten, 2011). This text or 8ghiCnt analysis
commonly consists of a few processes that include data Colleclionw],)re-processing
or also known as pre-treatment, attribute selection that come Vimghting value, the
discovery of a pattern and finally the possible prediction t gl 1 (O 1Y tld bythe whole
process (Wasilewska, Vijaykumar & Sonawane, 2014), \Jo \X.

nizatjon a‘n..\‘?tering,
01'9561 5) and

sudir mda, Puteh,

Text mining is not only used for docum rg
hierarchical categorization of web pages and 1ext?w

opinion mining (Gasanova, Sergienko, & Sem nyy

& Nazri, 2013), but also in detecting 11‘611@16-
1an, 2

crime (Kontostathis, Edwards, & Leathey 1 \Y

&

% 0 S

9 Q—

2.8.1 Pre-processing OfTN ¥ A‘Q

Text pre-proc

ncl to detect cyber-

represent each docyment
individual \vordﬂl 1y ha, 2@. Four (4) common pre-processing
steps of text cjgssMgatign gnc ng tel_\) 1zation, stop word removal, lowercase
conversiond d Steminy Fe @monly considered. Authors in Nayak,
Kanive. &taaYaveld R, 20%: Vijayarani, Ilamathi, & Nithya, 2015;
S. Kammgd& Gurusamy, 20®d Uysal & Gunal, 2014 agreed that these four

.sses that construct the pre-processing phase have the following

ique description.
i, Tokenization - the process of breaking a stream of text (or documents
or sentences) into words, phrases, symbols, or other meaningful

clements called tokens. The aim of the tokenization is the exploration



of the words in a sentence. The list of tokens becomes input for
further processing such as parsing or text mining.

ii. Stop word removal - Stop-words make the text heavier in terms of
space and less important for analysts. Removing stop words reduces
the dimensionality of term space. The most common words igge
documents are articles, prepositions, and pronouns, whic %ot
give the meaning of the documents and treated as stop WOrdWeStop
words are removed from documents because those wo¥ds are not
measured as keywords in text mining applications. V

'ta%mion - Since
t‘) h

iii. Lowercase conversion or also known as ¢

uppercase or lowercase forms of words

difference, all uppercase characters are
lowercase forms prior to the classificata

iv.  Stemming or also known as lemmatiXyes - T ign d is\gged to

identify the root or stem of a \VOI’W e \\fo@:mnect,
connected, connecting, connx%‘ mnéQO i

*connect”. The purpose oftxs metho myvelarious suffixes,

to reduce the number of Weude, lq\lh ve a@curatelyr matching stems,
u

to save time and mN spa%jcnc Q&ucc computational

cost.

4
-
W,

282 Effects OfPrcl-ngs'

In text min@-p
particular phas@s owij effs

&
v'gl n nandatory process. However, this

eit ositive or negative) on the accuracy

of classifiergc ¥ giication. ?&ding=0 S.Kannan & Gurusamy (2015), pre-
processi reduce indcxing@éam file size of the text documents, which

W count about 20 to 30% of total word counts in particular text

more, this phase may improve the efficiency and effectiveness of the text
mining system. However, authors claimed that stop words are not useful for

O

searching or text mining and they may confuse the retrieval system and need to



be removed. Other than that, stemming used for matching the similar words in
a text document.

Srividhya & Anitha (2010) proved in their study that pre-processing
giving huge impact on performances of classification of the Reuter 21578
dataset. In another study of Gongalves & Quaresma (2005), removing thesg (?
words and executed lemmatisation is beneficial for the classification, ®
Zhang & Wang (2009) it enhances the performance of the SuppAeclor
Machine (SVM) classifier.

However, this is seems resulted in opposite opinion of rocessing

kxgi, iZOl 1) and

task for spam classification. Almeida, Gomez, & Yagga

of classification outcome. But, surprisingly f

Santos. & Gomez Hidalgo (2016), autggS™a

processing does facilitate in increasingethe acCur
This research is executing bo %—

evaluate the effect of pre-trealm& nea

e r&(ﬂoneentralion of text

pagdstilar phase is enhancing

'S

spam messages. This is alsgto whdthergh

the classifier accuracy.

2.8.3 Statistical MS AL Ithr')ﬁmlon
As arti 1at Dfinggt Phe s probably suitable to be applied in

i
. 2 g SR
. lation, B 1sfcritigad to identify the right feature extraction.
NV

that is known as{@al processing algorithm indicated that this

L. 11

this spam r

processed by the Danger Theory algorithm.
Looking at this issue, statistical analysis is the most appropriate method
to gain weights for every word and term in short text messages. This analysis

that offers numerous term weighting schemes either supervised or unsupervised

3



method (Patra & Singh, 2013) is able to calculate the weights derivation for
input signals in Danger Theory signal processing algorithm requirements.

It is realized that the algorithm from Danger Theory, that is DCA
stipulated that the danger value is in between 0 to 1 and the closer the valug to
| indicating that the antigen is most likely dangerous (Greensmith et al. . 0
Considering this critical criterion, term weighting schemes that degf the
value in between 0 and 1 and the closer the value of tokenized word 1*

1cate

it is more important in spam category and considerably as high ris R

This is also influenced by the dataset collection. The we 10 schemes
that calculating from the global dataset is always 1 gled for weight
derivation because it is influenced by a larger collecti 1e dat l ‘bere the

statistics are derived from (Lintean, Moldovan, Rus

2.8.4 Term Weighting Schemes In Spam C ssq ati

Each term in a document vector %N a

value called weight, which measures the ortgqnce

isk gQ\egsmenl

Wi t{a numerical

s.LQ and denotes

G Qsdo cument (Patra

@0 10) affirmed that
AN

how much this term contributes to t
& Singh, 2013). In addition 10
different terms in differer )
distinguished level of ’YL«.
associated with every t m as®an i

more frequent of tm&c ITe alas'\‘ high ranking keywords for its
importance (Arag ierif Ymog 1}& eg?’a. 2016).

o
0z
S
'\<
—
S
@
=
2
E-
=
-
w

Reviev rioug fegjur S’l\gﬁon methods are conducted and it is
found that uqua’l‘u &) ogd¥so known as term strength, Information

Gain Ra Ratio) and Chi{&}"{re (CHI?) is the mostly utilized weighting

schemc™Ng ¥ext categorization, especially in spam classification for email and

st messages. This is usually produced a high accuracy in the regards

he references associated with this are tabulated in Table 2.8 as below.
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Table 2.8: Term Weighting Schemes
Term Weighting
Schemes

References

Fernandes, Freire, Fazendeiro., & Inacio (2017);
Term Frequency (TF) | Adewole, Anuar, & Kamsin (2016); Sethi & Bhootna
(2014); H. Zhang & Wang (2009)

DormatibniG s Trivedi & Dey (2016); Mohamad Mohsin, Har -
Ratio (IG Ratio) Bakar (2015); Ozarkar & Patwardha (W13);
Gansterer & David (2009)

Waheeb & Ghazali (2017): Trivedi J(2016):;
Warade et al. (2016); Zareapoor ja (2015):
Mohamad Mohsin, Hamdan, & Bakgr (2015); Ozarkar
& Patwardhan (2013)

Chi-square (CHI?)

It is shown that this term weighting schemes are Nrovide positive

discrimination on frequent and infrequent terms!

cime, 'hese three (3)
weighting schemes turn out to be the benchmd oNlhigdfesearch in
applying the same schemes in weight derivationf{he weigt ga eii ﬁ‘é}’g?hese

schemes is treated as the input signals that th furthgr ale@r its risk

concentration using the developed DCA algRllml NQL
Dataset \: O

Abdulhamid et al. (2017) ins eﬁ,ha& g ’Jlit& a requisite dataset
. . - q . . :
constitutes one of the challenges r “herm%}ceg&ccessiully carrying out

%
r
5

[S9]
=)

research on filtering or classifyi sagaa~Authors also explored and

refined a list of credible rese%i as
that require SMS or short 10&10583*

—

-xés@hcrs for the study in the field

&

ditio, that, as described in Oda (2005),

rim efinitely required in order to verify

%

tions of good corpus include:

i.  Shoul leicly vajjal ﬁ's'makcs it easier for others to verify results
&

other WTrafhewqrks using the same corpus. Only then,

cation of better { \gwork could be detected.

hin spam and non-spam — as in spam management, the first phase start
With the spam detection, hence the availability of both spam and non-spam
messages in a corpus would help much in the experiment as the pre-testing
phase. Absolutely as for this research, spam messages are the major

requirement.

0l



iii.  Messages must be sorted — the messages in a corpus are required to be pre-
labelled as spam or non-spam to assist the researchers.

iv. Recent as possible — Over time, techniques used by spammers have
changed. Then, having the recent corpus is essential to ensure relevaw
accuracy of the designed framework that match with the current N of
spam. %

v. Altered as little as possible — it is important to sustain the ¢orpus messages

as much as possible as to establish the integrity when runghe messages

during training and testing phase. Y.
There is a various type of spam and each of it h@ ’sWns of s
: sl : .
identification. SMS messages are usually shorter than enf@gl messaggs an Fly tain
text. There are only 160 characters (which 1 charact 7 bits} eq
bytes (which 1 byte is 8 bits); are allowed in a stan eX, w n Spa@election,

this fewer words in SMS messages could be a cw n
1

.(2011)

O

gm dZCS because

there is less information to work with. Almei

use acronyms when writing SMS and abbriggations us $ AL®rs are not standard
: . o 5
for a language and based on colloq thoe us cm@nmes. Due to these

Xt m&iﬁ'{ﬂ. these always referred

reasons, it could affect the spam filter curag

as noise that would weaken th as~Q1erfor ram e

is alwavs written in a formal languade, othef neidt €aghe cleaned up via the process of
g p

text pre-treatment or pre-p, m l (Qé
According to Nl ic fi
at"is not limited to spam detection may

linghigtic features that commonly required
to be considered fopagany typ
oy e Q' N
consist of the follgwan i é

i the oﬁiss on of vowel 01“'3‘031.501lant. For example, nvr is never, appt is

intment

o

caB0. Even though usually spam

e §

L!10quial deviation or standard system deviation. For example, tym is time,
onna is going to
iii. emoticon or textonomatopoeia (spellings which resemble sounds like
laughter and cry). For example, © is smile face
iv. rebus abbreviation. For example, 18tr is later, 2mro is tomorrow

v. coded abbreviation. For example, gtg is got to 2o, asap is as soon as possible
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SMS also referred as short text messages. Song, Ye, Du, Huang, & Bie (2014)
defined short text message with the main characteristic is no longer than 200 characters.
This would include a mobile short message, instant message, Bulletin Board Systems
(BBS), online chat record, blog and news comment. The closest structure in gt
length with SMS would be a Twitter message that is only 140 characters (W :YTQP),
Even though SMS messages seems to have the same architecture with anfytheglype of
short text messages, this does not make that the same filters could wogk withthe same
efficiency. All these different types of messages might be slightly @: from each

other.
In other work, Almeida et al. (2011) and Hidalgo, "n;“ts, ¢ Sanz (2003)

cling nWsages not
»
C

necessarily are producing the same result for distingfeQing S S 1} m&,’gas.

to @ format

ther. Y\.’

claimed that algorithms and classifiers that successfully i

However, those algorithms can be applied with sont odiﬁce}i

structure for SMS and email messages are distinguiwl'o

Since this study is focusing on conte M'es 0
va

consists of spam keywords, URL links, mN

symbols and function words. While SM%‘WCC ew commonly applied
= 5 . @l ; N,

non-content features for their spam gg n th&t congifier I@age metadata such as

length, the number of characters, WN&p C mm@)f terms, date, time and

location. %Y.<Jl§
2.9.1 Typc()ﬂ&s\es 11(:5 é)

0
There @e )&V }lk S es of the dataset for any research that
s, Joth fi
s

:

mesS_ges, it usually

alue, s

required (épam and ham. Authors of this paper

elabora pus are from public online shared, synthetic

dataset and owmﬁfeclion gathered by researchers. Every type of
sour™Xs the different objective of the collection.

The largest collection and most utilized dataset for SMS messages study

the online shared for public access, UCI Machine Learning Repository

(Almeida & Hidalgo, 2012). Authors who collected and shared this UCI corpus

has performed duplicate analysis based on plagiarism detection techniques and
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implemented with tool WCopyfind'?. They also insisted that the results from
various experiments by utilizing the same data set could improve the
methodology employed and the reliable solution would be remarked (Almeida
et al.. 2011; Almeida et al., 2012). For example, a different methodology

been applied for SMS spam filtering in Al-Hassan & EL-Alfy (2015) NY
the same deployment of UCI corpus. A comparative analysis could %
identifying which study has contributed a better result in terms of@ology

n

in the world of research. Not limited to spam filtering, the same cofgus can be
utilized for different objective and the prospect of the resea% ch as spam

clustering or categorization conducted in Delany et al. (2

The synthetic or artificial corpus that is gener? n stydwWyY oedl Kim,

& Huh (2010) is purposely demanding for con

: . .
ering a fwid 1'ing&zf

application environments, which each of it requiré

iffere?t ve ofacéﬁacy
N

and traffic usage. Y. \ &
Vi S

2.9.2 Available SMS Dataset \% O<<

%is lhgbi'\l F‘li @ accessibility to
oped algorithm 1is
impossible to be tested and i g ¥ a rc@. could not be verified
for its significance. For ;% of stufly thit hc@le involvement of short

he#s a

text messages, some Kﬂ l‘s& ve slé)ﬁld the corpus in various sizes
and multi lzmguagcs& l <$

Aslelabon m the aboy 'gln h, the largest English corpus for
SMS mcssag:%llharc pgblkly .&JUCI Machine Learning Repository

sidgshis corpus, there is some more available

The mandatory item for this

the SMS messages corpus.

Cl1

(Almeida o, 2
shared E/miagq dataset but with l@ﬁmllcr size of the corpus which can be found

™xt. Caroline Tag’s. National University of Singapore (NUS) and

D Spam Dataset (Abdulhamid et al., 2017). There are also shared dataset
W e smaller size of the corpus that has been utilized by Narayan & Saxena

(2013) in their simulation.

' http: pl;lgi;u'ism.bloomﬁcldmcdia.com/\\'m'dpl'css’soﬂ\\'urc weopyfind/
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For dataset in other languages such as Italian, Swedish, German, French,
Chinese and Malay can be found in Foozy, Ahmad, & M.A. (2014). This is not

limited to SMS messages only but includes another type of short text messages

X

Many researches have been found for spam filtering is con Qo conten
) ) S5 t

such as opinion messages from various web pages.

[39)

.10 Summary

features, but not in numerical value. The novel feature of this resea the weight

assigned to the content of the text spam message. Every term inwxessage content

sQn' category and the

The final value in determining its risk concenjratioMyis 1M3 eqzxation
1ffgr 131 S (a'Fs range

se@’ily. This

for findings

has its own value indicating the importance of that term §

intensity of its importance also able to be measured.

applied in Danger Theory through signal processing j
value and weight for signal transformation are de

suggestion is proof through experiment that wiljbe gac™y
and results. Furthermore, the major goal 0‘11\% ' g 8()1 is to maximize

the predictive accuracy obtained by the igodel.
: a} A

fious mechanisms for
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