CHAPTER 6

EVALUATION, RESULTS AND DISCUSSION

6.1 Introduction
This chapter presents the achieved evaluation, results and dis based on the

experimental design of the Enhancement Clustering Algorithm th Euclidean Distance

using Correlated Degree parameters. The four scenarios ev. in thi ! entation

include cooperative, selfish, malicious and failure nodes. L this chapter is (Le)&nh
a discussion on the analyses of the results.

X 4\“'
6.2  Experimental Set up %\,

In order to determine the correlated d u3| the u&@n Distances, four

different experimental scenarios were co 'I;p e ari s to test a cooperative
N

node scenario to measure the correla ee un he'eve n‘tﬁ‘bere the initial energy level
. N

is below the 0.5 Joules threshald. econ1 sce l te the failure node to assess the
effects of the corrected degree on HBNOI’% ity The third scenario assessed the effects
of a selfish node. While fo sce arlo ous node to observe the effects of the
corrected degree of n on ectivit odes e network partitioning. The experimental
setup of each sce n Ta

;9(
e Enba ent Clust |ngr I{/ﬂrhm (ECA) in Chapter 5 was implemented to form
the netwo cluster. In order to form Msor node with the highest energy level to become the

clusten%H) based on the energy threshold, the node chooses a random number between

QWhere CH is required to determine the cluster region. Based on the algorithm, the

CHs are selected using three parameters which are distance D, packet g, and energy /.
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Table 6.1: Parameters setup for experiment

Parameters Value

Number of nodes 100

Correlated degree 0.0 t01.0

Initial energy 0.5 Joules

Packet size 100 bytes/packets
Radius/distance 200 meters

Energy Threshold >=1.0

Cooperative nodes 0 to 0.69 connectivity range
Malicious nodes > 1.0 connectivity range

Failures nodes < 0.0 connectivity range <

Selfish nodes 20.7 connectivity range? :
Broadcasting Range 15m CV

Energy Per Message 10 aJ/bit/m

Energy Per Step 50 aJ/bit% E
y

Energy Produced 5 aj% @ 4 @
- %,
N Q
In the selfish scenario, 20 nRes were'and | s@d to become selfish in which
bel

their initial energy level is set 0.5. J{ as aé-l}@cted based on the data sensed from

the nodes within the rad@o 1Lrs and the pacCket delivery ratio from the nodes within
N
the packet size of 100€yt§ “Next, the ?,neug€ clusters based on the calculated correlated

degree. The selfistdid not take p t%&e/formation because when a cluster head node
initiates a ro very tc{ a oth(ﬁ C%&Ef head node, the selfish neighbour node may be
reluctant Wa cast the route reun‘from a cluster. In this case, the selfish node behaves
like a%ode. Although it is possible for a selfish node to forward control packets, the

tion could worsen if the node selects a selfish node as the next hop and send data to it.

When all neighbours of the nodes are selfish, a node is unable to establish any communication
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with other nodes at a distance of more than one-hop away. Hence, a node is isolated by its

selfish neighbours. Note that selfish nodes can still communicate with other cooperative

neighbours, different from failure nodes. \z

All sensor nodes in 3D Euclidean distance is made up of &,,a,,a,....8,,, eprzenting

the coordinates of the nodes in 3D Euclidean Distance to become cluster h?@d as anchor

nodes. Distance is represented as (D), packet transfer (g), and energy (¢). M represents the

A
parameters to become a cluster head. The calculation of correlate rg on the cluster heads
is based on the 3D Euclidean distance between one-hop our oWg the 3D
3
Euclidean Distance method. According to Shankar and Sh gavel (2014) a,cc:@gzive

node begins to change its status to a selfish node when the“initial ehergy vel.igvélow 0.5

Joules. Hence, when their energy falls below the thr olq,\vh(a), @ade will be
&

automatically considered as a selfish node. \; , O
The selfish neighbour node that is r(l%nt tob qhe g@request from another

o
node is assumed as a failure node. It ij%ossibfb for nogzpforward control packet.

Consequently, the node may disc tha
Cd

between nodes. When all nei es arrself h,lthﬁﬁdes are unable to establish any
4 $ &
i mor

communication with one anether at a (1| fnan one-hop away. Nodes are isolated

by the selfish neighbougs to partitio ork.i‘Q
e D, L
O

warded hindering the communication

The correlate(%ee isfinde deﬁt, hcﬁ? the resizing of the correlated degree does

%v N
not require con% ion o}Mit in@event areas to compute the new cluster to which

they belong,to VAllas et al., (2014). T@s will then select themselves as CHs based on the

correl@e threshold if it falls between 0 to 0.69. This value is referred to cooperative
0

no ver, if the node value is less than the threshold value, the node will not be selected
as . Once a node is selected as a CH, it advertises its decision to the nodes in its close

vicinity to form a cluster. Based on the signal strength of the CHs advertisement message, a

115



node which falls within the threshold value is considered as a cooperative node (Rao and
Banka, 2017; Wang et al., 2018).

Unlike cooperative nodes, malicious nodes actively forward control packets.NKx;,
if the nodes are in route, they will selectively or randomly drop data packets, re mckets,
or increase jitters, which is especially harmful to Transmission Control Prot: CP) traffic.
Thus, if the node has a neighbour as the next hop, then the node wi X/egntually lose

eWrs are nodes, the

aving el'fish ighbours

communication with nodes that are at least two-hop away. If all n

nodes will be isolated by malicious neighbours, similar to the ¢

because malicious nodes that broadcast a routing beacon with,extra

igh powegeould'lead’to a
th!:&l'g%As a

their, rqe\s/sages into

large number of nodes attempting to use it as their nex in thel; route
result, those that are sufficiently far away would be?mply

oblivion. Similarly, this scenario could also be caus aw :}ho ttac .ﬁalicious node

could convince other nodes that are normall mple Wr e rQnode that they are
just one hop away. Hence, these nodes @}
which eventually would not be deIivehK

9 %
&
S
A sensor node is groupf int&mﬁoint s’ts, w (@t are managed by a designated

0ge el ackeéd\irectly to the sink node,

(
CH selected from among the senso odes{ ter bers will then send their collected

observations (which are @be i&hly C relat@) their CH.
N
¢ I
\ 5 " (')

6.3 Evaluatio@ktwor clustering ormance
’
This iscusses the el{ectsﬁf network clustering performance towards energy

secti
A S
consumptw network connectivity using Enhancement Clustering Algorithm (ECA).

Thr e%lers which are distance, packets and energy were assessed in this experiment to
surefetwork connectivity and energy consumption. Moreover, ECA which is the proposed

algorithm, will be used as the main comparison standard in the discussion. The evaluation of
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network connectivity will have ECA compared with Linked Clustering Algorithm (LCA),
Low-Energy Adaptive Clustering Hierarchical (LEACH), Energy Efficient Clustering (EEC),
f jent

Rotated Hybrid Energy-Efficient Distributed Clustering (R-HEED), and Powe

Gathering in Sensor Information Systems (PEGASIS) algorithms. During th &(I@)n, the

best trend for each scenario will be selected
Each of the scenarios, namely the cooperative, failure, selfish, arw;mus nodes for

different network connectivity and the number of nodes are pres te(wprgure 6.1 to Figure

6.4, respectively. The effects of the sensor node on the n c nnu\inasing four
different scenarios were also discussed.
j §‘
In this section, the performance of the proposed was evalua d by comparing it to
N

the LEACH (Palan, N. G., Barbadekar, B. V., & Patil,

2015), R-HEED (Transactions, 2016) and PEG %N

and Bassoo, 2019) and LCA (Lakshmaiah, K nawx

Hence, the correlated degree during e %m tal te%between nodes and the
4]

dist r no haV|our Since ECA is a

)

, $g & Kong,
Huo,,2011; Somauroo
e& 2020) algorithms.

number of nodes based on the 3D

representative behaviour node ﬁedw Euc' dean |lta r clustering algorithms, it was

N
6.3.1 Network Corchmty ? (,)(J
a) Cooper tl\% Scenario §J

Firs tlz,: rto clea o&er@ﬁe effects of node cooperative, the recovery time
was set at 0 t t the effects of node\f}llures will be uncorrelated. The experimental also had
nnect|V|ty set to decrease to ensure that the cooperative node varies only due to

ish node and attack. Hence, by adjusting the selfish threshold T (a) and attack on the network

connectivity, a series of cooperative node with network connectivity values (0 to 0.69)
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according to Jr et al. (2017; Liu, Yang and Xue-song (2015), Wang et al. (2016) and Xing and
Wang (2010) were obtained using ECA. Then, the node was calculated based on the correlated
degree equation for @; using Equation 4.5 with cooperative node values. The an esults

are provided in Figure 6.1(A), where the curves with markers represeﬂ% etwork

connectivity measured from experimental data and the ones without markers?!!r analytical

results. \,
Based on Figure 6.1(B), the increase in network connectiwi %3 olivious when the
a, ind

correlation degree increased the connectivity requirements of ndicating that'a stronger

i
L ]

network connectivity has more connection in terms of th# and topolog (I?hii&-and

network connectivity &Rthe node

increases rapidly from 0.2 to 0.63 as the cooperativg nodetincr exarr%&ﬂe node for

a=1.0isalmost 0.2 as a; range value from 0\

indicated the existence of a critical vaIue%

Murthy, 2014). An interesting observation is that the

tior@%‘n random graphs

%\from (0.2 to 0.63) for
C.)

network connectivity (Figure 6.1(B)). Aj “« Q=
Yol N\.Q’
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Figure 6.1(A): The effects of cooperative node on network connectivity
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Figure 6.1(B): The effects of cooperative n d&etwork Mvity\?
N
Figure 6.1(A) represents the network@vity co n fasme effect node of

cluster. So, when the sensor nodes are less c number, t ﬁﬁe\cvwo e clusters generated

. : - N

is lesser. However, the effect of cooper de islincre on @roposed ECA (0.64) as
. : &/

the network connectivity increase (Figures.1( ver, Q&/alues of the LEACH (0.99),

EEC (1.15), R-HEED (1.35) a% SIS (0:81) LCA (0@. algorithms gradually increased

4 4

as the network connectivil%re sei. L ACH%@jéQ), EEC (1.15), R-HEED (1.35),

PEGASIS (0.81) and L@Q) alqori more network connectivity value of the

clusters facilitates IoC’ B

nodes can be tu &)'slegp rfJu

b4
less correlaw e clusters compa@%}g LEACH, EEC, R-HEED, PEGASIS, and LCA.

\
Referrin;o le 6.2, ECA scored 11%, while LEACH, EEC, R-HEED, PEGASIS, and LCA

%

'éc&sed on correlation of the clustering more

m@} Finally, ECA is more suitable as it ends with

, 20%, 23%,14%, and LCA 15% respectively, indicating that ECA has better

SC
ne connectivity of the cooperative nodes.
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Table 6.2: The comparison of cooperative node on network connectivity

Algorithm Network Connectivity Value Comparison
ECA 0.64 11% Y'
LEACH 0.99 17% \
EEC 1.15 20% \[c')
R-HEED 1.35 23% N,
PEGASIS 0.81 14% v
LCA 0.89 15%

The network connectivity value is based on the cooperativeyal calcrlated using the
3D Euclidean Algorithm. Based on Table 6.2 and Figure 6. show thewalues the effect
L ]
node of cooperative nodes on network connectivity using eac he five algori n,s W CA
=\
S 0w3,

0.64, LEACH 0.99, EEC 1.15, R-HEED 1.35, PEGASI and’ .89.\31‘9 results

indicated that the ECA value on network connectivity washig cooperative nodes when

two or more eligible nodes on a cluster have @istance ici

to the sink. \Y ,<\
) : N .
The represent each round of eacm%lour flode i pen@htal scenarios of the ECA

cket and energy

<

Iusteécom ared between LEACH,

is more suitable as it ends with Iessh&slatiiE

EEC, R-HEED, PEGASIS, LCA algerithms

‘S
ative no(efg%n network connectivity of each

<

e thres@)d value (T(a)>1) is compared with the

CAJis greatyon network connectivity of the

by

!
ol n%\-//‘\'/ak connectivity. If the correlated degree is
NN

4

greater than e% eshqld_valdeT (a)='1’ the sensor node will periodically broadcast
message t0aits ‘meighbouring nodes @‘form that it will be the CH. Finally, the shows

cooperat }&Jes can take part in cluster head so that the sensor node does not affected as

Fig I0A).
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b) Scenario failure node

A scenario with failure node behaviour uses 20 sample nodes. In order to explain the

<

effects of the failure nodes on network connectivity, the misbehaviour node was wz b

(¢

tuning all node as a cooperative nodek, whereby, the impact of misbehavm wer
eliminated. The initial energy of, failure noded are set in the range value number of
nodes was compared with the length of the network connectivity of tw er, which was
obtained by adopting the above algorithm. Therefore, in this study 'niu?nﬁrgy values, which

have different values at LEACH, EEC, R-HEED, PEGASIS, CA were ‘considered, that

is failure node on the network connectivity respectively. Thesnetwork connectiyit cﬁr@ﬂer

the simulation as shown from this Figure 6.3. Then, the net connect ityfor aiY—QO nodes
Y

is calculated against each of the failure node valuesgThe

6.2. Based on the observation, the node incre@onnect i mecgc the failure node

in ECA value (0.71) increases, especially after a coo&\? fﬁ&between the range of
) N,

0.0 to 0.69 to become a cluster. For e

node @;is 0.0, which implies that t?vrv
sure connectivity is achievable onlaf

A\
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Figure 6.2: The effects of failure node on network connectivity
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The second scenario discusses, the effect of the node failure and network connectivity
network of the network. A network connectivity is formed whenever at least one path between
any two nodes in a cluster exists. The effects of failure nodes on network coﬁ&
illustrated in Figure 6.2 listed the respective values for ECA (0.71), LEAC ((O@ EEC
(1.35), R-HEED (1.09), PEGASIS (1.21), and LCA (1.55). The EC r network
connectivity was the better of among the other algorithms for failures ble 6.3 shows

the comparison of the failure node scenario.

Table 6.3: The comparison of failure node on ne connec |\Aty
l 23
Algorithm | Network Connectivity Value (&, Comparison \ \VC
ECA 0.71 10% | O
LEACH 0.89 13%6 \ &
EEC 1.35 \2g% Y

R-HEED 1.09

PEGASIS L1 \I N P
LCA % N>
L4

The effects of failure nodes on e nr}.e y cI Ster are depicted in Figure

6.2. The ECA vyielded great value | rk co S&@ the network connectivity

value of the effect node on theclus egmelt in l R%CA (0.71), it can maintain the
same cluster. Hence, there may noay e si fﬁonpn energy efficiency. The network
connectivity values are \Q for LEACH (0. 8%();%EC (1.35) R-HEED (1.09), PEGASIS

N
(1.21),and LCA (1.55) a t indicatin he connect|V|ty value that can be turned into

3

o'

a failure network nT 93, C ored 10% much better than the values from
LEACH 13‘V: 0%, R-H ED" 6'<VSQPEGASIS 18%, and LCA 23%. ECA is great on

network ity of the failures n\dc'c?s

% sent of each round of each behaviour node in experiment scenarios represents

@Q Is more suitable as it ends with less correlation of the clusters compared between

LEACH, EEC, R-HEED, PEGASIS, and LCA algorithms. ECA is great on network
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connectivity of the failures nodes. To find out the failure nodes on network connectivity of
each algorithm, every sensor node of the energy threshold value (T (a) > 1) is compared with the

correlated degree of cooperative nodes on network connectivity. If the correlat&% is

greater than energy threshold valueT (a) >1, the sensor node will periodica!x adcast

message to its neighbouring nodes to inform that it will be the CH. Finallywdvows failure
nodes can take part in cluster head so that the sensor node does not affecwns confirms the

comparison of failure node on network connectivity from the the ticganalysis.

c) Scenario selfish node '\d
4

In the third scenario, a selfish node scenario was effaced from the r ft des

(Table 6.4). Based on Figure 6.3, ECA is value of 0.41 r ed a‘eh ge incre@ as the
Y

network connectivity value of 0.41 increases, EAm

PEGASIS 0.97, and LCA 0.81 increases as the N( co

scored a better network connectivity value ﬁc?%fg??he f&nﬁ the results indicated

that even when a node correlated, the ‘@ comnectivity of thé—}oposed ECA performs
\

« &
s

0.89, R*HEED 0.71,

ctiVity. Comparatively, ECA

better than the other algorithms.
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Figure 6.3: The effect of selfish node on network connectivity
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Each of the selfish node scenarios used 20 sample nodes. Suppose a selfish node value

ranging from @; 2 0.7 to < 1.0, and a node cannot connect to the other nodes when this

located too far away from any other node. Thus, it can be seen by this example in ee ikeless
Li

packet-forwarding networks with selfish nodes according to Jr et al., (2017 et al.,

(2015), F. Wang et al., (2016) and Xing and Wang., (2010). When CH nowﬁates a route
discovery to another CH node, the selfish neighbour node may be reluM broadcast the
route request from the cluster. In this case, the selfish node veZIike a failure node.

|

However, selfish nodes could also choose to forward cont ckets. ,\H |f a node

selects a selfish node as the next hop to send data comm@ n between th nrdeeﬂ? be
0

interrupted where all forwarded data will be discarded, S en allnefghbours oRnodes are

selfish, no communication will be established with other degit

istance ﬁe than one-

woéﬁoting that selfish

nodes can still communicate with other nodes that are% e %’hbours different from

failure nodes. For example, the netwo @ectlvﬁy for.n@de BQC_QO 21 does not decrease

considerably until the node beco s%h ode \/Qg?ls between 5 > 0.7 and <
:IEI

hop away. In this case, a node is isolated by it m@elgh
a

1.0. Therefore, misbehaving n estill ac n e\\b’rk layer where they do not affect

s
é‘

the distance of active nod hICh |s an ortan or for network connectivity.

%

Q

o'
eco ar}o of h node on network connectivity
Netwo Conrr?e'ctlwty Value | Comparison
(41 10%
\ EACH 053 12%
EEC 0.89 21%
R-HEED 0.71 16%
PEGASIS 0.97 22%
LCA 0.81 19%
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Table 6.4 illustrates the comparison network connectivity of the number of nodes on a
cluster indicated that when the sensor nodes are less in number, the number of nodes in a cluster
generated is less. However, as the sensor nodes decrease the network connectl\ﬁ\Y;e
number of nodes, the network connectivity of the proposed ECA (0.41) is a@ue for
network connectivity almost rapidly showed as in Figure. 6.3. The LEACH ( EC (0.89),
R-HEED (0.71), PEGASIS (0.97), and LCA (1.81) algorithms graduallyAi cg:Eas network

connectivity increases. These are algorithms still a high value o thWork clustering on

network connectivity value as in correlation based on clusteri n des@rned into
the selfish node. .
! g
For network connectivity with more correlated n ECAI |s suitable'as it with a

number of nodes in clusters compared to LEACH, EEC, -HEE )EQ SIS, nQ'-LCA Table
6.4 further proved that ECA scored a better value orn nnectivity of the selfish

node compared to LEACH at 12%, EEC 21%, R-HEED %,

Sl _{Q% and LCA 19%.

The present of each round of ea ‘% ur'p ein tal scenarios represents
of the ECA is more suitable as it en ess correlation of Aﬁjsters compared between
LEACH, EEC, R-HEED,PEG I aénd LCA algorit ms %flnd out the selfish nodes on
network connectivity of each%thm eve E?_Qde of the energy threshold value
(T(a)>1) is compared wit ela@a of c ratlve nodes on network connectivity.

If the correlated deg@eat r tha as&y ﬂi%{hold valueT (a) > 1, the sensor node will
periodically bro &Hesszj,g to i |g®ur|ng nodes to inform that it will be the CH.

Finally, the S twork connect|V|t selflsh nodes can take part in cluster head so that
the sens Ndoes not affected.
i ;narlo malicious node

s for the fourth scenario, the effect malicious node on network connectivity. In this

—L.

scenario, the network connectivity for the cooperative node failure due to various reasons, such
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as energy exhaustion and misconfiguration (Table 6.5). Besides, Figure 6.4 demonstrated that
ECA scored a value of 1.47, relatively better than the values recorded by LEACH (2.87), EEC
(3.41), R-HEED (3.89), PEGASIS (1.99), and LCA (2.43) respectively. Altrmgg;s
malicious node is prone to be configured on purpose as a selfish node for th&mpower
saving or to become as a malicious node, the proposed ECA possessed b%onnectivity

compared to the other algorithms (Table 6.5). \)

e

2.89 v

3.89
3.39

2.39
1.89
1.39
0.89

Network Connectivity Value

0.39

-0.11
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

number of node
= ECA - LEACH EEC R-HEED ——PEGASIS -—LCA

\ P
Figure 6.4: The effe tshlici u'ﬁojn nen@rk connectivity
XN~ | }s
4 F &
A scenario of malicwo @&E pltﬁdes, that consider the scenario where
there is one or more mw node ?ra % a; > 1.0 in the neighbourhood of node.
¢
(Q 2 9
The scenario for n@' nodes consi red@ is quite general, and allows a node to update
its value in a Qe)e y arlftrngnne@ropriate choices of at each time-step. As such,
this scenar sulates a wide varre(@of malicious behaviour including a conspiracy by a

set of %us nodes. However, we do not treat the case where malicious nodes try to
i@t e result of the computation by modifying their initial values. Jr et al., (2017), Q.
Liu et al., (2015), F. Wang et al., (2016). Compared to selfish nodes, malicious nodes are
always active in forwarding control packets, however, nodes in a route that could selectively
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or randomly drop data packets, reorder packets or increase jitters, are harmful to TCP traffic.
Thus, if a node has a neighbour as the next hop, the adversarial nodes are allowed to update

their nodes however they wish. That the above dynamics are purely local in the sens% e

<

do not require the regular nodes to know anything about the network topology other than their
own in-neighbours, then the node will eventually lose communications Wit)Vdgs that are at

least two-hop away. \)

If all neighbours are malicious nodes, the specific node ar?cﬂ%ted by malicious

neighbours, similar to the case of having selfish neighbours. n one@on 2.2.1,
h

malicious nodes are active in terms of route discovery anégaunc ing attac ' e'se\ﬁb'des

launch DoS attacks on the cooperative network layer i

packets or disrupting legitimate path selections throughtthe br M
Consider (R. Singh, Singh, & Singh, 2017) mali@est ut\de ethgét aming quality
of their neighbours attacks in this research due to their severe i to&:g?related degree.

For example, as suppose Ad ho‘céaang D%F Vec@outing AODV is used
te to

[7 <{-
as the cluster when a node discovers& th nodegy’kvbroadcasting, a neighbour,
say, a node can respond to the pode with a fake messag T@lately claiming that it is in the
optimal path or only one-hop awa the@ nsﬁaﬁwtly, a node selects another node as

the next hop and sends to It, but the node wil p all packets. Hence, without proper

NS
counter-measures, aen\m»n% ode may tra Lal fic initiated from a node whenever the
destination is be Qbone-h neigh 01@6. Moreover, the node may be able to trap all
4
i

traffic of its rs, implying r{ultiﬁﬁ:’node isolations that could worsen the case. For

g
N

examplegt alicious node for & =1'is almost as @;> 1.0, while the network connectivity
OE

val f node 1 jumps to almost as & >1.

malicious node can become a failure node, but it will not be considered to be
cooperative or selfish any more even if its disruptive behaviours are intermittent only. Based
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on the analyses, we can be concluded that malicious node attacks make node isolation more

Table 6.5: The comparison of malicious node on network connectiv& )

Algorithm | Network Connectivity Value | Comparison

complicated and may affect the connectedness of every node.

ECA 1.47 9%

LEACH 2.87 |
EEC 341

R-HEED 3.89

PEGASIS 1.99 '
LCA 2.43

.
- N | &
The effects of malicious nodes on network con vity in ‘13 cluster are @cted in

Figure 6.4. The ECA scored a great value (1.47) in net%rk M : Sino@fe network

(1.&), it can maintain

connectivity value effect node on the clusters seg% rea

the same cluster. Hence there may not be si n%eff ts on
network connectivity was found to be r)] %ﬁév ),
9 %
as charge gmeiﬁ(rncreases. Lower network

N
+ ran I%@d into sleep mode or activated.

e
connectivity values explain thaghe?m'!can l

Based on Table 6.5, the network co ectixit\ Ikim@ node using ECA was 9%, LEACH

18%, EEC 21%, R-HEE@EGASIS 13%, an@A 15%.

N
The present o h\oun of eac b'glliav' ode in experimental scenarios represents

of the ECA is mo itable as It en ith e&/correlation of the clusters compared between

’
LEACH, EE.C:%ED, PEGASIS and ECA algorithms. To find out the malicious nodes on
ne

y effieiency. Besides, the
é&? (3.41) and R-HEED

(3.89) PEGASIS (1.99), and LCA

G

NV
network GQK ity of each aIgorifh&?. Every sensor node of the energy threshold value

T(a >%pared with the correlated degree of cooperative nodes on network connectivity.
e correlated degree is greater than energy threshold value T (a) > 1, the sensor node will

periodically broadcast message to its neighbouring nodes to inform that it will be the CH.
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Finally, the shows malicious nodes can take part in cluster head so that the sensor node does
not affected.

The better value recorded for network connectivity of malicious nodes cow the
theoretical analysis of network connectivity. As a conclusion, the network COM' value
based on the correlated degree of the behaviour nodes in a cluster indicated t ooperative
node increases based on the correlated degree of the cluster. The networksconnectivity value is

higher value as showed in based on comparisons of cooperative node (Wlated degrees that

observations are tightly coupled with each other. Thus, the fai ode, rr@?node and

/

an malr@}ls state

cts of té?’neighbour

selfish node increased its network connectivity. However, stich tha eac[ nodeyforms t\§Zd\Nn

local neighborhood each node selects some set of imp t neigh‘t;or

about each of them. In order to obtain an accurate estimation M

node behaviour on network connectivity, anoth@&)na chn WasQIs performed in

which a cooperative node was connected to the“three para fr& e initial position
o _ (,) A
respectively in four separate scenarios. 0 q
[7 <{-
After the comparison of ECANO\ m wit H, , R-HEED, PEGASIS, and

N
erved that the proposed ECA

—
=2

LCA Algorithm with the same,scenario Is done, it
algorithm always chose the same )eig ouri
However, the ECA acte(@tly blised 3D Idean distance using correlated degree

N
measurement. Accor@\)&(uu Je& t}'ZO(é-d general network node was defined which

corresponds to a %ﬂt of the comp c@ﬁessage propagation process, and identify all
&t
transient nodéa
h

sorbing states’ Then] that define the transitions for each transient node
and calcuIQKte corresponding transhbn nodes between neighbouring nodes. However, the

S
transiti from one state to another is totally based on the random behaviours of a node

=

oJe@;ud formed the same sensor node.

it is very difficult for parameters to transition through exponential distributions. For instance,

a node is more inclined to fail due to energy consumption as time passes, and the less residual



energy left, the more likely a node changes its behaviour to selfish. This implies that the future

action of a node may depend on how long it has been in the current state and transition intervals

may have arbitrary distributions. \z

The most important interpretation of the result is that the proposed s@ement
Clustering Algorithm (ECA) provides a more dependable and stable networ justification

based on selfish nodes will then select themselves as CHs based on elated degree

threshold, if it falls between @;> 0.7 < 1.0. However, if node va ISESS th an the threshold

value, the node will not be selected as a cluster head (CH), ¢ ative en select
themselves as CHs based on the correlated degree thres%t falls betwe van.%,) lues
0.0to 0.69. However, if node value is less than the threshold e, thefnode ng{/mrselected
as a CH. A cooperative node which uses a sampl fth r ode @E@ value from

0.0 to 0.69 will become cluster hear. The nod

3‘

|solate the 6ﬂer and it will not
'Q\Lhe correlated degree

N,
threshold, because, the malicious no ge \Alues > 1@he node is declared as
AQ’

malicious and is exempted from th Iectfm. |ICIO ode which uses sample of 4,
l

partition. Malicious nodes will not select mse Ives

"?

> 1.0 malicious node will not beCom cIuster,H at node is selected as CH, it advertises

NGy

its decision to the nodes i IMe wcinlt form@ﬂster. A Failure node will not become

‘<

N
cluster head. The no Me [ mlth c@.u.!,ter and it will partitioned as depicted. As

“

the correlated de eases, the effect f\ des of the cluster radius did not shrink. For
higher correl ees near 0 erv ns are tightly coupled with each other, while for
the LEA C, R-HEED, PEG@IS, and LCA algorithms, the sensor nodes are

dISCO rom the CH of a wireless sensor network either because the nodes possess faulty

Qty or they have actually left the monitoring region or neighbours (Kim, Jin, & Jin,

2016). Therefore, the results indicated that the proposed ECA formed a more dependable
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network with less fluctuation. Compared to the different scenarios that have been deployed,

the effects of network performance based on network connectivity as illustrated in Figures 6.1,

and 6.3. \Y~

On the other hand, Figure 6.4 presents the network connectivity for a ndde behaviour
with parameters that control the range of random correlation based on selfi $(0.7> g,
< 1.0), cooperative node (0> 5 < 0.69 ), malicious nodes ( a, > 1.0) and fallureynodes (a < 0.0).

It is worth noting that the performance depends on the paramete eRork connectivity and

energy consumption. Besides, the correlation between the no net oneter on

which further decisions are based on computed intuitively. ' ‘(_}T
Based on four scenarios discussed on the impact o iyity, it gan tgi;\ncluded

that the complexity of computing network connectivityyi due to the

boundary segmentation process. The threshol i

initial position. Figure 6.1(A) demonstrated hrgEYA ie&ldqd better connectivity,
based on the three parameters (distance, pac nd énerg omp \to the LEACH, EEC, R-
HEED, PEGASIS, and LCA algoritm h Azne{&oﬂ connectivity value ECA
value (0.64) rapidly changes athhe ?EA (OQ}%EEC (1.15), R-HEED (1.35),
PEGASIS (0.73), ad LCA (0.89). Finall SQ moé@'rfable as it ends with less correlation

of the clusters compared&A

6.2, ECA scored 11"/@ Q'R-Is‘EED, PEGASIS, and LCA scored 17%, 20%,

23%, 14%, and %ﬁ
S.

cooperative no

HEE@GA&S, and LCA. Referring to Table

@at ECA has better network connectivity of the

Euelideam,on network connectivity for each clustering pattern on the four different scenarios
n 0

operatives nodes, selfish nodes, malicious nodes and failure nodes. Furthermore, as

for the correlated degree, the dependency between sample readings exponentially decreased
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with the fixed distance. The ECA possesses a higher value of cooperative node, in the network
connectivity.

Based on the results presented in Table 6.2 to Table 6.5, the proposed ECA&Q' ed
better network connectivity, although ECA restricted the correlated degree based on the three
parameters which are distance, packet and energy. Close paragraphs in these i0s, such as
a cooperatives node, selfish nodes, malicious nodes, and failure nodes.4ghe showed different
value of network connectivity as shown in Figure 6.1 until Figure 6,4 in d as selfish nodes,

cooperative node, malicious nodes, and failure nodes respecti .'\d
23

(\
0. ner onsumption ”

This study extensively tested the performanceq the EC a@\-fhe energy

consumption of the network cooperative, selfish@us

behaviour nodes. The proposed ECA outperformedithe other a

sensor nodes of the cluster. According to vias Ina%yy
“Ra

no enarios of the
mi the behaviour of
haa_éh and Murthy., (2014);
9 %

Baghouri, Hajraoui, and Chakkor., (2& 0 an Y (2&%; Guo et al., (2015); Zhao
et al., (2019), the justification tf&he'beh iour lng sters in the proposed method
sensa no% c

cooperative sensor node hner of selfish r@\es malicious nodes and failure nodes

NG

depleted more quicleMe operat e,slen des. If a sensor node is selected with low
energy, it can die @yand hamper t
’
The c i

n based cdgpera

considers the energy of the tﬁzk-lj(, consumes more energy than the

k connectivity

%

21

ve, selfish, malicious and failure nodes on energy

4

consumptwl four different scen%s will also be discussed. In order to obtain an accurate

esti %he effects of neighbour nodes behaviour on the energy consumption of network,

enario was performed in which a cooperative node was connected to three parameters

from the initial position in four separate scenarios.
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The primary goals of any wireless sensor networks are to route the data assembled by
sensors and forward it towards the sink. The simplest method to communicate data is a direct
transmission, where the nodes have to direct their data to the sink node. Howeh\lzthe

distance between the sink and network is considerable, the node will die out duickly 'due to

unnecessary energy consumption.
Enhancement clustering algorithm reduces the unwanted e ;nsumptlon in

delivering data to sink by grouping the network into clusters. Each Iqumgned a Cluster

Head that sends data to t sink. An important stage in the enha t the cl s!erln Igorithm

is the Cluster Head election process that should guarantee u!§orm nergy distuib tl(Tn{RTOng

the sensor nodes.
X % 4
\
T
a) Scenario cooperative node c\)

The energy consumption for CH to N data to agsink n(@ls calculated and

NS S n
illustrated in Figure 6.5. Based on the fi m et rer qéj@'ed for the transmission
of data from one node to another are éa p = bity ¢p s&&wblt, ¢pm = 10aJ/bit/m2,

J/bi
when the sensor nodes are less in n ?H:om;fred the nu@r of the node the clusters have

[
generated. And as the effect r@how EC ce Q/energy consumption compared to

LEACH, EEC, R-HEE EQAS@CA rlthm. The proposed enhancement

clustering algorithm Nval e ‘0 eﬂm@%}]anges in Figure 6.5. Then the LEACH

(1.59), EEC (1.4 ED alue)(l %&EGASIS value (1.53) and LCA value (1.81)
thé

—X

Algorithm g ncreas';s consumptlon decreases. Table 6.6 presents that
ECA scor 0 , LEACH 19%, EE§16% R-HEED 15%, PEGASIS 18%, and LCA 21%
Wher ue of ECA on energy consumption was reduced for the cooperative node.

@LEACH EEC, R-HEED, PEGASIS and LCA algorithm there is still less network

connectivity between the cooperative nodes on the clusters facilitating lower network
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connectivity as in correlation-based clustering more nodes can be turned into sleep mode.
Therefore, based on the energy consumption network reduced with correlated nodes on ECA,

ECA is found to be suitable as it has better correlated cooperative node of the clustermgred

to LEACH, EEC, R-HEED PEGASIS and LCA. 5 )

181
<L

3 161

° 141

=]

S 12

c 101

S

£ 081

5 061

c

é 0.41

> 0.21

o

s 001

W9 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

number of node
——ECA ——LEACH EEC R-HEED ——PEGASIS ——LCA
: .\' o/
Figure 6.5: The effects coopgrative nod \e@?y Irab@ptlon
() &

Table 6.6: The compariso éooperat' e nodg of e&@y consumption

Algorithm Energvump ion Walle ,,\&omparison
ECA (1 0.95 [ 11%
LEACH A0 19%

N 16%
&0 15%
O 18%

IR 21%

b) Scena iure node
N
C.)

TWrgy consumption for C}'to transmit data to sink node is calculated and results

are 'n%re 6.6 shown below is the comparison energy consumption of number node of
@

s. This shows that parameters which are assumed for transmission of data from one

node to another are given as/p = 5al/bit, ¢ps=50al/bit, spm= 10al/bit/m2 when the sensor
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nodes are less in number the number node of clusters generated. And as the sensor nodes reduce
the energy consumption of the proposed enhancement clustering algorithm (ECA) value (1.07)
segment changes in Figure 6.6. Then the LEACH (2.39), EEC (1.67), R-HEED va ( 7),
PEGASIS value (1.46), and LCA value (2.17) gradually increases as the ener& ption
decreases. From Table 6.7 shows ECA value is 10%, LEACH value of 22% value 16%,
R-HEED value 18%, PEGASIS value 14% and LCA value 20% which &CA value is
reduce on energy consumption network of failures of node. atlon network on
correlated node of the clusters facilitates lower connectivity. sed on rrela n of the
clustering more nodes can be turned into sleep mode. Forythe reduce fener on u@'ﬂon
network with Lowe correlated of nodes, ECA is suitable ends W ith less rrelig~ of the
failure node on the clusters when compared to LEACH C, R \EEQ EGA SQG and LCA.

cal ql$sis.

This confirms the energy consumption found der

A

2.39
@
3 1.89
3
C
i)
B 1.39
g
(%2}
2
S 0.89
O
>
o
$ 0.39
L

011 4y 5 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
number of node

——ECA ——LEACH EEC R-HEED ——PEGASIS ——LCA

) \"’j

E&igure 6.6: The effects of failure nodes on energy consumption
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Table 6.7: The comparison of failure nodes on energy consumption

Algorithm | Energy Consumption Value Comparison
ECA 1.07 10% Y'
LEACH 2.39 22% \
EEC 167 16% c’)
R-HEED 1.97 18% A
PEGASIS 1.46 14% \?.
LCA 2.17 20% '

The present of each round of each behaviour node in expe§ena sceriarios represents

of the ECA is more suitable as it ends with less correlation o uster. W between
@

LEACH, EEC, R-HEED, PEGASIS, and LCA algorithms. find out'the |l.,‘e r@g.on
=\
0

energy consumption of each algorithm in Figure 6.6 sh CA, LEAC EEC,V‘R-HEED,
Y

PEGASIS, and LCA which shows a ECA value is %;n eqrﬁe\cbnsurr@ network of
failures of node. \%

\ Y
&
c) Scenario selfish node [ A qi_')
- g & .
The node's selfish behaviour is itor g o‘n.\ﬂxe send and receive data from
the cluster heads' nodes. The g€lfish®node is %If:jeq r@ing upon the request distance
4
icatiof i ¢ ad ne@fk clustering. For a selfish node in

data send within the commt&aﬂ in r

|

the cluster heads, the noA@Icul depending @ the difference between the number of
a request distance da%\ved 0 ‘;@cﬂ'&r ﬁéfe} and the number of distance reply data to
the number of rzuﬁ{%&anse ba.%;c ve@he energy consumption for CH to transmit data
to sink nodw lated and results Yr'l the Figure 6.7 shown below is the comparison
energy ¢ tion of number node of the clusters. And as the sensor nodes reduce the energy
(@f the proposed enhancement clustering algorithm (ECA) value (1.21) segment

c n Figure 6.7. Then the LEACH (1.48), EEC (1.58), R-HEED value (1.77), PEGASIS
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value (2.01), and LCA (2.32) Algorithm gradually increases as the energy consumption
decreases.

This shows that parameters which are assumed for transmission of data fronﬁ&ﬂe
to another are given as ¢p = 5ad/bit, ¢ps=50al/bit, /pm= 10aJ/bit/m2 when theisensor nodes
are less in number the number node of clusters generated. The sensor node i lated based
on the behaviour of the nodes. If the value of the sensor node is found toJ‘:r than 0.7, it
is a normal node which is able to send and receive data. If the valu ostor node is found
to be lesser than 0.7, then the node is a selfish node. If the val e sensar Lode is found to
between range 0 to 0.69, it is a cooperative node which is ablegto send and rece lnfarsr@]'on.
If the value of the sensor node is found to be greater than then tt;e degds a.s\egis node.

Depending upon the nodes in the network within its %mmu %w range, e nodes are

combined to form clusters in the network. Th@d i Ele for eyery cluster group

with the node having high energy and highest sensofnode=lf th e is\found to be the cluster
é? A
it sends the data to the cluster head and OEt ougp uste ead,@data is sent to the sink
[7 <{-
/ LEA\S‘EFV value of 14%, EEC value

N
15%, R-HEED value 17% , PEGA value 20%, dlL@Iue 22% which shows a ECA
nsua

value is reduce on energy co ion RX/ of‘gal‘fjsh node. Less energy consumption

network for selfish nod@lusk@mes lqﬁr connectivity as based on correlation
B
node of the clusterin@bxod S ea?r}iht(ﬁ%gp or activate mode. For the network with

correlation of n &A i}}n& i@é with less correlation node of clusters when
compared @1, EEC, -HI{EQCFEGASIS, and LCA. This confirms the energy
consump, wund derived from ourﬁ?)retical analysis.

%uster is formed based on the location of the node. The nodes that are
@ated within transmission range are grouped. Then the cluster head is selected based

on energy level and sensor node. The energy level is compared with each sensor node and the

node. As showed in Table 6.8 shows alue is
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node with the higher energy as well as a sensor node with 12% is selected cluster heads. Finally,
data is transmitted from source to sink successfully.

It also reduces the overall energy consumption, which improves thw rk
connectivity. The energy needed for entire operations for one round using the E mrlthm
is lesser than that of LEACH, EEC, R-HEED, PEGASIS, and LCA a netwo ering. This

len network

method is used effectively to increase packet delivery ratio. It reduces pack:

connectivity and energy consumption in the clustering algorithm Thw is selected based
on energy and sensor node. The energy is higher on LEAC ), EQE:?R-HEED
ithm grad r'as%\&"the

(,)

energy consumption and compared to ECA decreas the elfl h nodes %'Q\energy

value (1.77), PEGASIS value (2.01), and LCA (2.32) a

consumption. Then ECA decreases as the selfish nod on e

algorithm with sensor node 12 % are selected as @ m]a

source to sink successfully. This proposed metho as i a

onsum Qn and ECA

data,i{t nsmitted from

cket delivery rate, energy

and distance in network connectivity and coas pt| i th@.ustermg algorithm.

SNVE

2.32

1.82

1.32

0.82

Energy Counsmption Value Joule

-0.18 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
number of node

——ECA ——LEACH EEC R-HEED ——PEGASIS ——LCA

0‘ Figure 6.7: The effects of selfish nodes on energy consumption
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Table 6.8: The comparison of selfish nodes on energy consumption

Algorithm | Energy Consumption Value Comparison
ECA 1.21 12% T
LEACH 1.48 14% \
EEC 158 15% (’)
R-HEED 1.77 17% ‘F\
PEGASIS 2,01 20% Y
LCA 2.32 22%\,

é-a

ECA is more suitable to reduce energy in data transmiss seCf the node that can
move from one node to another node within a network cluste In Figures6.7 shows ECA,
@

compared between LEACH, EEC, R-HEED, PEGASIS, @, which sho E'C_Aiﬁ?l eis
tworke Sel

reduced in a selfish node on energy consumption fish nodg"in g&/ cement
hlchzse

clustering network is an approach implemented ing\', S a,S€ e no at can move

from one node to another node within a netw@ reduce orkéérgy consumption

on selfish node by moving the computatiomata an \YSJQ e l@on of the intrusion.

N

it purpose, it was tried to

%

=2

In fact, sensor nodes might reduce over muflicati 4

_ N . & _
deliver an algorithm which prevents the @irect ben@n all cluster heads and sink;
I;ads edr

@ink in order to transfer data to
’

&
\‘act\ such@_s/ luster head distance with sink and

<

distance among cluster Vé\ Alsg, in_this' ECA rithm, sensor nodes are selected. The
selected sensor node th is almostigqual and-finally results in work load balance among

cluster heads and asegpe De_y c ns@ptlons and increase network connectivity. In

instead, cluster heads should use othemcluster

the sink; they were selectedybased on

S

e
b
addition, time Elay or data transfer to@%&becomes level off in all nodes. A conclusion ECA
N

IS more N to reduce energy when data transmission in the network clustering, a selfish

no n“epergy consumption of each algorithm in Figure 6.7 shows ECA, compared to
L , E

EC, R-HEED, PEGASIS, and LCA, which shows ECA value is reduced in a selfish

node on energy consumption network.
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d) Scenario malicious node

The energy consumption for CH to transmit data to sink node is calculated and results

=+

are in the Figure 6.8 shown below is the comparison energy consumption of numbw 0

D

the clusters. This shows that parameters which are assumed for transmission of sta am on
node to another are given as/p = 5al/bit, ¢ps= 50al/bit, /pm= 10aJ/bit/mY@ the sensor
nodes are less in number the number node of clusters generated. Thew Id distance is

varied according to network connectivity. The sensor nodes reducg,the &fiergy consumption of

the proposed enhancement clustering algorithm (ECA) value egmen cAan in Figure
6.8. Then the LEACH (2.17), EEC (1.95), R-HEED value (1:25), P Gﬁfls (1'&) and
LCA value (1.71) Algorithm gradually increases as the en cons?n ion/decreases. Table

6.9 shows that the ECA value is 12%, LEACH value of E%,

S Vatue 20%4@F1EED value

13%, PEGASIS value 15%, and LCA value 18& oWSsH in EQ‘Q value is reduced
o achiev

wy
energy consumption as based on correlaﬂ%]nge of %‘e ing@ore nodes may turn into
“« Q-
sleep or activity mode. For the netw&l\ less c ion Q‘ﬁédes, ECA is suitable as it
N
R cluster

wh com d to LEACH, EEC, R-HEED,

ends with less correlation notof
PEGASIS, and LCA. This confirmsghe enegi urfiptien found derived from our theoretical

RS

on energy consumption of malicious node. ,T network clustering lower
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Figure 6.8: The effects of malicious nodes on ergy;ons mN‘ \Vr

Y—-

Table 6.9: The comparison of malicious no

Algorithm | Energy Consumptio Xg d
ECA
: \

LEACH

EEC

R-HEED '

PEGASIS \k _

LCA "1 [ o) ~§ 18%

(
CH that each node ene %wsumptp!\ a c‘&u%g eads are unevenly distributed, it

was advocated to mcre obabllltm e en node that becomes cluster-heads. It

N
then set the minimu % wee
The cluster aroun pti
uQ. onsumption values, ensure the networks with

}}i)@; to reduce networks energy consumption.
on deter ned d the irrational consumption cluster would
be booted. T &Q?ch {
- >
minimal e nsumption, reduce c'@rgy consumption, and prolong network connectivity.
alicious node on energy consumption network in ECA is more suitable than the
A C, R-HEED, PEGASIS, and LCA algorithms. ECA algorithm with low power

consumption, which uses methods packet delivery rate, energy and distance for clustering

algorithm to organize nodes, and the cluster region is divided and fixed by the sink, according
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to the dynamic selection of the node energy value, the cluster-heads has achieved the purpose

of prolonging the network connectivity. Figure.6.8 shows that ECA is more suitable for

(¢]

reduced energy than the other algorithms in a malicious node on energy, anw c

parameters are introduced to modify the cluster-heads improved network perfoﬁanawhich

can reduce energy consumption and prolong the network connectivity.
;:een nodes on

Moreover, to reduce the energy consumption, the data is transfon%

the clusters with multi-hop routing approach. A conclusion ECA: is Wuitable to reduce

energy when data transmission in the network clustering li ou@?n energy
A

CH, BEC,
_;Cg;le on
'3

consumption of each algorithm in Figure 6.8 shows ECA, pared between

O

R-HEED, PEGASIS, and LCA, which shows ECA val reduce(}i a malici

energy consumption network. q \

Y
>
The first scenario of the cooperative nod@e 6: trated, thiat ECA scored

a value of 11%, LEACH 19%, EEC 16%, R- D 15‘@3
rat@ode using ECA. Table

whereby the value of energy consumptio saduae%p

% 9 %
6.7 representing the second scenario, h% d th%j Iure~§6de value was 10%, LEACH
N
22%, EEC 16%, R-HEED 18% PEWTS 14‘#) an IAS% Yet again, the ECA value for
wes;;)o S

energy consumption was the lo r fai,j& 'bé)@r the third scenario of selfish nodes

in Table 6.8, ECA score@est @2% CQQ ared to the other algorithms indicating
N
a low energy consumem the selfish . A,%fﬁilar trend was also observed in the fourth

scenario ofamaliQﬁﬁde (Table 6.9)
&

to other algori 4

@D
o
—

.

ks

CA scored the lowest value of 12% compared

J,
4

Foﬁm e, the proposed algai‘thm was assessed to compare the energy consumption
of t with 20 sensor nodes and number of CHs. Based on the tables and figures
@ obviously that the proposed ECA algorithm shows value (0.95) segment changes in
Table 6.6, than the LEACH (1.59), EEC (1.41), R-HEED value (1.25), PEGASIS value (1.53),
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and LCA value(1.81) Algorithm gradually increases as the energy consumption decreases
compare to LEACH, EEC, R-HEED, PEGASIS and LCA algorithms in energy consumption.
This is due to the fact that the derived 3D Euclidean algorithm took care of t@/
consumption of the cooperative sensor nodes by reducing the distance betwe (t’hasensor

nodes and their clusters. Whereby, the nodes will select themselves as YWsed on the
)

correlated degree threshold that falls between based on the selfish nodes M , cooperative

node (0 to 6.9), malicious nodes (&;> 1) and failure nodes (& < Zde v’ilue is less than

the threshold value, the node is not selected as a CH. However, e a od ected as a
CH, it advertises its decision to the nodes in its close vici rm cluster, ' _\
In the ECA, LEACH, EEC, R-HEED, PEGA L u ing alg&hms the

Y.
CHs are selected randomly which may cause @’ of 'ﬁ\we clUsters. 4@ there is no
correlation of CHs causing severe energy meN of the ne F@xample when the

, eﬁ%y consumption may

Sl

re C
be caused. Q(?
So
The present of each round eheIi ein Serlmental scenarios represents

essential parameters like distance and ene not

of the ECA is more suitable a with | 'Lakl the clusters compared between
LEACH, EEC, R-HEED, SIS, algon s To find out the cooperative nodes
on energy consumptlo f e h aI 6 5 presents that LEACH (1.59), EEC
(1.41), R-HEED v 1 ), P G 3) LCA value (1.81), and ECA value (0.95),
on energy con Wasfe | for th@%\operatlve node.

bhAo Table 6.9 repres@ﬁe energy consumption comparison of the effects of

correlate \!e behaviours such as cooperative, selfish, malicious and failure nodes,

resp . The energy consumption of LEACH, EEC, R-HEED, PEGASIS and LCA
algo s were higher than that of the proposed ECA algorithm due to excessive involvement

of the correlated nodes in the forwarding of a data packet and redundant packets’ transmissions
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as mentioned earlier. Based on the figures, the energy consumption of the parameters increased
with the increase in network connectivity. The increase is due to more correlation nodes
becoming eligible to forward the data packet with the increase in energy consumptiom rk.
However, LEACH, EEC, R-HEED, PEGASIS and LCA there have more correlation ngdes the
basis of the parameters of the sensor nodes there were higher than tha e proposed
Enhancement Clustering Algorithm ECA. The utilisation of the param rlo?:correlation

nodes can reduce the effect node of the clusters since sensor n esw?similar values. In

contrast, ECA on energy consumption value is reduced wit lated n dts based on the

three parameters, distance, packet and energy. Furthermore, ,dugtot 3' Eu@‘éan
(.;)

distance, nodes have enough difference in their holding t%herefor the odes&‘r}able to

miss'!ow-\ef the same

hold a packet to suppress their transmission upon overhgarin

packet form a high priority sensor node. C})
Data correlation is an important fact(mduc' n

their analysis is fundamental. The calculaE oaheg%

e&@ consumption, as
SD Euclidean Distance

4]
method. The calculation 3D Euclid istance elate gree threshold, if it falls

N
between Based on the selfish esgi > O.Y)Icoop ativ (0.0 to 6.9), malicious nodes
.<0.

(a>1.0) and failure nodes ( esp 'O'e he‘?’ ings in this study indicated that ECA

had its energy consumptMuce effect Wit@)ect to the cluster distance to the sink
1O
and of the correlated QTh refor gre isq‘ﬂ) identical and globally energy consumption

for the whole cl te%r’npaﬁedbcyA H@C, R-HEED, PEGASIS and LCA that minimize
zg( s
K

the entire net ergy consumption.s,
D

Mclusion, the cooperative node is suitable to reduce the energy consumption for

theorrelation degree of the cluster. The energy consumption is reduced as both cooperative
n d

correlated degrees are linked with each other. The observations are globally

identical. Therefore, it would suffice if each sensor node reports its data to its immediate
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neighbour. Since both observations are identical, the neighbouring node need only forward one
instance of the observation. Thus, the failure node, malicious node and selfish node were

decrease the effects of nodes on energy consumption. However, such that each nodﬂg its

own local neighbourhood. 3 )

6.4 Summary

This chapter presents the results and discussion achieved fro rimental analyses
of the ECA with 3D Euclidean Distance using Correlated De
employed were the energy of nodes, packet, the number

relay, the distance/ radius and the distance between nodes.

«
—

More importantly, this study was significan@

parameters which affected the overall energy c i

optimisation methods. o $
9 %
The correlated degree is als& 0 dete samesgroup of node behaviour in
N
correlated regions, as the EC ea@or n+es ltrs-l%t energy consumption in their
clusters. Compared to the LEACH,/EEC, R ,5@5&8, and LCA algorithms used in

most networking commu@alg@nd ex@ve experimental, ECA demonstrated a
N
superior improvemer(mns f ¢he_n rpﬂer o.gsﬁccessfully delivered packets, number of

packets lost in the%a and y ngﬁf gy consumption of the network connectivity.
In this chapte gg,evaluat‘i'o as"apkllﬁa to a typical topology of WSN. Results based on
the differeh% iour node scenarios;ﬂjdicated that the ECA built by 3D Euclidean Distance
usi ed degree provided better network performance. Moreover, findings on the

aviour nodes achieved by ECA can provide better environmental information compared to

LEACH, EEC, R-HEED, PEGASIS, and LCA algorithms.
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