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CHAPTER VI @

CASE STUDY: DEVELOPMENT OF ONLlN SINESS
WEBSITE (PRICE) USING
l
\rf. -

6.1 Introduction J’A&}
<

In this study, an online business field has been %l $‘y in question,
it

due to the fact that this field is informative S has sensitive

information and money, which must be imPhgmented 3 ha much of security
requirements to be achieved in the f ‘@‘twa' t \‘élele are four phases of

]
s ﬂty&t]ulremems process and

ut
%va' ;
: g ps@c explained in the following

1 S

SAIFQT to complete the eliciti

quantify the security requiremengs

sections through an actual calgg

6.2 Discovery l’hasc {Q

In this phase, the S 1]K‘Junenl situation of the organization. The
stakeholders wi ! 1de ll£ Ile s. skills and how they have been running the

oxbamxalmn » the present. V will disclose their success stories in the

01;:(1111/‘11101131 how they have accomplished it. The basic questions devised by
(008

Coopcr& 2

a) What were your hopes and dreams, when you chose this project?

3) will be used to perform these assessments:

Answer: To deliver an effective and secure system to the clients.

b) Based on your past experiences, what was the greatest experience you have

had with a project, or when were you most successful and satisfied?
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Answer: The trust by the customer and Stakeholders’ participations is the
greatest achievement. It gives us immense satisfaction, when we serve
the customers with minimal effort and time.

¢) Did you get any help from your friends/colleagues? Were @ to help
them in return? A
Answer: Yes, we did receive assistance from our friends and agues, and of

course we reciprocated the help, whereby basedwn' experience, we

were able to solve the problems of our col r!%

d) Did you experience any unexpected incideggs or a digh uH Ellenger’

l

Answer: Yes, every difficult challenge we s o e nng e, above all

example (Real Case), v \
external hackers, pa}’il%l pro \%

cards and there hayg n & few ne@len some hackers had
succeeded In \'icm& exploumg our data. The

repair systen nmnu ackgo| method needs a lot of time,
cost, effort iihh I IQVQ]dé, other than the fact that checking
in this LQ“] ‘Llll.

{q
\ B b,' (,)Q

¢) What col@ugs haye cgniy u@lo that extraordinary level of success and

What did you learn from those?

1bi I 1alleng>e For
eca@ malfunctioned by

‘é) using stolen credit

Answer > most nnponmn{@pgu is protecting sensitive data, which is not

\\'znlublc in the old system. This feature must be carried out with high
precision, which is very challenging in web applications. However,
we are now very much relieved, as the new website can protect the
data after each movement and update records and data, so we hope

that the website will be secure and available 24 hours.

f) What do you value most about yourself and your capabilities, as a member

of the team, or as a contributor of the project?
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Answer: We can get involved and play a significant role in building the
foundation of this website, by using our expertise and skills, to
transform the weak functions towards the strong and ected
functions by telling you (security experts and develo;% 'hat our
problems are and what seems to be the problem i old website.
This will help us to get over the complications fac us, especially
subtracting the process of paying to get sewwnd ensuring the

10?01"6 user information

elp ug to solve all

the previous problems that we have su!fere n tlhe o

o) What do you value most about yours?a mﬂ

and/or member of the team?

Answer: I value both, as a membe\:ﬂia organi
solve problems, and I pgovide lh% ; é&o our customers; and
at the team-level, we S of th ﬁ“@developmem, which is
essential in pullingw__ thatg enl,jﬁ‘for the system”.

N
| S
h) What are the most impprtagl &t AT S @l support your highest levels of

5
&)
jed 1®ur website in a successful way, satisfy

()

¢ l(h%gperalions, save and protect all customer's

r'on :ﬁﬁ'suslainabilily of the work in the website.

sustainability of the work, and being abl

safely again in tables; the new websit

Y'

f ‘[]Y‘rggorganization
BN léﬂ‘orm my duties to

=

success and say€famon? l

Answer: Perfor wun ‘ti(‘m

thegmystaghers fwi
%;r'si (Ve

A ‘?’T

\

Nions motivate the developers and security experts and give a big

The above

picturd . whole system; in addition they also give them the magnitude of the

snffer \rouch the works accomplished by users every single day.

Output of Phase 1:
The outputs of this phase are: what are the security situations of the old system; what

are the old software business requirements that are needed in the future system, what
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are the definitions agreed, what are the resources and the trust boundaries, what are

the global security policy and what are the existing situation of the old system

(Software Requirements and security requirements). Then, the answ r@vhese

questions as follow. \

- Identify the existing situation of the old system (Software Requi*ﬂls): System
description (Stakeholders, Users and Developers). What are the Fnesses of the

current system, what are the things that are not achieved by M‘Tem system and

specify the operational environment: Y'

a) The system does not send a receipt 1o the custoMgg. \d
= e . \4l
b) Margin of error is high. ' .\G}
¢) Checking the problem is difficult. 2
N

Agree on definition’s step. enables the COI%VHS

d 1

experts and stakeholders. by structure roup, to agree on

8 September 2013;

q

definitions using NIST and SAI

KLOCWORK. 12 November 201347

the assets that must be pmlccle‘_ it 08w i Boil et bet et ulistatiog oF
e

the security requirements in I% e P

d) Store

¢) Pr\ 1¢ website ugainﬁ&)\'

o%l Improper Neutralization of Special Elements used in an SQL

Command ('SQL Injection’).

ii. Improper Neutralization of Special Elements used in an OS Command
('OS Command Injection').

iii. Buffer Copy without Checking the Size of Input ('Classic Buffer

Overflow').
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iv. Improper Neutralization of Input During Web Page Generation
('Cross-site Scripting').
v. Missing Authentication for Critical Function. Y.
vi. Missing Authorization. %\
vii. Use of Hard-coded Credentials. A
viii. Missing Encryption of Sensitive Data. Y.
\z

ix. Unrestricted Upload of File of Dangerous Type

x. Reliance on Untrusted Inputs in a SecurityfRec On
xi. Execution with Unnecessary Privileges
xii. Cross-Site Request Forgery (CSRF) ‘
et &
xiii. Improper Limitation of a Pathnan a Re su ctég D1 'E%QOI'y ('Path

Traversal'). T \ Y\J
xiv. Download the Code thoulcwy Check ‘é

xv. Incorrect Authorization.

xvi. Inclusion of Functionalif

xvil. Incorrect Pcrmissim%nm&n fo

xviii. Use of a Potentially

xix. Useofa Brocl oMRI
xx. Incorrect Cll ~ula#fon

XXi. lmpmp ll of Ikce Authentication Attempts.
st s¢1i ngo @%.8116(0})611 Redirect").
XXl

ed Fori
/ g W alound

a) Sometimes databases are protected against hackers.
b) Payment process is encrypted.

¢) The password contains at least 6 characters for users’ login.
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_ It is guaranteed that. security requirements have the identical degree of ownership, as

are all other prerequisites:

b) Paying for many products (services) using stolen credit car

a) The system was down by external hackers. c\:

¢) Hackers are able to view databases and exploit the data sYnssfully.

d) Margin of error is high. V
¢) Checking the problem is difficult. Yv

f) Process of paying to get services.

\d‘ Y-
is suifablgdtol b@dressed,
ct{ v 01;3;' reputation
a) The password must contain at lea;\alaraclen r no@a] users.
b) The administrator must USC% ad1%$ @e username and the

password must contain at %) chgracl Sd Qc—?

¢) The customers must lQain“Wae y t])@ usernames and passwords,
l t=)

which mean they nflisgrdgister

_ Identify global security policy. The level of prot
restrictions to which it is subjected, and the

should an application be exploited: V

gallf ap o the system.

£
1 m@é PayPal system and must have a

d) The customer mpst he

valid credit cu&

~

6.3 Drear se

ThisaphaWooks into what the user sees as the future of the system, specifically and
across (Ne organization as a whole. Here, the imagination and creativity of the
stakeholder will be encouraged. The stakeholder will be able to contribute more
effectively, since they have already completed the discovery phase. There should be

no constraints in terms of the dreams of the stakeholder.
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_ Stakeholders, developers and security experts (team) dream (future system, i.e. what

do they dream about the software requirements to be in the new system (what are th

Nl
O

a) What results do you dream/expect from a team or project R .

new business requirements they dream to achieve)).

Team answer: We dream/expect all the following in New website: that

; ’iel lllllO the system,
€

rvic le d customer

service seller and customer can
administrator be able to view all

information and services, deletgysellCr affd cugpt mel\zz'counts

administrator can be able
service seller and customer

sellﬁ.\.l’o be able to

post services and edit/ge m administrator

can accept/reject l}N ces ner @1 view any posted

service, LUSIOIT]CI% purc!x§ . @ice and get a receipt

after making z nt. @

b) What do you cn\'isc 1 adgn 1de4 prc q i1 fulure after many years?
the

Team answer: To be osl 1‘5 1a13esl Online E-Business in the

M; \nd b

Output of Phasc \(J

The outputs ¢ %phdsf ’\\l@ﬂl"hl be’ the system boundaries, assets,

resources, b\ the agreed sccu@'d efinitions, which are related to business or

tr Ied ll customers.

(¢]

software reqrements.

- Ider ccurity needs/goals: what are the dreams to protect the system assets
(future system). Definitions, candidate goals, business drivers, policies and
procedures, where all these should be considered to make a concrete draft about
‘what might be’. to finish daily tasks using the proposed system, in secured and safe

means by protecting all organization's assets and resources.
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a) Security needs/goals: (Protecting sensitive data. Protect the data after each

movement and update records and data. Store the user information safely in

databases. Sub-step number five agrees with the deﬁnilion’@n the

discovery phase (25 SANS Vulnerabilities)).

b) Definitions: A

i. Availability of website 24 hours (sustainability of wrk),

ii. Encryption. V

iii. Addressing Denial Of Service Attack (DO Y.
iv. Addressing SQL Injection Attack.
NY.

4T
¢) Policies : (The password must contain at Ic 8 chgrattgds forgormal users.
V

The administrator must use the adi 1in$a Mame the password
must contain at least 10 charact r@us :\el nus in the system by
N t n %Q
cou

their usernames and passwords witgh m% gister to get access
E}E the PayPal system and

v

2y ster a'flnu'&lrator accepts and allows

services to be posted): 'l,p lage Willlgse the output of this phase to
know “how can hp%\ al\i be-?“l 0
6.4 Design Phase \& 0 &)

B
This phase looks Q he s¥stén oﬁlz&lﬂe. where the user and the developer looks
4 the possible the S@(Z:m@?’é}lem. Using the identified strength that the
stakeholder Mmighlighted, the s&}'and the strength of the system can be now
formulated \'curily experts. The role of the organization, relationship, policies and

V¥hin the organization is observed from an outsider’s viewpoint.

_ Stakeholders and the developers examine the feasible size of the system, based on

the recognized strengths highlighted by the stakeholders.
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- Develop artifacts to support security requirements definition; the following relics are
to be gathered: system diagram, use case scenarios/diagrams, misuse case
scenarios/diagrams. sequence diagram. class diagram and standardized 1@ and
forms. Consequently, the dimension and the strength of the syst \%1 be now
derived. Consequently, the dimension and the strength of the sy$ an be now
derived (Draw Use Case Diagrams (Identify user roles and resourc§fcapabilities) and
Misuse Case Diagrams: apply security principles to desionmﬁl misuse cases,

| zec

identify attack surface. and annotate class designs \ Lv‘ity properties));
(Perform the security analysis of system requirements esiﬂ\d
o o

_ _ 1S
_ Eliciting software and security requirements. as A sentla}f toj1n 11%_skphase is to

make sure that the software/business requiremer ¢ YNQ and , they do not
have, implementation or design l-eslrlcllonscwtha em@thus elicitation

is needed for all security requirements IIN

] Q—
a) The role of the organizatiggXheir ¢ iesﬁd procedures are viewed in
the external point QpVvicy. F I 0%

b) As a matter of; N 1S nl»l\siblcé;émalyze security into an application,

therefore agpMegLon test d e@apuations should remain a core element
’
t:, Un particular, automated assessment tests

of an enjmg sfurit
can didCgveY the fep Wy pro’icms that are not recognized during code or

imﬂ&mzmon 1'cx'i0\\'s‘\(;dlscover security threats unveiled by the

N(mal environment, and act as a protection mechanism by finding

nfalls in design, requirements, or execution. Typically, test and
ssessment functions are held by a test analyst, or by the quality assurance
organization; however, it can be extended to the complete life cycle. The

factors and elements that should be considered are:

i Verify security attributes of resources.

ii. Perform source-level security review.
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iii. Identify, implement, and perform security tests.
iv. Document security-relevant requirements.
v. Integrate the security analysis into the source management @gs: A

vital objective of software security is to generate and su%\qulliple-

use source code. which fortifies the fundamental s WY services in
software and over an organization's applications. ¥ objective is

most effectively accomplished, by applyingwre development

practices into an organization's general d ele process as soon

as possible in the SDLC.
NY.

{\ | &
Output of Phase 3: 2 T

The outputs of this phase are: “what should be’ Kged \m.acts: XfTarios. misuse
cases diagrams, models, templates, threat mc%yd'

forms. initial cut at security and software reqMgemegts ag (_)L s

oy

s
Y

Analysis and design are very n

research methodology and by ust re mat ar 1s techniques, requirements

gathering techniques, securl iremegts t c]lni@s, requirement modeling and
: : L s

system requirements an at / N e tofefuce the percentage of the failing

o

rate of the system.

allow the

cOmpone well as facilitates communication and organization of the project.

Thes ;onal functions create an effective tool for enterprise level application.

Following the aforementioned above, the requirements by identifying the actors of the

system will be formulated.
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6.4.1. Primary Actors

I. System Administrator: will be able to login into the system, view aded
services, reject services, and accept services. Moreover, he can &N counts,

delete accounts, suggest changes.

o

Service seller: will be able to make registration, login, posiagrvices, edit and

delete services, purchase services, and make payment. ?

3. Customer: will be able to make registration, login, pur(,vsewices, and make
payment.

4. PayPal: third party (external system) facilitate d fec De %’aymem

process. % '-{,}
5 Attacker: will be able to make brute orc® logifl.. lofin {’%Tem, —_—
registration, disclose user infomlalim% cr@ﬁ bio@de, purchase
services. and make payment. \% é
6.4.2. Business/User Requlrcmcn%mnﬂmo )

o &
Determining the analysis of hevm‘en*ms ] I‘ aD@ystem is by identifying the
existing systems, identifying nNproveier qx@

fining the requirements for the

new systems. So, the I'CL& gnt arfa \qechn has been adopted to explore how

the old system pcribm\hc usi ?

¢ P (?
0 th syst§ms T@ fore, phases one and two (discovery and
N

w a2y high level of the business requirements

dream phase) w% q
researchers h&" "Lsm raged to produgdyhe main use cases that will be implemented to

oments as mentioned 1n Table 18.

ces d then all the main functions needed

are exploited and a

cover ther

S



1. M: Mandatory 2. O: Optional & 3. D: Desirable Requirements
TABLE 18: The functional requirements of online e-business websi
Wﬁ?&ﬁ.ﬁicm ID Requirement Description y
1 This function would enable the registered users
] Login System (system administrator, service seller, and customer M
. — | to login into the system
] | This function would enable unregistered users
o) Makg i (service seller and customer) to register into M
~ | Registration shsiam N
] This Function will allow the system adipini to
3 | View Accounts be able to view all the service sellers a merg’ M
information and services 2 '
] This function will allow the system a or f
4 Delete Accounts be able to delete the service sellergand clstonfers’ ¢ ,@'
accounts \(4)
- This function will allow the sy administrfitor S
5 | Suggest Changes | be able to make suggestion S tQ sdtvy \T M
- sellers and customers - R o
] L This function will allow sellet to Beyable @
6 | Post Services post services \W b 2
i This function will v sgivice sellertgbe al@B
7 | Edit Services edit his services _ AR w \
] i This function \\fi%\\' SErVICON %q’o@e to
8 | Delete Services PR C> D
| View Uploaded The functio /Slem Qrﬁnistrato]
9 Services to view all \‘0 M
=l o The funeg sysi®Q administrator
10 | Reject Services - ' \S M
] e 1 “ﬂeWem administrator
11 | Accept Services ‘Q M
ra
) _ allow of the service seller
{5 | Yisw ACHI s able (o ew the system D
Feedback adWinisINS Sl gesEOw essage
P e his n!li(?' Id ﬁvy\\ the customer to be able to
5 Services 5 'S scﬁ;i;e
| Purchase 0 \\'@t%ble the customer to be able M
14 Services any.svice
[ | This tlmctim@uld enable the customer who
15 | purchase ¢ ervices to be able to make payment M
by PayPal to the service seller account
6.4.3. Use Case Specification

134

The use case specification is created to describe the interaction between the users and

the system.

The purpose of the use case specification is to explain the procedures,

conditions and flow of events for each use case. The system has the least functions in

the use case specification. (See appendix C) (Sequence and Collaborative diagrams).



FIGURE 19: Use case for Online E-Business Website.

Reject Senice < <eXtend R
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<<inchude>> == N
Suggest Changes 5
System
<<extend>> Administrator

7 Login System
View Admin Feedtack

Make Registration

View Posted Serices

PayPal

FIGURE 20% 2 Case,for liné?Business Website.
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>+
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FIGURE 21: Class diagram for customer and attacker.

SystemAdmin strator s [ PaymentFom |
= e [ VW?SEE\MLS | "\‘#Pay’l’a’ Informaton
::’W ) & Name . l L
Reject( &Price - ’I Pay()
SAccent() &Type | $cacel)

4Suggest Comment()

|& Senvoce Descnption
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| Spurchase()
7 SEGH)
Puchase Doaem

X

e Users RegstrationFom |
Af_jn?w[\r:.lva:cvi'c(dntk | |&Name | & Name
B Titie Vo & Password &yPassword
& Comment I ‘;QEP\.’N Address| ——= &pEmail

,,,,, i | e b e
| Siew() | *Logn SRegster()

| $view) SCancel)
; %

N LoginFom_
|&Name
== & Password <

Customer

a. Use case: login
i, Brief description

This use case wil bcw

administrator to usethgsyst

il. Pm-conditio& |
The users wu seIMsg

»

uscman}q'nu assyorgd.
systei b f

1. (‘mt ristic of activaggg.or the primary actor

Nlion depends on users’ and administrator’s demands.

ow of events
Basic flow
This use case begins when the user clicks on the login link on the main
page.
The system displays a login form.
The user keys-in his or her username and password.

User presses the “Login™ button [Al: Cancel].
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S 7
b. Use case: make &,_\n( tion | O

1.

Post- conditions

The users and administrator can e\% systent O<<
Users and administrator will hac differeng
Limitation or Constraints 0
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The system shall verify the information entered (username and
password) [E-1: Invalid user name or password].

The system will determine which functions are available for us nd
administrators and display the specific workspace 0@ main
homepage. depends on the entire information. %

The user will be able to interact with their authorized ans.

- Alternative flow(A1l): Cancel V

T'he system shall cancel the username and pasgwol, dnd allow change

The system will display an error mes arld the s

the username and password. Y~ s X

in the user’s data.
. Exceptional flow(E1): Invalid Passwor, \do \ &
! N
a @e—emer

\ N

gi eges.

. o

The password must conlail\ st 8 clMagadters normal users

IS Bl 4 » ~ . - ~ 3 \
Ihe administrator myst U e adinin l sername and the password

must contain at least TU cljaragteg® F 4 &

Brief descpagti
- PN
This usd gas¥ willf Re sec lYo_alow users (service seller, customer) to

regisher N0 the system in oﬁSﬂ‘ to use the system.

P \ditions

1sers (service seller, customer) should be able to access the website.
aracteristic of activation or the primary actor
Users. all the users of the system will be able to make registration
Flow of events
: Basic flow
This use case begins when the user clicks on the registration button on

the main page.
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The system displays the registration form.
The user keys-in username, password, and email address

User presses “Register” button [A1: Cancel]. \?

The system shall save the information entered (usernan % word
]
email address). A
The system will show the “successfully registered™ mm

o O o

The system will display the main homepage, that dws on the entire

information. ?
The user will be able to interact with their rized Q!KCIF‘S
®
N4

. Alternative flow(Al): Cancel
The system shall cancel the usernan ssword,fan en! ddress
4 :

Then it goes back to the main page Y~ \ N
& ge.
v.  Post- conditions CV ‘1

The users can enter the system. \

Users have their own levels of
)

VI. Limitation or Constraints% 4 é’

The password must contain asp Qe terg

z [ §
alamiodepstal $ &
c. Use case: purchase sgrvic Q

i.  Brief dcscripti&\ (“,e'
This use Ci’s%" ¢ jise ylo‘&&dstomers to be able to purchase any

service. \('J

S

11. Pre-c l 1S : Y.
[hetsners must login system using their usernames and passwords

ean that they must register to get access to the system

R
> o
17

vé/@\

. Flow of events
- Basic flow
This use case begins when the user clicks on the “order now™ link in

the service page.
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The system displays “ordered details™ page.
The user clicks on the “purchase now™ button [A1l: Select Additional
Order]. [A2: Contact Seller].
The system shall verify the information entered (us%\ and
password) [E-1: Register]. A
The system will display “payment details™ page. T
The user will be able to interact with their aulhorizwnctions,
- Alternative flow(A1): Select Additional Or, erY.

The system shall allow the user to order n)gger¥ic '
- Alternative flow(A2): Contact Seller . \
N
The system shall allow the user to ¢ cller Wy d‘qg&?ﬂ email
? K 4

message. Y~
. Exceptional flow(E1): Registe N °\ 4\
The system displays a ;-egislw rm an S@%s to register.

v.  Post- conditions G) 03\1 AN

The users can enter the systenm.
u
1 aswld s\ﬁ%l address (registered).
Users have their levels ofgfTivilegds. %
N
Vi. Limitation or Constraipfs F P &

The user has au mL Hdsswoyd, and%mail address (registered).

1 O
\ ¢ ? (,)
d. Use case: ma ayimen \('_)

. Bric@ {08 :'0)" Yg\

Thisemegicase will be us@(w allow customer to make payment to the

cm’E\lnding service seller.
-cxeonditions

Fc customer must have a username and password which means they must

c

/?J'/}

The user has his own usert €

register to get access to the system.
The customer must have an account in the PayPal system.
iii.  Characteristic of activation or the primary actor

Users
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1v. Flow of events
- Basic flow

This use case begins when the customer fills in the PayPa{Rmem

information in the “payment details™ page. O)
The customer clicks on the “Pay™ button. A
The system interacts with the PayPal system to v&\W’ customer’s

PayPal account [El: Invalid Account Information¥WJ2: Insufficient

Fund]. Y.
The system shall display the “Successfull r rl/ic 4 message.
The customer will be able to gain hi ] w
1e customer will be able to gain his gervic® wlfich 155\5(1'eady
1S
X

paid for.
N

Exceptional flow(E1): Invalid Accwln(‘og& n
The system will display error Wes é‘f‘d use‘&?s. to re-enter

the right account int‘ormatio\ O<<

~ Exceptional flow(E2): ln@cient \d? &\
Nyt Nl >

The system will displ ssage ®ind user hias tonrefil His

PayPal account with N

S
The users will be able tqgfse Q{ o dgaequested service(s).
vi.  Limitation or (&N\ints‘ ‘é’
User must h Nﬂ)’ al,ac ':1 a &usl have a valid credit card.
N &
Krnlws =
6.4.4. Misuse CRe* ecificatidn \’Y'
QO
a. I\’h\ case: Brute Force Login

0 Brief description
This misuse case will be used to show attacker the brute force login to

exploit the system.

V. Post- conditions

ent 0 p&i‘f’or this service.
!

6;

ii.  Pre-conditions
The attacker should gain access to the website.

iii.  Characteristic of activation or the primary actor
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Execution depends on the attacker’s demands.

v, Flow of events

Basic flow ? i
This misuse case begins when the attacker clicks on 11@1 link

in the main page. A
The system displays the login form.
The attacker enters (Expected User Name, wed Password)

1~K13'n by the
dictionary software]. .
N MR N\
The system shall verify the infosgaeioh entdgre uslnﬂ&]e and

password) [E-1: Invalid user naYy pa w’ox \3.

The system will determine w und‘ons e av&le for users
; aylay the ciﬁé@rkspace or the

main homepage deC]% ont \eﬂQ {

le@to rac@ilh their authorized

manually or using the dictionary softwar

—e

Attacker presses the “Login™ buttol

and administrator and vyl d1

The attacker will b

functions.

Alternativ OW): rec
The attacker ugps (K tz{)bware to enter a username and

1y tijneS™ynd alléw change happening to the user’s

hussw& (S
Jat: | they ¢
S

'l'ghl@bmame and password.

nter the uscrmun?)\land password manually or by using the

\ dictionary software.
0 >ost- conditions

The attacker can enter the system.
The attacker as a normal user will have his level of privileges.
vi.  Limitation or Constraints
Not applicable, the attacker could try several user names and

passwords until she/he manages to login using other users’ account.
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b. Misuse case: Malicious Code Injection
i.  Brief description
This misuse case will be used to show the attacker’s Intenti 1%51
a service and inject a hidden malicious code inside the po vice.
ii.  Pre-conditions &
The attacker must have a username and a password wNg€h means they

must register or make a brute force attack to get acwo the system

iii.  Characteristic of activation or the primary c&.
Execution depends on the attacker’s demqé '
iv.  Flow of events \do \Y'
- Basic flow é | .i—’
This misuse case begins whenw’ : Jecls@‘;:s service
with hidden malicious cod We vipe. 4\
The system activates th % service, é
The system displays@’)"Thax
posted within 24 l@ne; Hoe.
v.  Post- conditions \ 4

The attacker cagrentdthe sy
The attacker as a nawl <€y l{tfyhis level of privileges.
Vi Limitutiox@ns rlints ‘Q%

: N .
Anuckct Nl ] gip NI E(l‘{)wmess main page. Hence, in order to

. : s’

cmll%c' us cpdeytipy ll&b‘l login into the system.
Q/ rls S
X

N

c: Mi\Asc: Disclose Uss&lnformation
] e

f description

‘his misuse case will be used to show that the attacker has obtained

&

either directly or indirectly, sensitive information in a database.

ii.  Pre-conditions

The attacker should be able to access the website with administrative
privileges.

iii.  Characteristic of activation or the primary actor
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Execution depends on attacker’s demands.

1v. Flow of events

- Basic flow z
This misuse case begins when the attacker injects ;!Sprloils

with data and SQL Injection in the main page at the [o3n page.

The system verifies the data entered.

The system gives him the authorization to a cMe database.
X

The attacker has full privileges where he oaccess all rows

in the associated tables (read, write a dify, diga).

v.  Post- conditions ' 'G}Y'
The attacker can view everything in tl 1aba55s.v)’ %
N

Vi. Limitation or Constraints

Attackers must login to the E- ehce, in order to
b

inject mass exploits with daN injegflon, l@_« must login into

the system as zldminislralo%

6.4.5. Elicit Security Requiremer ,

. ? L
Security requirements: arce {1 qli :
requirements (Assets). SQ &cur' i emei that depend on the discovery and
dream phase output s]@?c 1 ’A Ggble 19 below demonstrates both of

software requiremens clz}lcbﬂn y ﬁﬂirements.
A ’ \'Y.

)
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TABLE 19: Software requirements and related security requirements

Software Requirements Security Requirements
Data and Input Validation

Cross Site Scripting (XSS) \z
n ,

Login System Command Injection Flaws
Authentication and Authoriza
o Cryptography &
= = Data and Input Validation
Make Registration Authentication and Authori¥tion
Cryptography 4y ;
m Command Injection EFlaw?
m Command Injecion VS
‘ ‘ Cross Site Scri S
Suggest Changes - Command Ip - \ awi '
“Post Services ey Fldws

Edit Services : .
Delete Services

View Uploaded Services

Reject Services
/\CCCPI Services
View Admin Feedback
View Posted Services

Purchase Services

Make Payment

that allow attackers to C'N'Ld G

ervice. In this sectiopsghe J1 tht maydppényin the system will be calculated.
SCl

N

) 1s used to sol\'wn'oblem in the following case. The security

I

Now an algorit

experts wish N all vulnerabilities” effects (for every single vulnerability related to
1&3

the syste ¢ system. A universe U is described as follows:
(

=V, Vo, V3, Ve Vs oinn Vas}.

Where V denote ™ ulnerabilities™.
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L, ={E,! be a set of decision parameters related to the above universe U

“yvulnerabilities™ according to the system type and security experts. According to the
o

Jast two phases (discovery and dream) and after investigating all vulnerabilitie ed

to this type of systems depending on the SANS list and suppone(‘\N%lST

Vulnerabilities are: s

o

TIPS

= 9

o0

Unrestricted Upload of File of Dan‘% >

Reliance on Untrusted Inputs in (& ity DOwgsidn I@Y)‘D).

“Execution with Unnecessary PrNgicges (FUIY $

. Cross-Site Request Forgelhﬂ. ’VZ‘I$

. Improper Limitation (Y&N)manie o~y Restri Directory (/ILPRD).
7).

Incorrect Authorizay

“Incorrect Pert

~Use of Potgall

. Incc

SQL Injection (SQLI).

0OS Command Injection (OSCY). T

Classic Buffer Overflow (CLBO). '
Cross-site Scripting (CR-sS). \d' X
Download of Code Without Integrity Check (DO@ | _i'}
Missing Authentication for Critical Function ( _ s \3.
Missing Authorization (MA). AV/V u\ \
Use of Hard-coded Credentials (UH-cC % O‘Q
Missing Encryption of Sensitive Data h). \E 0

;Ime(U d

Note: abbreviations used: Y.

R
Inclusion of Funggnalty fipm rﬂ'slt@ ontrol Sphere (/FUCS).

N3
or4ttical Resource (/PACR).
angerous Fur Y;]' (UPDF).
~

. Usecofa N;n or Risky Cryptographic Algorithm (UBRCA).

W alculation of Buffer Size (/CBS).

Inand Restriction of Excessive Authentication Attempts (/REAA).
_URL Redirection to Untrusted Site (URL-RUS).

Uncontrolled Format String (UFS).

_Integer Overflow or Wraparound (/OW).

25. Use of a One-Way Hash without a Salt (UOWHS).
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U={SQLI, OSCI, CLBO, CR-sS, DOCWIC, MACF, M4, UH-cC, MESD, UUFDT,
RUISD, EUP, CSRF, ILPRD, I4, IFUCS, IPACR, UPDF, UBRCA, ICBS, IREAA,

URL-RUS, UFS, IOW, UOWHS}. \v

Eu=1{e, = occurrence one lime, €, 2= 0Ccurrence two times, ey,;= lll'gh*/ga Cus=
low damage, e,s= effect on very important asset, e, s= efew important

asset, ¢, 7= effect on less important asset}. V

In this real case. seven parameters (£,) have been used a es gi eL aggording to
the security experts” perspectives. For instance if a vulneigbilit¥# X decu dL@es n
the system, it should have a high value- see ¢, , and versaf.l offfler ¢ ‘Sbs, more

or less parameters and different values can be adopte&~ \ Yy
Un.i Uu.(‘ Uu,T \ \ *O
|05 1705 1707 04 N 1 &
0)
\E &

Now. the function for each paramogagel®. Pl ill ound, which means the
parameter (¢, ;) which is "“"“”% fie ’i’,’ 2" lgili‘@s (0.5) value in this system.
According to security cxpcrls\pin OnNSy \H\

i neralé)‘{ies that occur one time in this
system will be part of @nc 'b@ins(l?}% (SOLI, CLBO) vulnerabilities
ei l ¢

' A C
u.l Cu2 Cu3

~
EN

‘?V

E= I I

051

N

p
appearing in this case st 2 i

Q— ) B
4 <
U ={SOLI, OSCI  CR-s¥ DOCRE. MACF, MA, UH-cC, MESD, UUFDT,

RUISD, E& RF, ILPRD, 1.~1.7¥{/CS, IPACR, UPDF, UBRCA, ICBS, IREAA,
URL-R it S, IOW, UOWHS}.

F (e, 1) = F{Occurrence One Time) = {{LPRD, IA4, IFUCS, IPACR, UPDF, UBRCA,
JCBS, IREAA, URL-RUS, UFS, IOW, UOWHS}.

F (e, ) = F(Occurrence Two Times) = {SOLI, OSCI, CLBO, CR-sS, DOCWIC,
MACF., MA, UH-cC, MESD, UUFDT, RUISD, EUP, CSRF}.
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F (¢, 3) = F(High Damage) = {SQLI, OSCI, CLBO, CR-sS, DOCWIC, MACF, MA,
UH-cC, MESD, UUFDT, RUISD, EUP, CSRF, ILPRD, 14, IFUCS,

IPACR}

F (¢,4) = F(Low Damage) = {UPDF, UBRCA, ICBS, IREAA, URL-RUS, @OW
UOWHS}. A

F (ens) = F(Effect On Very Important Asset) = {SQLI, OSC], CLBO,WS,
DOCWIC, MACF, MA, UH-cC, MESD, UUFDT, RUISD™

F (eus) = F(Effect On Important Asset) = {EUP, CSRF, ILP WFUCS, IPACR,
UPDF, SQLI }. é '

F (¢, 7) = F(Effect On Less Important Asset) = {UBRCAQICBS, IREAA RZ-WS,
UFS, 10W, UOWHS, CR-sS}. | ~f’
4
NS \T
o | | .9
Then. the fuzzy soft set (£, £) can be viewed atwlmgw‘)f folég ing collection

of approximations: \

(F, E)= {(ew1,( {ILPRD, IA, IFUCS, @U‘D @ \‘BS, IREAA. URL-
RUS. UFS, 10W, UOWHS :N (SR OSQ}.\“&LBQ CR-sS.
DOCWIC, MACF, M: R' ME,?D, LF@{U}SD EUP, CSRF })),
(e » ({SOLIL, OSCI, &D (‘R{J g; MACF, MA, UH-cC, MESD,

UUFDT, RUISD, /QYS A IDDRD. 14FFUCS, IPACR ), (e

, VR(,)@/S, UFS, IOW, UOWHS })), (ews ,

g .
()Quc MACF, MA, UH-cC, MESD,
CSRF, ILPRD, 14, IFUCS, IPACR,

;Z
7y

The Cag Citak and Enginoglu Algorithm (CCEA) applied to the first fuzzy soft
part in (7, £) 10 take the decision from the availability set U incorporating the choice

values:
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ey V) 4

e U') e, (;‘_‘(]') ()7.
(YUy) ] +;U.\'( l.;),{/'.‘x U,,) / +/u'\_( U,;) /

1 e
/(/"‘/‘\ — _2_5_ I /_l\ ( l.'y/:\ 7/\(

14 ey, (V) €, e, (V) e, e, (I
/[l G ’4‘/‘/,\‘( U.s) ] + /,1\ (L \',/\( Usys) / + ILI.\‘ (=L ,M,/f-‘_( Uy)
. CunV) \
Hx W /

uiy = %[(().SX())v‘*(l x D+ (1x1)+(0.5x0)+(1x1)+(0.7 )+ (0.4 x
‘ 2:

0)]
= —[1+1+1+0.7]=0.148
25

> 2 l )v C)‘ l’ y
pry = oz [ g o) +/l.\-‘(“3)""“(é+"‘x N (_’;\Y;’ i
1, (4 -n,/b“«"t:n(”:) SRR TR X)) 4

/‘(V‘ l"( .rirh_l‘)l )“2)] V W
d 2 ()i\())+(]x1)+(]x@q5 1) 4 Tx 1)+ (0.4 x
LU X = [ \
0)] c‘) 0>» @
1 %
= — -1+1]=0.12
e 1 8 0 8 \
And so on for all vulner ilil?.. , l 0
Then /-‘/,\- is represented by. \,‘ .‘é}'

l oo
N
DI QR 0.12 012 0108 0108 0088 0.088

SJ l“ ]H ]II Ilf\ ]]4 ]IS

[o. . . of 4 g 0.056 0.056 0.056 0.056 0.056}
1 Vi . Y Vis - Vo \ 20 ’ Vi V ’ Vy ’ Vy , Vas

-

10

|

i e. the Z1u2Ng¥cision for this vulnerabilities (V1) are:
1. (V1)  Injection (SQOLI) = 0.148

(3]

N RSN (o)

(V2) OS Command Injection (OSCI) = 0.12

(V3) Classic Buffer Overflow (CLBO) =0.12

(V4) Cross-site Scripting (CR-s8)=0.136

(V<) Download of Code Without Integrity Check (DOCWIC) = 0.12
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(V,) Missing Authentication for Critical Function (MACF) = 0.12

(V) Missing Authorization (MA4) = 0.12

(Vy) Use of Hard-coded Credentials (UH-cC) = 0.12 Y‘
(Vo) Missing Encryption of Sensitive Data (MESD) = 0.12 \
10. (Vo) Unrestricted Upload of File of Dangerous Type (UUFDT)‘MZ

11. (Vy;) Reliance on Untrusted Inputs in a Security Decision (RUVT: 0.12

© » 2 o

12. (V1) Execution with Unnecessary Privileges (EUP) = O.ION
13. (V;3) Cross-Site Request Forgery (CSRF) = 0.108 Y.
14. (V4) Improper Limitation of a Pathname to a te icht (ILPRD) =

0.088 .
N
15. (V;s) Incorrect Authorization (/4) = 0.088 ' .\‘:)

16. (V1) Inclusion of Functionality from Untrust mm@ e (1&5) =0.088
17. (V,7) Incorrect Permission Assignment 1@’ al R‘esou e (1‘)@712) =0.088
e’ 4t

_(Vs) Use of Potentially Dangerous F UPD

_(V,) Improper Restriction of ENgS ve
22.(V,,) URL Redirection tgeUni@isted Sfte (
23. (V1) Uncontrolled Format 1
. (Va4) Integer Overflgly oNWraptarou (1()% 0.056

| (Vas) Use of a O™y Hps[ 1o E_)@n(UOWHS)=o,056

c') '
e 23 \'ulncrzt%nbﬁ\ ] z)c a§'f the most dangerous software and web
applications” VRN vilities | 1}151\@1' and SANS institute lists (NIST, 8 September

2013; KL(& K, 12 Nm'cmbac\.?OB). It has been noted that the maximum value
e /(/_(/A\%),HS among all vulnerabilities; meaning that the SQL Injection

\/u]@}

parameters (E,). as well as in SANS institute list SOL Injection is the most dangerous

o
W B

receives the most influence in the proposed website under this

software vulnerability. On the other hand, the errors that cause these vulnerabilities
have a direct impact on the web applications. So, the next sub section will discuss this

issue in further detail.
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6.4.7. Quantify Error Index

Every single error or more can lead to one vulnerability or more ( an &
Zulkernine, 2008). which are manipulated by attackers to control the 1, and to
read. modify or destroy it. In this sub section, the EI that may ailable in the

system will be quantified. Y.

Now. the equation (3) as in page 115 is recalled, as it ugd in the previous sub
section to calculate the EI. The security experts want t all elkqr eglifets (for every

single error related to the system) in the system. Afjpiverse / w

‘ .
€ ribed as

follows according to the NIST and SANS (N};T Sep&‘}lber 2013:

l/:‘/le/v [\)_". /\)\ /\)., /\)\ /\)(, R- /\)‘\, 1&/ Rlu},\j

X
9
s <
f e
] Q—
N o
N
Let Eu ={Fu} be a set of dccsifn aramagters Iﬂ@lhe above universe U “errors”
according to the system \\Kzn] P
After investigating ilﬂN;:'S rflade W)“is of systems according to SANS list and
supported by NIS%/:\- arg: @]

Note: abbrgdm 1s used: \")

KLOCWORK., 12 November 2013).

Where R denote “errors™.

Z %
Q@
=

X

by

1. PoorS ymmands are used to check user names and passwords (PSQL)

: @Cmm executed will allow arguments to be specified within an input file or
fromfhe standard input (PEAASI).

3. Code path includes a Buffer Write Operation (CPBWO).

|3

4 Buffer is as large as you specify (BLS).
5. Replace unbounded copy functions with analogous functions that support length
arguments (RUCFSLA).

6. Set the session cookie to be not only Http (SSCH).
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7. Assume that all inputs are not malicious (4/M).

8. Input Validation does not consider all potentially relevant properties (/VPRP).

9. Do not use proper output encoding, escaping, and quoting (DPOEEQ,

10. Encrypt the code with a reliable encryption scheme before tranm@C’REST)_

In this case a set of errors containing ten errors 1s used, dependQ;IST and SANS
lists (NIST, 8 September 2013; KLOCWORK, 12 November , and in other cases

more or less errors can be used, according to the systen

4 Al' errors used must

lc aW}h%previous
. ‘ee Security require S b fied >\
section, otherwise, security requirements cannot be 1ed. ' .{—)

U={PSOL, PEAASI, CPBWO, BLS, RUCKSLANSSGINFM, IX8RP, DPOEEQ,
ECREST?!. \C') 6«

Fu= 1(',/,11 occurrence one nume, eu,;

lm@ eu,3= occurrence three

times or more, eu,y= cff eu,s= effect on two

Ssa
é‘

~

1

Culnerabilities, e, (_x[ﬂ)(vree wlng 8 bi @ or more, eu,;= effect on very
dangerous 1'11/11«‘)'(1/71/1%\' ¢.’ff¢36 on, @]5) us vulnerability, eu,y= effect on

normal \'1(/11('/'(1/?1’/11&\ '
\ | O
In this case nine Pi“%ﬂ's :u’ ! tfm‘t’ljllsed and values were given according to

security cxpcrls(’ p&‘ wccli‘a . Bor m@ce if an error X occurs three times in the
system, it Shm&l Wve a high \'alu\%&'e e, , and vice versa. In other cases more or

less than lg\mbcr of parameters and different values.

> 2 2 2 )
Q (‘u_-l Lu.S ‘u.() (“1/.7 Lu‘S Cu.‘) }

E=1033" 066" 1033 066" 1 17066 033

(S]

Now. the function for each parameter 1.e. I (e,;) means the parameter (¢, ;) which is

«occurrence one time' has (0.33) value in this system. According to the security
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experts’ opinion, all errors that occur one time in this system will be part of this

function like (ECREST, PEAASI) errors.

F (e, ;) = F(Occurrence One Time) = { ECREST, PEAASI }. %\Y.
F (¢.») = F(Occurrence Two Times) = { CPBWO, IVPRP, DPOEEAM ,

F (e, ;) = F(Occurrence Three Times Or More) = { PSQL, BLS, R&ﬁLA, SSCH }.
F (¢u4) = F(Effect On One Vulnerability) = { PSOL, CPBIVQ, RUCFSLA,

SSCH, AIM, DPOEEQ, ECREST } i
F (en5) = F(Effect On Two Vulnerabilities) = { PEAA

F (¢4.) = F(Effect On Three Vulnerabilities Or More
F (¢, 7) = F(Effect On Very Dangerous Vulnerabil & A ]VPRP }

F (e, s) = F(Effect On Dangerous Vulnuabllny
DPOEEQ, AIM }. \)
F (¢, 9) = F(Effect On Normal \’ulncrabil\)

ECREST}. \T
$ g;.

Then. the fuzzy soft set (F, E) can se’

approximations: Y. I
: "bj"«?
\ &

F, E) = {(ews > (4 /;c/e@m $10e: GRPBWO, IVPRP, DPOEEQ, AIMY))
i R jl CHY)), (ews , ({PSOL, CPBWO, BLS,
4

JAINy. PP Q. ECRESTY)), (eys, ({PEAASI))),(e.s ,
D). (e T GPEOLGREAASL, IVPRPY)), (eys , ({PEAASI, IVPRP,
YPOEEQ, AIM @c'.,_g . ({CPBWO, BLS, RUCFSLA, ECREST}))}.

take the decision from the availability set U. The choice values are then

C;,%)Eak and Enginoglu Algorithm (CCEA) applied to the first fuzzy soft part in
(F, E

incorporated.
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1 2 2 2 - I 4 7]
/(/"‘lv\' — _1_6 [ /u‘ (v, "{,\‘([ z '(R/) +Iu\ (Ll ﬂz)_’f\'(cl 3)(161) _*_/1‘ ‘(U*")y_/"\-‘c"ﬂ(k,)‘%
: B i 2, B )
00y 0B -y, E00p CuDE) 4y Gl P
n (Cu. ./“'(’[ y ,(RI) +‘U.\- (()("-‘)7./_'\-(()[:“‘(Rl)+ e €u.,) ,%\‘(Rl)]
gy = % [(0.33 x 0)+ (0.66 x 0) + (1 x 1)+ (0.33 x 1) + ( ) e )
(1x 1)+ (0.66 x 0) + (0.33 x 0)] \,
= S [1+0.33+1]=0.233 Y'
1 4 L
/lll(l.\’ h 10 I Ho & 'm‘(l ")(R.’) T Uy (((.:)’; gl
 C0y 00 ) g ) ®) 4

¢,

_ C i (R15)
[u\! .l/’.‘tl<) 5 +/’

it e % [(0.33 x 1)+ (0.66 x%
(1 x1)+(0.66x1) :
1 =
= (033 +0.66+ 1Y)
And so on for all errgfs. 2
ed DI

Then /y is rcprcscn\*

!6«.:(,@’.199 0.165 0332 0.165 0.099}

P—\ R, R, ’ Ry . R, ’ R,
S
b

i.e. the /f”_-& sion for this errtO{E]) is established below:

I

N

(E)) R »QL commands are used to check user names and passwords (PSQL) =

(E,)"The program executed allows arguments to be specified within an input file or
from the standard input (PEAASI) = 0.265

(Es) Code path includes a Buffer Write Operation (CPBIWO) = 0.132

(E4) Buffer is as large as can be specified (BLS) = 0.166
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5. (Es) Replace unbounded copy functions with analogous functions that support
lengthy arguments (RUCFSLA) = 0.166

6. (E,) Set the session cookie to be not only Http (SSCH) = 0.199 Y.

7. (E;) Assume all inputs are not malicious (4/M) = 0.165 \

8. (Es) Input Validation does not consider all potentially relevant propwties (/V/PRP)

= (. \’%’) T
dNng (

9. (Eo) Does not use proper output encoding, escaping, an DPOEEQ) =

0.165
10. (E;o) Encrypt the code with a reliable encryp heme Ual’lSlnlﬁlng
(ECREST) = 0.099 !

It is noted that the maximum value of U M) 3 m N\I nors eretme ‘Input

Validation did not consider all potentially 1 cwp, on; "1

influence in the website under this par am all@ he above ten errors

are part of the NIST and SANS error %(NI r\%s U\é 013: KLOCWORK.
E %

12 November 2013).
S&
\

The El causes the system c z;abllnl;j; L R R
impact on this web appl&lm fgﬁ(ﬁleed to find the SI and security

lecewes the most

requirements index. S(& “\‘ 1101 111 discuss in depth both the SI and
security IL,quleLn ¢ C—)(J

\0
6.4.8. Quanty Q¢ ulm Y'

i
After calc \g both of the VI and EIl which are related to the web application in this
1{,‘16 next step is to calculate the S1, then finally, to connect SI contents with

the Vv requirements to obtain the result, which is the security requirements

index. There is a relationship between VI and EI; this relationship gives us the SI.

Using equation (5) the SI can be calculated.
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Where:

SI'" - is security index for vulnerability 7 .

Now. for calculating the SI, need VI and EI shall be cal g 1 lthes last two sub
su

n

sections. \J
L ]

Vulnerabilities Index:

| SOL Injection (SQLI) = 0.148 z§ EY’

o

0OS Command Injection (OSCI) = 0. 1\%V
2

Classic Buffer Overflow (CLBO) =4.1

nos oW

Cross-site Scripting (CR-sS) = 0. :E Py
. . Y
Download of Code Without ln\ Che C’Wﬁ': 0.12
5. Missing Authentication for (Tl FL,'ncli M
Q‘D 12

o

Missing Authorization (J

© =

Use of Hard-coded G Nﬁ
Missing Encrnuio&& S

10. Unrestricted UlO¥d !

11. Reliance on *‘lcd)n u }n a S@J\rity Decision (RUISD) = 0.12
12. Excculi(A'lh Jnnecessary Pré)’.i};’es (EUP)=0.108

13" Cross%wcqucsl Forgery (C}?F) =0.108

]4.]16‘1' “imitation of a Pathname to a Restricted Directory (/LPRD) = 0.088

O

15 4agorPt Authorization (/4) = 0.088

16. Inclusion of Functionality from Untrusted Control Sphere (/FUCS) = 0.088
17. Incorrect Permission Assignment for Critical Resource (/PACR) = (0.088
18. Use of Potentially Dangerous Function (UPDF) = 0.068

19. Use of a Broken or Risky Cryptographic Algorithm (UBRCA) = 0.056

20. Incorrect Calculation of Buffer Size (/CBS) = 0.056
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21. Improper Restriction of Excessive Authentication Attempts (/REAA) = 0.056
22 URL Redirection to Untrusted Site (URL-RUS) = 0.056
3. Uncontrolled Format String (UFS) = 0.056

o

24. Integer Overflow or Wraparound (/O1) = 0.056

25. Use of a One-Way Hash without a Salt (UOWHS) = 0.056 A

Errors Index:

1. Poor SQL commands are used to check user names a agWOl“jS (PSOL) = 0.233

2. The program executed allows arguments to be d within input fil
ut file or
from the standard input (PEAASI) = 0.265 w‘ X
. \
3. Code path includes a Buffer Write Operation (@WO) | _{’)

=1
4. Buffer is as large as can be specified (BLS) =W \’ \!T
5. Replace unbounded copy functions wit Mous“‘u ons IY;uppon lengtl
% ngthy

arguments (RUCFSLA) = 0.166 \ é

6. Set the session cookie to be not onl p (SS $ b
7. Assume all inputs are not maliq%[}\/[)ﬂ: 0. Q"_}
8. Input Validation does not C(Nl' ' lial@re]evant properties (/VPRP)

=0.332 c z
0. Does not use proper output e#c

i
. pu ' *’.' ﬁ d '
\ N.\ piniand quoting (DPOEEQ) = 0.165
10. l-:nCI',Vl“ the code wiflaa r¥iakle eng tio\ heme before transmitting (ECREST)
=0.099 ¢ ! (J
" [N
w) &
e ; .
wﬂ]ny Copgefo 01$ error or more, and to calculate the SI for any

nts the relationsifPs between vulnerabilities and errors and next. the
9

Every single v,

security req
d using equation (5). Now, the SI will be located by using both the VI

S must be ?
;de@ lows:

1. SOLI ={ PSQL, PEAASI, IVPRP}.

OSCI ={ PEAASI, 1VPRP}.

CLBO ={ CPBWO, BLS, RUCFSLA}.
CR-sS ={ SSCH, AIM, IVPRP, DPOEEQ)}.

o

A

DOCWIC ={ ECREST].
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6. MACF ={ ECREST, PSQL, AIM, IVPRP}.

7. MA ={ PSOL, PEAASI, AIM, ECREST}.

8. UH-cC ={ ECREST}. Y.
9 MESD =/ ECREST, IVPRP). \
10. UUFDT ={ PEAASI, BLS, DPOEEQ}. :’

11. RUISD ={ AIM, 1VPRP, PEAASI}. Y-

EUP ={ PSOL, CPBWO, RUCFSLA}. \,

13. CSRF ={ PSOL, PEAASI, IVPRP}. Y"

14. ILPRD ={ PSQOL}.

15. I4 ={ ECREST, PSQL, AIM, IVPRP}.

16, IFUCS ={ PSOL, PEAASI, AIM, ECREST}. é | _{'}

17 IPACR ={ ECREST, PSOL, AIM, IVPRP}. T \’ ¥

18. UPDF ={ PSQL}. N

19. UBRCA ={ ECREST}. \C—)

20 ICBS ={ CPBWO, BLS}. c)

21. IREAA ={ AIM]. e R Q"-}

2. URL-RUS ={ SSCH]}. N %} \A‘o

23. UFS ={ PEAASI, R('(‘fe)w' ,bj| 0

24. JOW ={ RUCFSLA]. \.- 24

25. UOWHS ={ /)/)()/5@%‘131;@ =
{Q

This indicates that ‘% )llhﬂe v (G /)" vulnerability consists of “Poor SQL
commands \\'hl@ﬂsu}l cl){c usddnames and passwords (PSQL)” error, “The
program be ¢S\t allows¥arg “@g to be specified within an input file or from
standard irN “AASI)” error an\f?‘lnpul Validation did not consider all potentially
releva u%rlics (/VPRP)Y" error. This applies to all vulnerabilities as mentioned

abotg. Y the SI for each vulnerability alone using equation (5) is calculated as

follows:
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.
)

(0.148x0.233) + (0.148x 0.265) + (0.148x 0.332)

# N

0.034484 +0.03922 +0.049136 \d
. 4

0.12284

o e &

SI=0.041 (g. v\ {\
N o)

_— (OS( ‘lx1)1:1,1‘\‘1)“()5‘%%1{% >\y T 0}

é; ‘&
(0.12x0.265) 140 M, \A
S :u.osu\\ Q

\
Y
This works In t%a waly 1‘)‘ l§1’1’erabilities. Concerning the SI for all the

Vu]ncmhililiu: iu / numbefs 1ﬁ'e@al when the number approaches to one, the
scriousncss&m % vulnerability indyeases; so it should be removed to a high priority,

and v'c% The vulnerabilities are arranged according to their dangerous degrees
@

i“

( —~—

1),
2

as

Security Index:

. SQL Injection (SQLI) = 0.041

2. OS Command Injection (OSCI) = 0.036

3. Cross-Site Request Forgery (CSRF)=0.030



N

© ® N o

10.

L1
_ Execution with Unnecessary Privileges (EUP) = \d

e izati =0.018 »

14. \Y.

e

16

~ Use of Hard-coded Credentials (Ul a )— '!S%T
010

_ Uncontrolled Format String ({

. URL Redirection to U nlxule(N (

. Improper Restriction 01 XCE 91\& Ajlhelfcpl tlempls (UREAA)

ci@msc

Reliance on Untrusted Inputs in a Security Decision (RUISD) = 0.030
Cross-site Scripting (CR-sS) = 0.029

Missing Encryption of Sensitive Data (MESD) = 0.026 Y.
Missing Authentication for Critical Function (MACF) = 0.025 %\
Unrestricted Upload of File of Dangerous Type (UUFDT) = 0. G’k
Missing Authorization (MA) = 0.023

Improper Limitation of a Pathname to a Restricted Director PRD)=0.021
Classic Buffer Overflow (CLBO) =0.019

Incorrect Authorization (/4)

Incorrect Permission Assignment for Critical rce (/. " = 0‘6‘?8
Inclusion of Functionality from Untrusted T "e UC@,\Z.O 017

Use of Potentially Dangerous Function
Download of Code Without Integr 11 e DOCT

=0.009

. Integer Overflow 0&\‘1]0@”’) -&09

A (1@ ~0.008
a s@p(uo WHS) = 0.007

Incorrect Calcu

Use of a One

ash pvithp
. Useofa % 5 Rifk ’n)m@hic Algorithm (UBRCA) = 0.006
N
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clopers and the users focus on the expected software, which will be
b

developed and employed.

Define the activities that have to be considered.

system, which becomes apparent to be designed.

Support the organization in gathering the information related to the ideas about the
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- Requirement inspection (the requirements are analyzed for the vagueness of the
ultimate security requirements index).

_ Build the system. which is in this real case is termed “Online E-Businggs ersile".

The outputs of this phase are: “what will be’ the initial selwd equirements, the

Output of Phase 3:

documentation of the decision-making process and rationale y. a step of joining
the security requirements with the SI is required to Ih quantlﬁcatlon Gt

security requirements, W hich is to be called later the emeQ's index.

Secondly. security requirements are prioritized acc@to a da Oll_ﬁeg,lee (Risk

Value) as follows:
6.5.1. Categorize Security chunement@

At the end of the day. all SI contents wffllbe conﬁ Ty ,éksecumy requirements,

which cover all software/business mcﬂm "Sets&_&e table 20. So, each SI

should be connected with relate N llr i %

mem The security requirements
will be arranged according t danger
1. Command Injecti FI(;

]jzf §f ollows:
m\\ os‘@u RUISD + UPDF) = 0.123
2. Cross Site Scriffag XS | e GRS + EUP + IPACR + URL-RUS)

107 (}
3. Authent !Qmml ulh’n al.lé (MA + IA + IPACR + IFUCS + IREAA +

AH( 4
4 D Su\lu (/5{?/11-& + ILPRD + UUFDT) = 0.069

()\ erflows: (/CBS + IOW + DOCWIC + UPDF + CLBO) = 0.064
Wtography: (UBRCA + UOWHS + MESD) = 0.039

Qld and Input Validation: (RUISD) = 0.030
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6.5.2. Prioritize Security Requirements Index

It is presumed that. only a few requirements can be applied; consequer llm most

essential requirements have to be determined, but in this case all qu% security

requirements will be implemented. A

TABLE 20: Software requirements and related securit 'Nemems value

Software : i A <
 Requirements Security Requirements Risk Valu T‘tal Risk Value
Data and Input Validation: 0.030
Cross Site Scripting (XSS): 0. X
Login System Command Injection Flaws: 0.1 @)
) Authentication and Authori
Cryptography: 0.039 o s \'Y'
- Data and Input Validation:i;m() g Y;
Make Registration Authentication and A‘W tioxﬁ()b ‘é 0.179
Cryptography: 0.03 ~ &
View Accounts Command Injec “lagh's: 0.123 ' 0.123
Mums Command Inj i 01123
suggest Changes
Sugge l(-h g C—} 0.23
Post Services 0.123
Edit Services %23
View L 1ploadcd
Services 3 0.133
Reject Services awg. g 0.123
Accept Services ang q@l 0.123
View Admin Denis Mx: 0& o
Feedback F‘\ | [ s
View Posted . ST
Services JKJ e 0.069
, TegfOverflgh: 0.064
Purchase SCI'w D¢ S&: 0.069 0.133
i Denial OpSetvice: 0.069 0.069
\J

S
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6.6 Website Screens and Main Functions

At the main page. each of the administrator, customer and service selle'K make a

registration and make a login if they have registered before.

FIGURE 22: Main Page.

At the Registration Page, both cuslomermwke\&g Q make a registration
to gain access to the system. Custonaglral @ﬂt’) : lerﬁld insert a User name

and E-mail then the Password will ent to wthein egp&@e emails.
=

egl 1'2’11 age.
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At the Login Page, cach administrator, customer and service seller can access the

system by entering the valid Username and Password to access the system according

FIGURE 24: Login Page. &3

e > Price w

| 4§ '

to his/her privileges.
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At the Post Services Page, the service seller can post his products to this page, by

entering all the product details.

FIGURE 26: Post Services Page.

At the Payment Page. Cust mina ser
sitegh i

using his account in the web

- likg 0
NS
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6.7 Summary

In this chapter. the Secure Appreciative Inquiry Fuzzy Quantification nique
(SAIFQT) was implemented through a real case study. SAIFQT is L%\ Vit saa]
case study to elicit each of the software and security requiremer to quantify
security requirements which are related to the proposed softw rice Website).
Moreover. it is used to make the decisions for all elicited sw requirements to

)

mepose of building

prioritize and categorize them in design phase of (SAIF

the prototype (Price Website) is to evaluate (SAIFQT)
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