CHAPTER 5 Y
FINDINGS 3 )

This chapter presents the finding and discussion of experiments Mted for this
thesis. Three experiments have been conducted which are pe e comparison of
encryption and decryption process between using existing A i ent'anced AES geo-
key, validating file decryption successfulness at differen ation, quid te the

N
integrity of decrypted data file is identical as the o@ata filel In ant_ﬂtQ‘Dowing

section will begin by giving a general overview prop@ od usigvlocation-

based cryptography and followed with d @Went pr?se on the eﬂ&mental setup
hg

its [@edure, results, and

and its analysis. Each experiment invo

discussion. 03 \;
&
q

a\

N Aj 2

51  Enhanced AE eo-zey Met
Encryption Key

that introdu equirem
N
Iocation% tion ﬁvh&bl Iat'rlé&e and longitude, device MAC address and user
.Y N
pas \f?

\)ne of the primary methods to compare the performance of both method is by

Giving the difference on execution time of encryption and decryption process
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between the existing AES method and enhanced AES geo-key method. A consistent
implementation of both method across the source code was adopted to ensun?ﬁ!’!r
comparison. Both the existing AES method and enhanced AES geo-ke@d are
implemented using Cipher Block Chaining (CBC) mode of operﬂéq'n Python
language. This experiment has been carried out using an Intel(R) CW?SOH CPU
@ 2.60GHz machine with Windows 10 as an operating sy@%r location data

retrieval device, a Raspberry Pi 4 module which build in N GRS chip with GY-

GPSV3 model antenna were used. .\d
™

l _\"}
J
5.2  Experimental Data Set \ Y\";
ced od, difference

In order to execute and test the pew

type of files with variety of file’s extenm

scope (subchapter 1.5). Most of g@ are
)

randomly via Google which WK ared w Qﬂ'}‘rable 5.1.
Tb|51|_"!!3:' nglf\? ion and d i
able 5.1: Lis erimental data'sgt for encryption and decryption.

N (&/

3 9
Sample File’s \ Fi el

Name

& ile’s Size (kb) Source

File 1.tx 1.0 Google
File 2.0%\ 2.3 Google
File g 7.6 Personal
Fil % 11.4 Personal
F'IZWX ’ 25.6 Google
55 6.pptx 57.7 Personal
ey .pdf 194.6 Google
\qe 8.Jpg Photo 437.9 Personal
e 9.jpg Photo 985.3 Personal
File 10.wma Audio 3,325.3 Personal
File 11.jpg Photo 4,987.9 Personal
File 12.mp3 Audio 11,222.7 Personal
File 13.wav Audio 25,251.2 Google
File 14.mp4 Video 56,815.1 Personal
File 15.mp4 Video 127,834.0 Personal
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File 16.mp4 Video 287,626.6 Personal
File 17.mkv Video 647,159.8 Personal

File 18.avi Video 1,456,109.6 Person Y'

5.3  Experimental Setup

This research has conduct three extensive experiments to %Iu the enhanced

AES geo-key method as mentioned in third objective of thi rch which are (i)

performance comparison of encryption and decryption pro in?\d;e'edxisting AES

method and enhanced AES geo-key method, (ii) idating dﬁcrngion

successfulness at different location, and (iii) data i ty validation t ng!. 'thEPe were
4 b ¥

18 different types of sample files with differ e s)ize\ e be(%\_used in all

Experiment I, Experiment Il and Experw@rableos.l WS t<h§ st of files used

in the mentioned experiments. The ﬁle S , ﬁle’s size sourees’ of the file are also

A
stated. \’\
) . (&
Experiment I: Time perfo com of ryption and decryption
process between existing ho d enhanc S geo-key method.
l
In this expen ent, Q cat Sries of file’s type to be observe which

are document, p?&u io, d 0. f the sample file from each type are
executed f|v f énc tph ess followed by it decryption process
concurre t eX|s ng AES m d and repeated using enhanced AES geo-key

o
metho perlment etup f%SJ ryption and decryption process using existing AES

\

eriment 1(d) in the same table configure the setup for encryption and decryption

: |s s in Experiment I(a) and Experiment I(c) of Table 5.2 while Experiment I(b)
X

cess using enhanced AES geo-key method respectively.
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The output from Experiment I(a), Experiment I(b), Experiment I(c) and
Experiment I(d) are recorded and shows in Table 5.3, 5.4, 5.5 and 5.6 respectivw

significant differences of execution time for encryption and decryption p@s sing

both methods are illustrated accordingly in Figure 5.1, 5.2, 5.3 and 5.4:

Table 5.2: Experiment | configuration s%
;]

Experiment I1(a):  Encryption using existing AES meth

Input: Plaintext (file — data set in Table 4. %-
User password |

Key generation: Using password L'

Process: Files will be encrypted using the existing A’ES with the
used of password as encryptionkey Q. A

Output: Cipher text (encrypted file% , 7} ! -t) ‘
Execution time been record 2 o~

N

b
Experiment I(b):  Encryption using enhan% AES'geo-key method
Input Plaintext (file — da w able’s. '
Latitude & lon 'tu&?) dina

User password input)

MAC addresss(retrieved rry Pi)._

Intended di hresh cr pﬁs.n (user input)
Key generation: : i qtitudg?}fAC address.
oyMe gi anigéf/ B

Process: e enhcrypted| usin e enhanced AES geo-key
i ion Qf -key as encryption key.
Output: gc'r pted file) ™~

Exe tion.,thsng\ n recgrd d
N >

¥

Experiment I('qé)ecry;g sing eXisting AES method

: iles'will be'decrypted using the existing AES method with the
used of pa§§7\70rd as decryption key
0 Decryptéehfile

Execution time been recorded

eriment I(d):  Decryption using enhanced AES geo-key method
put Cipher text (encrypted file)

Latitude & longitude coordinates (retrieved by Raspberry Pi)
User password (user input)
MAC address (retrieved by Raspberry Pi)
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Key generation: Key A: Consist of longitude, latitude, MAC address.
Key B: Consist of password.

Geo-key: Merging of Key A and Key B

Process: Files will be decrypted using geo-key if the ieved
coordinates were inside the intended distance th@set
during initial user input at Experiment I (b)

Output: Decrypted file

Execution time been recorded T

Table 5.3: Records of Experiment 1(a) ou

Time Taken for Encrypt files using

File No Existing AES Method (millisec : of
t; t, ts ts w Error

File 1.txt 13 8 9 . E@
File 2.csv 11 10 13 053
File 3.png 28 8 9 1 862 7398
File 4.xIsx 12 10 22 14200 492 227
File 5.docx 18 17 9 1.82
File 6.pptx 22 15 13 1.75
File 7.pdf 32 38 16 3.98
File 8.jpg 22 18 20 0.69
File 9.jpg 132 138 3.34

File 10.wma 101 165 10.94

File 11.jpg 254 224 gﬁ c? 1250  5.77
File 12.mp3 703 59 \5 J620 SB42 4147 1916
File13wav 1498 1504 35 4%% 1520 1511.6  15.60  7.21
File 14.mp4 3345 3%‘3050 3358 3240 32666 137.21  63.39

File 15.mp4 7409.8 60.96 28.16
File 16.mp4 16902 232.63 107.47
File 17.mkv 25325 638.66 295.05
File 18.avi 38463 983.90 454.54

!
chdigfpreriment I(b) outputs

@E-{mrypt files using Margin
File N eo-key Method (milliseconds) Std. of
R ts ts tavg dev Error
. 15 33 A36 24 35 286  8.96 4.14
SV 37 38 37 38 38 37.6 0.55 0.25
png 32 35 37 34 36 34.8 1.92 0.89
4.xlIsx 38 35 38 37 37 37 1.22 0.57
ile 5.docx 49 45 47 47 46 46.8 1.48 0.69
\ﬁne 6pptx 44 47 49 46 48 468 192 0.9
File 7.pdf 53 59 57 56 58 56.6 2.30 1.06
File 8.jpg 56 57 52 57 55 55.4 2.07 0.96
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File 9.jpg 154 158 156 156 157 1562 148  0.69

File10wma 173 175 176 174 176 1748 130 0.60
File 11.jpg 279 279 275 279 277 2778 179

File 12.mp3 866 818 934 842 876 867.2 43.58

File 13.wav 1545 1561 1518 1850 1539 1602.6 139.1

File14.mp4 4311 3303 3419 3807 3361 3640.2 423.

File15.mp4 7779 7521 7769 8315 7645 7805.8 303.45 " 140.19

File 16.mp4 16286 18458 18566 17372 18512 17838.8 ? 461.66

File 17.mkv ~ 24511 25026 25226 27768 25126 25531.4 1280,30 591.47
File 18.avi 40654 37301 48634 38978 37986 40710.6 27 2127.53

Table 5.5: Records of Experiment 1(c) ou

Time Taken for Decrypt files using Sld Margin
File No Existing AES Method (millisec . of
t t ts t ts o | W‘Er'r_g[
File 1.txt 13 8 9 11 10 | 200, 092
File 2.csv 11 10 13 11 114 @d4l A\053
File 3.png 28 8 9 18 1447 862 398
File 4.xIsx 12 10 22 11 Yxs 1420 492N 227
File 5.docx 18 17 9 8 13, "\J15~ 394¢ 1.8
File 6.pptx 22 15 13 14 ) _sgg‘ 1.75

File 7.pdf 32 38 16 2 6 862 398
File 8.jpg 22 0 _ 19 g@.198\.J148 0.69
File 9.jpg 132 135 =144 722 334

File10wma 101 2368  10.94
File 11.jpg 1250  5.77

File 12.mp3 4147  19.16
File 13.wav 1560  7.21

File 14.mp4 32666 13721  63.39
File 15.mp4 74098 6096  28.16
File 16.mp4 16902 232.63 107.47
File 17.mkv 25325 638.66 295.05
File 18.avi 38463 98390 454.54

Std. Margin
dev of
Error

8.96 4.14
0.55 0.25
1.92 0.89
1.22 0.57
1.48 0.69

Vile 6.pptx

46.8 1.92 0.89

File 7.pdf 566  2.30 1.06

File 8.jpg 55.4 2.07 0.96
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File 9.jpg 154 158 156 156 157 1562  1.48 0.69
File 10wma 173 175 176 174 176 1748  1.30 0.60
File 11.jpg 2719 279 275 279 277 2778 179
Filel12.mp3 866 818 934 842 876  867.2 4358

File 13wav 1545 1561 1518 1850 1539 16026 139.1

File 14mp4 4311 3303 3419 3807 3361 3640.2 423, .
File 15mp4 7779 7521 7769 8315 7645 78058 303.45 " 140.19
File 16.mp4 16286 18458 18566 17372 18512 17838.8 461.66
File17.mkv 24511 25026 25226 27768 25126 25531 1223 591.47
File 18.avi 40654 37301 48634 38978 37986 40710.6 w 27 212753

The total average execution time and the overa ifgence to encrypt and

decrypt the sample files using both existing AES and
are shown in Table 5.7. The overall execution ti

between both methods for executing encryption a

enhanced AES geo-key method takes 2.%der

compared to existing AES method too

Table 5.7: Total average times

ced AWy method
@

akes about 2. Of) difference

decrypti

ti m exe(ﬁoth process

& ®)
t and \ Ie ﬁdﬁe overall difference

process,<where the
iy

—X

between existing AES m ndgenhanc AE‘SQ- -key method
% xeah@g} mes imillisecond (s)
Sample Files  Encrypti cry fion__ Encryption using Decryption using
usin using/AES¢# @eo -key AES geo-key
File 1.txt % 2 & 28.6 25.4
File 2.csv % 3 ()" 316 27.8
File 3.png &4 | < 348 26.4
File 4.xlIsx 2 1 2 & 37 28.8
File 5.docx (’} 15 o 8. 1,)(-’ 46.8 31.2
£
142, 46.8 37
2 56.6 46.2
4 55.4 49.4
23.4 156.2 56
51.2 174.8 76
: 122.8 277.8 164.4
2.mp3 642 189.4 867.2 286
ife 13.wav 1511.6 609.4 1602.6 764.8
ile 14.mp4 3266.6 1468.6 3640.2 1619.6
File 15.mp4 7409.8 3265.6 7805.8 3734.6
File 16.mp4 16902 7555.8 17838.8 7713




File 17.mkv 25324.6 17632.4 25531.4 20463.6
File 18.avi 38463.4 38840.4 40710.6 39107.2

Total

Differences

between two 5.62% A

. 4555.65 4811.29 z
average time c ?

methods (%0) Y!'

60
50
40
30
20

Figure 5.

Average Time Differences for Document

/ g-.

File 1 File 2 File 4 File 5 File 6 File 7

= EXisting AES Method - Encrypt
e Existing AES Method - Decrypt
== Enhanced AES Geo-key Method - Encrypt
= Enhanced AES Geo-key Method - Decrypt

g AV
1: Average timegi ce crypt and ypt document files between
using existiltAE ethod with nc S geo-key method.
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300
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50

Average Time Differences for Photo

‘o
=

File 3 File 8 File 9 File 11

e EXiSting AES Method - Encrypt

e EXisting AES Method - Decrypt

= Enhanced AES Geo-key Method - Encrypt

= FEnhanced AES Geo-key Method - Decrypt ?

existing AES method with enhanc

v _\l
Figure 5.2: Average time difference to encrypt an irypt mqu)l betWgen using

2000

1500
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500

S e‘thK ethé\
A 0'\ X

Average Time Differences for Audio

_/

File 10 File 12 File 13

= EXisting AES Method - Encrypt
= EXisting AES Method - Decrypt
== Enhanced AES Geo-key Method - Encrypt
= Fnhanced AES Geo-key Method - Decrypt

' k4
Figur 3 Average time dlf;zéi; to encrypt and decrypt audio files between using

€
s

existing AES method with enhanced AES geo-key method.
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Average Time Differences for Video

45000

40000

35000 4
30000
25000
20000
15000
10000
5000

File 14 File 15 File 16 File 17 File 18

= EXisting AES Method - Encrypt

e EXisting AES Method - Decrypt

= Enhanced AES Geo-key Method - Encrypt 8'
e Enhanced AES Geo-key Method - Decrypt '

Figure 5.4: Average time difference to encr
existing AES method and enhance

see that both encrypting

Based on Figure 5.1, 5.%1 ano“l'abl !

&
and decrypting files by usiqee}hmej 0-ke thod is slower than existing

AES method. Averagelti encryptiand ecfyp@ocument file type using existing
4 ¢ &

AES method show: ﬂwt 4.1? \mq ap (ﬁ@ences with enhanced AES Geo-key

method (61.80%,and 65.999 ectively &

!
[
Aside hat, averag firde tbg%rypt and decrypt video using both methods

45;!:;: N
shows t% est tim )NIth a&? 0.91% difference between two methods. The

reasmAbecause video file h@%he largest file’s sizes among all the sample files.
~~

T Me, longer time is required to encrypt and decrypt video format files in both

6 ing AES methods and enhanced AES Geo-key method.
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Descriptive Analysis

Table 5.8: Descriptive analysis of existing AES method to encrypt and dec

StE)ev

Existing AES Method - Encrypt

n Min Max Mean
Document 6 8 38 16.13 1
Photo 4 8 254 102.05 93.98
Audio 3 101 1535 763.07 T588.79
Video 5 3050 40020 18273. L7 12939.12

Existing AES Method - Decrypt

n Min Max ea Std Dev
Document 6 2 26 6.25
Photo 4 2 126 ' 49.19
Audio 3 43 628 3.33 \J&OQ
Video 5 39587 13752.56 1 5.7‘ 486.00~

| 15
Based on Table 5.8, average time in enc nd de€rypti docu\’ﬁ@nts using

existing AES method is the fastest (mean: 1%

ard d@iron: 7.81and
ptin@ﬂieo using existing

AES method is the slowest (me%8273.2 \7&?40 ,{& standard deviation:
N

r average time to done

6.25). On the other hand, average time rypting an

12939.12 and 1436.0). In shor, ting files dakes s

&
compared to encrypting file b&wg er i S me.@d.
[

Table 5.9: Descriptive analyls \NQ nce Q_E Geo-key method to encrypt and
& decr
b N\

\ EphancedAES Ggotkey Method - Encrypt
% i Std Dev

Mi ¢ Max Mean
Document% 15 @ 4223 9.80
Photo % $5 Sy <979 131.05 98.90
17

Audi Y' 1850 881.53 608.46
Viqgo : 5 3303 | (,\\’ 48634 19105.36 13661.31
Enhanced-AES Geo-key Method - Decrypt
%\ n Min Max Mean Std Dev
ent 6 23 51 32.73 7.45
to 4 23 175 74.05 55.13
dio 3 74 785 375.60 298.57
ideo 5 1331 40654 14527.60 14266.62
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Based on Table 5.9, average time in encrypting and decrypting documents using
enhanced AES Geo-key method is the fastest (mean: 42.23 and 32.73; standard d
9.80 and 7.45). On the other hand, average time in encrypting and decrypti ideo
using enhanced AES Geo-key method is the slowest (mean: 19105.3 42527.60;
standard deviation: 13661.31 and 14266.62). In short, decrypting Wkes shorter
average time to done compared to encrypting files by using ,%ha~ d AES Geo-key

In summary, it is shows that enhanced AES, Geo e‘?\@d has a

method.

Y
compromisable time differences to execute the encry and decrypti n‘)r@ with

overall time average about 5.62% compared to existing AES m S s@in Table

fereﬂces twee@r methods in
term of it time performance to executewaption an ryp@'process.
=\
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Experiment I1: Validating file decryption successfulness at different location.

This experiment was conducted at outdoor environment to validate eime
encrypted files are able to be decrypted at different location or not base sﬂD initial
distance threshold limit which has been set before the file been encr $ we want
to test the enhanced AES geo-key method could manage th is&; file access
restriction at storage based on location, this experiment wilwme whether the
decrypted file could still also be access out of restricted lo The ‘encry ted file is
only valid to be decrypt is when the variant distance between origi qcatan of
encryption and request decryption location are | equal to e ar’ce—’xhgpeshold
limit. The calculation to determine the validity o p | IS as hsxvllowmg

&
AN

Let Dy, the distance threshuj\
(x,y) , set as coordinate locatio t,l
A
, original encryptdac onﬂ o}
‘&

B requested locatio A
AT, vari tdlqance bet'/een qp annd B
R, is the ap a&& of';@VG,SYS

@' 9 s@%ﬁ cos(lon)
> = R a&l.at) * sin(lon)
N

-—@

\ AT = (x4 — x5)2 + (Va—V5)?
% _ (L, if AT < Dy
Q Thus, V= {0, if AT > Dy

The result of this experiment is as the following Table 4.10
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Table 5.10: Results of decryption successfulness validation at different variant

distance
Sample Files  Distance threshold Validity for decryption, V at
limit, Dt (M) AT=3m AT=25m AT
File 1.txt 5 valid invalid invali
File 2.csv 5 valid invalid id
File 3.png 5 valid invalid invalid
File 4.xlsx 10 valid invalid invalid
File 5.docx 10 valid invalid »Invalid
File 6.pptx 10 valid inval'& invalid
File 7.pdf 15 valid invali invalid
File 8.jpg 15 valid invalid ¥ Jinvalid
File 9.jpg 15 valid i L "invalid
File 10.wma 20 valid id | “Sabalid _
File 11.jpg 20 valid invalid | Shvalid«.%
File 12.mp3 20 valid valid | g#invalid
File 13.wav 25 valid valid !/ invalid
File 14.mp4 25 IC invvalid
File 15.mp4 25 id™~ \invalid
File 16.mp4 50 ' ~<nvalid
File 17.mkv 50 5 invalid
File 18.avi 50 id \J invalid

I
\ /<\
All file were encrypted at Iaatian alledvas poi&’\A with several different

value of the distance thresholm, D

initial process of the e yptR. To validate ucee
quesg( a§' jed out at different location than the

key method, the decrpgtio
initial encryptior@s Wr@d as
Ny )
between two y@5 A and’B, ’\’er&&fed in this experiment which are 3 meters,
25 meter: Q!Vneter as per assu
ik
Its

There this experiment we@ﬁcorded as stated in Table 4.x above. Based on the

~

q Q—
fro ters @50 meters has been set at the

~
ness of the enhanced AES geo-

t B. There are three variant distances

on of a common terrace residential area range.

%

s

r ﬁngsit is shown that the decryption process is only valid to be process if the A T value

ess than the D while all the request to decrypt the encrypted file outside of the D,
S

nge was unsuccessful. Therefore, it is proven that enhanced AES geo-key method can

manage the issue on lack of location-based access restrictions at cloud storage.
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Experiment I11: Data Integrity Evaluation

This experiment was conducted to evaluate the data integrity of decryptedsfiles.

M i

maintained. Every created file has its own hash value and the hash %i

Data integrity is where the content of a file is well preserved, and its

always
unique. Whenever a created file been modified or even one letter is hanged, the
hash value of the file will also change. Therefore, one of the mw to evaluate the

integrity of file is by comparing the hash value of origin 'Iezith the hash value of

decrypted file.

In this experiment, a hash function tools calle
the hash value of the original sample file and its decr

1 and SHA 256. Those two functions were s%zs b
he fo

compared to other hash function such V%

the hash value of the original files a

Nd.

hMyFile was e’i to pute

\h NV
e high collision resistance

_ &

File Edit View Options Help

0@ ERaE QA

Filename SHA1

|| guide.txt b68724de92f91ad62f3cc03c8858e36efdc44c86
8 laundry.csv 9ad8fed955ef25303a5c7c3bfe43823b3c7e7ada

|&| mtcars.png

£33 Bankinformation.xIsx

3 Checklist.docx

| Lecture3.pptx

[+ AlexanderWKoehler.pdf

|s] SiComot.jpg

|&] Totodd.jpg

|o| TaylorSwift-Wildest Dreams.mp3
|&| KeretaLembuKemboja.JPG

5] SlowmoConvoPreshoot.mp4
|5/ BoysBeforeFlowerEp24.3.mp4
8| DetectiveConan-434.mp4

|5/ TheFlashS2.mp4

5] Arrow.mp4

5] VampireDiariesS4.mkv

8| Titanic.avi

9d10dbcfcc6774bba18fd4183cf8953f5b712179
7afe3f42cf8f026346208d53f2323136165eebbb
a76f92b4678a959f9018d6d11be176a1f204c798
€954303259155090b67923bbb601d8e1bab8beed
be6f9a3bbe24f318b07f15fdc78e3c0fee557fb9
df73619c9216938ed977d4922ae7eca00679f6bf
f1332a684ea8520eaadba5836c1bfff90296000c
b3c868c5099e5555ebb06f2411aa3e5ec85e3579
a1f99db502cd8fe706e8372fcede4154daf825a1
a9a81705430fa33aa83fc12e2580554d8082beS5f
159e893fc24f512524b40847111c763c435c2296
36517df2096bd97acc17d44d65e8926ba7b99326
1868925666b515eefd2c3a39d923a0a19e55765b
82d4a81802285b6635c6a1f878f7e907c7e95ch1
8028ac094decdcbc3cdc78cdeed673f413cc2bbf
431d563d36bb21527384ea9cf6946307c45c1f0e

Figure 5.5: Hash values of original sample files using SHA1 before been
encrypted.
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Figure 5.6: Hash values of decrypted files

File Edit View

ORhcnf Help
0@ EReE QA

Filename

=] DECRYPT-guide.txt

B’ DECRYPT-laundry.csv

[s] DECRYPT-mtcars.png

£33 DECRYPT-Bankinformation.xlsx

@ DECRYPT-Checklist.docx

3’ DECRYPT-Lecture3.pptx
DECRYPT-AlexanderWKoehler.pdf

[s] DECRYPT-SiComot.jpg

s] DECRYPT-Totodd.jpg

|o] DECRYPT-TaylorSwift-Wildest Dreams.mp3
[s] DECRYPT-Keretal embuKemboja.JPG

|5 DECRYPT-SlowmoConvoPreshoot.mp4
|5| DECRYPT-BoysBeforeFlowerEp24.3.mp4
5] DECRYPT-DetectiveConan-434.mp4

8] DECRYPT-TheFlashS2.mp4

5| DECRYPT-Arrow.mp4

|| DECRYPT-VampireDiariesS4.mkv

|5| DECRYPT-Titanic.avi

Table 5.11: Comparison between h

file using%asrfU\nct'

SHA1
b68724de92f91ad62f3cc03c8858e36efdcd4c86
9ad8fed955ef25303a5¢c7c3bfe43823b3c7e7ada
9d10dbcfcc6774bba18fd4183¢cf8953f5b712179
7afe3f42cf8f026346208d53f2323136165eebbb
a76f92b4678a959f9018d6d11be176a1f204c798
€954303259155090b67923bbb601d8e1bab8beed
be6f9a3bbe24f318b07f15fdc78e3c0fee557fb9
df73619¢9216938ed977d4922ae7ecal0679f6bf
f1332a684ea8520eaad6a5836¢1bfff90296000c
b3c868c5099e5555ebb06f2411aa3e5ec85e3579
a1f99db502cd8fe706e8372fcede4154daf825a1
a9a81705430fa33aa83fc12e2580554d8082be5f
159e893fc24f512524b40847111c763c435c2296
36517df2096bd97acc17d44d65e8926ba7b99326
1868925666b515eefd2c3a39d923a0a19e55765b
82d4a81802285b6635c6a1f878f7e907c7e95¢cb1
8028ac094decdc6c3cdc78cdeed673f413cc2bbf
43ld563d36bb21527384e39cf6946307c45c1f0e

¥ &S

Yw
>

4

g
N
O
Yv

I filﬁih the decrypted

o

~

of the ofi

el ¢

Sample Original File S drypEo;TFHe SHA 1
File
File 1 b68724de92f91ad62f3cc03c885! efdc44c86 b687 e92f91@€cc03c8858e36efd044086
File 2 9ad8fed955ef25303a5¢7c3bfes 3c7eiaM955e'Eﬁm3a5c7cBbfe43823b3c7e7a4a
File3  9d10dbcfec6774bbalsfd 3f5b7]|2179 ledbcj@bbaledAl83’cf8953f5b712179
File 4 7afe3f42cf8f026346208053 23136165fb6b 7aie3@jﬁ')26346208d53f2323136165eeb6b
File 5 8d6 1be17£alya 79 6@3b4678a959f9018d6d11be176a1f204c798
File 6 90b679 3bb?6ﬁ@&b{b eed eU3259155090b67923bbb601d8e1bab8bee4
File 7 f15fdc78e3c0fee557fh9 @9:13bbe24f318bo7f15fdc78e3cofee557fb9
File 8 Mﬂfﬁbf ~dF73619c9216938ed977d4922ae7eca0067976bf
File 9 20ea116a§336c 901960@!‘\.1 f1332a684ea8520eaad6a5836c1bfff90296000c

File 10

b3c868c5099e5555ebb06f2411aa3e5ec85e3579

J
1 a1f99db502cd8fe706e8372fcede4154daf825al

gssossws‘zbesf

a9a81705430fa33aa83fc12e2580554d8082be5f

408!7111c7b§7135c2296

159e893fc241512524b40847111c763c435¢2296

36517df2096bd97acc17d44d65e8926ba7h99326

36517df2096bd97accl7d44@6ba7b99326

1868925666b515eefd2c3a39d923a0al9e55765hb

1868925666b515eefd2c3a39d923a0al19e55765b

82d4a81802285h6635c6a1f878f7e907¢c7e95ch1

8204281802285h6635c6a1f878f7e907¢7e95¢ch1

8028ac094decdc6c3cac78cdeed673f413cc2bbf

8028ac094decdc6c3c4c78cdee4673f413cc2h6f

431d563d36bb21527384a9cf6946307c45¢1f0e

431d563d36bb21527384a9cf6946307c45¢1f0e
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The following Figure 5.7 and 5.8 shows the hash value of the original files and

the decrypted files using SHA 256 respectively.

ashMyFiles

g
>

File Edit View Options Help

0= HRaE VA

Filename SHA-256

B guide.txt 433461087b0caefd79f67fcc1a78c9c25c46d14c0c83e0dd6cadace779fa9f17
@Iaundry.csv 3ba9ac444616867b50b6b4f93915caab5322012a33938df8875e3b3a9984b92e

[ij mtcars.png

B3 Bankinformation.xlsx

@ Checklist.docx

(-] Lecture3.pptx
AlexanderWKoehler.pdf

[sw] SiComot.jpg

s] Totodd.jpg

ol TaylorSwift-Wildest Dreams.mp3
&] KeretaLembuKemboja.JPG

5] SlowmoConvoPreshoot.mp4
8] BoysBeforeFlowerEp24.3.mp4
8 DetectiveConan-434.mp4

8] TheFlashS2.mp4

Ci Arrow.mp4

C] VampireDiariesS4.mkv

8] Titanic.avi

Figure 5.7: Hash values of original

bbad2c70284cac51d74572905a2f4213f503b7e8a8ca2ffd1105ada22414f082
05b57e0f48bcd9cbe15dade0c70557396c254b6f320cbe7ad302e66c234b042d
6fe1345f621506b5e2c36b1b3556eb34897fd66ed53debf711c158dfd6904e06
83bce02b2adfe70d384c81fe6a79a679986ef9308839dc067e321a6e8e89d9d2
91e0f5db2babeb6d9356616d253c8b25a20f10a3204bfSb6adb3a3b7dc1c3539
84f48640ee306837bf1750123cd1830ce29407e9c965c8178356745061f42ddb
d0cc3d9deSb71905ca7c21fdc7daa001595e05b9f55e5c0024aa6803bc81537¢
5a86b0e2e4f443c2f7dd619a78031b3ec887bc6656e3950c4df0a8adb941d7f6
aca069b84785bfb89f0a0a5162690ced635d3f4e23ac5192e5577a55baddebec
7287cachd08740d04950eb5da49a3aa5386e5000c1d1dc8bfd9ada370a539a85
280e92440d39071ec096415bdaa78d3275d35aab34b38beaee3b01a3908200eb
ef41a0f54dda848899c40ff5df40d261df2c97466ecbfbaf0e286751ac949a20
a00feb030a1ef781e6df8d939c080f1cc81a973a1b0ae0e0167a1c914b62f4ac
eb69b2f555f12911443f108e6776e1839a48460f9aa485b0f916e7ed237933el
853227e50de85792745f0ae3fe36d9915fc61022beJaef36aa891abd54bccc75
9bcb073ab7effeecf42fab1e37499d680d4266a8553454ba0eb47c22e31cbbed

n
- >
File Edit View Options Help
0= ERaE VA
Filename SHA-256
|| DECRYPT-guide.txt 433461087b0caefd79f67fcc1a78c9c25¢c46d14c0c83e0dd6cadace779fa9f17
@DECRYPT—Iaundry.csv 3ba9ac444616867b50b6b4f93915caab5322012a33938df8875e3b3a9984b92e
/s DECRYPT-mtcars.png bbad2c70284cac51d74572905a2f4213f503b7e8a8ca2ffd1105ada22414f082
£ DECRYPT-Bankinformation.xlsx 05b57e0f48bcd9cbe15dade0c70557396c254b6f320cbe7ad302e66¢234b042d
@3 DECRYPT-Checklist.docx 6fe1345f621506b5e2c36b1b3556eb34897fd66ed53debf711c158dfd6904e06
@) DECRYPT-Lecture3.pptx 83bce02b2adfe70d384c81fe6a79a679986ef9308839dc067e321a6e8e89d9d2

(¥ DECRYPT-AlexanderWKoehler.pdf

] DECRYPT-SiComot.jpg

[s] DECRYPT-Totodd.jpg

| DECRYPT-TaylorSwift-Wildest Dreams.mp3
|s] DECRYPT-KeretalembuKemboja.JPG

15| DECRYPT-SlowmoConvoPreshoot.mp4

|5 DECRYPT-BoysBeforeFlowerEp24.3.mp4

[ DECRYPT-DetectiveConan-434.mp4

{5 DECRYPT-TheFlashS2.mp4

|5 DECRYPT-Arrow.mp4

|8/ DECRYPT-VampireDiaries$4.mkv
| % DECRYPT-Titanic.avi

91e0fSdb2babeb6d9356616d253c8b25a20f10a3204bf5b6adb3a3b7dc1c3539
84f48640ee306837bf1750123cd1830ce29407e9c965c8178356745061f42ddb
dOcc3d9de5b71905¢ca7c21fdc7daa001595e05b9f55e5c0024aa6803bc81537¢
5a86b0e2e4f443¢c2f7dd619a78031b3ec887bc6656e3950c4df0a8adb941d7f6b4
: Hash values of d@f)ted files using SHA 256 after been decrypted.

S
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Table 5.12: Comparison between hash values of the original file with the decrypted
file using SHA 256 hash function.

Decrypted File SHA 256 \z

Sample Original File SHA 256
File

File 1 433461087b0caef479f67fccla78c9c25c46d14c0c  433461087h0caefd79f67fccla78c9c25¢46
83e0dd6cadace779fadf17 83e0dd6cadace779fadf17

File 2 3ba%ac444616867b50b6b4f93915¢caab5322012a  3ba9ac444616867h50b6b4f93915¢caal
33938df8875e3b329984b92e 33938df8875e3b329984b92e

File 3 bba42c70284cac51d74572905a2f4213f503b7e8a  bba42c70284cac51d74572905a2 Th?eBa
8ca2ffd1105ada22414f082 8ca2ffd1105ada22414f082

File 4 05b57e0f48bcd9chel5dade0c70557396¢c254b6f3  05b57e0f48bcd9chel5dade@c70557396¢254h6f3
20che7ad302e66¢234b042d 20cbe7ad302e66c234b042d

File 5 6fe1345f621506b5e2c36b1b3556eh34897fd66ed  6fel345f621506h5e2¢ 34897fd66ed
53debf711¢158dfd6904e06 53debf711¢158dfd6904

File 6 83bce02b2adfe70d384c81fe6a79a679986ef9308  83bce02b2adfe? 4c81fe6a79a679986ef9308
839dc067e321a6e8e89d9d2 839dc067e321a6e I

File 7 91e0f5db2babeb6d9356616d253¢8b25a20f10a32  91e0f5db2b d253c8025a20f10a32
04bf5b6adb3a3b7dc1c3539

File 8 8448640ee306837bf1750123cd1830ce29407e9c cd18 7
965c8178356745061f42ddb " Y‘

File 9 d0cc3d9de5b71905ca7c21fdc7daa001595e05b9f
55e5¢0024aa6803hc81537¢

File 10 5a86h0e2e4f443¢c2f7dd619a78031b3ec887bc665
6€3950c4df0aBa4b941d7f6

File 11 aca069b84785bfh89f0a0a5162690ce4635d3f4e2
3ac5192e5577a55baddebec

File 12 7287cachd08740d04950eb5da49a3aa5386e500
cld1dc8bfd9a4a370a539a85 P

File 13 280992440d39071ec096415bdaa78d3275d3“
34b38heaee3b01a3908200eb 4b38beaee3b01 200eb-\

File 14  ef41a0f54dda848899c40ff5df40d261df2c9 " ef41a0f54ddaB48E 9c40ff5lf_ga261df2c97466e
chf6af0e286751ac949a20

File 15 a00feb030alef781e6df8d939c080f1¢c81a973alb
0ae0e0167a1c914b62f4ac ai

i eb69b2f555f12911443f108e6776€ 4846019

File 16 2a485b0f916e7ed237933el 0

File 17 853227950de85792745f0ae e3 15fc6102
e9aef36aa891ab454bccc75

File 18 9bch073ab7effeecf42fal 37499 0d42

3454ba0eb47c22e31cbbc

Based on th Tableg 11
original files befo&gn e

re h

O

3

the same hash values for the decrypted

!
file in both S d SHA5 mtiaﬁ:’)hese results have proven the enhanced AES
geo-key at?e ; e t the files was not changing the content of the

encrypted file. The same exact &3 value also confirmed the enhanced AES geo-key
does not even compressmg the original file’s size for the purpose of encryption

ess. Therefore, it can be concluded that the enhanced AES geo-key method can be

ed to secure file in cloud storage without compromising the integrity of the stored data.
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