CHAPTER 1

Ng
INTRODUCTION i')
<

L 4S C nWmcks against

L
computer software are increased day to day. Thefwgurity fttac s'in@u modern

1.1 Overview

Everyone agrees that security is a big problem nowad®

economies can cause financial damages. They can ®gn thigaten UI]]ZIYJI\'CS. due to
the increasing interconnection of systems, some ituck.\
remote locations. Thus, computer's soft ng

\ 4 .
1™ ¢ zmﬁ'{‘hous and from

He ‘it\clopcd with the

rly, Qmscs of Software

Mt phase of the software

'k&in important factor after

,as from the beginning of the

consideration of security requirements

Development Life Cycle (SDLC), es

'lé?ihr the designer to understand the
fr“cx ed in every phase. Especially in the
&N the SDLC process. It specifies the core of

the proposed S}NCI . As well as ilé’J‘.s to understand the amount of the destruction

that the wegMagsses can cause to different features of the system. Furthermore, experts

have als calize and quantify the security requirements that should be incorporated
address these vulnerabilities. The information measured according to the
perspectives of vulnerabilities is significant. If the problem leads to vulnerability is
not fixed in an early phase, the cost of solving might raise tenfold with each and every

additional at the development phase (Khan, 2008).



Thus, this research aims to reinforce: (a) adapting the method of appreciative inquiry
in the evaluation of the Security Requirements (SR), and (b) using the mathematical
model to quantify Security Requirements Index (SRI). The idea of the research is to
establish the security requirements that allows better development of the software in

terms of security and does not waste unnecessary resources of the stakeh »ﬁgs.

1.2 Background A

Most of the time, security is not addressed from the very lW:ng of a software
development, and it 1s only incorporated after the softwarg hi n developed, which

a lOOS' M. Khan &
of cMﬁﬁl ed with
minimal concern for security according to Vieg@ apy, dl),@ addition,
programmers also usually do not take into accc o ni X;f the SDLC

eventually leads to vulnerabilities in the software produc

Adding appropriate security later is %
analysis or design itself may be fu
changes to the features and the ap\cal'
Khan, 2011). In examinin :ong real-
project "fires" when risks were )ﬂ idgﬁ dﬁ@g the beginning phases. Security is

a necessary property fn& begihning of th&Software life cycle (Hans, 2010). It is

kwards compatibility (R.

project managers faced

; ngbj’ incidents result from exploits against

d dgkigiyod co Eaf software. (Wang & Zhang, 2008; Wang

the security aspects of the project or financial support to this aspect,
that this can save money and ignore the things redundant (Banerjee, 2009:
Futcher (a), 2011). It is impossible to build a 100 percent secure system, especially in
system development where a trade-off is made between security and other constraints
such as the cost and time (Gregoire et al., 2007; Hans, 2010). While risk cannot be

completely eliminated, a secure application can identify and mitigate these risks to a



more manageable level (Hanny, 2010) by improving the software, and reduce the
software vulnerabilities. Also, it has been observed that if security is implemented
right from the inception of software, it saves the economy billions of dollars (Hans.
2010). According to Banerjee (2009) and Hans (2010) both research and real-world
experience indicate that correcting weaknesses and vulnerabilities as carlygaXpossible
in the software’s life cycle is far more cost-effective over the lifetim %@ software
than the development which makes the software not vulnerable %hull free as
possible. In most cases security requirements should be the found¥ons and rules of

the development, being essential complement stages of the %Nom the start until

the end of the process. é l
N

Security compromises continue to rise. Hackers ¢ / tg). and are
successfully exploited it to breakdown the targetec el ‘efor QJS truly said

by Gene Spafford (2010), “Security is like addiN¢ brak s e purpose of

Secure software does not happen b : ; wshed only when every
analyst, designer, developer, tester

seriously and at each phase of S

as it begins at the rcquirem%
during the entire developnggnt p®c

and what security asp¥ag sl C c@ in; quantified information about
vulnerabilities and r%\’ml cén A)o&r&dy faced in future (Banerjee, 2009).

Therefore, the d%ﬁ' sifoulg Pe ¢ to know about source of software
vulnerabilities ¢ wrs. SO vt lfesevm be removed as soon as possible.

1.3 Prob@temcnt

Accolagedto Merlin (1999), the problem of developing software is not a new
challenge, it exists since 1960s. Hence, the development problems eventually delayed
a lot of projects. Moreover, these problems have increased the budgets, and despite
this over expenditure, most of the software failed to meet the expectations of clients.

Nevertheless, if the requirements engineers do not possess adequate knowledge about



the functionalities and the features of various elicitation methods, they will not be able
to choose the appropriate elicitation methods for gathering user requirements, which
might end up in development disasters (Gonzales, 2011b). The erroneous requirement
documents will set the inappropriate goals in the product development phase. Hence,
the erroneous requirement documents fail to fulfill the expectations of gheNustomers
and the proposed services (Gonzales, 2011b). Furthermore, %\

ding the

requirements in the mid-project development phase might end up rediment and

augmented cost. ?

From the literature studies, it is evident that a consisten Y;:l to provide secure

software is needed. Viega, (2004), Paul, (2008) an chery (2 claimed that

software developers generally focused on core funi%’ilily d at}:r.;\ﬁ.)mwre the
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any sofiygassswhow many vulnerabilities are presented, what is the potential damage

es can cause to various assets of the system where the software is going to
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be a part of and what security requirements have to be incorporated to remove these
vulnerabilities. However, very little work has been done to help the developer in this
case (Khan, 2008; Khan, 2011). This will have an impact on the accuracy with which
certain activities are being executed and on the set of the activities that will be

executed in the first place.



According to Savola et al.(2012) The challenges include the extra work needed for
metrics development and the lack of advanced tools to support security in

requirements phase. From here, the arising problems faced by the developer can be
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a. A successful secure system will be dealt with security asp@®® & carly phase

checked and corrected as follows:
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(requirements phase). It will enable the organization to idwﬁ and remediate

risks with applications If implanted and executed eﬂ'wly (Hanny, 2010),
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be positive effects on the f \}1‘1&?1}]016 secure, especially. Using
specialized approach i iCl 3 rcqé‘-lmenls like Appreciative Inquiry

b the eliciting software requirements
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14 R uestions
bt\/hm is the best approach to elicit security requirements?

b. How to elicit security requirements at the early phase of SDLC?
¢. How to quantify security requirements?
d. How the proposed framework helps in eliciting and quantifying security

requirements?



1.5 Research Objective

The main objective of this study is to propose a secure software development

methodology to elicit and quantify security requirements. The specific objOgpmas are:

N\

a. To construct a framework to elicit software security requiregnen

b. To formulate a Quantification Technique for measuring_softw#re security

requirements. z

¢. To evaluate the proposed framework using real caggesiMy with penetration
testing and validation by security experts on a gl Wrotqtype.

N
1.6 Significance of Study J ' -{')
: o5

requirements elicitation phase (Goguen@"%'
quite a number of strengths and contribptes ;

.d
2] —
= B
2
o
O v
-
5 ‘A
o a
8
o
i
—
= S
= o
Eat ol
& &

pertinent to the organizational domafggun g w e oi‘a)g, ys. A set of techniques
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have been defined and tested t uirenyegts ng@?ng experts, to make the
requirements elicitation step m ficignt & pr@e (Escalona & Koch, 2004).
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However, each requirements dtion H; 2

%Q prises certain limitations.
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The importance of segMgy Teguir p ca@odt be understated and accurate security
’
requirements are @ to e «
s¥n

L’%{b This study is aimed at understanding the
security require% d W

software devglofment. Thus, the soglvare over networks has sensitive information and

!;uccﬁ‘l_?ﬁfully gathered these security requirements in

money tra ation is applied depending on these software. It may also demonstrate
‘¢ stakeholders may obtain adequate and dependable indications of
ectiveness as early as possible in product development, because the ability
to understand the software on behalf of the stakeholders is very important it and
enable the developers to evaluate the security in the software, to mitigate effort, time

and cost, by involving security aspects from early phase (requirements phase) of



software industry using security requirements elicitation technique. Figure 1 shows a

comparison between the conventional SDLC and the proposed approach in this study.

FIGURE 1: Software Timeline.
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1.7 Scope and Limitation of the Study \d
s

This study, in general will limit itself to a few Ses i K¢ proposed
integrated method and conduct heuristic eva ']%bgcd integrated

security requirements elicitation technique w y-gill be on how to
s phase integrated
with Appreciative Inquiry approach The outcome 1s to
develop a security requirement eliglis § amework. Where the

main interest is in the requirements Shg

T

According to the ignorc;i@in lllc AREs@dthod and CLASP best practices the
processes are not conw lue lnah@eclivc in the proposed method that is
elicit security requir%s. e ol 3f1'alalion Technique™ step has already been
included in the proMgsed @ h lm@cnnsidcred as the main aim of this study.

Some other iun&"c Steps cover ad@d stages of SDLC since the main focus is on

the rcquirc&) 1ase. L

1.8 ization of the Thesis

The rest of this thesis is organized as follows: Chapter 2 discusses the necessary
background and literature review about requirements engineering, security

requirements and fuzzy theory; its structure, and its components. It shows the




relationship between normal/user requirements and security requirements and presents
a comparison between methods and techniques used to elicit and quantify security
requirements. The research benefits from this comparison. Also, Al is defined in this

chapter.

The chapter 3 discusses the related methods employed by the rex&h;r. Research
design and research methodology, methodological choices andv)rocess of the
research have been introduced. A mix method has been chw investigate and

develop a conceptual framework, which aims to iden 'f)Wused techniques 1n

eliciting and quantifying security requirements. l
Nd.

Chapter 4 develops the technique to elicit securi@reme is &
phase which is named Secure Appreciative lnquiw 14

Whereas chapter 5 contains the embeddir i)}@ fuzzy

he Qofiwaly ar ecurity requirements and

tlle_@liremems
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to gain Secure Appreciative Inquiry

SAIFQT is a technique to elicit ez

(¢

quantify security requirements wh%re © lh@opos d software through the
‘1

SDLC artifact. Moreover, iC's d to fak lhe\ﬂj’%sions for all elicited security
requirements to prioritize gnd cz Q()l'iﬁ{ iﬁ‘é)@dcsign phase of SAIFQT.

elicit each of EQW

requirements :11
1s used to 1* e decision for ac)eliciled security requirements that prioritize and

categoriZa in design phase at SAIFQT.
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In chapter 7 findings and results that are shown in this part of the thesis. Also, the
decision of the developers to deliver multi levels of security for any system that will

be established. The result reveals the ability of the proposed technique in eliciting and



quantifying security requirements. Finally, providing research limitations and

recommendations for future studies.

1.9 Summary

This chapter discusses the software security and SDLC process. Relaged Wliminary
works or background of security issues in requirement phase and m K employed

by this study. A problem statement has been discussed, which is p the evidences
that are needed to create an approach or a method to provide setagre Sftware, and then
research questions that will be solved through this rese ‘clweamh objective has

d lb demonstrate the
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