CHAPTER 5

EVALUATION AND COMPARISON RESULTS %\

5.1 Introduction Y.
This chapter presents the results of the evaluations on theﬁvo ant parameters

for CAS algorithm and its components. Next, the comparisen restlts of CAS algorithm

against existing works based on each level which ar e elddi level, the

cover selection level and the audio steganography m level are prese .T?]&)@éﬁlts

-

and discussion can be navigated using the illustrationy Figuig 1. Y.
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5.2 Evaluations Results on Proposed Algorithm Parameters

This section is divided into two subsections. The first subsection focuses
evaluations of BCM-LSB parameters' impacts on imperceptibility, capacityq.r ess,
and dynamic security while the second subsection focuses on the evalueﬂkof MCAS
parameters' impact on the performance of stego-file from cover and bps selected.

Y
5.2.1 BCM-LSB Parameters Evaluation Results Y- '

The following content is organized into four di t sec iow‘each one
es intd the j pdct_é—}‘g; on
.1@ he im&ct of bps
resd\ow S affe@hvg robustness
characteristic, and Subsection 5.2.1.4 e\%the impac ey %nd r on dynamic

security. Cf) \ \Y c;\<\
-

)
5.2.1.1 Impact of bps on Immq{ 'biIiNteris f BCM-LSB
YT | ’ N

The objective of ghis evaluation
characteristic performance based @,@ dﬁzdfplect the best bps to be used for the
comparison expe&n\t.rhe 'n|1perc tibiliw@\erformances of BCM-LSB variation of

N
embedded bp@om ared?eﬂ'on , MSE, and PSNR. During the evaluation

process, S@e primary me ug\&ﬁile MSE and PSNR serve to complement and
4
ts. It 5'

validate, t R results: It Can {,RO. be used to detect any abnormalities in the SNR
=

aswe 's output, as the resulting pattern is consistent. To capture the worst

discussing a unique characteristic. Subsection 5.2.1.1

the imperceptibility characteristic, while Subseeti

on capacity. Additionally, Subsection 5.2.1@

eptibility performance, maximum capacities of each variation across all the

Qver audios were applied. Figure 5.2 illustrates the SNR results from the embedding

processes performed.
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SNR Values for BCM-LSB Variations at Maximum
Capacity
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Figure 5.2: SNR Values for Different bpewlax'mﬁm acitxf Cover Audio
Figure 5.2 shows the significancms in %§ etigoility performance
using the SNR metric. BCM-LS bgs%n waizgme to achieve the SNR
q
across all the cover audio fiIew& n the'other nd,&ﬁ‘&-LSB with 8 bps variation

scored the lowest as it got mest Sth aero s$\cover audio files. Higher bps
(

indicates a higher po;% ofm\ﬂ" oj\‘&occur on each audio sample. The

difference in SN@ acrols the“audio ree?ned from embedding secret messages

A
with the same Mn used t:d di&JMI number of audio sample amplitude and
the total n@ errors fr heébédding process. Figure 5.3 presents the MSE
values WM-LgB ariafions‘pr the same experiment.

. S N4

117



MSE Values for BCM-LSB Variations at Maximum Capacity
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Figure 5.3: MSE Values for Different bps with Cap ity, \L&[ udio

Based on Figure 5.3, BCM-LSB 8 bps vari roducKt ghesmE'E values,

followed by BCM-LSB 7 bps variation w Mwe Iuesvé\e produced by
% &

BCM-LSB 1 bps. Figure 5.4 presents t values 0 BC@.SB variations for

the same experiment. % n \
E \] \‘0

PSNR Values for BCM-LSB Variations at Maximum Capacity
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@;re 5.4: PSNR Values for Different bps with Maximum Capacity per Cover Audio

As seen in Figure 5.4, PSNR exhibited the same patterns as SNR. However, PSNR

rates were more tolerant to noise than SNR rates. The values are almost similar across
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different audio files used when embedding the same bps compared to the SNR values.
The values are similar because the formulation used the highest sample values YHE
PSNR calculation compared to using current sample values in SNR. T um
PSNR value for the worst case of BCM-LSB was approximately Whlle the
maximum PSNR value was approximately 93 dB. It is critical to noté that the SNR,
MSE, and PSNR all produced identical significant results 0\§~ ich shows that
ions
l
In summary, all variations are able to achi an CW‘Ievel of

m value for PSN B\%‘zl;ove
(P. Life 14), The highest
\ N

as wejéif o the lowest

MSE. The BCM-LSB with a one (1\ iation ha hl@ﬁ imperceptibility

these evaluations are consistent and produced the same co

imperceptibility even at maximum capacity as the m

30 dB while the minimum value for SNR is abo

imperceptibility level is related to the hlgh

because of the lowest modificatio ng the e gn P 'éess (Indrayani, 2020)
compared to the BCM-LSB s arf' eighty( ) rlatlon with the lowest

imperceptibility characteri en |th 1 bps is used for

imperceptibility comp% inst otIr e s't'lﬁg@ embedding algorithms.
|
5.2.1.2 Impact&,p% Capaci har@s%lstlc of BCM-LSB
ctive o h' vaﬂ'an;) was to study the BCM-LSB capacity
charactefistic perfornia }eed O‘F&ps used and select the best bps to be used for
alg comparison expenm{ng\’These BCM-LSB variations of embedded bps were
c Xd in terms of maximum size in kilobyte (KB) of the secret message which
a ged to be embedded in the cover audio file. The maximum capacity results are

resented in Table 5.1.
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Table 5.1: Maximum Capacity Values for Different bps per Cover Audio.

Maximum Capacity (KB) ;
‘\
File 1 bps 2 bps 3 bps 4 bps 5 bps 6 bps 7 bp ps
Name
Music 1
5507 | 11.014 | 16.521 | 22.028 | 27.535 | 33.042 3?' 44.056
Music 2
11.8130 | 23.626 | 35.439 | 47.252 | 59.065 | 70.878 91 | 94.504
Music 3
17.38 | 3476 | 5214 | 69.52 121.66 139.04
|
Music 4
29.3360 | 58.672 | 88.008 | 117.344 234.688
Music 5 \Y'
49.607 | 99.214 | 148.821 | 198.428 @856
Speech T
1 5.507 | 11.014 | 16.521 | 22.028 44.056
Speech
2 11.387 | 22.774 | 34.161 | 45. N 91.096
Speech
3 | 17579 | 35158 | 52.737 N . 140,632
Speech
4 30.235 | 60.47 | 90.7 94 211.645 | 241.88
Speech @ Q’
> 51.625 | 103.25 | 1 206. 258125 | 309.75 | 361.375 413
o =
Min 5.507 | 11.014 f.oza 7,535 33.042 38.549 | 44.056
o2
Max | 51.625 10% 06. 2% 300.75 | 361.375 | 413
Average | 22.9976 Khsz 68|9928 1.9904 4-144.988 | 137.9856 | 160.9832 | 183.9808
~ )
\aN "y
Table @3 s fthat t Q(I,M‘E%é 8 bps variation achieved the highest

O
maximmz&ﬂy f?lvgoy CQ%LSB 7 bps, BCM-LSB 6 bps BCM-LSB 5 bps
b

and theytrend went down untilf;&-LSB 1 bps. This is because more bits of secret

w are embedded with}gher bps used hence the capacity performance is
‘:Eeased (Cvejic & Seppanen, 2002; Indrayani, 2020). In addition, based on this table,

e maximum capacity also demonstrated a linear relationship with the length of the

cover audio. The longer the cover audio used, the higher the capacity of the BCM-LSB.
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In summary, BCM-LSB with 8 bps produces high-capacity performance. Hence, 8 bps

is used for capacity comparison against other existing LSB embedding algorlthv

The objective of this evaluation was to study the BCM gB robustness

5.2.1.3 Impact of bps on Robustness Characteristic of BCM-LSB

characteristic performance based on bps used and select the{; S to be used for
st

algorithm comparison experiment. This section compares ne'ss of BCM-LSB

with different values of bps parameter. The experiment nstr tes ustness of

XY

the BCM-LSB against various loads of AWGN. In th eriment, o‘ea CM-

ed e T coveq%vrocedure

LSB variations algorithm’s maximal capacity

is then executed by utilising the recover i0n 0 echm@to locate the

embedded message. The performancN ffered techmi uesé%ptured using the

7('Q>®|ct the effects of the

o}
AWAGN attack on the first, sec h|rd cover dio f

\ &'3"

three prior cover audios. Figure 5. 5 reS 6 a

('D

J‘
Q‘f-
4//
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BER Values Against AWGN Attack for the First Cover
Audio

BER Value (%)
w
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> 4

O
Figure 5.5: BER Values A%’nst AWG ch%lj'{éLCover Audio
\

Figure 5.5 highlights the | ERMWalu roducetby the 8 bps BCM-LSB

&
variation while the highest BENlue I y th,eilbps BCM-LSB variations. 1
bps BCM-LSB alreadyfmaxedythe BEIIvaI (50@ weakest AWGN attack setting
S

:
GN a@% setting, 8 bps BCM-LSB variation

which was set for 1% si| i
a, S

achieved the low R v t around ].ﬁfa At 80dB AWGN attack setting, stego-

1 O
file produced USB w rbp(sJ,c‘? bps, 3 bps and 4 bps already reached loss

point as %%gadyf ee945 % @bbar et al., 2010). All bps variations not able to

b4
Withstaﬁ 60dB, 50dB and 40@GN attack settings. The highest settings that the

\
MSB algorithm managed to withstand is at 70dB with using 7 bps and 8 bps.

rally BCM-LSB with 8 bps has the highest robustness in all AWGN attack setting
m

pared to other bps variations as embedding at higher level could improve the

robustness characteristic performance (Hosny et al., 2019).
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BER Value Against AWGN Attack for the Second Cover
Audio

BER Value (%)
w
o

N
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Figure 5.6: BER Values Aga st A ac S eC(_)Q over Audio
Figure 5.6 shows similarE% in F\' reS. M}SB with 8 bps variation
7]
0

has the lowest BER compare(\ er bps ns Qéﬂ' attack except at 50dB and
40dB. Although at 60d \/Wtack etti b -LSB variation records 45%,
which already reached the 0 or{ stego-file produced cannot be used
asitis destroyed of t b ed d e secret message that flipped as much

as 45%. Ther 0 I bps vari r?l/v table to withstand 60dB, 50dB and 40dB

AWGN% ing s he g stéé?rrgs that the BCM-LSB algorithm managed to

with 70dB with usin g 4 bﬁs and 8 bps. Similar conclusion can be drawn from

ey

sult which is BCM- LSB\I‘th 8 bps has the highest robustness in all AWGN attack

thi
compared to other bps variations as embedding at a higher level could improve
Q robustness characteristic performance (Hosny et al., 2019).
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BER Values Against AWGN Attack for the Third Cover

Audio
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Figure 5.7: BER Values Agcg' st AWG Wor ird Cover Audio

Again, Figure 5.7 shows s@ tterfi as in.Figure @ld Figure 5.6. Although

A ﬁo

each figure has a slightly differN/aII to\ differing number of flipped

audio sample binary values duking the embedding @s, resulting in different outputs
Z ? 4 4
with similar AWGN attack Settings: mar@CM-LSB 8 bps achieves the highest

robustness comkr&@ oth
i
esg charagteristic Cembed at higher level of LSB.

increasing the‘dﬁ d
7 THV'S

5.2.1.4Np ct of bps on Dyn 'Ygecurity Characteristic of BCM-LSB

\
s described earlier in Chapter 4, the BCM-LSB has a set of keys used for the

d Wh.&b%in line with state-of-art knowledge on

O

tion of the chaotic block. To evaluate the performance of the dynamic security
t

ween the set of keys, two separate Seg-SNR Spike Tests were conducted. The first

test was conducted against a different number of keys n, which represent the number of

124



blocks used, while the second test was conducted against different pairs of keys that
determine the location of the initial point of embedding in each block which a

and key r. The result of the first test is presented in Figure 5.8 while the e the
second test is presented in Figure 5.9. The seg-SNR values were &Jted with

hundred (100) dB to denote the embedding process did not occur at Wment.

N

T

Seg-SNR Values at 25% Capacity
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128  100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
256 27.64 2845 4227 7866 = 80.81 7417 66.82 50.03 3283 31.75
=@=512 2719 2847 4228 7850 80.58 7414 66.79 50.03 32.69 3153
=@=1024 2749 2828 4228 78.69 80.73 7419 6696 5038 33.02 31.28
—9—2048 27.31 2835 4223 7868 80.73 74.06 66.93 49.99 3254 100.00
=@=—4096 27.76 @ 29.24 43.03 79.21 8158 75.05 67.88 50.53 33.65 100.00
=@=—38192 2811 29.15 4294 7950 8141 75.08 67.68 50.60 33.74 100.00
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N

Figure 5.8: Seg-SNR Values at 25% Capacity
In the first test, the key x and key r were set at 0.65 and 3.95, respectively. The

bps was set to one (1) and the 1-second audio was used. The seg-SNR value, which has
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an infinity value, was replaced by 100 dB for the sake of visual representation in Figure
5.8. Based on Figure 5.8, a mixed pattern was produced from a different nurw
blocks used. The key values of n = 16, 32, 64, and 128 were unusable d@inite
values throughout all segments, resulting in the worst-case scenario. NeXt, n = 256,
512 and 1024 obtained the best possible scenario using the current @over audio file.
Although there was a sudden spike between segment 3 and_se t 4, it was still

acceptable compared to the sudden spike to infinity. Thi that there is a

huge difference of amplitudes between segments affect R values
@

calculated. Lastly, key n = 2048, 4096 and 8192 exhi pikes In t s's@nt. In

conclusion, a precise block number of either 2 r 1024 is.sui ble.@é used as

key n to embed the secret message over the‘egver, ud? g
S A S
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Seg-SNR Values at 25% Capacity
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—==—370,045 29.64 2863 46.22 7931 80.24 7343 6654 4732 3246 @ 31.22
—=0-3.89,0.10 29.80 2850 46.24 79.05 80.58 7353 66.78 47.28 32.47  31.12
=0--3.87,060 29.58 2881 46.38 79.06 80.54 7333 66.83 47.43 3249 @ 30.85
3.950.65 29.69 2875 46.33  79.18 80.34 7344 66.64 47.62 32.73 31.33
3.63,0.90 2955 28.84 46.32 79.01 80.24 7349 66.54 47.38 3236 | 31.07
—=-=382,030 29.65 2872 46.39 79.12 80.30 73.46 66.83 47.65 3229 @ 31.04
—9-—3.66,0.26 29.65 29.02 46.04 79.08 80.17 73.44 67.02 47.46 3254 3100
—9—3.64,092 29.67 28.60 46.15 79.20 80.27 73.14 66.79 47.46 3248 3114
——374,085 29.76 2868 46.32 79.15 80.38 73.38 66.69 4755 3238  31.05
—0=—3.88,040 2955 2870 46.41 79.29 80.26 7358 66.79 47.44 3233 3119

=@=—23.70,0.45 =8=3.89,0.10 =@=3.87,0.60 3.95,0.65 3.63,0.90
=@==3.82,0.30 =@=3.66,0.26 ==@==3.64,0.92 ==@==3.74,0.85 ==@==3.88,0.40

—

Val 6;%1/'[ 25% Capacity

In the second testy the

¢

second audio %on S us
%' N S |

replace% dB for the sake of v@al representation in Figure 5.9. Based on Figure

5.9, was no difference be the usage of key x and key r. All key pairs managed
i

t s?Qu.'bute the secret message throughout the cover audio without any value that

set tejﬁb%. The bps was set to one (1) and the 1-

The &%—%NR value which has an infinity value was

spiked up to infinity. It is important to carefully choose the pair of keys even though
ey do not affect dynamic security. This is because the keys still need to maintain

randomization elements that benefit the steganographic algorithm. By doing so, the
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audio steganography becomes more robust and is protected from direct retrieval attacks

(Ahmed A Alsabhany, 2019; Kanhe et al., 2015). In summary, any value of key

can be used as a parameter as long as within the range stated in Chapter 3@hpter

4. On the other hand, only certain value of key n can be used Whichﬁ;%& 512 or

1024. Based on these experiments, key x, r and n with values of 0.92{3.64 and 1024

respectively are chosen for evaluation conducted for MCAS rmparison against
Yw-l er and audio

existing methods at LSB embedding layer, cover

steganography model layer. They are chosen to bring best jof C security
L ]

performance. é J _\‘—}
s b4

¥ XN
5.2.2 MCAS Parameters Evaluation Re&% u\ é
This section is divided into thwa which di sed éﬁuations on three

parameters settings. Subsection 5.2 iscus@;&%)a gﬁﬁumber of generations
used maxIt on performance of%e pr&juce iIe((/ \ection 5.2.2.2 discusses
the impact of number of po %, n per%ﬁ&hance of stego-file and lastly,
Subsection 5.2.2.3 dis%f&?mpaTof e dsagh)f remove duplicated solution in

population functio stego-file ance%
&
N ) D, M
52211Imp cgblum r of n&a{ié?Used
NN

N% ith differen ?'iatio@eneration number used were compared in terms
Y-v

of t@ntity and the qualit@t‘ne solution found. The objective of this evaluation

XOmpare the performance of stego-files produced based on parameter, number

& nerations used, maxIt and select the best maxlt to be used for algorithm comparison
X

periment. This experiment is conducted by collecting the solutions produced by the

MCAS using the number of 10, 15 and 20 generations. Next, the solutions produced are
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collected and compared to each other. The results with the usage of number of

generations = 10, number of generations = 15 and number of generations = 20 arevvn

in Table 5.2. Table 5.3, Table 5.4. Table 5.5 summarizes the result of the@&rison

between solutions produced from different number of generations. A

X

Table 5.2: NPS, NDS, Bestg,; and Worstg,; Using Generation = 10
Round NPS NDS B EC) Worstg, (%)
Round 1 21 438.918
L v and
Round 2 21 , &\;
Round 3 21 8.918
o
A
Table 5.3: NPS, NDS, Bestg,, =15
Round NPS CN Worstg, (%)
Round 1 21 38.918
Round 2 21 38.918
Round 3 ‘ 2% z 38.918

Round NPS ' @ Bestg,; (%) Worstg, (%)
| K )
Roun IZl ) \Q/ 0 77.895 38.918
»
R w ) 4 v 0 77.895 38.918
2N
3 21 NI 0 77.895 38.918
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Table 5.5: NPS, NDS, Bestg,; and Worsts,; in New Population

Generation NPS NDS Bestg,; (%0) W%?%)
10 21 0 77.895 3@18

15 21 0 77.895 38.918

20 21 0 7.789 38.918

Based on Table 5.2, Table 5.3, Table 5.4 and Table a%umber of generation
variations managed to obtain similar results of NPS/ o1 AN orsts,;- In the
L ]
experiment, it was observed that the MCAS was abl identify the o |r7al ;g&_)&i-ons
=\

with the least number of generation variations. As esult,fh e was now’rgnificant
N

mas th{éﬁ?ne for each
nintg(easible value for

ff;‘n??i- j;e&dive problems require

16;¢vachha I, Zo@n summary, 10, 15 and

e Nonhmﬁm. However, this research

picks 20 as number of nemalua’to ensure z@sﬁed solutions were found and
=

. 7. :
no premature solutmsK ro from Iln@number of generations used.

<
5.2.2.2 |mpa®eo P§

&
e
M dige nt

difference between the parameter setups. % the

value used, this experiment is still im\reoecause
as

the number of generations is crucial

different values (Campos Ciro et al®

20 can be used as the value fo

ion U
g

ri tio@ze of population were then compared in terms

m_;i/_.

b
of the San and the quality e){Eé solution found. The objective of this evaluation

A

\compare the performance of stego-files produced based on parameter, size of

ulation used, nPop and select the best nPop to be used for algorithm comparison
S

eriment. This experiment is conducted by collecting the solutions produced by the

MCAS using size of population of 100, 200 and 300. Next the solutions produced are
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collected and compared to each other. The results with the usage of size of population

= 100, size of population = 200 and size of population = 300 are shown in Ta 6,

Table 5.7 and Table 5.8.

2
O

X

Table 5.6: NPS, NDS, Bestg,; and Worstg,; Using Populatien.= 100
Round NPS NDS Bestg,, Worstg, (%)

Round 1 14 0 35.508

Round 2 14 0 68.856 K\d35.508
' X o —

Round 3 14 0 ' iﬁ%‘

Table 5.7: NPS, NDS, Bests,; and W

ion Qﬁ?}()

Round NPS mw “%e o1 (W)2, |7 Worsts, (%)
ge. 3
N CARS
Round 1 14 .8 35.508
‘\\\ ? )&
" J f\
Round 2 14 0 @56 35.508
> o B
A] ~
Round 3 14 0 8.856 35.508
. 2

Table 5.8: NP% Bests,

v . -
Round wPS l\ ND 9 Bestg,; (%) Worstg, (%)
- P
N

Round 1 2 ) O 77.895 37.751

L C~

i 7
Roun I ) \(_/ 0 77.895 37.751

F K
w 4 "D?(f ‘F 0 77.895 37.751
\

(.)
WSed on Table 5.6, Tah 5.7, and Table 5.8, all sizes of population variation

wever, since not each populations found similar solutions in their Pareto front, a new

Q‘%ed to obtain similar results of NPS, Bests,; and Worstg,; during each round.
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population was created by merging all these three Pareto fronts to find new pareto front.

Table 5.9 then shows the results of the new population created. Yv
Table 5.9: NPS, NDS, Bestg,; and Worsts,; in New Popul & )

Population NPS NDS Bestg,; (%0) vorstm( %)

100 12 2 77. 895 ' 66.460

200 12 2 89? 66.460

300 21 0 7.895 \\438.918
! -l

=~
According to Table 5.9, the population of si a ieved egt while
obtaining the lowest NDS. This suggests that t -Siz o on dtsg/ered the
optimal solution, which cannot be outperf y an;?'?the Iutloﬂ& rom different-

sized populations. Moreover, it was dlscovered that all porylatlons |rrespect|ve of their

PN 2 A

size, generated the same BestSO However the 300 sized Qopulatlon had the least

Worstg,;. This simply mea t tlon u'frd a 300-sized population

produced from BestSOl to e(@utlons found by 100-sized and

200-sized population ushed areto front. Consequently, it is
r N ‘\

recommended to use a 300-sized population a a parameter value compared to the other

mCA I
'

¢
rithm. \(_/
<Q toty
?Am T
5. oval Duplicated Scc@tlons Algorithm Used

CAS with and without removal duplicated solutions algorithm is compared in

Oms of the quantity and the quality of the solution found. The objective of this

evaluation was to compare the performance of stego-files produced based on parameter,

two sizes for | ng E@arlson experiment against other existing

usage of removal duplicated solution algorithm and select either with or without
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removal duplicated solutions algorithm to be used for algorithm comparison

experiment. This experiment is conducted by collecting the solutions produce

MCAS with and without removal duplicated solutions algorithm. Next, @lions

produced are compared to each other. The results with and without re

solutions algorithm are shown in Table 5.10 and Table 5.11.

Table 5.10: NPS, NDS, Bestsg,; and Worstg,; With

uplicated

N3

Table 5.11: NPS, NDS, Bestg

Re ovWicated Solutions
Algorithm '
]

Round NPS NDS B (tf) \\d tson%6)
oun i ors ’YUO

Sol ° ) \‘

Round 1 21 0 77.89'3' 7) | é§351

t <X
Round 2 21 0 8! /37751
b, X
Round 3 21 CO\/ 37.751

Round NPS Worstg, (%)
Round 1 300 37.751
Round 2 30 17 ‘g-/o" 77.895 37.751
\ SN .Q_}
Round 3 | 00 I QQE 77.895 37.751
¥ 4

w1
Based o%e 5.10 and IIS.&J, CAS with and without duplicated solutions

algorith

ed t‘e bt ':s'mi@sults of NDS, Bests,; and Worstg,; in each

round. However, without the rg@oval duplicated solutions algorithm, the number of
N

300 for all three rounds. As each set did not find the same solutions in their

o front, a new population was created by merging all these two Pareto fronts to

Qd new Pareto front. Table 5.12 shows the results of the new population created.
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Table 5.12: NPS, NDS, Bests,; and Worstg,; in New Population

Removal Duplicated

Algorithm NPS NDS Bestg,; (%) Wgrsgl(%)

With 300 0 77.895 751

Without 21 0 77.895 37.751

Based on Table 5.12, both with and without the removW}cated solution
algorithm produced the same NDS, Bests,; and Worsts, ItRugh there was a huge

difference in NPS, it did not affect the performan he soI ions nd were

duplicated solutions. Therefore, the impleme%of the | rem ab dla)lg'ted

algorithm did not impact the solution found. Althou e outPut ro MCA;%-Wlth and

without removal duplicated solutions algorithm used a thls e Ef'ment is still

important because finding the impact @h i
problem may either requires or dees not're WT Ku:gte solution removal
ﬁ%@ In@nmary, MCAS is good

9 Q—
. In m| e the risk of encountering

w
(@]

different multi-objective

algorithms (Beume et al., 2009;

D

4?

either with or without thls a

redundant solutions a to uarante the ispo of all viable options without
generating prematur ones |s I S o ut|||ze MCAS in conjunction with
a duplicate- remo& ith cautmtﬁ}y measure.

s a
O
5.3 COWQQ sv;eszgst I%_gtlng Algorithm

Twlon Is 6| jhto t subsections. The first subsection focuses on the
co [ evaluations of p%@)sed algorithm against existing algorithm at LSB
em ing level while the second subsection focuses on the comparison evaluations of

posed algorithm against existing algorithm at cover selection level. Lastly, the third
subsection focuses on the comparison evaluations of proposed algorithm against

existing algorithm at audio steganography model level.
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5.3.1 LSB Embedding Level Comparison Results

This section is divided into four parts, each covering one of IVYG!!
characteristics. In Subsection 5.2.1.1, we discuss the comparison betwee@LSB
and existing LSB embedding algorithms based on their imperceptibilityaSubsection
5.2.1.2 focuses on the comparison of BCM-LSB and existing?_%'embedding
algorithms based on their capacity. Then, in Subsection 5.2.1.3, we compare BCM-LSB
and existing LSB embedding algorithms with respect to ro ijir'ally, subsection

5.2.1.4 compares BCM-LSB and existing LSB embed algo 'th.ﬁﬂs,géd on their
@

Y
dynamic security performance. é ' _\b}
P 4
<

rison@;‘u.lts

The objective of this evaluati as o comparesythe B@SLSB algorithm's

imperceptibility against existing al ms in te KS

the first, second, and third cove% Figure 5.1 pict&a SNR evaluation for the

first cover audio. This co@o 1I as ele@ecause it demonstrated the
possibilities of the ap% :

message sizes in%S KB'
constraints of tw ed i
E ‘

!
failed to em secret mes e."A s‘ﬁb value of 1 in this figure is used to indicate
N
embedan;kre dué }city cs&traints.
% 4
3

‘IérSE, and PSNR using

s.D E&d capacity limitations, some approaches

(©
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SNR Results for the First Cover Audio

80.00
70.00

60.00
@™ 50.00
<)

o 40.00
Z 30.00
20.00

10.00

0.00

LSBBCAVI bps Indrayani Alzzib;:any Usanto  Hashimet Bhartiet = Hosnyet Xinetal.
variation. 2029 (o0 | (2022) . (2018) &l (2019) al. (2019)  (2018)
m25KB 7176 71.76 71.69 71.75 56.79 71.75 60.10 65.59
m5KB | 68.71 68.72 65.71 68.75 53.66 68.74 56.99 62.58
m75KB  1.00 1.00 61.43 1.00 1.00 1.00 55.27 1.00
10KB  1.00 1.00 57.61 1.00 1.00 1.00 1.00 1.00
Method
m25KB m5KB m7.5KB =10KB
Figure 5.10: SNR R u t e Fi rA
Figure 5.10 shows that sever I rithm e CBLLSB 1 bps variation,
Indrayani (2020), Usanto (2022 H etal. (20 h@ al. (2019), Hosny et al.
(2019) and Xin et al. (2018) fai e fthe-s&ret messages due to capacity

limitations. This expe cent hllghr]iﬁupe@ of the BCM-LSB with 1 bps
s by thdr 4 0

variation and the W(Ky r@ﬁnartl et al. (2019) with SNR values

of both marked dB

that Alsabha \ (

algorith M bp embedding r. hen embedding secret messages of 2.5 KB and

5 KB Sp

larger message size needs to be hidden. In this experiment, this algorithm
dd

edded\ KB secret message. It is worth noting

|g!/ed ?@rly identical results using the BCM-LSB
ectively. This is beczg&lae algorithm adapts by embedding at a higher bps

ed approximately 1 bps at 2.5 KB and 5 KB which is why it produced similar

Qults with the BCM-LSB 1 bps. It is also worth noting that other algorithms such as

Hashim et al. (2018), Hosny et al. (2019), and Xin et al., (2018) have only been able to
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embed 2.5 KB and 5 KB of total secret messages. Although they were only able to
embed the secret messages of these two sizes, they produced significantly low:

compared to the BCM-LSB 1 bps. This is because they embed at a higher @‘}LSB
which reduces the SNR value in general. On the other hand, UsaNZZ) also
produced lower SNR values, but it was not statistically significant. This was because it

was also embedded at the lowest LSB, similar to BCM-LSB 1?;5\# only reason for
rent

this algorithm to produce lower values was because of the wa,/ of embedding,

which resulted in varying locations of embedding that | a differe tler of bits

flipping during the embedding process. | ‘-}Y'
Figure 5.11 depicts the SNR evaluation fingi r the se diosample. This

B, 45€§.zmd 60 KB.
i ms@‘éto their capacity

sample's range of secret message sizes invelves Kﬁ 3

Depending on the capacity constraints e ':a/olved al

limitations, a few approaches failed @%bed the \ﬂ%

this figure is used to indicate er%g faiﬂre due ta capdcity constraints. During the
implementation of BCM-L%\;Myj p Ioa(-j§>h be embedded with 1 bps
variation. However, % the" mpl (}lpe@mance of other existing LSB
&
embedding algorit Wt c@ ore&u 5 KB, 30 KB, 45 KB, and 60 KB
payloads were used. &
l) &

a,géﬁﬁ\n SNRvalue of 1 in
N
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SNR Results for the Second Cover Audio

90.00

80.00
70.00

o 60.00

T 50.00

a4

> 40.00

¥ 30.00
20.00
10.00

0.00

LSBBCAVI b-ps Indrayani Als;b;fany Usanto  Hashimet Bhartiet = Hosnyet Xinetal.
variation | (2020) (2020) (2022)  al. (2018) al. (2019) al. (2019)  (2018)
m15KB  81.54 81.56 79.32 81.55 68.97 81.54 67.66 75.63
m 30KB 1.00 1.00 71.24 1.00 1.00 1.00 64.67 1.00
m45KB 1.00 1.00 63.96 1.00 1.00 1.00 1.00 1.00
60KB 1.00 1.00 55.55 1.00 1.00 1.00 1.00 1.00

Method

m15KB m30KB m45KB = 60KB

N ) %
Figure 5.11: SNR Resul he Sec er 6&0
The second cover audio used jn this r u%?ge tlh\&lthe first cover audio

used. As a result, each algorithm ca edahighsr qapac@mpared to the previous

ayan'{é(dZO). The BCM-LSB 1 bps

0.02'dB ,@than Indrayani (2020), while

variation and Bharti e I.m we
’
1d

Usanto (2022) WaSOO\ w Yhai samealgorithm. These values were resulted

from the slightl M nu b@pped@uring the embedding process of each

algorithm. A@Iy, I:%m{ z&l-/.céb}ZO) continued to show a similar pattern, in

which t %valgesbv-v} cr@g significantly as it adaptively changed the
v,

s embedded per s depending on the size of secret message.

\
E e SNR values for the third experiment's cover audio are depicted in Figure 5.12.
he’range sizes of the secret message embedded were the same as the range sizes of the

Qecret message used for the embedding process in Figure 5.11.
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SNR Results for the Third Cover Audio

70
60
50
30
20
10
0 — — — — — — —
|

SNR (dB)
5

Bcllvé';'SB Indrayani Als;b;to\ny Usanto | Hashimet Bhartiet Hosnyet = Xinetal.
variation (2020) (2020) (2022)  al. (2018) al. (2019) al. (2019) (2018)
m15KB 729329 = 729407 @ 729657 @ 72.9629 @ 57.8002 & 729274 61.7874 @ 66.1044
= 30KB 1 1 65.6652 1 1 1 58.769 1
m45KB 1 1 59.4277 1 1 1 1 1
60KB 1 1 53.5375 1 1 1 1 1

Axis Title

m15KB m30KB m45KB = 60KB

, ,
Figure 5.12: SNR R@ Thi W\C r A”‘”Qe
et

Based on Figure 5.12, Alsabhany i \AT blg_sthchieve the highest
C) A
SNR value (72.97 dB) when compased+0 other algo hmi.{- roduced an SNR value
q
that was 0.04 dB higher than SB1lb iatio&ﬁ'(d Bharti et al. (2019), 0.03

S
dB higher than Indrayami (2020), and 0’)1 d iph@n Usanto (2022). This outcome

was caused by the slightlygdiffer 1"n er%@jpped bits occurred throughout the

embedding proc@h a@@t the@ LSB level.

N
Anothe@am indi rju!ng ss the three cover audio files used was that
the secon as able to attain tg\\%éhest SNR in a condition that was comparable
E‘ b 4

:
to thaﬁt her two covers. T@because the second cover has higher audio sample

C.)
amplitudes than the other two}ver files. Based on the SNR formula in Equation 3.1,
Igher the amplitude (the numerator in Equation 3.1), the higher the value of SNR.
0 In summary, the algorithm that embeds at the lowest LSB obtain a higher SNR

value in general compared to the algorithm that embeds at a higher level of LSB. In
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addition, cover audio files, which yield higher amplitude in general, produce higher
SNR values for the same embedding algorithm. The number of flipping bits
another factor in determining the value of SNR. (}

The SNR results represent the most crucial aspect of the compari eriments.
However, additional metrics such as MSE and PSNR must be exan?d’to present a
complete picture of the comparison findings, which are u%[. omplement and

validate the SNR results for the same cover audio files. In pre,ent duplication,

the primary result analysis is already included in the results Lscussion.
Figure 5.13 to Figure 5.15 present the MSE values fr embeddi esbl@g the
first, second and third cover audio files, respeeti T% le's.blank values
serve to indicate embedding failure caused aY; restrigtion. .9

T v A

MSE Results for the First Cover Audio

1.60E-08

1.40E-08

1.20E-08

1.00E-08

8.00E-09

6.00E-09

4.00E-09

2.00E-09 I

0.00E+00 =™ - —.I - - .I
LSBBCII\/ll:;ps Indrayani Alsea;b;:?ny Usanto  Hashimet Bhartiet Hosnyet Xinetal.
variation | (2020) (2020) (2022)  al. (2018) ' al. (2019) ' al. (2019)  (2018)

m25KB 2.11E-10 2.11E-10 2.14E-10 2.11E-10 6.61E-09 2.11E-10 3.09E-09 8.72E-10
m5KB | 4.25E-10 4.24E-10 8.49E-10 4.21E-10 1.36E-08 4.22E-10 6.32E-09 | 1.74E-09
mu75KB 2.27E-09 9.38E-09

10KB 5.48E-09

m25KB m5KB m75KB ®10KB

\
v Figure 5.13: MSE Results for the First Cover Audio
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The high MSE indicates low imperceptibility as reflected in the SNR evaluation.
Figure 5.13 shows that algorithm that achieved high SNR values, such as Alsabwy!'l
al. (2020) at 2.5 KB, BCM-LSB 1 bps variation, Indrayani (2020), Bharti @019)
and Usanto (2022) generated the lowest MSE. These results confirmed R results
for the same sample. The highest MSE was produced by Hashim et a@& at 1.36E-
08 because it produced the most distortion to the audio fro imedding process

X

compared to the others. The first cover audio produced th M’SE compared to

~N | }‘:fﬁq"

MSE Results for the Second Cover Audio

the other two cover audio used.

1.80E-07
1.60E-07
1.40E-07
1.20E-07
1.00E-07
8.00E-08
6.00E-08
4.00E-08
2.00E-08 I
0.00E+00 gem Alsabh - . y
LSBlb-ps Indrayani seatalany Usanto | Hashimet Bhartiet Hosnyet = Xinetal.
variation (2020) (2020) (2022)  al. (2018) al. (2019) al. (2019)  (2018)
m15KB 3.87E-10  3.86E-10 6.46E-10 3.86E-10 7.00E-09 3.87E-10 @ 9.47E-09 & 1.51E-09
m30KB 4.15E-09 1.89E-08
45KB 2.22E-08
60KB 1.54E-07

m15KB m30KB m45KB = 60KB

V4 v * Y
A Figure 5.14: I@”Results for the Second Cover Audio

XQure 5.14 shows a similar result where Alsabhany et al. (2020) at 15KB, BCM-
SB 1 bps variation, Indrayani (2020), Bharti et al. (2019) and Usanto (2022) generated
e lowest MSE. However, Alsabhany et al. (2020) produced the highest MSE as it
embedded 60 KB of secret message hence produced the most distortion output from the
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embedding process. On the other hand, Hosny et al. (2019) produced the highest MSE

when embedded 15 KB of secret message compared to the other algorithms. Y’

(O

MSE Results for the Third Cover Audio

4.00E-08
3.50E-08
3.00E-08
2.50E-08
2.00E-08
1.50E-08
1.00E-08
5.00E-09 I
I | I N |
0.00E+00
LSBBC?/lb-ps Indrayani Alseatbg}any Usanto | Hashimet Bhartiet Hosnyet = Xinetal.
variation (2020) (2020) (2022)  al. (2018) al. (2019) al. (2019)  (2018)
m15KB 4.00E-10 3.99E-10 3.97E-10 3.97E-10 1.30E-08 4.01E-10 5.21E-09 1.93E-09
m30KB 2.13E-09 1.04E-08
m45KB 8.97E-09
60KB 3.48E-08

m15KB m30KB m45KB = 60KB

Figure 5.15; Re‘r for eT@over Audio
Figure 5.15 shO\% mong', %Js‘z?/& MSE values were achieved by
Alsabhany et aI.@BCI\/‘- \1~ ps variation, Indrayani (2020), Bharti et al.
(2019) and Usa% 2).

Hashimset al. (2018) produced the highest MSE.

indi

d
N
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PSNR Results for the First Cover Audio
120.00

100.00

80.00
60.00
40.00
20.00

o BCM- Alsabhan
LSB1  Indrayani Usanto  Hashimet Bhartiet Hosnyet Xinetal.

l:_)ps_ (2020) {2?}2?)'). (2022) | al. (2018) al. (2019) al. (2019) (2018)
variation

m25KB  96.76 96.76 96.70 96.75 81.80 96.76 85.10 90.60
m5KB 93.71 93.73 90.71 93.75 78.67 93.75 81.99 87.59

PSNR (dB)

m7.5KB 1.00 1.00 86.43 1.00 1.00 1.00 80.28 1.00
10KB 1.00 1.00 82.61 1.00 1.00 1.00 1.00 1.00
Method

m25KB m5KB m7.5KB =10KB
Figure 5.16: PSNR esultsfor, the Fir %e[ﬁQO
The PSNR values are in sy th% I-d@vever the PSNR values

are more error tolerant than N they the&‘&”est possible amplitude for

each sample instead of gakingthe curr,nt a Iltu ue Based on Figure 5.16, the
ere)hl

e '5 I\/ftéj& 1 bps variation, Indrayani (2020),

Bharti et al. (201@% (20 nd Alsabhany et al. (2020). The lowest
A

PSNR record%\ 67/dB b ait‘l al (2018) after embedding 5 KB of secret
message. % D
' 4

& 0%
N
S

highest PSNR values w

<

&
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PSNR Results for the Second Cover Audio

100.00
90.00
80.00
o 70.00
T 60.00
o 50.00
% 40.00
o 30.00
20.00
10.00
oo BCM- Alsabhan
LSB 1 Indrayani et al Usanto  Hashimet Bhartiet Hosnyet Xinetal.
bps (2020) {2020)' (2022)  al. (2018) al.(2019) al. (2019) (2018)
variation
m15KB  94.12 94.14 91.90 94.13 81.55 94.12 80.24 88.21
m 30KB 1.00 1.00 83.82 1.00 1.00 1.00 77.24 1.00
m45KB 1.00 1.00 76.54 1.00 1.00 1.00 1.00 1.00
60KB 1.00 1.00 68.13 1.00 1.00 1.00 1.00 1.00

Method

m15KB m30KB m45KB = 60KB

o Pt Sy e e
Figure 5.17: PSNR Resul MSeco‘ﬁp rAEJ:<
a

Based on Figure 5.17, the algorit t embed at the I(@st LSB which are

BCM-LSB 1 bps variation, Indra 20), i l. E’Qw) and Usanto (2022)
? @
have the highest PSNR value K re alg 'tﬁ‘ms(@fembed at the higher level

of LSB. Alsabhany et al. (2 S sliiw

r Pi@at 15 KB which indicates that

[ Q
higher LSB. Alsabhany et al. (2020) also
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PSNR Results for the Third Cover Audio
100.00

90.00
80.00
m 70.00
T 60.00
o 50.00
Z  40.00
& 30.00
20.00
10.00
o BCM- Alsabhan
LSB1  Indrayani et al Usanto  Hashimet Bhartiet Hosnyet Xinetal.
bps (2020) {2020)' (2022)  al. (2018)  al. (2019)  al. (2019)  (2018)
variation
m15KB  93.98 93.99 94.01 94.01 78.85 93.97 82.83 87.15
m30KB  1.00 0.00 86.71 1.00 1.00 1.00 79.81 1.00
m45KB  1.00 0.00 80.47 1.00 1.00 1.00 1.00 1.00
60KB  1.00 0.00 74.58 1.00 1.00 1.00 1.00 1.00
Method
m15KB m30KB m45KB = 60KB
o \ 8
Figure 5.18: PSNR Resu Thir Au&@

Based on Figure 5.18, the PSN es produc S|m|@analy5|s found in

Figures 5.16 and Figure 5.17. The NQf ?v e.@hleved by BCM-LSB 1
rti et

bps variation, Indrayani (202 %2015 and k&]to (2022) and sometimes
by Alsabhany et al. (2020) his algorithmiemb d at the lowest LSB.

In summary, the t @ gb e lowest LSB have the highest

imperceptibility KNSHC, lrvhi

to have the im erce i

e algor.@ms that embed at the highest LSB tend
ty ﬁ)@terlstlc when compared among audio
steganogr L iques. |t |s$pause embedding at the lowest LSB modified
the au f‘@ es anﬁ uged t West difference in values between the stego-file
an ile. This finding |s‘ch?of the justifications to keep using low bps variations
%@roposed algorithm. However, the capacities of these variations are low, which

0 demonstrated previously during parameter setting. BCM-LSB aims to capture all

the best performance on each characteristic to ensure the user can choose the most
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suitable one depending on the situation. In the next section, the capacity of BCM-LSB

X
g

The objective of this evaluation was to compare the BCM-WSB algorithm's

is evaluated.
5.3.1.2 Capacity Characteristic Performance Comparison Results

capacity against existing algorithms in terms of maximum size of et message that
can be embedded or known as maximum capacity. The Zison considers three

cover audio signals of various length and contents. The €apacity, of‘ﬁm{dyorithm IS
@

presented in Table 5.13. é | —\Q}Y'
4 b 3§

Algorithm h\.}
Third Cover Audio
8 bps variation 140.12
Indrayani (2020) 17.515
Alsabhany et al.

(2020) 98.718
Usanto (2022) 17.515
Hashim et. al.

(2018) 17.515

Bharti et. al.
(2019) 17.515
8.1918 / 32.7678 32.7678
[o &
i
5070 17.6285 17.5152
' \?-
5.50@ 17.628 17.515
% Wax 44.056 141.024 140.12

Table 5.14 shows the 8 bps variation tops other algorithms by a high margin.
Indrayani (2020), Bharti et al. (2019), Hashim et al. (2018) and Usanto (2022) produced

the same lowest maximum capacity as all of them embed 1 bps, although based on the
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imperceptibility evaluation previously, they have different imperceptibility
performance due to the difference of LSB level that the embedding takes pla

al. (2018) also produced the lowest capacity however the reason was differefit ugh
this algorithm embeds as high as 3 bps, it depends on the value of theﬂMude This
algorithm sets two thresholds and only if the amplitude is higher than %e'rone or both
thresholds, then it embeds two and three bits per sample, respe%ej. n all three cover

audio files used, there were not many audio samples’ rhat passed the

thresholds. It is also worth noticing that Hosny et al. Wmaxmum
capacity between second cover audio and third cover . Itis bec |ls @mum
capacity is determined by the Linear-feedbac eg istef on t@ﬁeedback

polynomial. For the second and third er ,audi the axmué\apac:lty was

determined by using x17 + x1* +1 Maiuced 13 se <<Ces while on the

other hand, the maximum capauty e first mw determlned by using
x15 + x* +1, which is 327 ces Slnc |1uem 2 bits per sample, the
number of sequences is mu y 1 IC the@ded by 8 to get the capacity
in bytes instead of blts% P

In summary, rltb' embé(a-t' the highest LSB have the highest
capacity charac |st| \ h|I rlth at embed at the lowest LSB tend to have

the lowest §E Cl cha ct i &/h@jcompared among audio steganography LSB
techmq s 4This finding.i of trvé\easons that inspired the keeping of the high bps

var |n the proposed algo@‘ﬁ However, the imperceptibility of variation is low,
WE e demonstrated previously. BCM-LSB aims to capture all the best performance
ch characteristic to ensure the user can choose the most suitable one depending on

q situation. In the next section, the robustness of BCM-LSB is evaluated.
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5.3.1.3 Robustness Characteristic Performance Comparison Results

The objective of this evaluation was to compare the BCM-LSB aIgorithmw
existing algorithms in terms of robustness against AWGN attack using the (r_;}ond,
and third cover audio. The experiment demonstrates the resistance proposed
algorithm and related algorithms against various loads of AWGN. IWexperiment,
half of each algorithm’s maximal capacity was embedded. T Mry procedure is
then executed by utilising the recovery portion of each tech m e the embedded

message. The performance of the offered techniques is ured sWhree prior

X
cover audios. Figure 5.19 depicts the effects of @%N attack th[s ﬂ@over
4

audio file. \)‘T
A S

BER Values Against AWGN Attack for the First Cover
Audio

[o2}
o

(o)
o

BER Value (%)
w B
o o

N
o

10
0 ,
No AWGN 100 dB 90 dB 80 dB 70 dB 60 dB 50 dB 40dB
Method
=@ BCM-LSB 8 bps variation ==@==Indrayani == Alsabhany et al.
=@=— Usanto @@= Hashim et. al. =@-Bharti et. al.
a Hosny et. al. Xin et. al.

-
Q Figure 5.19: BER Values Against AWGN Attack for First Cover Audio
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2.

Figure 5.19 highlights the lower BER values produced by the BCM-LSB
variations against all the other algorithms for all AWGN levels excepts at 50 dBw
dB. Specifically, the BCM-LSB 8 bps variation achieved the lowest bi@rates
among other algorithms, especially at the 100 dB attack level. In gener*igher the
LSB level used for embedding, the lower the error rate produced by the attack. All
algorithms reached the entire loss point at 60 dB, which happens wh e BER exceeds
45% (Djebbar et al., 2010), indicating that the validity of FY

red bits is subject to

random chance, namely 50%. In summary, it is know t ste OW produced
L ]

_ X
sistange towards @ttack

(Hosny et al., 2019) hence BCM-LSB that emb el has the highest
resistance. Next, Figure 5.20 depicts the cts

h sef’g
ew th@\';\ atta.@vn.the second
cover audio file. \% é
e X\% )<

A

BER Value Against AWGN Attack for the Second Cover
Audio

from the embedding process at higher LSB has hi

-

[o2}
o

al
o

N
o

BER Value (%)
w
o

20
10

0 ,

No AWGN 100 dB 90dB 80 dB 70dB 60 dB 50 dB 40 dB
Method
=@ BCM-LSB 8 bps variation ==@= Indrayani (2020) =@ Alsabhany et al. (2020)
=@ Usanto (2022) =@ Hashim et al. (2018) =@ Bharti et al. (2019)
Hosny et al. (2019) Xin et al. (2018)

Figure 5.20: BER Values Against AWGN Attack for Second Cover Audio
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Based on Figure 5.20, the BCM-LSB achieved better noise resistance compared

94

to other algorithms. Other algorithms could not withstand the AWGN attacl& dB
except Hashim et.al. (2018) and Hosny et al. (2019) while BCM-LSB 8%ps @re able
to withstand another 10dB attack which was at 70dB. The results ofWGN attack

for the third sample are shown in Figure 5.21.

A

BER Values Against AWGN Attack for the Third Cover
Audio

D
o

[$)
o
o

BER Value (%)
w S
o o

N
o
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0 ,
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Method
=—@—BCM-LSB 8 bps variation ==@=Indrayani (2020) == Alsabhany et al. (2020)
=@=—Usanto (2022) =@=—Hashim et al. (2018) =@ Bharti et al. (2019)
Hosny et al. (2019) Xin et al. (2018)

v 4 ~

Flgureei) ER Valu ntsJ WGN Attack for Third Cover Audio
QUf 21 h B@.SB 8 bps variation achieved the lowest BER

amongﬁme levels and the@)(;; showed the highest robustness compared to the

orlthms Hosny et al. (2019) s robustness is second best among all algorithms

it embeds at a slightly lower level of LSB than BCM-LSB.
Q In summary, BCM-LSB 8 bps achieves the highest robustness compared to other
algorithms. In general, the higher the level of LSB, which is picked for the embedding
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process, the higher the resistance toward the AWGN attack. In addition, generally, all

algorithms cannot withstand 60 dB, 50 dB and 40 dB level of AWGN attack

the LSB embedding technique has low robustness compared to @udio

steganography techniques such as phase coding. Lastly, the BER slightly

increased or decreased when compared to the same attack and algorithms across the

cover audio files used. This is because the parts of the audio 'IM greater changes
3

in amplitude can outperform the silent intervals of audio me’j A Alsabhany,

2019). \d
@
N4
| S

5.3.1.4 Dynamic Security Characteristic Per e % ison R@s

The objective of this evaluation was,to mpaxe they, BCM;, algorithm's
dynamic security against existing algo s using three sig@<$of various length
and content. The first test was cond using t \gcgN $Q‘ke Test and the second

S

one was using the Difference Si st. Tﬂe keyax «key Q&?d key n were set at 0.65,

&
3.95 and 1024 respectively. \ l .\A

Seg-SNR Spike %; conducted i

}h‘reobunds using three different cover
&
audios similarly us Q‘{he pre]/ gi}'ity comparison experiment. The first

round was con % ng thefi ver atéjﬁffile. Figure 5.22 and Figure 5.23 present

!

¢

the seg-SNE is@ at Zfﬁa an 5‘% i@‘g‘p)endent embedding capacities, respectively.
b)!
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(2.

Seg-SNR Value (dB)

Seg-SNR Value (dB)

Seg-SNR Values at 25% Capacity Using First Cover
Audio
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Seg-SNR Values at 35% Capacity Using First Cover
Audio
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Figure 5.23: Seg-SNR Values at 35% Capacity Using First Cover Audio
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Based on Figure 5.22, all algorithms managed to maintain the quality of the first

three-tenths of the cover audio file. However, a significant spike to infinity thw

place at 30% of the cover audio for Xin et al. (2018), Bharti et al. (201@yani

(2020), Usanto (2022) and Hashim et al. (2018). This situation occu e to their

sequential embedding behavior, indicating their direct dependence ulfilling the

maximum capacity as per the cover audio. On the other hand, Alsabhany et al. (2020)
¥

and Hosny et al. (2019) managed to spread the secret me fompared to the

others as Hosny et al. (2019) managed to spread up the seeéket me aMO% of the
23

Yw

cover audio, while Alsabhany et al. (2020) manage pread fthro oljt _ﬁe) ntire

cover audio except between 30% and 40% capagi 4 \j("
Y.

N

A similar pattern was shown in Figure,23 othe\r re

(2018), Bharti et al. (2019), Indrayani@)

were limited by the sequential M embeddi ’Vhi
N,
security. Alsabhany et al. (2021%1 :n%d(iiy 0% ég‘ﬂ% of audio segment due

to its threshold-based embe Mturj. sn talé ), on the other hand, cannot

embed the secret mess ?70% part of he'co@'audio as the maximum capacity
’ 4 ’ &
alie-af Line d

was dependent on th&@(im% back Shift Register which is lower
than the total au@ples er @ used.

¢ J (,)

BCM- has able to s cégsf(I_l)/ embed the secret message within the cover
%f NN
audio fi% ing a'spi infin& The large fluctuations in the seg-SNR can be

attri to the significant differénces in the original amplitudes of each segment.
3

\hxt, the second round was conducted using the second cover audio file. Figure
6 and Figure 5.25 present the seg-SNR spikes at 25% and 35% independent
mbedding capacities, respectively.
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Seg-SNR Value at 25% Capacity Using Second Cover
Audio
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Seg-SNR Value at 35% Capacity Using Second Cover
Audio
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sing,Second Cover Audio

Figure 5.25: Seg-SNR V

a,@ttern emerged in all related

Based on Figure 5.24 amur ;
r. Signz
o

sequential embedding ‘eh%ig ;;an}pik@nfinity took place at 30% and
:

40% of the cover awn [ and F(g_‘yﬁ’e 5.23, respectively, for Xin et al.

o

(2018), Bharti e\ 9), (202Q@)+WJsanto (2022) and Hashim et al. (2018).
!
Alsabhany et&g) 0) nd H ylet &hZOlQ) were found to be more successful in

spreadin th%ret me ba'y?ro p@o others. Hosny et al. (2019) was able to spread

the me&ge until 90% of the qggX. audio, while Alsabhany et al. (2020) was able to
\

SENe message throughout the entire cover audio, except for a small segment at

BCM-LSB do not produce any sudden spike to infinity, which indicated that they

Q\naged to distribute the secret message throughout the second cover audio.
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Next, the third round was conducted using the third cover audio file. Figure 5.26

and Figure 5.27 present the seg-SNR spikes at 25% and 35% independent emw

capacities, respectively. %\

Seg-SNR Values at 25% Capacity Using Third Cover

Audio
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Seg-SNR Values at 35% Capacity Using Third Cover

Audio
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Figure 5.27: Seg-SNR V@ 594"Capa E Usi@ird Cover Audio
Based on Figure 5.26 and*gjre 2l be o@rved that the seg-SNR results
of the prm@icover audios. Xinetal. (2018),

' g
santo((2022) and Hashim et al. (2018) still

for the third cover audig dif rZomtho
4

Bharti et al. (2019)*dra nil

produced a sign'éﬁpik

. .9
using the sec ver audio,

infimity at 3@and 40% of cover audio. Similar when
!
rWeté.’?ZOlg) was able to spread the secret message

up to 90 %e'thijd oV, ,a dio&M-LSB 1 bps variation and Alsabhany et al.

(2020) managed to spread the &3; message to the entire cover audio in third cover,
c d with result producehrom first and second cover, whereas only BCM-LSB
‘%hm managed to spread the secret message to the entire cover audio. Alsabhany et
Q(ZOZO) require minimal audio sample skipping during the embedding process due to

the consistent high amplitudes of the audio samples across all covers utilized. This
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guarantees an even distribution of the secret message throughout the cover audio. In
summary, BCM-LSB has the best dynamic security based on this evaluation fw
by Alsabhany et al. (2020) based on the ability to spread secret message th@t the
cover. However, Alsabhany et al. (2020) algorithm’s nature which take%s low bit
embedding and dependant on the audio sample’s amplitude value causgs inconsistency
on the distribution of secret message for different cover audio

Next, Difference Signal Test was conducted in three sY-it the same setup
as previously discussed in Seg-SNR Spike Visual Test. re5. 8.?&)\(4) presents

the example of the original cover audio file, stego-fil the differenc bft\%}these

two files in wavelet representation. The differ calcufa sub@ng each

of stego-file audio sample’s value with the w diosample/s Val@

\(’) - r)

0 Audio Length (%) 100

a) I
[ . wtt W MWWMMW s | |

35 4 4.

%YZ @) w A'udubne Signal

0 AUdIO Length (%) 100

by | |
i ‘ ‘ J ltJ'lt M’Kl MWJ'WJWJ S
:% Fi ur%&i’s (b): Stego-file Signal

o

: O Audio Length (%) 100

Figure 5.28 (c): Difference Signal
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In Figure 5.28, BCM-LSB 1 bps variation was used at 25% of its capacity. This
figure does not report any analysis value but only serves as an example of& ach

difference signal is analysed. co

The experimental results are presented in Figure 5.29 to Figur %to (h) for
BCM-LSB, Indrayani (2020), Alsabhany et al. (2020), Usanto (j?:ashim et al.
(2018), Bharti et al. (2019), Hosny et al. (2019) and Xin et,al. W respectively. The
main objective of this experiment is to show the nship een, ways of

embedding against capacity percentage. Figure 5.29 shows the signal di n(,'e\ﬁrthe

first cover audio file.

|
A
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\'af
0 Audio Length (%) ) {\ 100

N7.7 Y &
0 Audio Length (%) 100

- h . 4 e Ui
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| L R —

0 A Audio Length (%) 100
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£ o
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Q Figure 5.29: Difference Signals at 25% Capacity using First Cover Audio File
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Figure 5.29: Difference Sign cta%rﬁe:%p A(’Cover Audio File,
‘éonti ued “« Q
&

Based on Figure 5.29, seve tre'v anbe ok@d. For the algorithms which

have sequential emb@viou ;f; las@irayani (2020), Usanto (2022),
Hashim et al. (2018)nBharti et\zﬁ% and é{n&e/t al. (2018), they failed to distribute
the secret messaQQ re ' us d'ﬁ%ﬂénces between modified and clean audio
samples. Hoshl. (2 9)‘m aggd E}&gtribute the secret message until around 70%

S
of the cover,audio. Og'tnugj han hough Alsabhany et al. (2020) fairly distributed

4

the secret,message until the en@he cover audio, there were huge differences between

certainyparts of difference signal produced. It was because two or more different LSB
evels were used for embedding the secret message. In addition, there was also a small
Qp at around 30% of the signal difference which indicates this algorithm skipped this
part of the embedding process. Meanwhile, BCM-LSB managed to distribute quite
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fairly without producing any huge differences between parts of the signal difference.

C}Y'

Figure 5.30 shows the signal differences for the second cover audio file.
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Q igure 5.30: Difference Signals at 25% Capacity using Second Cover Audio File
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Figure 5.30: Difference Signals at 25% Capacity usin C v'er Audio File,
continued
@

The trend presented in Figure 5.30 is &m@ one shown nrlgqﬁg&-

Indrayani (2020), Usanto (2022), Hashim et al Bhartt et al. 019) d Xin et

al. (2018) only managed to distribute the S ret ound 25 fthe second

cover audio file. Hosny et al. (2019) to distri the et message until

around 90% of the cover audio. ext, Als T ; &@020) produced huge
differences between certain par ffdhence ignal p \ced by the usage of two

or more different LSB Ievels e w pr@s of the secret message. In
II gap [;

addition, there was aI d of the signal difference which

’
indicates this algorl ski ecll r fthe eddlng process. Meanwhile, BCM-
LSB managed t ute th roducing any huge differences between

parts of the s ffefnce eSi ga&/l’lilfferences for the third cover audio file is
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Figure 5.31: Difference Signals at 25% Capacity using kh ‘C ve} Audio File,
continued
L ]

Based on Figure 5.31, except for all the similar s discussed p viPus@ was
-
Isabhan

worth noticing that only the BCM-LSB and y et’al. 20) \r)ﬂ'haged to

distribute the secret message througho%third,\co udi(qx.. However,
Alhsabhany et al. (2020) produces dif@t certal inﬁ&ing that there are

different levels of embedding implemented dur %di g@ocess which is visible

9)

in this experiment. @ 4 Q::)
In summary, BCM-LSB h ajar ges i namic security compared to
other algorithms. Despite g Iimitatlns ifl tHe dbamic performance of BCM-LSB

4 2
\ﬂﬂ\ tperforméd sequential embedding behavior

when using differewdl : l
algorithms used mayan'

(2019), and x‘ey (2018).
is cruci%%gnstptbd'%h resg‘} presented in Figure 5.27 to Figure 5.29.

N &

.Nummary from Comparison Results of BCM-LSB Performance Against

isting LSB Embedding Algorithm
In general, BCM LSB produces high advantages against existing algorithms due

to its flexibility changing its parameters such as bps and key x, n and r. However, it is

0 san& 22), Hashim et al. (2018), Bharti et al.

!
impr \?&he limitation, selecting a good cover audio
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important to highlight the BCM-LSB’s massive dynamic security performance against
the existing algorithms due to its ability to distribute the secret message throug

any cover used without depending much on the internal audio parameters s@\j\udio
sample’s amplitude and the size of cover audio itself. Although there a ations in

the seg-SNR evaluations, it can be further improved by implementing cover audio

selection algorithm. . V

5.3.2 Cover Selection Layer Comparison Results .\d
@

_ X
.1 disGuss hdc@rlson
thed\yﬂa i curi.%YT/aluation

This section is divided into two parts. Subsectio

of MCAS against existing cover selection algori

metric usage element while Subsection 5:

against existing cover selection algoriwa

5.3.2.1 Dynamic Security For%v Us
Comparison Results \

The objective orqx:u.ati
dynamic security Qi(cQJsed r i isting dynamic security evaluation
metric based onqs\&orm \Q'accue)&/ in terms of selecting superior solution.
MCAS wit s%’r im rc'e ilﬁ/ @}db‘;obustness evaluation metrics but different

Y
variatio amigrsecuri formugﬁon used were compared in terms of the quantity

e the usage of newly proposed

. X .
and ality of the solution ﬁ%ﬁd. The results for the cover selection used for the 4
N

%S&et message are shown in Table 5.14, Table 5.15 and Table 5.16.
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Table 5.14: NPS, NDS, Bests,; and Worstg,; With Proposed Dynamic Security

Formulation
Round NPS NDS Bestg,; (%) \::/0
Round 1 21 0 77.895 f\ ;918
Round 2 21 0 77.895 38.918
Round 3 21 0 77.895 38.918
Table 5.15: NPS, NDS, Bests,; and Worsts,; With E ynz*mc Security
Formulation.
Round NPS Stgop ( 0) 3 W&qa,(%)
Round 1 10 Y~33 0
Round 2 10 33.0
Round 3 10 33.0
) -
Based on Table 5.14 and 15 &03ed dynamic security

formulation and existing dy ecurlt Iatlo <$naged to achieve similar

results of NDS, Bestg,,.an
each set found the same :solu’o
merging all these %to clnts to |nd

Ie 16 sh he

\o

0 sts fiurm each r&Eﬁd but different NPS. Since not
eib ﬁtgyt a new population was created by
areto front using the newly proposed

the new population created.

dynamic secu

5 162 S, tso; and Worstg,; in New Population
Al
A
rmulation \ PS NDS Bestg, (%) | Worstg, (%)
ed dynamic security 21 0 77908 39,250
ation metric in MCAS ' '
xisting (Xin & Jiaojiao,
2018) 9 1 77.908 38.650
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Based on Table 5.16, the newly proposed dynamic security produced better result
which showed higher NPS lower NDS while obtaining similar result for BestSOl.?m
of NPS, it shows that newly proposed dynamic security evaluation metrio@d to
find more quality solution which do not dominated each other co to using
existing dynamic security evaluation proposed by Xin & Jiaojiao (2018) in MCAS. The
current evaluation metric for dynamic security appears to Ner quality as it
indicates a greater number of NDS in comparison to t be:L'ggested metric.
Moreover, the current metric identified a single dominan tion Wew metric

@
. o N4
did not. Both metrics yielded similar Bestg,; values , they dem tr#te&@hp most
balanced and highest values in terms of the ram\ﬂ's' co@'sion, the

newly proposed dynamic security metric utiﬂsgdif Cﬂ\S wasyable tog;]:ify agreater
number of non-dominated solutions, w a larger tity@%blutions with the

same quality as the current metric. I@)the resu %e x{%election used for the

S
8 KB secret message are shownsi e 5.19, Table 5.18 Q‘E)Table 5.19.
N So

Table 5.17: NPS, Ne Bgtm ancho tsbi @Proposed Dynamic Security

m;u;%

Y

=

\
Round ps | NQ% Bestg,, (%) Worstsy (%)
\ & v.

a4

N
Round 1 '22, ! C—)('d 71.264 33.283

Roun I 22 '&J 0 71.264 33.283
Y 4
22 4 L, o 71.264 33.283

o

e/
S &
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Table 5.18: NPS, NDS, Bests,; and Worstg,; With Existing Dynamic Security

Formulation.
Round NPS NDS Bestg,; (%) g/:)
Round 1 8 0 67.0 r’\%&o
Round 2 8 0 67.0 33.0
Round 3 8 0 67.0 33.0
Based on Table 5.17 and Table 5.18, MCAS with ed d‘/namic security
formulation and existing dynamic security formulation aged to e s&?lilar

N
results of NDS, Bests,; and Worstg,; during e@d. Howev. th@y.b‘féduced
L 4

different NPS. Since not each set find the samwnionsi{t\h areto‘ﬂ,‘g;t, a new

population was created by merging all thet reto fronts to find &new Pareto front

using the newly proposed dynamic semN

population created. Eco 0>\y §

able 5.19 ghows I@esults of the new

s
Formulation NPS, f [ @ Bestg,, (%) | Worsts, (%)

evaluation metric i

Proposed dynamic security l\\%\‘r é('}o 71.264 33.283

Existing (Xin & Jiagjiao, 018)"\%' C} 0 67.687 34.035
&

Basa@e 5.19, the newly osed dynamic security evaluation metric used
' 4

in MCﬁ ced bettdF reslt thch showed higher NPS and Bestg,;While producing
ila u

N
It for NDS. In ter?'rt%f NPS, it shows that the newly proposed dynamic

sir\
%y evaluation metric managed to find more quality solution which are non-

Qninated of each other compared to using existing dynamic security evaluation used

by Xin & Jiaojiao (2018) in MCAS. In term of Bests,;, the proposed dynamic security
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metric found solution which has higher performance and well-balanced in term of three
characteristics. In summary, MCAS with the new dynamic security metrics was?!o
search and find higher number of non-dominated solutions which reflﬁﬁj\rger
quantity of solutions with the same quality as the current metric. ition, the

solutions found also has higher quality which ranging from 33% to R/O compared to

¥,

5.3.2.2 Trade-off Consideration During Cover Selecti om awults
L 4

Ylv
erformanc nc’ag@cyof

CAS afg (whi\/x'consider

ich do@ggonsider the

the existing method which ranging from 34% to 68%.

The objective of this evaluation was to compar

each metrics in terms of selecting superior soluti

the trade-off) against existing cover selec

trade-off) using 4 KB and 8 KB of semage. Tore nt @’gorithm that does

mg algo\’rm hi b(?hplements brute-force

technique searches and sorts e%e soﬂjtlon base%g. haracteristic mentioned
previously in Chapter 4. e r] Iuﬁk found by the MCAS was
ﬂh

compared with the nu% op sol

for the cover select used for

not consider the trade-off, a new

rent characteristics. The results

secg essage are shown in Table 5.20 and

Table 5.21. &
O

' c—>

abl s NQ&§Bestm and Worstg,, of MCAS
d NPS \.C-}/ NDS Bestg,; (%) Worstg, (%)
nd 1 21 0 77.895 38.9181
Round 2 21 0 77.895 38.9181
Round 3 21 0 77.895 38.9181
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Table 5.21: NPS, NDS, Bestg,; and Worstg,; in New Population

Algorithm NPS | NDS | Bestg, (%) KQO,(%)

MCAS 21 0 86.90 74

Brute force - imperceptibility Rashid, (2020) 6 15 76.59 63.13
Brute force - robustness Rashid, (2020) 2 19 @ 48.56

Brute force - dynamic security Xin & Jiaojiao (2018) 3 29.98
Brute force — imperceptibility Wang et al. (2020) 0 85. 61.11

@
Based on Table 5.21, the newly proposed dyna ecurity produ ed'bet&rsult
=\
it

which showed higher NPS lower NDS and Bestg,,;. Interm of NP ow&l‘qat MCAS
which consider the trade-off managed to find e Oﬁa\s)lution ich are non-
dominated by each other compared to@isting c Iect@‘algorithms which
do not consider the trade-off. In add@n)to i%ng g& selection algorithms

also suggest low quality solutiog@ls reflected igh@mber of NDS compared

&
to the MCAS as there is as MS 2‘: ed s@ions found by brute force —

imperceptibility Wangfet I.cOZO). al
: , ' g

S
shows that it found the high sti M three @(}’acteristics. In summary, for 4KB of
e

—+
=
=

CAS als nd the highest Bestg,;, which

secret message, w I ide(}n&? a greater number of non-dominated
solutions, ind@t lan er%@!)f(i%ﬂltions with the same quality as other existing
algorith %esu}s ﬂe ov@election used for the 8 KB secret message are
shovm} le 5.22 and Tableg

\ N

N
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Table 5.22: NPS, NDS, Bests,; and Worstg,; With Trade-off Consideration

Best %% Wors
Round NPS NDS sot (%) \Q )
Round 1 22 0 71.025 (@35

Round 2 22 0 71.025 35.035

Round 3 22 0 71.02 35.035

Table 5.23: NPS, NDS, Bestg,; and Worstg,, Ne&I Population

Algorithm NPS NDS BeanMj‘OTStsm(%)
O

R
MCAS 22 7.7? ' _@70

P A v
¢ v V4 b, ¢
Brute force - imperceptibility Rashid N ..-V
’ 7 15 \'\ : 62.89

2020) 0\ 77.76 EY
\é i ' 3
Brute force - robustness @
Rashid, (2020) 3 19 27 47.11
Brute force - dynamic security Xin &

Qg
¢
Jiaojiao (2018) f o 66.97 20.73

9
- " 2
Brute force — imperceptibility Wan \T; ZJ\A\O

et al. (2020) L \ 81.68 61.88
T <ﬁ
Based on Table 5:28%i  shown/as the newly proposed dynamic

4

quality soluti ich did net min@each other compared to using existing cover
selectio@ms &h'ﬁh?;not @;der the trade-off. In addition to that, all existing
covAction algorithms aIs@(ggest low quality solution which reflect by higher
@of NDS compared to the MCAS as there is as high as 21 dominated solutions
und by brute force — imperceptibility Wang et al. (2020). MCAS also found the
ighest Bestg,;, which shows that it found the most balanced and highest in term of

three characteristics. In summary, for 8 KB of secret message, MCAS was able to
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identify a greater number of non-dominated solutions, indicating a larger quantity of

solutions with the same quality as other existing algorithms. YV
In summary, for both 4 KB and 8 KB of secret message, MCAS pravi etter
solutions compared to only considering one of the characteri of audio

steganography. The solutions found by MCAS found higher quality%golutions which
ranging from 66% to 87% compared to the highest existing meth hich only able
%av

found solutions with quality ranging from 47% to 83%. e]a well-rounded

performance without neglecting other characteristics a point Mnsistently
X
finding the highest normalized value solution whic@woduce etter, teboii%in all
4

three characteristics. Y- \ \Y

. SZ'
5.3.3 Audio Steganography Modewaison Res é
This The CAS was compare% the B \bs¥ nual cover selection

S
audio steganography model. T%tive f thi V&Iua@é? is to prove that a cover
selection algorithm is need%hhar] e audio s e@ﬁography without depending

on the user’s knowled% he us; ;%0‘ st'obhography has various knowledge

backgrounds on audi steganla

knowledgeable,sthe om as i ented to mimic all user backgrounds.
¢

S

This evaluaﬂ'og@s conducte oéeaep cover selection based on 4 KB audio. The
the

results fQ/

and Table 5.26. >4
G

\ -
ver sglecti ysed fs&m 4 KB secret message are shown in Table 5.24,
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Table 5.24: NPS, NDS, Bests,; and Worstg,; Using CAS

Round NPS NDS Bestg,; (%) W@
Round 1 26 70 77.6941182 wﬂll
Round 2 39 34 77.074994 38.979812
Round 3 33 24 77.721 33.8449093

Based on Table 5.24 a newly proposed audio ste ogphy which included

MCAS produced a different result for each round. 3 fou ghest the
Bestg,;compared to two other rounds. Round 2 fou e highest val ?f quzs(,l
Next, round 1 produced the lowest NPS and the est NP Each romzdv did not

St po R.On were not

nd @g different, hence
providing different results. Next, NPS ogr?a rmmd were compiled to
compared head-to-head with NPS s nsdound_by'the r m cover selection after

manage to produce stable value because initial so ions i

the same. This resulted in the startlng a as for

this. S"
N
Next, the randonﬁelec n was ¢ondugted m:@e rounds. NPS each round was
combined, and anot r round of | Was“ ucted. The results for the combined
random cover seI used KB s@ message are shown in Table 5.25.

2 J_l c,)(.z

Table 5. PQND Bestg Stsm Using Random Cover Selection with
M-LSB
et s

\.r

)
d NPS C.}' NDS Bestg,; (%) Worstg, (%)
N
nd 1 14 36 83.3048 43.6301
Round 2 15 24 83.4590 32.9881
Round 3 17 23 83.2186 33.0000
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Based on Table 5.25 this random cover selection produced different results for
each round. Round 2 found the highest the Bests,;compared to two other rounds
1 found the highest value of Worstg,,;. Next, round 3 produced the hlghest®d the
lowest NDS. Since all three rounds were random searching, it is un able that
each round did not manage to produce stable value. Next, all NPSWons in each

round were compiled to compared head-to-head with the solut d by the CAS in

Table 5.26. ¥
Table 5.26: NPS, NDS, Bestg,; and Worsts,; in Ne

) , v\IPop tlon
Algorithm NPS NDS Bestfol A)) WWStS,,l( %)

CAS 34 ‘ ‘k\v 28.345
‘K} W\"‘i

Existing Audio <§
Steganography Model 938 O 10.222

Based on Table 5.26, the newly pr AS \gpr (Qsed a better result which

showed higher NPS, higher 501 aNn hlgh B’ést Q‘Proposed CAS algorithm

managed to prove that the elec tion i bes Iementatlon instead of using

manual selection Whl%] ed t e c‘ea&v any characteristic or worst, all

characteristics. |0ns fou C und higher quality solutions which

&
ranging from QS % c eél')tl g audio steganography model which only
able foun ith=guality @glng from 10% to 48%. Hence, the key

achlev CAS { ithm ma@d to find Bests,;, which is 5.757 percent higher

I selection and theﬂ&arstm found by CAS is 18.123 percent compared to

ol found by manual selection.
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5.4 Chapter Summary
This research focuses on three aspects which are the LSB embedding leve

selection level and audio steganography model level. The summary of all @Its IS

presented in Table 5.27. A
Table 5.27: Result Summary \,z

Aspects Experiment ts
LSB embedding | Imperceptibility BCM-LS ces ,on par results
level characteristic with [ methods that
performance comparison | embed ve f{ MSE
and n. \VC

Capacity  characteristic -LSB prodjce supe%
performance comparison the ¢ maximum capacity
mpari ation pared to

er ex{sti etho@

LSB embedding | Robustness char BCM- : superior result
level performance compa on agai attack compared

}i\étmg methods

Dynamic Eﬁguri‘y'gCI\iL’SB (produces superior result

characteri on’ agai g-SNR spike test and
performarN) parisc\n erente signal test compared to the

the@isting methods
z [
Cover Selection | Dynami IKQC;AS produces superior result

45
Layer WIatio \ usedﬁ(compared to the existing method as it
erfermance compariso E‘finds solutions with higher quality

that ranging from 33% to 71%
‘?
d u):

L7 ot

"l compared to the existing method’s
:\b

7~

quality that ranging from 34% to
5% Trade-off m@o&iderations MCAS produces superior result

68%.

during r selection | compared to the existing method as it
performance comparison | finds solutions with higher quality
solutions that ranging from 66% to
87% compared to the highest existing
method which only able found
solutions with quality that ranging
from 47% to 83%.
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Aspects Experiment Results

Audio Audio steganography | CAS  produces superior _result

Steganography | model performance | compared to the existing mode

Model comparison evaluation finds solutions with highw ity
solutions which ranging f% % to
54% compared to existingsaudio
steganography mode ich only
able found soluti ith quality
ranging from 10% to Q%.

In general, this research specifically focused on the dy@:uriw issue and
performed two types of tests to compare the dynamic sec ofrthe ')roposed BCM-

LSB. It surpassed the existing works in terms of dynam curity b %inigzg' the

spreading of the secret message across the cover compare olh@sting

suqé he eagigfng cover
easu@\-;\racteristics

tricé%stly, for audio

research. For cover selection level, the propose

selection algorithms by considering the trad

and introducing new dynamic se&)/aluation

steganography model level, the ﬁ;ﬁed CA\@%% ati?ne state-of-art audio

S
steganography model needed r%iio selecti algor'%‘? in order to improve the
characteristics of stego-file xed I e user wh@s not has background about
q

audio steganography t ose low qu |t‘y'cmb'for audio steganography.
qd &
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