REFERENCES Y
Aimeur. E.. Hage. H.. & Onana, F. S. M. 2012. *Anonymous credel\N; privacy-

preserving e-learning”™.  Proceedings of International MCETECH ConfeMnce on e-

Technologies. IEEE. p 70-80 T

Ajzen. 1. 1991. “The theory of planned behavior”. Organizationa wior and human
decision processes. Vol. 50. No. 2. P. 179-211.

snapshot of software as a service™. Proceedings of the
Adaptive Science & Technology (ICAST). 1EEE. p. 1-5

Al-Jaber, Z. 1996. “The leadership requirements

Kuwait: a post-invasion analysis™. Journal of Eduggtio A
4. p. 24-38. ?" \

Cipals in
%l. 34. No.

\\afcloud services

Alharthi, A., Yahya, F., Walters, R. J., & Wi N()] ervie
adoption challenges in higher education 4ggitugbns " g @‘mre as a Service
and Analytics 2015 Workshop (ESaaSA4 2015)%. 10109

Alsaeed, N., & Saleh, M. 2015. °
Educational Institutions™ Concept

Alwi, N. H. M., & Fan, 1.-3 ’R.E-le rning QT mation security management™.
International Journal of DiRg iety (I 0. 4p 1. 148-156.

Anderson. J. C.. & Ger,
review and recommen

411-423.

s
: \&. ‘Struedw#hl equation modeling in practice: A
oflch™. ‘hological bulletin. Vol. 103. No. 3. p.

: &)l .y Effects of security and privacy concerns on
Coitters in Human Behavior journal (Elsevier).

Arpaci. L., Kilicg
educational usg
Vol. 45. No.

Awang, ;

Kelantag Niversiti Teknologi MARA.

ter Society of India. Springer. p. 523-533

Bachman, Lyle F. 2004. Statistical analyses for language assessment. United Kingdom;
Cambridge. the press syndicate op the university of Cambridge.

163



Badie. N.. Che Hussin, A., & Yadegaridehkordi, E. 2013. “The policy as, refdiation

¢}
factors of adopting cloud computing in university administration”. Jouwrn N search
and Innovation in Information Systems. Vol. 3 No. 1. p.54-63

Bagozzi, R. P.. Yi, Y., & Phillips, L. W. 1991. “dssessing construc¥® validity in
organizational research". Journal of Administrative science quari®Vol. 36. No.

3. p.421-438. V

Ball, A. L., Ramim, M. M., & Levy, Y. 2015. “Examining u$ rsonal information
sharing awareness, habits, and practices in social netwigking sitgs and e-learning
systems". Online Journal of Applied Knowledge Manageme El\]o. 1, p.180-207.

1

Banisar, D. 2011. "The right to information and priva
conflicts". World Bank Institute Governance Worki
Campaign for Free Expression. 10 March 2011.

né mamaging
I iﬁggglobal

Y'

Scon -A Systemic
‘¢ ane carning. Vol.8

slg based e-learning”.

cience and Software

Baumeister, H. 2006. “Networked Learning in
Challenge for Universities™. European Journc
No.1 p. 2-22

Begum. S. H.. Sheeba, T., & Rani, S. m:‘). Necugd

International Journal of Advanced @Rgsgarch 17
Engineering. Vol.3. No.1. p. 270-2784

Bélanger, F., & Crossler, R. E. 2N
privacy research in informationgyste
7

Bentler, P. M. 1990. "C '1Z
38-2

s’
e fit li@mctural models". Psychological
bulletin. Vol.107. No.2. p 2

Bentler. P. M., & B& NG
analysis of covariandggtrustures™

’
Bollen, K. A. 193¢ : zalc\\' 1CE,

Sociological A & Resgarcll j

¢ I‘Q_'{l,ldex for general structural equation models".

u@ ol.17. No.3. p. 303-316.

Bollen, K. 4. "Wflong, J. 5. 1 ‘)@esting structural equation models™. Sage focus
editions. S4. p 294-294

S
Brownc,\.\\/., Cudeck, R., Bollen, K. A., & Long, J. S. 1993. Alternative ways of
ases e model fit. Sage focus editions. Vol. 145, p. 136-136.

. A. 2003. Quantity and quality in social research. Canada: Routledge.

164



Buchanan, T., Paine, C., Joinson, A. N., & Reips, U. D. 2007. "Development o ues
of online privacy concern and protection for use on the Internet'. f the
American Society for Information Science and Technology. Vol.58. No.2 % 05.

Burda, D., & Teuteberg, F. 2014. "The role of trust and risk perceptigas in cloud
archiving—Results from an empirical study". The Journal of Technology
Management Research. Vol. 25. No.2. p. 172-187.

Butler. B. 2016. accessed: 8 July 2017. “Which is cheaper: Pubkee@r¥ivate clouds?”
Network World. <https://www.networkworld.com/article/3
computing/which-is-cheaper-public-or-private-clouds.html>.

Byre, B. M. 1998. Structural equation modeling with L1 E 1d PLIS:
Basic concepts, applications, and programming. sonnel syc lig ‘_) urham.
Vol. 52. (3). A

Carson, J. S. 1986. "Simulation series. g Crs modd¢’ validity is

challenging aspect of modelers job". lm/usl/ iq, bnt eerir
78.

Cattell, R. B. 1966. "The scree test for lh\;ll)el of faogdy: A@IW(H(NG behavioral

research. Vol.1. No. 2. p. 245-276. '{\

ceting”New rules for policy and

uMal. VRl 8. No.6. p.74-

18

Cespedes, F. V., & Smith, H. J.
practice”. Sloan Management Rc 4

Chau, P. Y. 1997."' RLL\dllllnllleLl ;
a structural equation mode apMgoach". Peci.
Chen. D.. & Zhao, H.2012°
computing. l’mc'wdh&l\//lc ‘ncm
Electronics Engineeghg WEE.

» 9P

Chen. Y.. & He, We" 13 '
The Internatior ;
’

p. 107-129.
Chen. ZaN Yoon. J. 2010. avhuditing to assure a secure cloud computing”.
[’/‘()uw&'a the 6th World Co)@l’ss on Services (SERVICES-1). IEEE. p. 253-259.

01'111311011 center success USlIlL.
ol S@ﬂce Vol.28. No. 2. p. 309-334.

m(‘%uvacy protection issues in cloud
ional nference on Computer Science and

and protection in online learning: A survey".
en and Distributed Learning. Vol.14. No. 5.

@S

" olle. P.. Jakobsson, M., Shi, E., Staddon, J., Masuoka, R., & Molina, J. 2009.
ng data in the cloud: outsourcing computation without outsourcing control™.
ings of the 2009 ACM workshop on Cloud computing security.

165



Chuang, 1., Li, S.-H., Huang, K.-C., & Kuo, Y.-H. 2011. “An effective privacy on
scheme for cloud computing”™. Proceedings of the 13th International C% 1ce of

Advanced Communication Technology (ICACT). p. 260-265 %
Clarke, R. 1999. "Internet privacy concerns confirm the case witervention".

Communications of the ACM. Vol.42. No. 2. p. 60-67.

Cooper, D. R., & Schindler, P. S. 2003. Business research methodQey” Y ork: McGraw-

Hill Trwin.
John W, Creswell. 2012. Educational research: Planning, ZL'lfll s, and evaluating
quantitative. United States of America. Prentice Hall Pe du atiw

9

Creswell, J. W. and Plano Clark. 2007. "Designindagnd condictin® mixed Wethods
research". Czech Republic: Wiley Online Library. I 4175917 l _\

De Vaus, D. 2013. Surveys in social research. Au i ou@ J.

book of Mative research.

measurement: Reflective
.16. No. 6. p. 444-457.
«

Denzin, N. K., & Lincoln, Y. S. 2011. Th ha
United States of America: SAGE Publical'&‘
Diamantopoulos, A. 1999. "Viewpoigf-Exp

A. 1 o
versus formative indicators". Internati arketinoNe Oy i/
p
s‘il'

Dinev. T.. & Hart, P. 2006. "A ded_ privagl %al s model for e-commerce
transactions". Information Systems g ch.

Dunfee, T. W., Smith, N. g, 0ss Jr,W. . |19 Social contracts and marketing
ethics". The Journal of Ma STO]} Vo } . .19

Embi, M.A., 2011. E-L, qu n /lfla\tm hig education institutions: Status, trends,
& challenges. Malu_r&parm 1t of igheK cation Ministry of Higher Education
Erturk, E.. & llc;%\u Ef 2015 ‘?gsecspdy on cloud based library software as a

service” Journe [flergige Y @mpufing and Information Sciences. October
20115 lSSN% 7] ?
Fernandez, § ralta, D.. Herrcr\j... & Benitez, J. M. (2012). “An overview of e-

learninggll id computing”™. IMNJrkshop on Learning Technology for Education in
Cloud % '/2). Springer Berlin Heidelberg. p. 35-46.

. 2009 Discovering statistics using SPSS. United Kingdom: Sage publications.
. C.. & Larcker, D. F. 1981. “Evaluating structural equation models with

unobservable variables and measurement error”. Journal of Marketing Research.Vol.18.
No. 1. p. 39-50.

166



Foster, lan, Yong Zhao, loan Raicu, and Shiyong Lu. 2008. "Cloud computin grid
computing 360-degree compared." In Grid Computing Environments ”/’()I‘/\Z\'K CE'0S.
pp. 1-10. c

Furnell, S., & Karweni, T. 2001. "Security issues in online distance le "' Journal of

Vine, Security issues in Online Distance Learning. Vol.31. No. 2. p.?— .ié’
Gaebel, M. 2013. MOOCs—Massive Open Online Courses EAW ional. European

University Association (EUA). < http://www. eua. Be>. accessed 21 Whe 2016.

Gashami, J. P., Chang, Y., Rho, J. J., & Park, M.-C. 2014. lanting the Trade-Off
between Privacy Concerns and Perceived Benefits in Infiviquél Agdoption”. The
Pacific Asia Conference on Information Systems PACIS.

Gellman, R. 2012. “Privacy in the clouds: risks to priv
computing”. The Proceedings of the World privacy’

®
nd copfi iditA%IU cloud

7. 23Fghrary 009Y.
%

\b\ indo, \mtep by step: a
simple guide and reference™. Boston: Allyn iw P. 322-23%. é

'rchiure in e-learning”.
‘Aesy\ Mobile and Ubiquitous

Ghazizadeh., A.., 2012. “Cloud compLN
Proceedings of the Seventh lmernan'()n:‘/ Cormre, w

Technology in Education (WMUTE). -201. A
&
; [ ) ) .
Ghorbel, A., Ghorbel, M., & e, 2 q &acy in cloud computing
environments: a survey and IN chall : T/]Ay()u/'nal of Supercomputing.

Vol.73. No. 6. p. 2763-2800. N
Golafshani, N. 2003. “Un ing reyabil fang‘d idity in qualitative research™. The
qualitative report, U’”."w(_ orgg, JTon 0() tario, Canada. Vol.8. No. 4. p. 597-

606. % (5,
Goodburn. M. A HTIl, S.
Executive IEEE. YN 18

.l“Tle loud Transforms Business™. Financial
18. )

Goodhue. D, %lru?). D.

perceptiony Mghgpadeqlacel &

No. 1. p. 1357.

7199 .\"Securily concerns of system users: a study of
ccungy . Information & Management. Elsevier. Vol.20.
S
(}ooglE ™y 5. Google Transparency Report.  https:/transparencyreport.google.com/

acc September 2015.

@S 2012. “Top-Ten IT Issues™ 2012. EDUCAUSE Review. Vol. 47. No. 3. p. 36

Hair, J. F., Black, W. C., Babin, B. J., Anderson, R. E., & Tatham, R. L. 2006.
Multivariate data analysis: United States of America, New Jersey: Pearson Prentice Hall

167



LVI‘PCY Saddle River, NJ.

Hair, J. F., Black, W. C., Babin, B. J., Anderson, R. E., & Tathan \iz 2010.

Multivariate data analysis. United States of America, New Jersey: Pearsqi tion

Harb, 1. 2008. Higher Education and the Future of Iraq. United States Wnited States

Institute of Peace Special Report 195. T

Harwell, M. R. 2011. Research design in (/1Ia/imfi\r’e/quamim{w-ed methods. Los
Angeles, CA. The Sage handbook for research in education.

Hinton, P. R., McMurray, 1., & Brownlow, C. 2004. S )/ah'eu’. London, UK:

Routledge.

Holmes-Smith, P., Coote, L., & Cunningham, E. 2 atim \&deling:

From the fundamentals to advanced topics. Melbou -\

Houston, M. B. 2004. "Assessing the validity o da roxieﬁ; marketing

constructs. Journal of Business Research. \r"(% s 2| B g

Humphreys. S. 2011.”" Navigating the a%e: pri chngfgy, human rights™.

Discussion Paper of The International CouMgl #h Human y (IC HRP).
'Z@World". Observateur de

Hustinx. P. 2010. “Protection of Perg ata | "x

74

Bruxelles. Vol. 82. October 2010 & A §

Ibeh, K., Brock, J. K-U., & ZhdWgY. } he oD and collect survey among

industrial populations:  theo d iecal q@ence", Industrial Marketing
65. | 0

5. “Hmpirical studies of cloud computing in

e Pr dings of the International Conference

S pp/ic}' ns. Springer International Publishing

ivaggetiow Far it is Protected? (Ethical Perspective).

Inigrituti f/ @ rence on Interactive Collaborative Learning
1

Management. Vol. 33. Noe. B -1
Ibrahim. M. S.. Salleh, §.. & Wlisn \S\%
education: a systemay [I™gture fevi
on Computational Scidge a
Switzerland. p. 72 'N

[GLSISE S5

Proceedings g/,
(en) IEI{: Decembér 2 4.\’1'?619-622

.lorcskox&.l .. & Sorbom, D.\(1384. “LISREL VI: User's guide”. Mooresville, IN:
wE

tware. JoreskogLISREL-VI User's Guide1984.

Scientl

K., Ekenberg, L., Hanson, H., Danielson, M., & Tusubira, F. 2008.
ative Study Of E-Learning in Developing Countries: A Case of The Uganda
ation System™. Proceedings of the International Conference e-Learning (IADIS). p.
194-199

R XP

168



State-of-the-art”™. International Journal of u-and e-Service, Science and Techn . Vol.

Kambourakis, G. 2013. “Security and Privacy in m-Learning and Beyond: Chaljgnoes and
oMoy
6. No. 3. p. 67-84.

Kassim. S. S. M., Salleh, M., & Zainal, A. 2015. Cloud ('o/npl//ing.'*"w ral User’s
itzer

Perception and Security Awareness in Malaysian Polytechnic. Sw and. Springer

International Publishing 131-140 T

Katzan Jr. H. 2011. “On the privacy of cloud computing”. INrional Journal of
Management & Information Systems (IJMIS). Vol.14 No.2. ISSV -9628

ctign n e'hod“ Proceedings
ve Sq L‘IWH'C/I. Vol. 6.
®
NS
or l:lfgbased E-
ers2 : Vol.149
x

T

ts: &e tew". Journal of

@)

@nodeling. United States

of the Forum Qualitative Sozialforschung/Forum: Qu
No.2

Khadijah M. Alzhrani, F. S. A. 2016. “Ensuring S

Services”. International Journal of Computer [CoMi
No.11. p. 0975 —8887.

Kim, H. 2013. "E-learning Privacy and {€c R

Security Engineering. Vol. 10. No. 5. p. \
Kline. R. B. 2011. Principles and pra%)f struc\-m\gﬁ ]

of America: Guilford publications. o y C}
Ko, R. K., Jagadpramana, P., ]\x v, MINReargon, ‘,&rchberg, DL e (O
Lee, B. S. 2011. “Trust Clogg ‘ Ry for g&luntability and trust in cloud
computing”. Proceedings gf th&@nd [E 1 for Practitioners (IEEE ICFP
2011). Washington DC, U July.

Kshetri, N. 2013. "l’ri\"wd se s | 1d computing: The role of institutions
and institutional cvo@ eleg icati Journal of Telecommunications Policy
A5 S g

Science Direct, 1‘:/.\'(&

learning”. Pigc o5 0

(ICMTMA)

[.amba, A & Singh, G. i@ "Cloud Computing Future Framework for e-
managgagt of NGO's". [International Journal of Advancements in Technology. Vol. 2.
-407

ud computing: a new business paradigm for E-
Technology and Mechatronics Automation

nference. p. 716-719.

1., Liao, X., & Abbas, S. A. 2011. “Cloud computing privacy & security global
W challenges, & mechanisms™.  Proceedings of the 6th International ICST
Conference on Communications and Networking (CHINACOM). 1EEE. China. P. 1240-
1245

L

169



Leswing, K. accessed: 20 July 2017 *Yahoo confirms major breach — and it co the
largest hack of all time™. Business Insider. <hllp://uk.businessinsider.com/ya\ ck-by-
state-sponsored-actor-biggest-of-all-time-2016-9?r=US&IR=T>. %

Liu. W. 2012, “Research on cloud computing security problem* strategy™.
Proceedings of the Consumer Electronics, Communications v'em'()rks 2nd

International Conference (CECNet). 1IEEE. p. 1216-1219.
Nputing be used for

Malhotra. N. K., Kim, S. S., & Agarwal, J. 2004. “Inter use 'M&ion rivacy
concerns (IUIPC): the construct. the scale, and a cau nodel™. Pourr /’zf'[c)' ‘mation
Systems Research. Vol. 15. No 4. p.337. _\

Marsh, H. W., & Hocevar, D. 1985. "Applicalio?‘ nfi g.to actor Ya.lysis to the
study of self-concept: First-and higher order,factof§mod

groups'. Psychological bulletin Journal. Vot : .p
Mather, T., Kumaraswamy, S., & Latif] 9009. *
enterprise perspective on risks and cgmpliance \h&
Media, Inc.

Lu. Q.. Xu, Y.. Huang, R., Chen, Y., & Chen, G. 2011. “Can cl
planning? an initial study™. Proceedings of the Third IEE.
Cloud Computing Technology and Science (CloudCom). 1EP

theiQ@'ariance across
su@y and privacy: an
% of America: O'Reilly
() A

May. M.. & George, S. 201 1. “Ugingudents\gack g dat@E—leaming: Are we always
aware of security and privacy COgeernsgs ocecgiigs of the 3rd International

Communication Software and /v'/\'.\ Chnfergnde (IQEIN). IEEE. p.10-14

Ne)

[ q
@i of cloud computing”. The National

\%

o

Mell, P.. & Grance, T. 20T~ "Whe Nl$
Institute of Slnndurds%@ ec, Y ComfQuptr Security Division, Information
Technology l.zlborulo& nal [ of Sl@rds and Technology,Gaithersburg.

Ny y
gJD., & Okstiz, A. 2014. “Cloud Storage
reliminary Study in the Context of the Sync
< of the International Conference on Learning

echn@ldgl ’Spri -Verlag Berlin Heidelberg. p. 161-171

Meske, C., Stieg
Services in Highe
& Share-Proje
and Collabogtipr

-

Milberg asa X, Smith, H. J., & @‘kc, S. J. 2000. "Information privacy: Corporate
mzmuynw and national regulatidn". Organization science Journal. Vol. 11. No 1. p.

" R., & Gordon, M. E. 1993."Direct mail privacy-efficiency trade-offs within an
)1i social contract framework". Journal of Public Policy & Marketing. P.206-215.

MOHE. 2015. Public Institutions of Higher Education (PIHE). Malaysia. <
http://www.mohe.gov.my/portal/en/institusi/ipta.html>. accessed: 30 September 2015

170



Mokhtar, S. A., Ali, S. H. S., Al-Sharafi, A., & Aborujilah, A. 2014. “Orga
Factors in the Adoption of Cloud Computing in E-Learning™. Proceedip®
International Conference on Advanced Computer Science Applications a
p. 188-191

onal
he 3rd
mologies.

Moore, G. C., & Benbasat, 1. 1991. "Development of an instrun measure the
perceptions of adopting an information technology innovation". ligrmation systems
research Journal. Vol. 2. No 3. p. 192-222. N

Mouratidis, H., Islam, S., Kalloniatis, C., & Gritzalis, S. 2
selection of cloud providers based on security and priva
Systems and Software. Vol. 86. No 9. p. 2276-2293.

framework to support
1irelllents". Journal of

Mowbray, M., & Pearson, S. 2012. “Protecting
computing". Proceedings of the OTM Confedera

infor ]TO:L\QX' cloud

idrnatiofal @Onferewgts on the

Move to Meaningful Internet Systems". Springer-Verla erg. T475—491
N
Mowbray, M., Pearson, S., & Shen, Y. 2012. gEnh3 computing via
% M 2. p.267-291)

policy-based obfuscation”. The Journal ()_/'Sce

Myers, M. D. 1997. “Qualitative resea In _infq ' _Qems“’. Management
Information Systems Quarterly JournafFVol. 2

g pI‘OCC(IlI{I'GS.' Issues and

al.i&gﬁz Publications.

-~/
5

Netemeyer, R. G.. Bearden, W. O & Barm@l
applications. International Educz'& and prog

Norusis, M. J. 1992. SPSS for
Digital Library

s
Bernstein.I.H. and Nungglly, T.C
New York: Vol.56. p& l

Olokunde. T.. & ity S. \\ixr%g:(‘loud-Based Data Storage Medium for E-
learning Systems veloping uxﬁ‘iﬁ roceedings of the Intelligence in the Era of
on Soft Computing, Intelligent Systems, and

Big Data: 4//%(”10” [ Chnfpren
Information gegh logy @I } Balsndonesia. March 11-14, 2015. Vol. 516. p. 457.

ws.

ctric theory™. Journal of Marketing.

Open-L o. 2016. Malaysia @Cs. < https://www.openlearning.com/malaysiamoocs>.

“CCCSSL% ugust 2017

. AL 1992, Questionnaire Design, Interviewing and Attitude Measurement.
¥ Wiley Online Library. p. 38

PCW®on. S. 2009, May. “Taking account of privacy when designing cloud computing
services”. Proceedings of the Workshop on Software Engineering Challenges of Cloud
Computing. IEEE Computer Society. p. 44-52.

171



Peter, J. P. 1981. "Construct validity: A review of basic issues and marketing p Sl

Journal of marketing research. Vol. XVIII. May 1981. p. 133-145. \

Peter, J. P., & Churchill Jr, G. A. 1986. "Relationships among research§esig#l choices
and psychometric properties of rating scales: a meta-analysis ". Jowrna Marketing

Research. JISTOR. Feb 1986. p. 1-10. T
Phelan, C., & Wren, J. 2006. Exploring reliability in academic assw . UNI Office of

Academic Assessment.

Pocatilu. P., Alecu, F.. & Vetrici, M. 2010. “Measuring the e/g'™ :v oticloud computing

for e-learning systems™. WSEAS Transactions on Compu umal.w«) 1. p.42-
®

Sil

“F
Google. 2015. Google Privacy Policy. <https://www, p[Fcom/pplicg /p’i\z@>.
accessed 19 August 2015

s \’Y'

m mel@ nited

engeOProceeding‘\' of the

Polit, D. F., & Beck, C. T. 2004. Nursing reseaych: z"nc
1\,

States of America: Lippincott Williams & Wi
Popovic, K. 2010. “Cloud computing secur\ es and cl
33rd international convention. IEEE. 24gMay 2010y \i é

“€lou %muling features, issues,
ofythe ‘national Conference on

: IE@p. 116-123.
1’t1@1d policy compliance of data

)(Eu'si Australasian Web Conference
1€.

Quah, A. M. Y., & Rohm
privacy in cloud computin

(AWC 2013). Adelaide, Agstralid. N

Razak, S. A. 2009. N C in M&dysia universities”. Proceedings of the
Conference on W0glive X ie (u’l Intelligent Systems and Industrial
Applications (CITI orfs Nersi Y. ?ﬂalaysia, 25th & 26th July 2009.

Rezaei, H.. % - & Hos ; 5‘%2016. “Effect of cloud computing systems in

i
terms of sergycC ality of K m'td w‘mnagcment systems™. Lecture Notes on Software
Engineeri, b 2016. Vol. 4. N 7/5),

W & Singhal, M. 2002. "E-learning: A Myth or Reality". Workshop on
Resource Management. Bangalore. 13th-15th. March. 2002.

. 3-

Sahu, SN
Info

1. . M. 2008. E-learning issues in Malaysia higher education. Malaysia. Fakulti
ikan Kolej Sains & Teknologi Universiti Teknologi Malaysia International
Campus.

172



Sandeen. C. 2013. 7 Assessment’s place in the new MOOC world”. Research &ch

in assessment Journal. Vol. 8. :\

Sasikala, P. 2013. "Research challenges and potential green leclmologic%wt tions in
1

cloud computing". International Journal of Cloud Computing. Vol. 2. No 1. p#1-19.

Sasikala, S., & Prema. S. 2011. “Massive centralized cloud, comfting (MCCC)
exploration in higher education™. Proceedings of the Internation nference on e-
resources in higher education. Bharathidasan University. Timv' alli. 19th & 20th
Feb. 2010.

Business Students. London. Financial Times Prentice Hall Inc

Saunders, M. L., & Lewis, P. 2000. P. and Thornhill, 9. esW)l/zods for
{

/
L

[nS
Sekaran, U., & Bougie, R. 2011. Research methods f g ilEimd,
approach. United States of America Taylor & Frangis. X

V

Shakeabubakor, A. A., Sundararajan, E., & 1} ﬁmdg, . o "@ Computing
Services and Applications to Improve Mvit i iversity Researchers".
[nternational Journal of Information and IKH s Engiinegefle. @S No2upiil 53

Shankarwar, M. U., & Pawar., A. V. 20§. “Securit} \d{? y'ikCloud Computing: A
Survey”. Proceedings of the 3rd Iniagatignal oy de rontiers of Intelligent

Computing: Theory and Applicag F]C,A)A 'ing%, nternational Publishing
Switzerland. Vol. 2. \ A“,
Sheehan, K. B., & Hoy, M Gv. "Dimen§tohs \‘ivacy concern among online
consumers". Journal of public @l & & makketing. % .No 1. p. 62-73.
s ’ L 4 4,7,
Shimba, F. 2010. "Clou mputing’ *biesga oud computing adoption". (Master
Thesis). Dublinlnslituk hnQlbgy.
N

Singh, S.. & Goel, N i ?"m»@%%k Approach to Extract Privacy Issues in

% e ¥ifih [Mternational Conference on Communication

= Profecdifgs
S& BEE 2015 pH698-70)18

Cloud Computing
Systems and ,\’c@)chno ogi

ness: A §kil

4

(

Smith, H. 4, ey, T.,¥& X w 2011. "Information privacy research: an
interdisciphuig 1'cvi0\\"'.MISqua;k . Vol. 35. No 4. p. 989-1016.

¥ Milberg, S. J., & Burke, S. J. 1996. "Information privacy: measuring

&

Smith,
inda/fAGIS" concerns about organizational practices". MIS quarterly. June 1996. p. 167-

Stamaus, D. H. 2002. Six sigma and beyond: design for six sigma. United States of
America: CRC Press. p. 164



Stewart, K. A., & Segars, A. H. 2002. "An empirical examination of the con or
information privacy instrument". Journal of Information Systems Research.

. No
1. p. 36-49. (VO\

StudvMalaysia. 2015. “The Malaysian Higher Education System - An Overvieg ™. Study
malaysia.com. https://www.studymalaysia.com/education/higher-educ d\jemmig-
malaysia/the-malaysian-higher-education-system-an-overview. accessed 6 September
2016

Svantesson, D.. & Clarke, R. 2010. “Privacy and consumerggisk¥in cloud computing”.
Computer Law & Security Review, Bond University. Vol. 26.

Tabachnick, B. G., Fidell, L. S.; & Osterlind, S. J. 2001. OWNgng 1 uM@st%@‘ﬁcs.
Pearson. ’ (—}
Tan, D. R. 1999. Personal privacy in the i}gﬁ)rnluth@(’o)’p ris A

of igernet data
protection regulations in the United Stats and E un 101 oyQMarymount
University and Loyola Law Schoo 1Digital Cognmofy at a~Mary1 Bt University
and Loyola Law School. LJ, 21: 661 N

X

ce sl@ture models under
) 1 atistical Psychology.
Vol. 38. No 2. p. 197-201.

Tanaka, J. S., & Huba, G. J. 1985. "A 1'1N\ for covary
arbitrary GLS estimation". British .]()urc:/ of Ma M?/

Tashkandi, A. N., & Al-Jabri,
education institutions in Saudi Ar¥gia:

Springer. Vol. 18. No 4. p. IS.’Z'/'V

UN , A. 1948. Universal deCtiraljon of hgh igh %irea’ Nations.

<http://www.un.org/en/udh uil N t en &pdﬁ. accessed 22 February. 2016.
g P

Vaquero, L. M. 20

ting adoption by higher
tudy”. Cluster Computing

v aaS cloud usage for an advanced
amyacior Education. Vol. 54. No 4. p. 590-598.

computer science ctrs )

Wagar, A., Rzlzz% bbas, H., nar s&l) K. 2013. "A framework for preservation of
cloud users’ dgfagprwacy 8 '?alhi ctonstruction of metadata". Journal of Network
and Computdg cations. Yol. ().@T p. 235-248.

\\"cippl.\.. & Tjoa, A. M. ¥0S5. "Privacy in e-learning: how to implement
w YVienna.  Institute of Software Technology. Vienna University of
MEEE

J. 2015. Educational research: Contemporary issues and practical
approtiches. London Bloomsbury Publishing. p. 33

174



Westin, A. F. 1968. “Privacy and freedom™. Washington and Lee Law Review™. w5,

Nol. p. 166. \
Wheaton, B., Muthen, B., Alwin, D. F., & Summers, G. F. 1977. ”Asseﬁing)}linbility

and stability in panel models". Sociological methodology Journal. Vol. o 1. p.84-

136. T

Widjaja, A. E., & Chen, J. V. 2012. "Using cloud computing servfMg apderspective from
users’ information security, privacy concern, and trust". u of International
Management, National Cheng Kung University.

World-Education-Network. 2016. Malaysia as an Internagio®®] Educltionalgddestination,
World Education Network (WEN). http://www.malaysiz catfon. M 1“:11)Qt_ional—

Students/index.html>. accessed 27 August 2016. ’ (—}

Xu, H. 2007. "The effects of self-construal and perce cont.pol on griva oncerns'.
Proceedings of the Twenty Eighth International _ ')z'elw Horm®pn Systems.
Montreal. 31. Dec 2007

individual perceptions with institutional pri assurancesgi Jou of the Association

for Information Systems. 1 Dec 2011. V 0 T é
R B

l@ Macmillan Publishers
AN

lon privacy and intention to
ntbrgg¥onal  Conference of Wireless

nﬂ;%. 008. WiCOM'08.

Xu, H., Dinev, T., Smith, J., & Hart, P, 7(%%” ol ri\ﬁgconcems: linking

Yahia. M.. & Butler, D. 2015. “Af

Limited. Vol. 520. No 7549. p. 60

Yang, H.-L., & Miao, X.-M. Z m(on

transact online. Proceedifigs O the #th

Communications, Networkin®@ an@ Mobil
gy k)

er, U% Wosnitza, M. 2014. "What drives a

nati f criteria to assure design quality of

nirgénal Conference on Advanced Learning

&

Zhang, N., Wghg W, & S Y, riv@n online social networks." Proceedings of the

Internationc rence on $hfo nal\igl'Sv.s'lenzs ACIS 2011)5p: 2252

&u, K., Zeng, 7., & h‘r Q. 2010. The exploration of instrument of users'
s of Social Network Service. Proceedings of the Industrial Engineering

neering Management Conference (IEEM), IEEE.

~

MOOCSs". Proceedg
Technologies (ICs

Zheng,
privacy

. Li. Z., Li, W., Zhang, H., & Tang, Y. 2012. “Privacy enhancing framework on
PaaS™, International Conference on Cloud Computing and Service Computing. IEEE. p.
131-137.



Zhou. M., Zhang, R.. Xie. W., Qian, W., & Zhou. A. 2010. “Security and privacy\f cloud
computing: A survey”. Proceedings of the Sixth International Conference & ntics,
Knowledge and Grids. IEEE. p. 105-112.

Zikmund. W.. Babin, B.. Carr, J., & Griffin, M. 2012. Business research mehods. United

States of America South-Western, Cengage Learning.

176



APPENDIX A:
QUESTIONNAIRE

UNIVERSITE SAINS ISLAM MaLAYSIA s J

CRRCT I NP PR O

FACULTY OF SOENCT AND TECHNOLOGY
Fakalti Soins dan Teknalog T
o g pasnidly egladl adin

An invitation to participant in a survey
“Cloud-Based E-Learning Users' Information Pr
Dear Valued Respondent,

(USIM), Nilai, Negeri Sembilan.

For vour information, using cloud-based e-learning on uni berffts such as

reducing 1T complexity and cost, accessing the file st 4 dam%i ucatiowal resources,
research applications and tools anywhere, anytimg on §mand: ver, afwJhore and more

information of education institutions is disperse 1y even &cross the national
borders. Concerns are beginning to grow abougth VP one he main issues that
delay the adoption of cloud computing technolo@

Naclors that influence the
ities. findings from this study

Therefore, my study intends to identify r
privacy of cloud-based e-learning in Mala

S nts’
1 .

shall benefit to reduce the drawbacks c o &!’ress cloud-based e-learning
adoption. The finding will also act asN eline for d‘baﬁg-leaming system adopting in
education institutions. This researchygigl coufage publi idwysities in Malaysia to implement

cloud-based e-learning system geord@fto minindize ngPs C1T issues. .
[ would be very grateful if y spare a¥few gninuf f your valuable time to fill in the
questionnaire since successful cor ctim&;' Iu} wargely dependent upon obtaining an
adequate and representativgs le. Ple chassured any information provided in the survey
will be strictly confidentighgnd M¥ed h pur s only.

If you have any inq
clarification.
THANK'Y

?Jta contact myself or my supervisor for further

" MUELH H ’@!RECIOUS TIME AND CO-OPERATION

' 4
4 Y" Supervisor
Q}’ Dr NajwaHayaatiMohd Alwi
\ Senior Lecturer
f Science & Technology, USIM  Faculty of Science & Technology, USIM
142239140 Tel : 606 7986423

il : maher.alghalicyahoo.com Email : najwa@usim.edu.my
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Consent Form
Study Title: Privacy in Cloud-based E-learning
Researcher: Maher Abdulla Almahdi Alghali

| have read the information contained in the letter/memo about the above titled study, which describes what I will odo if |
wants to participate in the study; and,

Yes = would like to participate in the study
-OR-
No — I'do not want to participate in the study.

Name Date V

Signature

Institution Name o — S '

©
This questionnaire attempts to identify factors that 1 ence the pri (r/ of"'hxrjd-
based e-learning in Malaysian pudglie®universitges. -k

Instructions: Please answer all questions below: \ Y

Gender o Male
o Female

Qualification o Bacl .
o Master

Pl

- 4
cloud%d e-learning. Your participation

LS

ree 4 — Neither agree or disagree
7 — Strongly agree
ra et al., 2004)
versity asks TR0 FEES R RS B O
| [
pCc2 | Ifcloud-based e- asks n r’:‘rsol‘ﬂ)\formulion, I will 132 3 A B 5 B T
think twice bef; ovding it. - (4
“DC3 | e pcrsm,l infgfmallon swgany times to cloud- [E 984TS N6
4B }
7 :Con(qu\'l:\llmtra et al., 2004)
COl e-learning privacy is r ‘W‘ matter of users' right to [ 28 534 SEG
)| and autonomy over daﬂgﬂls about how their information
(ed, used, and shared.
co2 at controlling of personal information lies at the main of my [RS8 R S O
sve that cloud computing privacy is invaded when control is lost or | S IR SEE SR O N
illingly reduced as a result of a marketing transaction.
Awareness (Malhotra et al., 2004)
K1y university should disclose the way the data are collected, processed, IO RIS R S N6 S
and used on the cloud-based e-learning system.
A good user cloud-based e-learning privacy policy should have clear and IR0 SRS SRR A S S O
conspicuous disclosure.
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<T\\"\ It 1s very important that I am aware and knowledgeable about how my IR N S B GE

personal information will be used on the cloud-based e-learning system.

9 Access (Smith et al., 1996)

AC1 | My university should provide the users with access to all personal ) ) et Tl | oW 7
information on cloud-based e-learning system.

AC2 | Cloud-based e-learning system of my university should comply with all 6 7
user requests (Add, Modify, and Delete).

AC3 | My university should ensure that all of users™ information has been deleted 6 7
in the cloud-based e-learning system.

10 Compliance (New Development)

CM 1| There are clear privacy compliance requirements govern the personal 6 7
information in cloud-based e-learning system of my university.

CM2| There are clear applicable laws, regulations, standards, and contractual 6 7
commitments that govern personal information in cloud-based e-learning
system of my university.

CM3| The existing privacy compliance requirements in my university impacted (g

by the move to the cloud.
11 Storage (New Development)
ST1 | Iam concerned about where is the data of cloud-based e-learning s
my university stored in the cloud.
ST2 | 1 am concerned if the data of cloud-based e-learning system of:
university transferred to another cloud centre in another country.
ST3 | I am concerned if the data of cloud-based e-learning system
without the knowledge of my universities.

ST4 | 1 am concerned if the data of cloud-based e-learning sy
university commingled with data from other organiz:
same cloud services provider.
12 Retention
RE1 | It will be important to me how long cloud-basg
retained on the cloud is.

I"RE2 | Itis very important to me which retention ﬂ\l‘ ARSI IS Y S )
information in the cloud-based e-learning.g iv usr& el
RE3 | It will be important to me who own thg 1y uni\/ch % O
services providers.
13 ctio ﬂﬂ lopm
DEST I am concerned if the cloud seryi i a | EEESD BRSQ S SEG
at the end of the retention per | &
DESZ I am concerned that how my u 1 its, fs‘wl‘r%ycd by 10 B A e s i 6 i
the cloud service providers,at the rt po i is@bt avail: O other
cloud users. \
I am concerned that ho y un LF\!W the ul@‘r\ ice IR 203 e ST
providers didn’t retaig additiggal comigs
I am concerned of g destrygtion co mgiy Clp M,L data. Tl 2 R G
ni )Q (New Development)
AMI nt layels/o f requirements for TR0 SEC TR MRS S T
drnin xlum of my university.
AM2 ,X‘Cg%' Fy requirements are [l A or T
ing System & my university.
AM3 ) @sily monitor its cloud-based [E N2 S 3R S SO T,
> the users that privacy
AM4 S ¢ nponzml to me il‘m\/ uni\'crs‘il\' :xudils for compliance with T B e S s
Privacy breaches (New Development)
s very important to me how privacy breaches have occurred in cloud- [ 0 ST A L SO
based e-learning system of my university.
It is very important to me how to ensure that the cloud service provider JED S T fE S O R
notifies me or my university when a breach occurs.
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TPB3 | Itisy cery important to me who is responsible for managing the breach 1LEs2 S8
notification.
16 Privacy Concerns (Smith et al., 1996)
pC1 | Iam concerned that the information I submit to cloud based e-learning 10 =8
system of my university could be misused.
pc2 | Iam concerned that others can find private information about me B2
from cloud based e-learning system.
pc3 | 1 am concerned about providing personal information to cloud based e- BRI (S O Ty
learning system, because of what others might do with it.
pc4 | I am concerned about providing personal information to cloud based e- 1..,2 3W4 S5 6 7
learning system, because it could be used in a way that I did not foresee. V
17 Risk Beliefs (New Development)
RB1 | There would be too much uncertainty associated with giving (the
information) to cloud-based e-learning system of my university.
RB2 | There would be high potential for loss associated with giving (the
information) to cloud-based e-learning system.
RB3 | In general, it would be risky to give (the information) to cloud-based e-
learning system.
RB4 | Providing cloud-based e-learning system with (the information) wo
involve many unexpected problems.
18 Trusting Beliefs (Malhotra,
TB1 | Cloud services provider would be trustworthy in handling thd
on cloud-based e-learning system. o,
TB2 | My university would tell the truth and fulfil promises r
information) provided by me.
TB3 | I trust that Cloud services provider would keep n
when dealing with (the information) on cloud-base;
TB4 | Cloud services provider is in general predictabl
the usage of (the information).
TBS | Cloud services provider is always honest wi AR

(the information) on cloud-based e-learning s
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APPENDIX B:

RESULTES OF ANALYSIS

TABLE B.1 Descriptive Statistics

Items N Minimum | Maximum | Mean iation
DC1 | 216 4 7 6.32
DC2 | 216 4
DC3 | 216 4
col | 216 3
co2 | 216 3
co3 | 216 3
AwWL | 216 3
| Aw2 | 216 3
AW3 | 216 3
ACl | 216 3
AC2 | 216 3 (_5 Y N 373
AC3 | 216 3 W7 [ 854
CM1 | 216 4 7 Yo % 878
cM2 | 216 4 R 6.12T 838
cM3 | 216 4 I- e 821
ST1 | 216 K NI 836
BT N 491 776
s ,¢4L| P‘7 ~F 6.06 784
N 1Y 6.00 849
? Y & | ool 900
a2 5.93 894
. 5.97 945
i, o« 5.69 809
ARy 7 5.69 801
4 7 5.57 912
4 7 5.74 782
3 7 6.12 851
3 7 6.19 904
3 7 6.00 928
3 7 6.06 943

—
o<]
—



PRI 216 4 7
PB2 | 216 4 7
PB3 | 216 4 7
PC 216 3 7
| pc2 | 216 3 i
PC3 | 216 3 7
PC4 | 216 3 7
RBLE | 216 3 7
RB2 | 216 3 7
RB3 | 216 3 7
| RB4 | 216 3 7
| TBI 216 1 4
B2 | 216 I 4
B3 | 216 I 4
- TB4 | 216 1 4
TB5 | 216 I 4




TABLE B.2: Normality Test

)jal‘iﬂl)l(‘ min max | skew c.r. | kurtosis q
TBS 4.000 | 7.000 | -.427 | -2.560 -465 | -1495
TB3 4.000 | 7.000 | -.421 | -2.527 NSEON (R
TB2 4.000 | 7.000 | -.607 | -3.641 246 39
TBI 4.000 | 7.000 | -.553 | -3.317 285 764
RB4 3.000 | 7.000 | -.775 | -4.652 16 504
RB3 3.000 | 7.000 | -.694 | -4.165 B 092
RB2 3.000 | 7.000 | -.760 | -4.561 | 412
RBI 3.000 | 7.000 | -.898 | -5.39 193 3
PC4 3.000 | 7.000 | -.561 | -3.368 % Yo | v
PC3 3.000 | 7.000 | -550 | 3.3 340 [ ) o
PC2 3.000 | 7.000 | -.569 | -5 _3f0 71138y
PC1 3.000 | 7.000 | -.520 el -1S
PB3 4.000 | 7.000 | -.483 | -M10.1™NY79 | W36
PB2 4.000 | 7.000 | -zt 1 WNA.864 527 581
PB1 4.000 | 7.000 204 -2.572 We -919
AM4 3.000 | 7.000,] -.50% | <™79 -&73 | -2.019
AM3 3.000 | 7.0 35 1 &34 | -1.603
AM2 3.000 | 7 To5d | -5 =57 |70
AM1 & -019 | -.057
DES4 Gy R

Y RED

405 | -1.216

~060 | -.180

130 390

329 986

70N [RE

305 915

IS0l BTG5

~003 | -.009

. 363 | -1.089

4.000 | 7.000 | -.627 | -3.761 344 | 1.031
4.000 | 7.000 | -.621 | -3.727 SOlGH ERE0s
3.000 | 7.000 | -.702 | -4.212 690 | 2.070
3.000 | 7.000 | -.643 | -3.860 660 | 1.980
3.000 | 7.000 | -.690 | -4.139 688 | 2.065
3.000 | 7.000 | -.668 | -4.011 -027 | -.080




AW2 3.000 | 7.000 | -.490 | -2.940 -.249 -.748

AW 3.000 | 7.000 | -.562 | -3.374 -.131 -.393 T
CcO3 3.000 | 7.000 | -.497 | -2.984 .039

cO2 3.000 | 7.000 | -.439 | -2.635 154

COol 3.000 | 7.000 | -.530 | -3.177 ;381

Multivariate 200.697

TABLE B.3: Reliability

3
| Scale Mean if Item [Scale Variance if Item| Corrected It€ otal ﬁ% Alpha if
Deleted Deleted Correlation f letege
Data collection: Cronbach’s alph 633 Q 1 (}y‘

DCI 12.43 1.344 3 R/

DC2 12.57 1.177 45

DC3 12.51 1.339 5 2

Control: Cronbach’s alp/Rg=.953"= .

COl 11.60 2.977 7808 ¢ 4\'.934

CO2 11.63 2.961 ™ 939

CO3 11.56 2.816 ) 921

Awareness : Cron W;‘ i ~I

AW1 11.71 3.275 : N 943
AW2 11.74 3.198 'ﬁ §EN 923
AW3 11.65 3.271 [ ) 952

Accegs ggonbachswglphays . 930 (7?

"ACI | 11.87 2.66 879 A" | 881
AC2 11.90 ; [REEE 917
AC3 11.83 2N &\‘K' 898

jice: Crombaclff's IW%W

CMI | 12.22 P08 ¢ &yl 945
CM2 | 12.20 2.56 \.J905 871
CM3 | PP 2.66 ,%" 875 895

b St nbac/é‘ tha =892

STI 17.97 440 818 .840
ST3 18.00 44998 & , 874 821
BT WY 581 924
17 v 795 849

ngon : nbach’s alpha = 957
3.18640" 907 938

el 918 93

3.0437 902 942

Destruction: Cronbach’s alpha =..867
4316 852 776
4.326 .860 i3
5.195 434 .949
4.565 794 .801

Audit and monitoring: Cronbach’s alpha =.869

AMI | 18.26 5.503 | 788 | 808
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AM2 18.19 5.292 802 799
AM3 18.38 5.242 788
| AM4 18.32 6.090 531
Privacy breaches: Cronbach’s alpha =922
PBL 12.27 1.809 806
PB2 12.30 1.765 .855
PB3 | 1224 1.839 867
[ Privacy Concern: Cronbach’s alpha =.992
[pC1 | 17.13 8.622 974
PC2 | 17.14 8.725 983
PGah| 17.16 8.822 981
PC4 | 17.15 8.824 976
[ Risk Beliefs: Cronbach’s alpha =92 .
RBI 17.36 8.046 588 .969
RB2 | 17.60 6.715 903 6
RB3 17.61 6.686 .890 8 20
RB4 | 17.60 6.716 . 865
Trusting Beliefs: Cronbach’s al . 2 i
TB1 | 23.40 9.637
B2 | 23135 9597 o 04
B3 | 23.41 9.545 885 o83
B4 | 23.38 11.168 ¥512 v 959
TBS | 23.40 9.943 827 " .897




TABLE B.4: Communalities

COl 1.000 .892

CO2 1.000 .896

CO3 1.000 918

Communalities %
Initial Extraction &

AWI 1.000 .907

AW?2 1.000 930

AW3 1.000 R

ACl 1.000 896

AC2 1.000 é ’ i—,
AC3 1.000 03

CMI 1.000 55 ’ \)Y.
CM2 1.00 z 92 \ 43'
CM3 1400 902

STI 0 |4 840 é

ST 1.00 S AN
ST n B000 w &

1.000 817 Q.
i ~ ;i
REI 1.000

- 5

(9]

s}

R 'y 1.000 ¢
RE3 Looof I Il

DE <4 £ &, 580

DES2 | TNNL000 Qf.ssz

& . j : 3‘— 478
\ SN ) 827
. .820

% . 832

o 844

e NV 1000 632

pB1 1.000 837

PB2 1.000 886

PB3 1.000 880

PCI 1.000 822

PC2 1.000 .820

PC3 1.000 812

PC4 1.000 804
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TABLE B.S: Total Variance Explained

&

Extraction Sums
Initial Eigenvalues LoadiA
% of Cumulative % Cumulative

Component | Total | Variance Yo Total Va riang Yo
1 16.692 40.713 40.713|  16.692 &ym 40.713
2 2.881 7.028 47.741 DA% 028 47.741
3 2.500 6.099 53.840 2.50 6.499 53.840
4 2.216 5.405 59.245 59.245
5 1.968 4.801 64.046 * $4.046
6 1.940 4731 68.777 [ !?\%8.777
7 1.702 4.152 72.928 - 72.928
N 1.621 3.953 76.881 953N 76.881
9 1309 3.193 80.a24| ¥ 1.200 3 80.074
10 1.234 3.010 8 234 0 83.084
11 1.127 2.748 8 i )74 85.831
12 1.029 2.511 $4.353 mNL@O) AL 2511 86.353
13 708 N
14 566
15 446
16 303
17 292
18 285
19 209 . : @’
20 19 . 'd 95,2501
21 3 4408 1 \eds
22 ) . (9175
23 . 21 Jo ‘,é\;QS()S
24 3 30| v~ 96.925
25 141 34 97.270
26 135 328]  97.598
Pl 115 279 97.877
79 112 273 98.150
C 101 247 98.397
30 092 224 98.621

085 208 98.829
32 075 183 99.011

188



33 074 180 99.191

34 067 164 99.354

(35 061 150 99.504

36 053 128 99.632

37 050 123 99.755

38 041 100 99.856 v
39 030 074 99.930

40 018 044 99.974 V

41 011 .026 100.000
Extraction Method: Principal Component Analysis. e '
N4 ¥
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TABLE B.6: Rotated Component Matrix

8

4

S

6

.807

798

788

767

828

824

806

671

.8901

.884

854

32

870

.832

767

.668

.899

.876

.859

883

.880

.859

LS

.899

.873

DES2

.857
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TABLE B.7: Factor loading and R

3‘}
Col 0.923 0.852

co2 0.917 0.841 T
CcO3 0.96 0.922

AW] 0.936 0.876 V

AW?2 0.971 0.944 Y.

AW3 0.917 0.84 '

ACI 0.929 0.863 \d
AC2 0.875 .
AC3 0.909

STI 0.89

ST2 0.958

ST3 0.608

ST4

CMI 0.701 é

cM2 s WIS

CM3 ().}T é

0,87

0.752

&)
)’

0.749

0.307

0.71

0.84

0.856

0.96

0.988

0.977

0.984

0.969

0.983

0.967

0.6

0.36

0.954

0.91

0.942

0.887
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TABLE B.8: The Factor Loadings, (AVE), and (CR)

¥

NO [ Paragraph Items Factor AVE
\ loading | (above 0. fbove
0.6)
I Control CO CO1 0.923 0.871 0.953
CO2 0.917
CO3 0.96 \/
2. | Awareness AW | AWI 0.936 w 0.959
AW2 0.971
AW3 0.91 v
S Access AC [ACI 0.929 org JUCEY
AC2 % N4
AC3 .{"
4. Compliance CM | cMl 0. 2083 Y-o'.937
g
57 Storage 0.926
6. Retention 0.957
7. Destruction 0.950
8. Audit and 0.767 0.908
monitoring 4
4\ AT o0se2
9. Privacy brea Jes N AN 0.842 0.801 0.923
\ &’ | 00916
| 0925
10. Privac 0.98 0.968 0.992
% 0.988
: N PC3 0.984
N1 PC4 0.983
11. cliefs RB RB2 0.953 0912 0.969
RB3 0.941
RB4 0.97
rusting Beliefs TB TBI 0.937 0.855 0.959
TB2 0.922
TB3 0.943
TBS | 0.895




TABLE

B.9: Factor Correlation Matrix with Square Roots of AVE

RB

PC

T PB AM DES RE M ST co
0.92
B 4
0.64 0.95
RB 8 5 A
0.72 0.65 0.98
PC 5 4 4
0.45 0.38 0.46 0.89
PB 4 3 4 5 1
0.45 0.41 0.54 0.31 0.87 '
AM 8 2 8 8 6
0.934




APPENDIX C:

EXPERT REVIEW QUESTIONNAIRE

i

URNIVERSITI SAINS ISLAM MaLAYSIA

A Lo V
FACULTY OF SOENCE AND TECHNOLOGY
Fakulti Soing don Teknelogi
s glgamally ealalt ad '

“INFORMATION PRIVACY FRAMEWORK FOR CLOUD B E- AMSERS"
| _{—)\T

Dear Valued Respondent, T \ Y-b’
| am a PHD student in the Faculty of Science cwology Islagic Sciemge University of

Malaysia (USIM), Nilai, Negeri Sembilan. \
The main aims of the research are to %) u(igy

cloud based e-learning to improve rivacy «ple n"tatj&f cloud based e-learning

system. The findings from this r cfVare &@ove the information privacy

protection of cloud based %ﬁystet. T flnd@ will also act as a guideline for
em a

cloud based e-learning sy\ plt' i cat{@stitutions.

This research requir&&wd s tocgtfdate the sufficiency of the proposed

research framewor nsurg the %a&) privacy of cloud based e-learning users. |

would be very %ﬂif coyfd E@ few minutes of your valuable time to fill in

the survey 44jn uccessf co%ple?c?n of this study is largely dependent your

&

VALIDATION SURVER

'\)rivacy framework for

e

cooperatign.

If VE any inquiries, please do not hesitate to contact me or my supervisor for

the rification.
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THANK YOU VERY MUCH FOR YOUR PRECIOUS TIME AND COOPERATION‘ \1
Researcher Supervisor v

Maher Abdulla Almahdi Alghali Dr Najwa Hayaati Mohd Alwiv
PhD Candidate Senior Lecturer

Faculty of Science & Technology, USIM  Faculty of Science & Techw, usim
Mobile 0142239140 Tel : 606 7986423

Email : maher.alghali@yahoo.com Email : najwa@usi u.fpy '
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INFORMATION PRIVACY FRAMEWORK FOR CLOUD BASED E-LEARNING UST
The information privacy framework of cloud based e-learning users is coﬁkted based
on Internet Users Information Privacy Concerns framework (IUIPC) alhotra et al,,
2004) and based on a broad literature review that has identified mformation privacy
issues of cloud computing. The literature identifies nin o T e‘se fagtors were

clarified by exploratory factor analysis and measureggagain byjcon atc‘m@'ctor

LA

analysis to validate the framework. Structural equa || g Was u?d to test
N
pathways between the factors. The analysis suI v‘i ctoﬁwed a high

degree of the unidimensionality, con ;n ’valldlty, n@ht validity, and

reliability. The finding indicate that t to Co TA &nxéss Access, Storage,
ﬂ \
Retention, Destruction, Compliance’ rng,@'anacy Breaches have a
positive effect on information pr ncirns ed e-learning users. Besides,
‘ : I
information privacy cloud baSed Iearn cﬁ ctor has a positive effect on risk
beliefs and negatlve ef n ru l)ehe he r ts present a new contribution to the
body of knowledge atpd®a n?cllbl oud based e-learning users' information
<
privacy frame enh?\ ;@wformatron privacy of cloud based e-learning

o'
users. The ch framework as th owing
ey

%\
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The Framework Factors Explanation

No Factors Explanation

1 Control The loss of control of the users’ data in the sed e-
learning system. &

2 Awareness The awareness of the users about the i ation privacy
issues of cloud based e-learning system a:%r right how
their information is collected, used and e

3 Access The access rights of the users to acc comply with the
user's request for add, modify a
prevent the other from unauthoriz
the data.

4 Compliance The list of applicable la
contractual commitments tha
system data. The privacy
vary so it is required
governs data in the cloud putthg,

5 Storage The physical locati w s sto‘@‘.'Whether the
data is stored | % nd@ring data on the
different location auth®de#zed access.

6 Retention How much ti%; ﬁ\‘\o the cloud based e-

i : uSer ta will stored in cloud
7 Destruction | data at the end of the
ens that the personal data is

another cloud user.

8 Audit and can monitor the cloud based e-

Monitoring and (gct the assurance that privacy

9 Privacy out breach has occurred and ensures

Breaches e-learning system will notify the users




THE GUIDE OF USING INFORMATION PRIVACY FRAMEWORK FOR CLOUD BA =

LEARNING USERS \

This document demonstrates the guide of using of cloud basedggslearning users'

information privacy framework to ensure users’ information pri cloud based e-

learning. i '
a) Control é ’ (_}
g
{ red x;ns about

e Ensure the users' right to exercise contro utocm &6l
how their information is collected, usedaand $hared. Y‘

e Maximize effectiveness of secure datqurs. eﬁ 4&

e Increase control over information M e. O

K'Y

b) Awareness % ﬂ>\'7 $

e Disclose the way the data a%cte proc sEd,@"used on the cloud based
e-learning system. \ ¥

e increase the clarity agd cOgg€p uouldisc slire Ivacy policy

e Increase the awarer% ow th‘g ser "mf(oz/étion is used on the cloud based
e-learning system \ (J

e Ensure the Clo@ce @s' pr@ policy and practices are effectively
communicate% nde?}? | o

e Increase aw% % offdata rfrshfb‘)

Q- =

‘) A% ’"ﬂ')-' X

&
° OWX access controls N
o Wyl MWize third party access to information

inimize unnecessary access to information

W,

o ovide the users with access to all personal information on cloud based e-
earning system.
e Comply with all user requests (Add, Modify, and Delete).



Ensure that all of users’ information has been deleted in the cloud o-
learning system.

d) Storage _\j

Maximize effectiveness of secure data transfers to another¥loud centre in

another country. V

Disclose where is the data of cloud based e-learning s steYMed in the cloud.
Notify the users when their data is transferred '
izagi@hs that use
L ]
IS
S

i

i nQQ the cloud based

Minimize the commingle users' data with data fr er org
the same cloud services provider.

e) Retention

Determine retention period.

Optimize the retention policy that go
e-learning system x

Ensure the ownership of the dat%
f)  Destruction \‘é
Ensure the destroyincf !Ers datdfat t e retention period.

Ensure that its data royed.a th nt and is not available to other

cloud users. \ (J
Ensure the clo Xe pgoVvide idn’@in additional copies.
Ensure the d \cti ¥ era@the data.
&) ‘Y2 .9

g) Con%e b) '\()

49 Pl o
En%:e e are clear privae%lvo'mpliance requirements govern the information
i ud based e-learning system.
E% there are clear applicable laws, regulations, standards, and contractual

mitments that govern information in cloud based e-learning system.

&)
%?

ptimize the existing privacy compliance requirements to be suitable for by
cloud computing environment.
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h)  Audit and monitoring

Y"

Ensure the different levels of requirements for different sets of t{er\i cloud
based e-learning system of my university. s
Optimize the regulatory requirements are applicable in cloud base®e-learning

system of my university. T
Provide assurance to the users that privacy requirements a v

Optimize the audits for compliance with privacy an rity policies and
procedures. '

i)  Privacy breaches \d.
| &
Ensure how privacy breaches have occurred i ud based -l ning%
urs

Ensure how the cloud service provider noti rs »oh\gne ach ;
Determine who is responsible for managing tRe br Otificati Y'

=



VALIDATION SURVEY

Institution name:

Name: k
Duration of working in this area: year/s TV

1 Towhat extent do you agree the framework factors define Cigrly? \d. Y.
N

[ ] Strongly agree [ ] Agree [ ] Neither agree nor di@ Disagiee trt’ng‘ﬁsagree
s b 4
ame k afe suffi

2 Towhat extent do you agree that the elements OW VN;\ @f to ensure
the information privacy of cloud based e—Iear'wg? u‘ é

[]Strongly agree [ ] Agree [ ] Neither e nQfdisagree agr@ Strongly disagree

3  Towhat extent do you agree that th iglelines of\haa?\e qtk*bpresent current

information privacy issues of cloud -Ieﬂrnlng? C:)\
« Q

[] Strongly agree [ ] Agree [ ] ef agree gre&ﬁgisagree [] Strongly disagree

N
4 To what extent do you a%gt itis appropri qtn@de these factors in one

framework? F 4 ?
N lile

[]Strongly agree [l Agheg | ] Nlither ree n sagree [ ] Disagree [ ] Strongly disagree

N
5 Towhat extemqmagr e ghat e fla (drk helps education institutions to increase

the informatj riVacy piptecti o’cltfujaased e-learning users?
N3
[]Stro gree [ ] & reith%'@ree nor disagree [ ] Disagree [ ] Strongly disagree
6 Tow ent do you agree tha&}vls easy to understand the framework guidelines?

[ ]\gly agree [ ] Agree [] Neither agree nor disagree [ ] Disagree [ ] Strongly disagree

0/ at extent do you agree that the framework usable in practice?

7
[ ] Strongly agree [ ] Agree [ ] Neither agree nor disagree [ ] Disagree [ ] Strongly disagree



8 Towhat extent do you agree that the given guidelines of the framework are signifigant and
likely to apply to most educational institutions? \

[ ] Strongly agree [ ] Agree [ ] Neither agree nor disagree [ ] Disagree [ ] stlsagree

Comments and suggestions \;
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APPENDIX D:

XPERTS' RESPONSES (_}:
NS
O
\,‘T

EXPERT 1
Name: Zahiruddin Fitri V
Institution name: University of Malaya z

Duration of working in this area: 3 years \d.

s 0 4
VALIDATION suw!' g, A, v
1  Towhat extent do you agree the frame%cto defi arl ?O

>5 A
[/]Strongly agree [ ] Agree [ ] l\@eerr disagfee [@gree [ ] Strongly disagree

[’]

2 Towhat extent do you agree thax el the fr&work are sufficient to ensure
lear

the information privacy clogbased g|?§
gl LA

[/ ] Strongly agree [%e ]h‘@ ee ni@agree [ ] Disagree [ ] Strongly disagree
3  To what extent (@gree iuide@ of the framework represent current
(;?earning?

@
information Er%ssue of cl t‘se&}
\

[/] Stro% ee [ ]& r\lei agree nor disagree [ ] Disagree [ ] Strongly disagree
Y

4 To h\%ent do you agree thawt is appropriate to include these factors in one
fra?

Strongly agree [ ] Agree [ ] Neither agree nor disagree [ ] Disagree [ ] Strongly disagree

rk?

5 Towhat extent do you agree that the framework helps education institutions to increase
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the information privacy protection of cloud based e-learning users?
[/ ] Strongly agree [ ] Agree [ ] Neither agree nor disagree [ ] Disagree [ ] Stro%g:e
6 Towhat extent do you agree that it is easy to understand the framework &es?
[ ] Strongly agree [/ ] Agree [ ] Neither agree nor disagree [ ] Disagr@:gly disagree
7 To what extent do you agree that the framework usable in pr cti«?

[ ] Strongly agree [ /] Agree [ ] Neither agree nor disagre agree [ % disagree

8 To what extent do you agree that the given guidelines o ramewprk ar spnfs t and

likely to apply to most educational institutions?

[ /] Strongly agree [ ] Agree [ ] Neither agree /&d\] hee ‘.gly disagree
.\
‘-; S
|}

N
\& |

&S
S
\ THQK YOU VERY MUCH

N3
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Name: Rosseni Din

Institution name: UKM

EXPERT 2

Duration of working in this area: 10+ years z '
VALIDATION SURV@ ’ .i')
4 \"z'

To what extent do you agree the frameworcwdef'

[ ] Strongly agree [V ] Agree [ ] Neither agre r dk@Q

To what extent do you agree that the entof th fzq me

the information privacy of clou& e-learnimg? A
N

[ ] Strongly agree [V ] Afe l ]ieither a,ree
To what extent do yzwe thai lines e framework represent current

'sa@ ] Strongly disagree

are sufficient to ensure

-

ﬁis@ [ ] Disagree [ ] Strongly disagree

information privac{ |

\ # ‘
[]Strongly a % Agrde [ 'th& aerj nor disagree [ ] Disagree [ ] Strongly disagree
NS

To what tglo yougg It it igappropriate to include these factors in one

fram % \C,V

\ly agree [V ] Agree [ ] Neither agree nor disagree [ ] Disagree [ ] Strongly disagree

TOfwhat extent do you agree that the framework helps education institutions to increase

e information privacy protection of cloud based e-learning users?
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[ ] Strongly agree [V ] Agree [ ] Neither agree nor disagree [ ] Disagree [ ] Stronglysgii e
6 Towhat extent do you agree that it is easy to understand the framework gui \

[ ] Strongly agree [V ] Agree [ ] Neither agree nor disagree [ ] Disagree [ ] Strom®ly disagree
7 Towhat extent do you agree that the framework usable in practiceJ

[ ] Strongly agree [ V] Agree [ ] Neither agree nor disagree [ iRisag¥e [ ] Strongly disagree
ificant and

e
]

likely to apply to most educational institutions? % ' (;8-
[ ] Strongly agree [ ] Agree [ V] Neither agree norgisagro® | %ee Stron@ly disagree

8 To what extent do you agree that the given guidelines of t amewor

—

estions

Comments a

rébnfirmatory result of the

It may or may not apply to most educatio % i
study. é ] i 4 Q“?

O
’ K VERY MUCH
£ o

NV

)
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Name: PROF MADYA DR. SYED NAJMUDDIN SYED HASSAN

Institution name: UNIVERSITI TEKNIKAL MALAYSIA MELAKA

EXPERT 3

Duration of working in this area: 3 year/s z '
VALIDATION SUR@ J | .\"7

[ ] Strongly agree [/ ] Agree [ 1 Neith

To what extent do you agree tha%nemgof th me@ are sufficient to ensure
the information privacy of cIouN e-learpi A{Q
E\

[/] Strongly agree [ ] Agffe ither a’ree rd&i [ ] Disagree [ ] Strongly disagree
\"M &

To what extent do yo ee thatlt elines e framework represent current

information privaci of

o

de-l ng?

Ry

my
o)

rge nor disagree [ ] Disagree [ ] Strongly disagree

L
[ ] Strongly as% Agreg [ 5

To what t §io you'ag tﬁt iti

)
fram \C-)

%ngly agree [ ] Agree [ ] Neither agree nor disagree [ ] Disagree [ ] Strongly disagree

TofWhat extent do you agree that the framework helps education institutions to increase

propriate to include these factors in one

W

the information privacy protection of cloud based e-learning users?



[/ ] Strongly agree [ ] Agree [ ] Neither agree nor disagree [ ] Disagree [] Stronglvee

To what extent do you agree that it is easy to understand the framework g %\>

[/ ] Strongly agree [ ] Agree [ ] Neither agree nor disagree [ ] Disagree l ] Strongly disagree

To what extent do you agree that the framework usable in practicN

[/ ] Strongly agree [ ] Agree [ ] Neither agree nor disagree [ 'sagee [ 1 Strongly disagree

To what extent do you agree that the given guidelines of t amegvor? nificant and
»
likely to apply to most educational institutions? ' (:}

[/ ] Strongly agree [ ] Agree [ ] Neither agree nongi e [% ] St@l.y disagree

A
TH%};& YOU VERY MUCH
A\




EXPERT 4 \q
Institution name: Faculty Of Technical and Vocational Education, UniveritQCussein Onn

Malaysia.

Duration of working in this area: 218 days per year/s z '

VALIDATION SUR J ’ ,i')
ety

1 Towhat extent do you agree the framewocw defi

[ 1Strongly agree [/ ] Agree [ ] Neither agre®ho d'a\gr 'SEQQ[ ] Strongly disagree
2 Towhat extent do you agree that th zwerﬁ of t Eam@ are sufficient to ensure
the information privacy of clo% e-learrmgy A{Q

S
[ ] Strongly agree [/ ] AgPee | Reither iree r|di§%e [ ] Disagree [ ] Strongly disagree
, 's

Name: D’oria (slamiah Rosli

P 4
] eline:Gﬁhe framework represent current

d e—lgpmg?

3 Towhatextentdoy gree theit

@gly agree [ /] Agree [ ] Neither agree nor disagree [ ] Disagree [ ] Strongly disagree
owhat extent do you agree that the framework helps education institutions to increase

the information privacy protection of cloud based e-learning users?



[ ] Strongly agree [ /] Agree [ ] Neither agree nor disagree [ ] Disagree [ ] Strongl?’ee

To what extent do you agree that it is easy to understand the framework gt%

[ ] Strongly agree [ /] Agree [ ] Neither agree nor disagree [ ] Disagree []S%gly disagree

To what extent do you agree that the framework usable in practirQVz

[ ] Strongly agree [/ ] Agree [ ] Neither agree nor disagree | Disgee [ ] Strongly disagree
To what extent do you agree that the given guidelines fram Wniﬁcant and
®
likely to apply to most educational institutions? ' (:}
[ ] Strongly agree [/ ] Agree [ ] Neither agree noiiisa [] regfl ] S

%

troNgly disagree
¥

{3'

(0]

.

4

TH YOU VERY MUCH



EXPERT 5

Name: Assoc. Prof. Dr. Noraida Haji Ali

Institution name: Universiti Malaysia Terengganu

Duration of working in this area: 15 year/s T

VALIDATIONSUR% J'.{"
\,Y'

To what extent do you agree the frameworkgactor®defi

[ ] Strongly agree [/ ] Agree [ ] Neltherk;r disagree
To what extent do you agree that :% S \a e ci)@re sufficient to ensure

the information privacy of clou leqrning? y* 4 Q%
[ ] Strongly agree [/ ] Agree% f

sag@\[ Disagree [ ] Strongly disagree

N

To what extent do you agree t e e!'épe framework represent current
information pnvacy of clole b e- Iea@g?
[ ] Strongly ag e gr (o) NSxhe 'a or disagree [ ] Disagree [ ] Strongly disagree

O

To what yo a ee tis ropriate to include these factors in one

a

frame : \,
N

ngly agree [ /] Agree [ ] Neither agree nor disagree [ ] Disagree [ ] Strongly disagree

at extent do you agree that the framework helps education institutions to increase

e information privacy protection of cloud based e-learning users?



[]Strongly agree [/ ] Agree [ ] Neither agree nor disagree [ ] Disagree [ ] Strong|ygsi ee
6 To what extent do you agree that it is easy to understand the framework g% &
[ ] Strongly agree [/ ] Agree [ ] Neither agree nor disagree [ ] Disagree [ ] StroWgly disagree
7 To what extent do you agree that the framework usable in practicJ
[ ] Strongly agree [/ ] Agree [ ] Neither agree nor disagree [@DisMree [iStrongly disagree
r

nificant and
o

Y-
.S
y disagree

[ ] Strongly agree [ /] Agree [ ] Neither agree no% e [{ regfl | St%

Comments

8 To what extent do you agree that the given guidelines 0 framepvo

likely to apply to most educational institutions?

4

sWggestions

Op
A7
4

Good research. % A \&k
? o A Q‘?
Suggestion for the guidance docuN perh stateﬁleanation for each factor
before you list all the items. Y_ %\
Example: %ﬁ I 0
ates i

This document demonstr 'Qg/of cloud based e-learning users'

information privacy fr N formation privacy of cloud based e-
learning. \
1. Control )

T g
\re

the users' right to cise control and autonomy over decisions about
ir information is ca'!tcted, used, and shared.
ize effectiveness of secure data transfers.

THANK YOU VERY MUCH
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