CHAPTER ONE

1.0. Introduction

This research studies the users’” information privacy of cl ]lcaming. There

is a lack of clarity in educational institutions as what users4 rivacgissues are

when using cloud based e-learning. Such ambiguity has glso r¢ U 1c&rl®’ of

; ;cam@:to study

s in order to

information privacy implantation of educational

computing in their e-learning system. In this respe

users” trust. This framework provides the resez Msfitutions, and users
with deep understanding of informatio ithi somputing. This study
makes a contribution towards rcduc% Qrmati Y oncerns of cloud based
e-learning system. Such contributionSWlow al 1 ons to be more confident

with their information privacgrpracgce than

eforg. | o

erent (WB-headings. Section 1.2 states the

i 1'05@;1'1 motivation. Section 1.4 identifies the

n W
research aim and o hves. pec
'%op}z d Iyhi

dology. ‘hg" mh contribution is highlighted in section 1.8. And
uces the orgzmixuﬁq‘f}gt‘ the thesis.

research problem. Sc\

ﬁ igm luces the research questions. Section 1.6
C

general aspects

&

explains the re {10 sction 1.7 briefly details the

of the resear

a
72
a

section 1.8



1.1. Background of The Research

\ The

demand for Cloud computing has been increasing for the last decad 1adijah M.
Alzhrani, 2016). There are three types of cloud computing service morlvfl\\*are as a
service (SaaS), platform as a service (PaaS), and infrastructure as aw (IaaS). In the

Cloud computing has received a great attention by individuals and s

case of SaaS, the application is hosted and delivered as a service 'S who can access
it via the internet (Babu, Kulkarni, & Sekaran, 2014). Pd vidgs a computing
platform to allow users, mostly developers, to build apy ons apdsgrvigls over the

internet (Mell & Grance, 2011) .While laaS, is the

. o d
RVCIY offcom! ll)ll&l SCRVICCS

(hardware, storage, and networking) through cloud in cture (Bdbu € al.. ZQ%.

Regarding the deployment models, four t ished, rivate cloud

&

which is operated solely for a single instityglo vithiadd, private network

and managed by the institution. Public c¢loud t

general public. In hybrid cloud, the cl miastr
deployment models that remain uni\ 1ties
{1011

1
a community of users from instigu tha

is&a e available to the
a’g&?silion of two or more
uﬂily@ﬁd is exclusively used by
Aneresl A hybrid cloud is a

composition of two or more

ed term in the academia industry.

lcd L@\’m'c of this trend. Several e-learning

ke 1'c;dy in place, especially for software as a

gl‘ié\,\\’ogl, Rudolph, & Oksiiz, 2014; Vaquero,

’
systems based on ¢ echiplogi
service in publ

2011). E-Lesa

C (IYC ke #Ot1

111

the pubC clgu(%% be viewed as Education Software-as-a-Service.

Its dcplox i be performed \5{31 quickly since the hardware requirements of the
W

USCr are Vo (Fernandez, Peralta, Herrera, & Benitez, 2012).

primary reason for using public cloud computing in education is to gain benefits
in terms of economic advantage (e.g. pay per usage, maintenance) (Ibrahim, Salleh, &

Misra, 2015). The public cloud can help in reducing educational institutions’ IT
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complexity and costs by using SaaS to replace the software installation on campus
computers with applications delivered via the Internet (Sasikala & Prema, 2011 lic

clouds provide access to an almost infinite amount of infrastructure resourc IRt any

upfront investment required, and the ability to use cutting-edge technology
public cloud provider (Butler, 2016). Students, lecturers, administragye stalf members

and other cloud users in the institutions can access educational too es saved in the

ational e-

J cbs&\lso
al! Ail? other

ins%zions have

Moreover, students can have access to course conter
books, online-exams, and podcasts, workshop
lecturers/instructors are able to upload course ¢
educational materials (Olokunde & Misra, 201
st reduction,

scalability, flexibility, pay per use model, varegyand applications

available through SaaS are being uscm

insitioations mainly for collaboration, %

learning materials (Erturk & Ilcs,%
oY S

aaS_LC to im&roved e-learning servicesas

\
argued by (Alsaeed & Saleh, 201 ‘e
N
4 <&
The new features of :&com}r \'hﬂ

lect s in educational

flexibility as well as infinite elasti

riva 1echanisms. Not all types of cloud
computing raise the %\xfo 1RI0RP 13 1c§'!)sks (Gellman, 2012). The perceived lack

of control is mor1

affect trust and traditi€nMwinfor

q a*in puplic
transmitted ov e doud’zu v aggads borders (Butler, 2016). However. many of
informationgriWgcy mechanisms urc‘\@'ongcr adequate and need to be reconsidered to fit
this new Mm of cloud computing (Pearson & Benameur, 2010). This new features

of ¢ buting make it hard and sometimes not possible at all to reuse traditional

pnformation privacy mechanisms in the cloud (Pearson & Benameur, 2010).
They Tdlse issues and concerns that need to be fully understood and addressed because,
these issues are exacerbated by the cloud computing.

~
)



1.2. Research Problem

Cloud computing is a model for moving the processing from the local d

data center facilities. It has the ability to provide a platform, software, a1
that can be accessed anytime and anywhere via the internet (Ghazigadeh, 2012). By
adopting cloud services, the restrictions of sharing, compatibility, lo% storage size,
backup, and recovery have been exceedingly resolved (Arpacg KiWer, & Bardakei,

2015). Cloud computing can also reduce the costs of implemd@gtio and,maintenance. It

can be used without being installed on individual compute \d

.
N
Se Inf@rm gy n’TA‘il?ﬁology

meg(Badie, Che

Like other organizations, education institutes n

(IT) services such as email, sharing space, web base

Hussin, & Yadegaridehkordi, 2013). The tradil'lwal '
d

the needs of universities especially academijcs

sul limited resources

te @logy and the current

n institute; mcluc@univelsilies, are facing

difficult to meet the growing technology re

(Razak, 2009). Due to the growing n

dwindling global financial stability,

problems in providing the essentials dﬁﬂuislrativc. educational, and

o

r

u :

. e Upe . . o \ .

research activities (Badie etgal., ). Uhive llFS ¢ been forced to slash their
b

teaching budgets in order to resea (il iil’e 1 (2008) states that universities

have to work with a limi wgcl ‘n
and there are some hﬁ ch : re cogmvant licensing, infrastructure, teaching
materials, training 01% rs gnd®th pvaﬁﬂ)n is very slow.

@]
Q—...,,J_,Sdé\

ignal inst (Ytlo[ have proper resources and infrastructure

Xmivel‘ rCs have a large number of students

e-learning systen@agum, Sheeba, & Rani, 2013). It is important for

pdopt new approach and technology that will better prepare students and

educational institutions that cannot afford such investments to support their learning

needs. Cloud computing, then, is the best solution for them (Pocatilu, Alecu, & Vetrici,
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2010). The educational institutions can take benefit from economies of scale of public
cloud, because their infrastructure costs are spread across all public cloud clients. cus
several public cloud computing services providers that offer support for M(mal
systems. Among them are Amazon, Google, Yahoo, and Microsoft. Whil&oth®r profit

services such as banking use private cloud infrastructure that are dedicaygggo a particular

Y

‘ali(inal Institutions

organization not shared with other organizations.

Adopting cloud computing technology gives all the needs

to improve teaching and learning methodology (Kassd allch, & Zaj

Educational institutions can take benefit of ready-mad

osﬂe\d?n a
tNeir tasks @ 10’1t.&%ﬁ’aming

HC% Y\'JY.

ado )d{lg ICT without
ms vi & Fan, 2010).

nay bﬁ; Léu as a high priority in
dican i @

dynamic, robust cloud to enable the end users comp

Information privacy represents an aspegt

an educational environment, but evi M is iitely required (Furnell

actieders have not considered

@W While cloud computing is

iﬁc@s and organizations. Information

& Karweni, 2001). E-learning

p1
\/

information privacy as a togepric

are not Ogfe widely considered (Badie et al.,
cot in the public cloud since both the

Ple s‘&)fers. Several studies and surveys such as

@

% ; Paradao, & Abbas, 2011; Shankarwar & Pawar,
lQl,

Abbas, l‘n, ZQ!- ; Zhao, Li, Li, Zhang, & Tang, 2012; Zhou,

& Zhou, 2010). w that information privacy is the main reason for




Cloud computing has raised many information privacy concerns such as, the impact

of existing information privacy compliance requirements, cloud data location. r\@on

period, data destruction, and the notification management when an inform vacy
breach occurs. The information privacy threats for cloud compu alfo  affect
cducational institutions which have adopted cloud based e-learning sys fact, all the

information privacy threats of cloud computing are also in cloud baged e arning. Due to

the openness and multi-tenant characteristics of the cloud. clou

tremendous impact on information privacy field (Chen &
boundaries have been extended to the cloud, traditional s
mechanisms are no longer suitable for applications and gata in®he dloudes Neft (&; 120,

2012).

’

Moreover, there is a lack of clarity in educglionaMnstj

users” information privacy issues are, whi%c ouc

confusion, with respect to user’s informatiolNgrivagy co
ipn

resulted in an unspecified information 1% implemehat
}0. In

(o5

-learfgne solution. This
15 e cloud. has also

sé‘iuculionul institutions

which have adopted cloud computir slog der t opt cloud technology in
educational institutions ci'ﬁcicmly,N 1S pGg of a@wious understanding of all

possible information privacy

"wcqwlll crwifle, tl pftc benefits of the cloud based e-

learning will not be achieved™®C0 sequeng rfw need to develop an information
privacy cloud based Nm’ng "l‘z\mrk tOTnsure that information privacy
requirements of edug@liomMg NSt are [f&{ Adopting an information privacy

framework is one u%n tqf sl « ’, bS‘mi trusting relations among cloud service

providers, cduc;u%smuli ns,

subsequent looting. This has been witnessed in the recent uprising in many countries like
Iraq, Kuwait, Egypt and Libya (Harb, 2008; Yahia & Butler, 2015). According (Harb,
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2008) many universities are looted in the chaos that accompanied the invasion of 2003. In
one particular case, 15,000 computers are looted from a university system comp f

0,000 computers. This includes all e-learning systems installed. This 541‘\ ting

experienced in Syria (Yahia & Butler, 2015) and Kuwait (Al-Jaber, 1996).

Reviewing literature, several issues are identified which suggest diffgrent factors in

information privacy of the cloud based e-learning. Although theg revious studies

exploring the information privacy concerns. There is a lack in aturg when it comes
to relating cloud computing and e-learning system in !

Furthermore, there 1s a gap in research investigating tly
cloud based e-learning. This study aims to fill in thig
affect on wusers” information privacy of cloud

information privacy framework of cloud based eglearn

1.3. The Motivation ;
E 0

[he motives behind this resear®

understanding the users' 1 anon prifacy

Therefore, exploring the inforMatin privaPydsy

or cloud based e-learning.

>loping an information privacy

framework of cloud basg arni a\ss 1ttadstep to reduce the users' concern in

sl&doplmn cloud based e-learning.

1.4. Researc lons

research question is how to improve the users™ information privacy of

1. Why cloud based e-learning users are concerns about the information privacy?
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(O8]

How to validate the information privacy framework of cloud base e-learning

users? q

1.5. Research Aim and Objectives '
\d. T

|85 Research Aim J ’ ﬁ
O

The main aim of the 1% 3 ing %& information
privacy framework for cloud based e-learnffg mps infgemMtion privacy of
cloud based e-learning. Developing such QN\ rork reduc

the users™ trust and minimize the risk ol‘%ion clouthbasgd l'€?{¥hing,
S
'] Q-
185).% Research ()N S A‘Q
N
(

a) To identify the possible o that cl’c d gl g, 1%t rning users concern about.

b) To examine the fag that ill \1N on %ﬁnalion privacy of cloud based e-

learning users.

¢) To develop zm‘%\lc ¢ tnfgu 1’!01‘@’1\'110 s framework of cloud based e-learning
users. %

1.6. RescaugQ¥ cope and Limim%@

<N?c cloud computing is still growing like other computing fields, there are large

ouny®f research opportunities and issues that can be explored. This research focuses

&7

on information privacy of public cloud computing using Software as a service in e-
learning field. In addition, this research explores the information privacy issues which are
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faced by educational institutions in adopting public cloud computing. Figure 1.1 outlines

the scope of the research. T
The limitation of this study lies in the fact that currently there is onauniaf rsity in

Malaysia adopting the cloud based e-learning in the whole learning system prd€ess which

is Universiti Pendidikan Sultan Idris (UPSI). In addition, due to the largei:ze of the cloud
based e-learning users, which include the clerical staff, leclureNi students, this
de

ic¥io1 (‘TT) ‘hich have
been selected in this study, have more experience thary othcMpan l‘l:e\ed.\\uﬁ.ld be
? N
more accurate. ' .\G)
4 ¥
\/ N

{3-

rescarch assumes that the lectures of computer and scien rtment and the staff

member of the center for information technology and co

Deployment s Public ’_(-,;l(iud

e

'

‘:'E-l}: esearch Scope
N3

S

N\ &

&

ased e-learning. To accomplish the aim of the research, deductive research

approaches, along with quantitative research method are adopted. The research
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methodology is divided into to three main phases: a) problem identification phase, b) data

collection and analysis phase, and ¢) framework development, and Conclusionv

Figure 1.2 outlines the overall of three main research methodology phases. C\

Research Problem,Research Questions, Aims & ObjecthT |
1) e Literature Review
Problem
| ldentification
Phace

'« Develop Initial Framework
« Research Method

Data Collection| « Data Collection & Analysis Stage
| and Analysis |

\ Phase.

\ \
~_\\

v |« Develop Research Framework

N Evaluate Framework
Framework c

| Development | * Discussion & Conclusion
land Conclusiopf L \
Phase. /
L ¢ 0
FIGURE 1.27%{¢ Reseagch M

171 Problem I liﬁ% 7 su’

K&cnrm o
rescarch pmblcm:: &c,ﬁrsl phas

formulating thgs rc¥egrch }n offec 1v§$¥nd research questions. In addition, for the
Cl

rfderstandiffg O(Ih%%search domain, a systematic literature search is

i v@v identifying of the research gap and

ileoh'c; identifying the research problem and

de range of scconcmg'? data sources from academic databases.
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|78 Data Collection and Analysis Phase

After reviewing the relevant literature, the conceptual ig m rkis
developed. associated constructs (factors) and related items (questions) are d§ermdhed for

e

» well-known

Burke, 1996)

inclusion in the instrument. Some of the questions are adapted from a

instrument developed (Malhotra, Kim, & Agarwal, 2004; Smith, Milberg,

and modified based on the context of cloud based e-learning w r questions are

especially designed to be used in this research. The develd csu!mnairc is then

reviewed and pre-tested by the supervisors and experts wh

The resultant instrument is pilotedby 24 participants.
ascertain reliability, convergent and discriminant cong

items and constructs.

The main survey is digtr 0 22
questionnaires are returned with a rcsponsc&wl‘ 9Q.86.

pzml(&ul of which 216
(8 cothd data is coded

1l sci
(]

(%)
59

and entered into statistical package fi

descriptive analysis, data preparatio, nin e reliability tests are

ity z@l

carried out. Then,all Alor analysis and measured

the result of Ny the con plL‘l fl'YHC\\'OI'k. The guide to using the framework 1s

suggested

the users, cduculi@’inslitution, and cloud service provider significant

instructit

ensure the information privacy in the cloud based e-learning

eny t.Also, in this phase, the research framework is validated by panel of experts.



1.8. The Contribution of This Research

This research has contributed to the knowledge and practical domain :

below. s
1.8.1. Theoretical Contribution Vz

Theoretical contribution is divided into three
Information Privacy of Cloud Based E-Learning Framewon essmenjt Tool
®

(Instrument) and Methodology.

e Users' Information Privacy of Cloud Based E—LV
The proposed framework will serve as g L%Vtui

various information privacy issues on the cloudgsed g-le

e Assessment Tool (Instrument) % ? '] 6-
on to t‘e 11 |

2ss inf

o

Y
5/7}

—

1.113\6' privacy domain by providing

ﬂ);q'b'\cy in the cloud based e-learning

(¢
o
=

chegNPfe instrument is designed based on

the findings from lhc\tu 'evic(:%ﬁilh a particular focus on information
C

: k )
privacy concerns of om Ullllty

&

e Methodolges

This deolog_\' explains how the instrument and the framework are developed to




reliability along with satisfactory fit indices and significant pathways in the hypothesized

direction between the theorized constructs.

1.8.2. Industry Contribution s 3
The Industry contribution is divided into two parts swlwzkiucalion

Industry and Cloud Computing Industry.

e LEducation Industry \d
g
ail nt to

This research provides an overview of the infory X AC’ ‘ﬁ}
cloud based e-learning system and points out cons na@ilmions
that they should take when outsourcing data, apglicatins wMstruc Y'lo a cloud
computing environment. This research highlj ssMald i mmli@ privacy issues
and gives a good base which leads to improv inslilQms' information
privacy. Furthermore, the proposed fry ko 1 léu-\m\' the educational

@ privacy. The findings

¢ practical guidance on

3fsia "e Yhis study provides direction

of this study also assist cducamm
considering particular informagion R\'acy fa

to educational institutions that ard plane a lec based e-learning to evaluate

possible user information N’ issu':s : S
& N
. . \ o e
e C(loud C ompulmi_%s Ty & (')
&t
1

CII' awarcness.

1at the Yrr a central part of creating the

Despite thg
trust that \'A\ adoption of c&@l computing, this research identifies the key

informati

yMyacy issues of cloud computing which can be used by CSP to increase the

95}



1.8.3. Policy Contribution

cloud computing services and their users.

1.9. Organization of The Thesis
This section presents a concise review of the chaptgg

1.9.1. Chapter 1: Introduction

1.9.2. Chapter 2: LTat@re ]{%}&

-

This rele literature on three key domains of
research: information{ua ™ HAniged ; Lqﬂ)ld computing. This chapter also reviews
the previous cle mputghg P privacy frameworks, the theoretical

in the litera

\

1.9.3. Chapter 3: Methodology

background n\f%ulion {1‘ As. [t also highlights the information gapfound

This chapter discusses the strategy of this research in order to achieve
its objectives and answer its questions. It also gives the explanation for the research

14



approach and process. Also, this chapter highlights the data analysis strategy and data

resources.Finally; this chapter presents the ethical considerations that are zlpplicdv

research. c\

1.9.4. Chapter 4: Data Analysis

pre-test, pilot study and data collection procedure. It shows th analysis process by

S l:ons' t of data
Mplm?my

- Id@a
1 j‘l in.{'\)\ and
N3

of all hypothesis

using various data analysis techniques and tools. The anal
management, data screening, demographic characteristi
factor analysis, confirmatory factor analysis,struc

assessment of model fit.

ings indicate that the
ompliance, audit and
ive significant influence on
arnMg while information privacy

cant influence on risk beliefs and
a negative significant i ¥ @1 chapter five presents the proposed
information privacy as&b&lcumiug users and also point out the

guide of using tl gad CWOTl.

framework by :'1%0 f exper
Q 0. Chapter 6: Conclusion

This chapter provides an overview of this research followedby the

f the chapter, the validation of proposed

research contribution of the thesis. Then, the limitations of the research and future

research recommendations are presented.
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1.10.  Chapter Summary

This chapter provides an introduction to this research, the research %\1. the
research questions as well as the research aims and objectives. The resean ofrvation is
addressed before introducing the assumptions of the research. This cha?so included

a brief explanation of research methodology and the contribution ofathe r¥earch. Finally,

this chapter outlined the organization of the thesis. T
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