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CHAPTER 111 -\(}
VY'

RESEARCH METHODOLOG Y z

'

N

Research Design é { ,i')
Y.

This chapter explains the research desx ndu tivg this research

project. The research design of this proj& & 1 phases which are

Phase 1 and Phase 2. Each phase @)smts o\ﬁ?te séﬁgure 10 shows the

(.)
Q.
So

For Phase 1, the ﬁt Q was ‘;?1 g@ understanding the previous
arcl, the

@"ature review on stream cipher

%

design, Grain-128 a 01 go , and randomness testing using

I
statistical analysi se n S his phase was to conduct randomness
y p p

testing of sta t1 analy51 usm IST Statistical Test Suite. There were 16

N
types of %E al tests conducted in NIST Statistical Test Suite, as mentioned

workflow of research design for ojec

works related to this re

earlier apter 2. Finally, the third step of this phase was analysing the
statlstlcal analysis results of Grain-128 obtained from the statistical analysis using

the NIST Statistical Test Suite.
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For Phase 2, the first step of this phase was carrying out enhancement on
Grain-128 stream cipher algorithm, which was later known as Modified Grain-128
(MG-128) stream cipher algorithm. The enhancement was conducted based on the
results and analysis obtained from Grain-128 stream cipher algorithm, w’%sults
obtained were further analysed in order to improve the previou@hm. The
second step was conducting the randomness testing against t]‘l?bdiﬁed Grain-
128 (MG-128) using the same NIST Statistical Test Suite\én, the third step
was analysing the statistical analysis result of Modi zr.aih-lﬂ (MG-128)
obtained from the experiment conducted. The results weYe opser em&?nalysed

|
to determine whether the Modified Grain-128 -128p Hadgany %provement
N

1\not %3:’ the desired

compared to the previous algorithm. If W sulﬁ‘

improvement, Phase 2 would have to be\;nstructe

o

desired improvement, then the a )f & ing ,%% research would be
r

considered successful and the

Grain-128 stream cipher al@ ml}r
g

(035

%
G
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Population and Sample

Grain-128 stream cipher algorithm

In this research, the Grain-128 stream cipher algorithm used a 128-bit key.
Hence, the number of possible keys that might be used to prod stream,
output of LFSR, output of NLFSR, and output of Boolean‘&ction of this
algorithm was 2'*®, which is equal to 3.4 x 10, Since t% ber of possible
keys was too large, it was impossible to conduct hi%arch using all the
possible keys due to infeasible system and time co t A !at by Rukhin et

L
al. (2010), the number of samples used should be e order of)xhp @‘r.se of the
ignificance level, that is, for a | <
significance level, that is, for a level of 0.0 . thf\n er amples used
T
should have at least 100 samples. Ther h ;3 s uged for this research

were 100 different keys that were ﬂhr ﬂqQY K&Oo—s% of significance

level. % 4 Qe
\ A‘Q
N
The reason to ev@ output F§output of NLFSR, and output

; . '3
of Boolean Function afthis%a ‘eég"discover the weaknesses of each
2 w@‘? point was identified, the modification
’
of the algorithv@ ju tmﬁ)
& L.y
Modifiedin-lZS stream ci@é’r algorithm

%«\-‘e Modified Grain-128 stream cipher algorithm, the number of

iblJkeys used to produce the keystream of this algorithm was similar with

component in this aw m

“ g

Grain-128 stream cipher algorithm, which was 2128 Therefore, the samples used
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for this research were 100 different keys that were chosen randomly for 1%-5%

of significance level.

The instruments used in this research are as follows:

3.3 Research Tools c\z

3.3.1 Programming software: C++ programming languag
The C++ programming language was ap ln?rorder to obtain the

following results:

e generate 100 samples x 128-bit §Mgrent fand ?k@ used in

Grain-128 and Modified Grai

tre{' T al-g&thms

and dlhed Grain-128

e generate 100 keystreams t%wc}‘ai -1

stream cipher algorithm hl 17 di Q:nt random keys.
A
.) f

e generate 100 output 0 ral@ stream cipher algorithm

&
using 100 x 12 -b , éé
e generate | ;ut (}v-jy& @) for Grain-128 stream cipher
a[oOI‘lt&\Ll \8 td&’rentlandom keys.

ene\ 70mpu }l mgléan Function (Ax) for Grain-128 stream

%alg )rys g x 128-bit different random keys.
Q ) 4
X i

332 S \ical analysis: NIST Statistical Test Suite

as

o As mentioned in Chapter 2, in NIST Statistical Test Suite, there are

16 types of tests, each with its own focus and purpose. All the tests were



55

applied for all types of data, for both Grain-128 and Modified Grain-128

stream cipher algorithms.

3.3.3 Hardware: Intel® Core ™ Duo CPU P8700 @ 2.53%‘59 GHz,

2.96 GB of RAM. A
3.4 Experimental Setup Yy
ta

The data used in this research was a pri ichp was obtained

from the experiment and observation. é , (_}Y'

| ]
L
As mentioned before, four types onyweK ed& used in this
research, which are keystream, output @MS

‘QT
utp& rom NLFSR (gx),

ug&gn this research were
A

100 samples, each data produc@ sedhenc “Al@ produced sequences are
NS

listed below. %Y} Lj I §
Grain-128 strear@l lﬂit

| :
1. 100 sequenc@ey réangy eﬁcl&%@luence with 1 million (1,000,000) bits.

\ N
2. 100 se of ff L{@; each sequence with 1 million (1,000,000)
S N

bits

and output Boolean Function (hx).,Sinc¥th ‘Q

CH :@uences of output of NLFSR; each sequence with 1 million (1,000,000)

4. 100 sequences of output of Boolean Function; each sequence with 1 million

(1,000,000) bits.
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All the sequences above were obtained from Grain-128 stream cipher

algorithm.

Modified Grain-128 stream cipher algorithm \Y.
1. 100 sequences of keystream; each sequence with 1 million @00) bits.
All the sequences above were obtained from Modiﬁ@ain-l% stream
cipher algorithm. V
All the data listed above were collected er til]g rain-128 and

Modified Grain-128 using C++ programming lan e. Thg ge r"m’@‘ data for
Ay

V¢
£
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To perform the randomness analysis, data was collected from the
experiment using NIST Statistical Test Suite tool. The four types of data
generated previously were inserted into the NIST Statistical Test Suite tool. The
tool produced test value known as p-value, as described in Chapt\Yﬁle p-
values were then collected and analysed. These values were used&\ rmine the
randomness of each data, whether it was random or non-randoNf. There were 16
NIST test values produced, each with a different numbY& p-values. Table 7
shows the number of p-values obtained for all 16 ti¥al e‘sts r each data
used. Based on Table 7, the total number of p- \érodu ed 19r ’ea h&l'ata was
189. Therefore, the total number of p-val duedliy hls\;'search was

T
321,300. The calculation to obtain all the CNS is 3 f Wig\

Grain-128 stream cipher algorl 0 Q(?\

A‘Q
1. Keystream = 189 p-value r P ‘é\
l
2. Output of LFSR = 189%% omi 2.
3. Output of NLFSR@p llue rea ample.

AN
1 O
4. Output of B o 10n & ei%lue for each sample.
N
Total pr&i four data above were 756 (189 p-values +
189 p-val p-values + p Values) Total samples used in this research
were ples (100 samples for keystream + 100 samples for output of LFSR

410 mples for output of NLFSR + 100 samples for output of Boolean

Function). Therefore, the total p-values produced for Grain-128 were 75,600 (756

x 100).
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Modified Grain-128 stream cipher algorithm

1. Keystream = 189 p-values for each sample.

Total p-values produced were 189. Total samples used in this research

were 100 samples. Therefore, the total p-values produced for Moca'&iz;rainJZS

were 18,900 (189 x 100). A

From the calculations above, the total p-values producg from both Grain-

128 and Modified Grain-128 were 94,500 (18,900 + 75)%

NY.

Table 7: Number of p-values o@r mpe | _{.,\Y'
hv i

Statistical Test Num f Igfroduced
Output
Keystr% Lut o Oufﬁ Boolle):an
SR :
\ Function
Frequency Test 1 R )A ! 1
Runs Test CO —yp! A 1 I
Longest Runs of Ones Test a1 <ﬂ~"l 1 1
Spectral DFT 1 T 1 1
Lempel-Ziv Complexity Te < 1 1
Cumulative Sums Test P j‘ ‘\Jz 2 )
Random Excursion VariamgTes S AR (b B R 18 18
Random Excursion Tes& \ 8 & 8 8 8
1 1 1
1 1 1
148 148 148
1 1 1 1
1 1 1 1
1 1 1 1
i ) 2 2 i)
Approx 1% Entropy Test 1 1 1 1
L,% Total 189 189 189 189

The process of conducting the statistical test for each data is illustrated in

Figure 13.
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Table 8 and Table 9 show the number of minimum bits of sequence length

(n) required for each test and the parameter considered for Parameterized Test
Selection, respectively. The sequence tested was only considered as random if the
p-value was more than or equal to the significance level used (a).?-\his
research, the significance level used was chosen in the range of 1%-'®qual to
ﬁlevel was

0.01-0.05. During analysis, the p-value of less than the signi

observed. The number of rejected p-value later determined th omness of the

sequence. z '

62



Table 8: Number of minimum bits of sequence required

63

Non-Parameterized Test Selection

]

Test Minimum Requirement Used in Research
1. Frequency Test n>100 1,000,000
2. Runs Test n>100 1,000,
Length of each block, M was \%
chosen in accordance to minimum c)
n. These were fixed in the test code.
3. Longest Runs of Ones Test . 00,000
minimum n M
128 8 \
6,272 128
750,000 10,40\
4. Spectral DFT n>1,000 1,000,000
5. Lempel-Ziv Complexity n>10°
Test
6. Cumulative Sums Test n>100
7. Random Excursion Variant
Test
8. Random Excursion Test
9. Binary Matrix Rank Test
Para
1. Block Frequency Test 1,000,000
2. Non-Overlapping Test 1,000,000
3. Overlapping Test 1,000,000
4. Maurer's Universal Test 1,000,000
5. Linear Complexity Tes 1,000,000
6. Serial Test 1,000,000
7. Approximate Entr t ’ 1,000,000

Q&
&
N
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Table 9: Parameter value(s) required for Parameterized test selection
Statistical test Requirement Parameter(s)
N =nM&N<100
> MN
Block F "
lock Frequency M>20 & M>0.01n

Test

Where n = bit sequence
N = number of blocks

Blok\gt,M
\:)

Overlapping
Templates Test

n> MN

M>0.01n

N should be chosen so that N.(min =i) > 5
A=M-m+1)/2"=2

m should be chosen so that m = log, M

Choose K so that K =2 A. i
Where n = bit sequence

M = the length bits of a substring
NIST recommends to choose m =9 or }0 ,

-

Template length, m

Non-Overlapping
Templates Test

N<100 & N=n/M ’
M>0.01n
where »n = bit sequence
N = number of independent b
= 8 (fixed in the test w
M = the length bits i
NIST recommends to choos

I
&

b
"@ﬁplate length, m

Serial Test

Block length, m should %ﬂecte
m<[logan] —2
where n = bit seque

Block length, m

Approximate
Entropy Test

Block length, m sh
m<[logan] -5

Block length, m

where n = biequipce l
A 'y
Linear 40
Complexity é” Bloglenath i
Test ‘Q e
pengd®Y blocks = n/M
T (,)v
9]
ould be chosen as below.
0=10*2"
1674800 1. Number of
Universal Tes 7;60 blocks, O
> 4.654.080 5120 2. Block length, L
> 10,342,400 10 10240
> 22,753,280 11 20480
> 49,643,520 12 40960

where n = bit sequence




For every significance level selected, the maximum number of binary
sequences that was expected to be rejected must be computed by using the

following formula:

s<a+3 a(l—a)>
s

it would affect the calculation of maximum

in the Frequency Test, the number of p-va rw \a-SX.Q (1). the samples

P
used were 100 samples and the yg@e hve%’ w@&[% (0.01). Therefore,
by using the above formula, the \m ejec@l rate should not exceed 3

sequences. 2
(J

However, for @er@ Tel@te Test. the p-values produced
N

were 148. This rese%\u " fana}ﬁ‘ﬂ:s. so the total number of p-values

\ ~
produced for thl bﬁ. :Th@ore. to calculate the maximum number of

‘Qd X
rejection r at mple size, s sh‘&ld become 14.800.

&enal Test and Cumulative Sums Test, these tests produced 2 p-
valu ectively. Therefore, the total number of p-values for each test using

100 samples was 200. Hence, the sample size, s should become 200 to compute

w

the maximum number of rejection rate.

65



Lastly, for Random Excursion Variant and Random Excursion Tests, these

tests produced 18 p-values and 8 p-values, respectively. However, only samples

with the number of cycles exceeding 500 were evaluated.

3.5  Summary §~

(§]

(V8]

The expected outcomes of this research are as follows:

The randomness of Grain-128 stream cipher algorine determined
using statistical analysis. z '

The Modified Grain-128 stream cipher algoritMg,carj be tpucted based
¥
IS
iy
28,CqM be compared

on statistical analysis obtained from Graag¥28.

—_—

' 4
The results of statistical analysis of Mo§fied \ain-

with Grain-128. Modified Gr\% streau‘ he&gorithm with the

sufficient results of statisti %‘nalvsis\h% @%osed to be used for
¢ Q0

future encryption applicz'& A‘q

X | S
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