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CHAPTER 1V Y.

ELICITING SECURITY REQUIREMENTS USI RE
PROPOSED SECURE APPRECIATIVE INQUIRY MHNIQUE

4.1 Introduction z l

Two security requirements elicitation methods andQge best fpra ci: &g?é been
selected and filtered. Security Quality Requiremé Englr‘ys in (S RE) and
Comprehensive, Lightw eight Application Secum IOC \'QL dlscussed n

Table 8. Chapter 11, were compared with OCel ost cﬁn
requiremet eh@lion and security

@d was proven to be
successful based on the case study icits funghiema unemems The method
finds extra and unique requiremq S\ld i SG:S‘e Al method (See Appendix
A). z N

$ &
NN @

N

Now, it is essential to % ' § 1he@ps of these two methods that they are
suitable to be empl tl

na aches and best

pld(,llu,% According to the factors lela

h a S{D\(sc;gvely Dream, Design and Destiny), thus
they produce 111@1(1 App&lalwe Inquiry Technique (SAIT).Through

the case slud ducted adopting Q@ new proposed technique integrating the two

approaches SP and SQUARE) wnh the Al method evaluate the performance of

the pr(s

4.2 Benefits of Integrating Security Requirements into Software Requirements

AIT that was carried out.

As discussed in the literature review, SQUARE, CLASP and Al carry some steps,
such as. the dimensions and the main points, where each one of them contains one or

more sub-steps, which contiibute towards  cliciting  sccurity  requirements  for
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(SQUARE and CLASP). and general software requirements using Al. This elicitation
steps are necessary 1o address the security state of an SDLC artifact before (at an early
stage especially in the requirement phase) and after the software development process.
Moreover, this could help software developers in allocating further resqugiggs to
increase the security and decrease the vulnerabilities in any software \cicited
information about vulnerabilities and errors is important because if&r - leads to
vulnerability was not corrected in an early phase, the cost of ocfing it might

increase tenfold with every additional development phase (Khang00

There are many benefits of integrating the elicitati :ethid for software
a

requirements (Al) and security requirements (SQUA MP) Firstly,
~ i
lasg') security

simultaneous, use of methods to elicit softwar
requirements. Secondly, the efficiency of Al 1

r@i’remenls 1s

e stifjes, in eliciting

réqirements. Finally,
[LASP are identified to

ware requirements and

evaluated. Al has been proven to be successjgl i1

functional/business requirements and ﬁn%. a
UA

to integrate, the best practices from the S

be embedded with the AT method, ulthgtedy w 8 )
U]
security requirements. \ : i

7
Y,

The proposed techniquégas ¥een

Al, SQUARE and P - AN

software rcqun"c% n the d se@ﬂy requirements in SQUARE were merged
in the same ia&)sg in Secure Aggx.ciative Inquiry Technique (SAIT) besides
intcgmli1$w‘lcps involved in sy}em/software requirements from CLASP and Al

with a ications. The integration process must also apply to all the remaining

‘hePollowing section will explain the steps by development of the proposed

s
O

SAIT according to the Al phases.
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4.3.1. Discovery Phase of proposed SAIT

This section presents the integrating steps in CLASP, SQUARE with Al in the
discovery phase of the proposed Secure Appreciative Inquiry Technique asghown in

table 10.

TABLE 10: Proposed discovery phase for SAIT s )

Existing Techniques

Al (Discovery

Cooperrider

questions

e identifies the
existing situation
of the old system
(Software
Requirements),
System

description

explain
experience and

skills

current system

feedback

definitions
(Security
Requirements)
e security goals,
which are
achieved by the

current system

security policy

and trust

boundaries

specify

operagen:

identify resources

4.

wn

0.

Nvmique
coypry Who

identify security

goals, which are
achieved by the
current system
(SQUARE)
identify global
security policy
(CLASP)
identify resources
and trust
boundaries

(CLASP)

. explain experience

and skills (AI)
specify operational
environment

(CLASP)

SAIT Ris
SQUARE CLASP
Phase) Involved
‘what is": e agree on e identify global S Stakeholders,

Users and

clopers
R
e




87

a) Discussion and justifications of SQUARE
Discovery phase focuses on the system's boundaries, system identifiers andipgegtails
understanding the current system (old system). Therefore, in the first gepNg¥the Al
HS

method. the developers should gain system descriptions, and unders existing
system situation, in terms of the system requirements, the next inwgagajed SQUARE
step. which is “Agree on Definitions™ with the initial step in th&se of the Al
method. because, the definitions step had focused on identifyir boundaries of the
system in terms of the security requirements. l
\d
i~

The third step of the Al method is “Current Syster dback” i(‘)_)&OCLlses on

el \ as, What are the
software requirements in the current system, w 'chq{n\‘then %' needed in the
future system. Then the SQUARE step i i%aled. rocg8d, termed “Identify
Security Goals”. because this step is %sis nt je I\step, in terms of the

software requirements to the current : st(%y Al finds the software
U]
requirements in the current syslem& Q

ndsﬁ{zurily requirements in the

current system. Therefore, it igap fate Jo 'ate%\\rilh this step.
N
s &
ationg 0 ASP @,

The discovery phase S
| 3
understanding the gTenjy sys (&d&kygterh). In this phase, a new step has been
e Qf S :
added, which 1s % nange "‘1 en@_ﬁ’ Global Security Policy” CLASP activity,
because, the 1Ris!on of this phase ie)&pv'idemify the size, boundaries and situation of
the system s of the software requirements in the old system. The mission of the
afore !ecd CLASP activity is to identify all the general security policies related

N
(o thi&urrgt system i.e. discover the current system in terms of the security policy. It

i thus. suitable to integrate this activity with this phase, to discover the security policy

1

Cget
S5
9

b) Discussion and jt

ysl@jé’boundaries, system identifiers and

in conjunction with the discovery of software requirements.

Furthermore, a new step (step 6) has been added, called “Identify Resources and

Trust Boundaries® CLASP activity, because, this activity, as well as step 4 in this
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phase. is part of the best original practices of CLASP related to “Capture Security
Requirements” (see table 8, chapter 1I). In the investigation phase; this activity

investicates current system resources (data accessed or provided by the software), and

trusted areas.

“Specify Operational Environment™ activity of CLASP, as well as st nd 6 are
integrated with the first phase of Al at the investigation stage; this actity analyzes
and specifies the level of protection that suits the future system, restritions to which it

is subjected, and the prospective effect on its reputation that hNbe exploited by
the application. ?
4.3.2. Dream Phase of proposed SAIT

This section presents the integrating of steps in
dream phase of the proposed Secure Appreci@
19] \

TABLE 11: P §Ta dr; ﬂam} AIT
%
N

Existing Techniq ° % New Technique
[ &)’ SAIT (Dream Who
Al (Dream Phase) S 2 }S N
\ Phase) Involved

AREWlh Al in the
'qu s shown in table

‘might be’: e Ider ‘ ril)@ N&e 1. What are the Stakeholders
e What are the W re the effors d O new business , Developers
new business Qhe yst‘cn SoBls (4? requirements and Security
requirements %'mf’ﬁfy $ they dream to Experts
they dream to s \’Y' achieve (AI)

(8]

Identify security

achieve \(,) ;
\ needs which are
related to the
o future system

(SQUARE)

e
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a) Discussion and justifications of SQUARE

Dream phase: focuses on what the team (stakeholders, developers and security
experts) thinks for the future system, but, before that, they should identify the needs,
and in this step, Al identifies the system needs (software requirements) t 'hat
might be in their dreams. On the other hand, in the dream phase, SQUA a step
called “Identify Security Needs™; the benefit of this step in the SQL@@
that, it highlights all the security needs, to protect the system at en
This point leads us to think deeply that, Al identifies all softwar n‘eg.

Nle SQUARE step,

thod is
of the day.
(requirements)
to visualize the future system. All previous contexts lead us t
called “Identify Security Needs”. whereby to determine GY:%/ needs, need to
dream about the requirements. Ultimately, integrating app OMPable us to

gain software requirements and security requiremen@s called ’F.){—,\Y.

s \’Y'

b) Discussion and justifications of CLA%K
1

Any activity of CLASP best practices hag 1\%
because during the analytical phase of thi h thaoll g‘ii €iablished:

o S

i. This method covers tl &016 | Cfand (&f only focusing on the
| N R
requirement phase. Y- , N

ii. All CLASP best pl%x acti\}l es (}151 cal (do not have the stop point,

to think about W‘ mi‘c\be PI'(ﬁﬂﬁd in the software, during the
requirement pQas (§/
Y ]

1.2 The dl-can%lasel 1S zflatia in the CLASP method after the

implen n*on p}a €

durinq\th&fequirement ph

S i

4,3,3,@ 1 Phase of proposed SAIT

This section presents the integrating steps in CLASP, SQUARE with Al in the design

d ind‘{le "Dream Phase"

ot covered in the Al method (all Al phases

phase of the proposed Secure Appreciative Inquiry Technique, which are shown in

table 12.
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a) Discussion and justifications of SQUARE
Design phase: it focuses on how the system should look in the future. In the furst step
of this phase. the users and developers examine the feasible size of the system, that is
identified in the second phase (Dream phase). Furthermore, in the dream the

security experts have identified the security needs in the future's sy% o they
h

should examine the security needs, which are identified in the dre se. In the
SQUARE approach the step is called. “Develop Artifacts to ort Security
Requirements Definition”. it is used to examine what have 1 Mentified before;

based on the needed artifacts: scenarios, misuse cases, mod lsWates, forms.

In the second step of the design phase, Al elicits softw refjuir W Qiﬂg the

N
ﬁlg{’s&me step
i gran& which are
, extrq,é;.s also need to

be conducted in the SQUARE method callgd™s) " CateRogge Sgedvity Requirements
3 QN Whether They are
Requirements or Other Kinds of Conshgifts g s s“ p ii*; uired to categorize the
security requirements, and each gwE asgvl.e. every asset has some
specific requirements 1o be ac ie?%ver irement has its own security
requirements as a form of cption,

requirements according KN@lal@h a\(’i

diagrams, which are performed in the first step

clicitation is crucial for the security requireme

as Different Levels (system, softwarg, etc),

&%

g‘? a need to categorize security

Kes, scenarios and security goals, which are

Xd

ed in details in chapter five, but in the normal

one in conjunction with the risk assessment

metho ARE method). the external method is used to make risk assessment.

«prioritize Security Requirements”, step in SQUARE depends on the results of the
‘perform risk assessment’ step. because the security requirements, cannot be
prioritized unless there is a value for each single security requirement alone; this step

will also be discussed in chapter five.



93

b) Discussion and justifications of CLASP
The second step of this design phase, focuses on what should be in future system,

where. the users and the developers use the Al to elicit software requirements using

the diagrams, which have been drawn in the same phase; on the other hand

of the security requirements is necessary in the same step by using ee pagrams,
s

which are performed by the activity of CLASP best practices "Ide‘& ser Roles
and Resource Capabilities”. to help security experts elicit securi irements, in
conjunction with the process of eliciting software requiremefg. 4 extra step of
CLASP best practices is also carried out “Apply Securfty ciples to Design”,
where this activity is needed to illustrate the misuse case ra nls, angd to identify
attack surface. This activity will help the securit i \d;yf,hcmn
security requirements, thus, there is a need to condug ctivitly tigs tiln,Q\

V
yeon (Uieat modeling)”,

\’ h 4
‘Perform Security Analy. sis of System Requn 14,
as a CLASP activity is needed, e spumll\l comp
find the risk of the whole software w thtr ‘ege\
diagrams. In this phase, all software 1ewe ts S@uty requirements must

appear, and this gives us another re \ inte US 11y

th vious activity, to

thisdphase, using different

The next step of the Al phas n Pha e) fi ul; checkmg: and assessing of the

11 exf‘ poml of view, to verify that the
cus tlns assessment, but from standpoint

\
- security, by usi N o m(érfcs of Resources™ activity. From here,
there is a strong llCL‘I te ghis ﬁfl with this step.

<Q £

N
“Perform S Le\cl Security I&Wew'. and “Identify, Implement, and Perform

Security Jagaia. lhcsc activities are part of the main CLASP best practice ““Perform
Applca Yissessments” in the original CLASP. The step focuses on reviewing
security™or the last time, before proceeding to the next phase; this review is very
important because, security issue is a critical issue in any software industry, as it may

lead the proposed software to fail, if it is not checked and tested many times. The

above reasons lead us to integrate the security review step and the security test step
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with this phase of proposed technique, which is equivalent to this SQUARE step

named “Categorize Security Requirements and Perform Risk Assessment’”.

Even after completing the 4™ and 5" steps “Security Review and Securit)v", in
case if there is a security problem (some source-level not covered by sec here is
a plan to address it by integrating “Manage Security Issue Disg/Rur® Process™
activity, to manage and recover the security issues which have 1 n taken into

account. and “Address Reported Security Issues™ to address wigt hg® been found, in

terms of security issues. Y.

In the next step of SAIT, the “Document Security-RelevartNgeqgirerreigls, aﬁgivity of
CLASP best practices is integrated, because for sur - odinipd 'e@ing atid

testing the security requirements, they have to

Th@ocumented

security requirements, as to quantify security u Ui nea‘s JI be @[ed in chapter

Five. \% é

“Integrate Security Analysis Into Sm% )Ia“ em tT @ess" activity of CLASP
A

best practices should be integrated IT 111 ftwcne requirements have
already been gathered, and n w\\ e ufity e@ﬂs e e
software ILL]UIILIHLI]I\ Thus IlCLL 16 ate security requirements with
related functional uqun 01 blm lems T e e
this software 1s secul lh 1 1S ‘§fe of the inputs to other processes
explained in chaptgg 101 7&C&ualllllymé security requirements in the
software mdum ? s

(.)

N .
In the last 01 CLASP the “Monitor Security Metrics™ activity is integrated as

"> the metrics are important factors for a general software security attempt,
in the requirement phase. They are essential in determining the present
security stance of software, and focusing on the most crucial weaknesses through the
use of some tools. This step has a strong and direct relationship with the quantification

of the security requirements carried out in chapter five.
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4.3.4. Destiny Phase of proposed SAIT

This section presents the integrating of steps in CLASP, SQUARE with Al in the

destiny phase of the proposed Secure Appreciative Inquiry Technique as /N in

table 13. @

TABLE 13: Proposed destiny phase for SAIT

Existing Techniques Ne hnique
e SQUARE CLASP i
Phase) Involved
‘what can be’: e Requirements Stakeholders.
e Focus on the inspection (the @;pers |
expected requirements are %d Security
software, analyzed for ixperts
which will be vagueness, this is the
developed and ultimate security
employed requirements
e Defining the
activities that
have to be
considered
e e

all software rcq%&ls adlc
be more \~imAangiblc.

Wep of the SQUARE method is known as “Requirements Inspection”

The f1

wher requirements are analyzed for vagueness, variances, and inappropriate
sense. The outcome of this phase is the ultimate security requirements information for
the stakeholders. So, integrating this step of the SQUARE method with the Destiny
phase of SAIT is sensible; because all the steps of the SQUARE and Al approaches
will show the result (Software Requirements and security requirements) in this final

phase.
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b) Discussion and justifications of CLASP
Any activity of CLASP best practices in "Destiny phase" has not been integrated, due

to the following reasons:

i, This method covers the whole SDLC, and it does not é&:on the
requirement phase. 3

ii. CLASP best practices encompass the destiny phase, butysliggdestiny is for
the whole system (testing phase), which means thataghe J®sting phase for

the whole system is the one, which selects the de tinvhe whole system

All the steps and processes discussed in this section are sh n aM
‘e
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The steps in the proposed SAIT in the table 14 where there are four phases to

complete the eliciting user and security requirements process through SAIT; the steps

In this phase, the developer finds the current situation of Nrganization. The

wRave been running the

ries in the

are explained in the following subsections:

4.3.5. Phase 1: Discovery Phase of SAIT

stakeholders will provide their experience, skills and how

organization up to the present. They will disclose

organization and how they have accomplished thenyas s

llw%g}??'. Three
¢ hessgsments:

basic questions devised by Cooperrider (2008) will sed to fqr t

a) Describe the greatest experience of your lifg@ime. \
b) What are the things that you value mg8tiMfou

¢) What are the core factors that gi\'em your 0'§ 1zat1@

e ] “
The above questions motivate lh& lopersgn sec&yy experts and give a big
picture to the whole system: invon. he lso g@ them the magnitude of the
suffering, by the tasks :1ccom%( by ups gy sitigle day.

o

" “What is’ ) Stakcholder. User & s “What is”
Agree on definitions Sec. Req. Developer input : Sys. Description S/W Regq.
, 5 } S W Req Feedback & d Discovery = Stalehiolders
Current Sys. [ jdenufy sccunty goals. Phase Stakeholders
| e E St )
| SRS
J
I
Phasc output

_{dentify the existing situation of the old system (Software Requirements); System

description (Stakeholders, Users and Developers). What are the weaknesses of the
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current system? What are the things that are not achieved by the current system and
specific operational environment?

- Agree on definitions step. Enables apparent the connections bet\\@e.curity
requirements experts and stakeholders by structured interviews Ol‘@grmﬂl to
agree on definitions using a standards like IEEE. This facilitai® identifying
security goals, and the assets that must be protected. Thusmontributes to
facilitate elicit security requirements in future. V

Yv

Provide the current system feedback and identifysg@®®ecurit§ _gogd which are

& 5 ,.

achieved by the current system. In the beginningythe ‘stakghol r’s \qf,mt'dec]al.e

several security objectives, and those objective®ge structyredin t@*step. Any
N

issues can also be fixed in this phase. Y' \ v

Guarantee that, security requirements N 1dentica

%ﬁon m\hs& wi})rojecl managers can
. \.

n d@l INPIGNE <&@.lll‘emems, as they help

materialize the more significant ODNeliVE & Lofl@e, to provide more worth to

the organization. Security cncgm can [gasl
yar

= ' aﬂ‘tf.\jﬂlevelopmem effort.

requirements be a spccii&

other prerequisites. Nevertheless, ap

effortlessly focus on functionali

e ced, so it is vital that, security

1
et
(oW
(€]
1
—
et
<’
b
=
o
]
o~
~
i
o
v
?

Outputlg® asC |

The yulPof this phase are: what are the security situations of the old system?; what
are the old software/business requirements that are needed in future system, what are
the definitions agreed, what are resources and trust boundaries, what are the global
security policy and what are the existing situation of the old system (Software

Requirements and security requirements).
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Phase 2: Dream Phase of SAIT

This phase looks at, what the user sees as the future of the system, specifcmm of
the organization as a whole as shown in figure 14. Here, the imaginatio; \realivily
of the stakeholder will be encouraged. The stakeholder will be able t ribute more
effectively, since they have already completed the discovery phasy'ﬂere should be

no constraints in terms of the dreams of the stakeholder. V

FIGURE 14: Dream Phase of

(] A &
_ Stakeholders. developers zmd‘Yﬂ}\y r ertsy (te dream (future system, i.e.
soMware fe
s

equ ‘:;ﬂw@'lo be in the new system (what

what do they dream about

“angét’chievc)).
S

\
r’i'ccggc’ dreams to protect the system assets

(future system di goals, business drivers, policies and

procedures, : w

might be’ ish the daily lasl\‘msmg the proposed system, in secured means by

ered to make a concrete draft about ‘what

protecting he organization's assets and resources.

N

Output of Phase 2:
The outputs of this phase are: “what might be’ the system boundaries, assets, resources
besides the agreed security definitions, which are related to business/software

requirements.
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4.3.6. Phase 3: Design Phase of SAIT

This phase looks at how the system could be, where the user and the develoj ok at
the possible arca for the size at the system. Using the identified stiff that the

stakeholder has highlighted, the size and the strength of the system c% ormulated

now. The role of the organization, relationship, policies and pr es within the
organization is looked at from an outsider’s viewpoint. V

- Examine the ity pr es
& M feasible size of Design nents || Developer
SCrs & the sys S &
Tdenti R TESHiices Phase H S &.
Developers dentify resource C SL‘CU]'I[)‘
and trust S ~
4 experts
B —— boundarnies V KV 3
ecurity tests
c disgjmgure process
0 18ues,
e \i requirements.
View the role of organizations and - sceurity angwallyinto source
their companies and pr . acenfgnt proce \
the external pointgf view ¢ - Morig®r decurity s
security attribyfs of reso | - Perggfim 15“ asstagntent. Fuzzy
| - Caffeorize seuggy requirements. .Fuzzy
SR - 1@Pe séeprnity requirements. .. Fuzzy
e ——— =

&

opers e e lwaleasible size of the system. It is based on the

N
aths highlighted¥@ the stakeholder.

Ytifacts to support security requirements’ definition; the following relics
gathered: system architecture diagram, use case scenarios/diagrams,
misuse case scenarios/diagrams, attack trees, and standardized templates and

forms. Consequently, the dimension and the strength of the system can now be

derived.
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- Consequently the dimension and the strength of the system can be derived now
(Draw Use Case Diagrams (Identify user roles and resource capabilities) and

Misuse Case Diagrams; apply security principles to design (detail 1

identify attack surface. and annotate class designs with secu pemes))
(Perform security analysis of system requirements and design (1 deling)).
- Elicit software and security requirements. An essential fa cto thls phase is to

make sure that the software/business requirements are

Ran that, they do not
have any implementation or design restrictions, ratl

b
security requirements that are related to software $mem shofl b‘etf)miled_
N
a) The role of organizations, their com}% nclvv 16843.\/16“’6(1 in the

external point of view. &

O
NS P
S le“ n @unly In an application,

sh 0&¢s1111 be a core element of

0, a@mated assessments tests can

b) As a matter of fact, it is not

therefore application Igslmt
the entire security techniq am(t ar

ot
atfage, Mt recognized during code or

&

discover the security em\

implementation re \ dlS‘O\ ’curil reats unveiled by the operational
environment, anggact¥as a™py l10n é‘d’hamsm, by finding downfalls in the
¢

design, requ s, dr exdudor ﬁ%fpically, test and assessment functions
are held b ance § 1®uallly assurance organization, but it can be

u\luldu! e wmplug 111\3.1L The factors and elements that should be
\

“r—-

con ‘d are:
cni\ security attributes of resources.

Perform source-level security review.

Identify, implement, and perform security tests.

iv. Document security-relevant requirements.

v. Integrate security analysis into source management process: A vital
objective of software security is to generate and sustain multiple-use

source code, which fortifies the fundamental security services in
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software and over an organization's applications. This objective is most
effectively accomplished. by applying secure development practices into
an organization's general development proce soon as p@n the
SDLC. (—)

Manage the security issue disclosure process, and G&Wss reported
security issues: It is specifically significant in the pers e of program

up-dates and improvements, to determine W}Wactlons will be

employed to recognize, evaluate, focus o1 lesolve weaknesses.
Establishing resolving techniques will a nsgp and reduce
risks, by interpreting tasks, obllgatlom nd pYoceflur ed,kigre after
recognizing the weaknesses. Remo e nnq e’o'ﬁcc?l fed by

application tests, both in in-house

an b challenging aspect. In

tor {é‘! general software security

spite of this, metrics ¢

attempt. Thcy age es¥ntial i detgmina@ the present security stance to

g‘oo(}he most crucial weaknesses, and

O

: im@erly the investments in improved

A%cm{ “w %Cd

tial preventive cQ@R6ls and their value and efficiency.

ase 3:

The outputs of this phase are: ‘what should be’ needed artifacts: scenarios, misuse

casces

»s diagrams, models, templates, threat modeling diagrams. Outputs also include the

security metrics, and reported security issues, forms, initial cut at security and

software requirements.
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4.3.7. Phase 4: Destiny Phase of SAIT

This phase focuses on what will be the future system; this is more concre 1 the
dream phase, where the developer and user look at what is the foreseea N m that
they will develop and use. see figure 16. The aim of this phase is to tﬁ%}e actions
that need 1o be taken. Then the support from the organization can lVa]hered, as now
the ideas of the system that need to be designed will become 1%]1 fearer Wow the

pm'ticipmion of stakeholders will be visible, and a generwmsensus should be

.

.S

available as how the system will be designed.

FIGURE 16: Destiny Phas@l?
— A “

Implement interface 5 = ‘ Detmifiy the activ?
: DestinygPha S W C a

:ntg¥nspection
e glinz¥ &
r 'A&M ecurity

qwifgiments)

CRFER|
Stakeholders |

&
Developers |

N

and employed. &l\ l \ %(J

- They will define theggtiWics N mb“ionsidered_
\ | -

- Support the orgyuNIgon oa cfu& ration related to the ideas about the

kalcs gpargft 01‘®gn,

'

system, whicl
sction (the l'cqt@lenls are analyzed for the vagueness of the

- chuircmcm! 1spect
ul1imzuc;Mily requi

Outpu hase 4:

o

1'cmcnls).\

The outputs of this phase are: “what will be” the initial selected requirements, the

documentation of the decision-making process and the rationale.
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Table 15 summarizes the proposed integrated technique in SAIT phases and the main

steps inside each phase, viewing the security issues concerned.

4

HHE Exccuters Security issue Expectc&s
Name
Stakeholder | e Discover security situation e “What is thc% ' situation in the

TABLE 15: Summarizing phases of SAIT based on concern of the seﬂ\‘ssue

e User e Sccurity definitions agree old system.

e Developers | ¢ Resources and trust ° ° software/business

boundaries > 1ccd\,.i in future system

e Identify global security policy e Uy nitions agreed
o .

ng tru '\Y.
I'5

Discovery

Stakeholder | e Security definitions

e User which are relatedgee -y
- husiness/softwg -

Dream e Developers business/soft ) Py
requiremen)té

N

4 - R
ight @)‘Slem boundaries,

T souiges besides the agreed
%c rilyé;{: itions, related to
; Hnsi]tu‘ Software requirements

Qé: i\al should be” Needed artifacts:
Scenarios, misuse cases, models,

v
Y

e Sccurity

experts

e Stakcholder

e Developers

e Sccurity templates, forms, and threat modeling
Security

diagrams.

Design experts
¢ Risk assessment results. Initial cut at
security and software requirements

¢ Reported security issues

I P e “What will be” Initial selected
Desti A\ requireme ‘}’ requirements, the documentation of the
estiny . \
) \clnpcl‘\ decision-making process and rationale

The st n the proposed SAIT in the table 14 and 15 are illustrated in figure 17,
where there are four phases to complete the eliciting user and security requirements

process through SAIT.
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FIGURE 17: Proposed Secure Appreciative Inquiry Technique (SAIT) Process.

~

Agree on definitions related to SR

S ~ “What is” % o
3 i e ditonnaarics What is
Identify resources and boundaries, Sve Destrin ISR oo

Stakeholder, User &

Developer input

Tdentify global secunty
pohicy

Identify secunty goals

Specify operational

environment

1- Discovery

Current
Sys |

Phase output
A

Input
X

2- Dream
Phase

Team
Dreams

Feedback

ents

- ements

Examine
Users & the feasible
[)C\‘C]Opﬂs size of the

/ attack || Security
experts

3- Design
Phase

s (Perform source- Feedback

(categorize and
$rements ).
perform security tests

bl joriti ity
enthy, 1mplem .
Mz disclosure process

% relevant requirements.
Manalysis into source management

“\vha . .ol . be” Secire S/W will be done

Security
experts

Defining the activities that
have to be considered

4- Destiny
Phase

Results————pp=i b(‘curny
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4.4 Summary

In this chapter, the integration of CLASP and SQUARE with Al was don r Al
phases (Discovery. Dream, Design and Destiny) to gain Secure Appre m nquiry
Technique (SAIT). SAIT is a technique adopted to elicit both soft a:d security

requirement. Next, the evaluation of the risk assessment to the sof in the design
phase using some tools or methods like the security metrics whi&e discussed in

the following chapter. Y.
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