CHAPTER 2

LITERATURE REVIEW ('}
2.1 Introduction Q

This chapter examines and reviews the existing literature relatéd to unintentional
insider threats. In particular, this chapter examines th Y 'f unintentional
insider threat (UIT) by providing an operational definitiomof UIT, r g relevant
research to gain a better understanding of its c and fcontri uﬁn&%tors

providing examples of UIT cases and the freq f T‘.o nce\y:n'e UIT in

Malaysia and presenting the potential mlt i0 tram?l easures and
its limitations.
T /\*

S
2.2. Role of Human in Infor ur| (?7-

The goal of system?' 1 suring dz-ig}bnfldentiality, integrity and
availability (Pfleeger, % shop,“bOJ 'th@ls a possible danger that might
’ &

exploit a vulnerabi Nbre \Jﬂly and{.&alefore cause possible harm. A threat

can be either intentio i ing ccidental, for example the possibility of
¢
a computer &)tioni g, e p'ostb}bll?t of a natural disaster (Yadav & Shashant,
N
2014). t%v ‘wats ﬁé}formatlon system are four key types which are

hun‘m&mtentlonal threats,\ﬁ@ﬁan intentional threats, technological threats and

ental threats (Jouini et al, 2014; Malami et al., 2012).
Q Information Security is not just a technology issue; rather, it is affected to a high
xtent by people. Organizations depend on people, their behaviour and ethics, and

their awareness (Morrill, 2007).



Though risks are involved in every aspect of Information Security, industry
experts generally believe that the weakest link is the humans (Albrechtsen, ZOOY
The elements of information technology system that are at risk of@ are

presented in Figure 2.1.
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It is true that all employees do no t ause e&

@
certain incident, an employee confidential ¢

oy

f)‘an ormation to a newspaper

X
by mistake. In another cas% v\fgla tlon@ecurity Authority found trade
secrets and security i |n n in the Fac go@lles of a few of their employees
(Albrechtsen, 20%

\
These examp s the peor. h‘a\;low—g‘( users or their lack of awareness. Various

such sc re de rmined’ by ([{uck and Simon (2002), in which employees
are tr| o securlt Vio athLY'for example the use of social engineering and

p ng attacks to infiltrate |\f’0rmat|on systems and manipulate people to carry out

esired actions.
Qserious threat is posed by employees by presenting different vulnerabilities,

regardless of whether they are ignorant, negligent, have been tricked or are acting
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intentionally. Therefore, adequate mechanisms should be enforced to avoid

information security violations by all the employees. These methods should

physical as well as functional aspects and should not be entirely d@t on

technology as that would lead to ineffective outcomes (Sklet, 2006).

Individuals will make behaviour al decisions on the basis of thel% es of the risks

related to the different alternatives. Optimism bias as well a%?ml ative risk has an

impact on these decisions. Optimism bias means that majorityyof ‘h\Z?Ie are not

aware of the fact that they are at risk. Rather, these people‘are of the that ?hers

y - 1,3

have greater probability of experiencing negativ mes (Parsons'et al., 201 ). Itis
4

typically believed by most users that hacke Id i imp(@adce to the

ly t 4gsider them as

information on their computers, which |®€ers ar

possible targets (Mcllwraith, 2006). The mls bla causQe security-related
risks to increase because the risk und e e by t@\ndlwduals and hence,
may not stay updated W|th patches_an adh é$ other security protocols

(Parsons et al., 2010). Peo ill es'entl und mate the possibility of their

[
actions or inactions | %o a secn olati nQ'.I'he risks related to information

N’ O

security are most 0 cumlllatlv ature %hlch means that the possibility of an

&

event occurri par cq‘lar Qr a :(.partlcular time may be quite small, but the
|Ike|lh00d s with ti or | ce, if an insecure password is chosen by an
ind|V| re IS a very small |b|||ty that this non-adherence to procedure may

beK on a given day; hb&%ver this chance increases over time (Parsons et al.,
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2.3 Insider Threats in an Organization
An insider is described by CERT as “an existing or ex-employee, Contryvr

other business partner who is or was previously authorized to access the h@data

or systems of an organization”. *

They may are the company executives, regular employees, managers, board

members, IT staff, consultants, contractors, outsources or e\Msiness partners

(Wesley, 2009). z '

Cornelissen (2009) stated that there are severak, imp taWutes that
@

differentiate between insiders and outsiders, inclu@follow g: ' _\‘-}
1. Trust: Insiders are usually thoSgwi idu{ e trusted by the
organization and their stakeholders. J;ﬂyp&ial ploy@mt may also
be consultants and contractors, %ry helper eve@%ople from third-

party business partners who )’(\%forma \mioYm p{ ess association with

N\,
the organization (Schultz‘% o “ O
N

2. Access: Usually, 'nsi]e o Iegiité@tely access organizational
d

resources. Here, % rtant t
'3

and authorized*access (Brla
3. owledge i
¢
h

that t knowled b&lt@' formation, services and systems employed

iff erki@etween having legitimate access

4
Andé(:;f{, 2004).

': Ty@ﬂy, insiders have a privileged status in

N
ingorganizations F 206&? Since insiders have this kind of knowledge,

Y—v
.&mhes are more diﬁ@to identify if it is the insiders violating policies

%\/esley, 2009). The definition of insider is presented in Figure 2.2.
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Figure 2. 2: Insider

Insider threat refers to attacks that are c
by the individuals who have either

organizational assets. Some examples of,th

embezzlement, espionage and expl%n

kinds of assets that are attacw%l
secrets, business plans, pro@ o)

2011). co P E)

Organizatic&ﬁ&entlylin ater | from insider attacks. Insider threat
ca

serves as a maj\ of i and(r:e}%tation risk to physical and intellectual
property ( %11). ou‘ in’ a@cjthat are vulnerable to insider threat were
recogni% eloitfe tﬂb&w, ). These were:
A Harm to critic@ts and equipment;
%\. Theft of critical assets and equipment;
0 3. Substantial removal or corrupting of files and records;
4. Releasing or leaking sensitive information. The attributes of insider

threat are demonstrated in Figure 2.3.
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2.3.1 Differe e e Inte inct_ée(ernal Threats

Ext ats ay ci u&-&(ctlvmes that outsiders carry out intentionally.
lo

These may

Insiders —

give rise to

|

S

&ated\?‘r any place across the globe and do not have

Ie itimate” access to orgamza\mal resources. External threats are carried out by a
%Of individuals or rival companies and are referred to as hackers. The motive of

ermg out most of the external threats is to achieve financial gains or revenge

(Aeran, 2006). Just like insider threats, external threats attack vital assets of the



organization, which may be the stored data, confidential documents or computer
assets. T
Excellent technical skills or social engineering are required to carryﬁg}ernal
threats. On the contrary, such skills are not necessary for insider m;.; Lack of
knowledge is the reason for most threats that occur accidentally (Corm)%).
According to (Contos, 2006), “Insider threats are more tho address than
external threats. Individuals perpetrating the crime are fri d co-workers which
makes it difficult to identify the criminal. It instead es th iwi)rs think
about the efficiency of security system.” External threatsyare easier t ei'e @Y;trol
and identify. In order to access the systems of |zat|(f1 er hK/R—O bypass

ects @;al network

this 4%1 single point of
O

the security devices (such as flrewall ) tm\t c

(internet) to the internal network o &nlzatlon

contact between internal and ext networ g '\to manage. Security
devices are installed at this p onta t an nlteqizfl the traffic that passes
through them. In addition, th atta @g systems are familiar to us

due to several inciden e occu ;J tHe (Aeran, 2006). Table 2.1 shows
the difference betw mternal |a naI t

Table2. 17Fhe dﬂK Bet Internal and External Threats
/ -
Internal Threats External Threats
Harmful activities dat a j. t{_by | Harmful activities that are carried out by outsiders
employeesgl tlonall or tlor% intentionally.
ources le ﬁately Organizational resources are not legitimately
tackers. accessible for the attackers.
iticalorganizational assets are t ed The critical organizational assets are targeted.
not required. N Fine technical skills or social engineering are
required.

ut within the organization with the aim of | Carried out by externally infiltrating the
ifying, stealing or harming the organizational | organizational network to alter, steal or damage the
sets, and may be accidental. organizational assets.

Insider threats cannot be curtailed with security | Organizations can use the security controls in place
ntrols. to reduce the threats.

Insiders know about the target. They can | External attackers do not know about their target
legitimately access the resources that are not being | and need to acquire information and find out
monitored by any security device. loopholes to get into the network.
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There are limitations in the security solutions | It is easier to identify external threats because the
available to provide protection against insider | security devices can identify network probing.

threats. It is quite easy for the attackers to avoid

being identified. g

2.3.2 Motives behind Insider Threat ; )
There are several insiders, and so it is useful to take into account t that had

the intention to do harm, as well as those that did not have any inte z to do harm,

but still carried out, or neglected to carry out, any action sed harm to the
organization (Noonan & Archuleta,2008). '

Insider threat may be carried out by a displease ployee s g r%_nge
from the organization. Employees may also spy o ny activiti As ,mi'akquwe

financial gains (Aeran, 2009). Undoubtedly; reaso,K e OYCSDT ence of

unintentional insider threat incidents is ﬁw wcﬂ"n a not uired security

awareness training, does not fully CON
high job pressure, handles challe sks v@}d&

s
témowledge, works with
0 ¥,

poor management systems an es use-of drugs (Grei et al.,2014) (Buckley et
X
al., 2015). -%\

(
According to (CI%) ),fe}tﬁej‘mt nal Insiders: -

1.lsata cer |t|on |>r in the hization.

2. Has or&o sl ha i |i’nate®ess to the network, data or system of an
(? 2 9
organizatio (_,

3. fron( ial is or experiences major personal or work-related

N
\C-j

\?Is frequently working at odd hours.

5. Deliberately has a negative impact on the integrity, availability or

confidentiality of the organization’s information or information systems.
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Figure 2. 5: Insider Thr, ofiles | —\3

4
N\t
2.4 Unintentional Insider Threats V W
Those with no malicious intenti@also ca ag he organization,
either by their action or their inact'e't%: even \rNQ% b khrule knowingly. For

N

example, a security guard wha_i checking es rly has no intention to

&

allow a malicious actor to enter the building; eveh\he allows a person to come in

who goes on to put thefbui iz on fire) (Greitzér e®52014).
; ? '3
ider thr

T ‘u’. -
Unlntentlonalg Vves\ scribéd by CERT (2013) as: an existing or

past employee, Q par: %
&v) t

ntract&/who is or was authorized to access the
network, dat

harms, s%ficanyy#

£ ¥

confideSiah y or availability oE’t%w organization’s information or information systems

g’\malicious intention.
Ql.l Features of Unintentional Insiders

Some of the UIT features were identified by the CERT (2013) team as follows:

7~

21



2.4.2 Categories of Unintentional Insider%‘s 0\

An existing or past employee, business partner or contractor: the insider who
has been delegated some aspects of the task by the leader.

Is or was authorized to access the network, data or system of an @tion:
providing authorized access to the insider during the delegatio S.
Action or inaction without malicious intention: non-malicious, weak
performance shown by the insider \)

Adversely affects the integrity, confidentialit erai'ability of the

organization’s information or information tem \h\dsk being
®

unsuccessful. é J J .\(,}VC
v

é\‘?

CERT (2013) states that there a ur aajor types IT @ﬁt vectors, and on

the basis of the threat vector, four p@%s of incl %n @'ermined.

N,
Table 2. Zz%ries i UI'?T eat@tors
a4 \ ;Q!

Threat UIT threat vectors
1 « UIT-HACK, or ‘Walieious codle (U -HACK%G}maIware/spyware), which is an
outsider’s elg€tronictentry gained through %l engineering (e.g., Unauthorized
Access, pla authorized U rive; Theft/phishing email attack) and
performed through asoftware 45 malware,and spyware.
2 + DISC, accident ‘s%bé re (e. L_)Hrough the internet), where sensitive
information 1s"publicly displayed on a Wéite, not handled property or sent to a wrong
: &
3 (Edent@sposal of physical records — lost, stolen or
S, ﬁkqpaper documents
4 nt that is not possessed anymore — lost, stolen or discarded
e PDA p, portable memory device, smartphone, hard drive,

N -

A&neral, the DISC, P@ and PORT threat vectors are related to situations

th?\e due to an action (or lack of suitable action) carried out by a non-malicious
ins

However, the UIT-HACK threat vector occurs due to an outside agent, i.e., it

Q er.
s an external threat. UIT-HACK cases would be classified as insider threat when it is

facilitated by unintentional action or inaction of an internal employee. UIT cases that
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occur due to actions carried out by the non-malicious insider alone are distinct from
UIT cases that occur due to actions of an outside malicious agent as well as'@ fon-
malicious insider, e.g.,, an employee unknowingly becomes involved_h___i.rﬂl_: ’-éacial
engineering. Insider threats taxonomy is presented in Figure 2.6, Wh'e'ré-'-the'}ield of

interest of this study is highlighted.

I Insider threat I

Intentional insider Unintentional insider

* |IP Theft : stealing information using IT.
* Fraud : use of IT for the unauthorised
modification, addition, or deletion of an
organisation’s data.

< IT Sabotage :causing harm by IT to
organisation or individual.

« Facilitation of third party access to
sites/information.

* Unauthorised disclosure of information.
» Financial and process corruption.

* Theft of materials or information.

By the normally ethical employee with an outside malicious agent

| |
* A accidental disclosure of sensitive [ oncaiaeT s Sl e N SR ageatier

information( posted publicly on a website throqgh social engineering (e.g.,phlshlng
mishandled, or sent to the wrong party email a.ttack, planteq or unaL_Athorlzed

via email). USB drive) and carried out via software,
* Improper or accidental disposal of such as malware and spyware.

physical records(lost, discarded or stolen
nonelectronic records, such as paper
documents).

« lost, discarded, or stolen data storage
device, such as a laptop, smart phone,
portable memory device.

.Fi'guré 2. 6: Insider Thre_aié'T‘éxonomy (The Branch of Interest of the Study
e Highlighted)

N _2:_5_"Contributing Factors of Unintentional Insider Threat
‘ The two major categories of UIT Contributing Factors obtained from the

literature are shown in Figure 2.7, which the direct and the indirect factors. Direct
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factors mostly rely on specific individual attributes and affect UIT to a significant
extent. Indirect factors depend to a large extent on external factors like organlynl

issues (such as insufficient budget or budget management and sec(ry}ollcy

implementation). They also have an impact on direct factors and c ntly, the

employee. Each of these factors is examined in this section. In this research, all

cMred Where a
eztera'ure due to their

dered and

in orée}to be

contributing factors of UIT, direct and indirect been
comprehensive review of these factors was conducted fro
importance and their role in the occurrence of UITs,
focus on them while proposing countermeasures an

ighlight th

taken into account in the SMEs.

I '\:.
UIT
Contributing
Factors
Indirect Direct
Factors Factors
)|
| ] ] 1 1 | ] [
Management Security Policy work
Budget Culture Communication Support Enforcement environment
Human Stress Awareness F:tigt,e & Apathy Sldlls. & Mind
Error Sleepiness Experience Wandering
Drugs & Age Mood Gender Motives lgno_r s Risk
1 Hormones negligence possibility

Figure 2. 7: Contributing Factors of UIT Extracted from Literatures
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2.5.1 Direct Factors
Direct factors depend on the attributes of those individuals that directl)%gct
nce

the organization’s Information System. These include human factors and per
indicators, like apathy, error, stress, experience and awareness, whichhare“directly
linked to the individual’s personality and nature. These fact uence the

organization’s information system because of their direct impactw individuals.

A. Human Error ‘\d
L ]

Human error is typically the consequence or symptom of deepe ss'ues% man

- N
error is linked to the features of people’s tools, “eperating envi nmeﬂ?'and task

\ N
(Dekker, 2002). ?Y'

Human errors are responsible f(@% cidtﬁgranging from air
transport operations to nuclear powt plants. ve s,.there has been a steady
increase in this percentage because tor§ like hi her s@x complexity and better

%ov -

error analytical techniques thzm
Error may indicate ae'vergz;ce in i

4

o
(AviZienis et al, 2({). ma W at !@v’to adverse effects are frequently
outcomes of inef&‘ st@

e sy tions@vidual employee attributes or process

features, and @}the afe qe'd (tE’)s system induced human errors (Norman,

1983). If{&r has_to b.e'Je in g&@, an error may lead to an accident; if sensitive,
b4
proprietary or classified inform@ needs to be handled as part of a job, then an error

\
use a security incident or breach of information (Pond & Leifheit, 2003).
Though it is not possible to fully eliminate human errors, it is possible to
Qnificamly decrease external influences by employing human error mitigation

methods that concentrate on the system conditions that carried out, or possibly made

to detect errors (Hollnagle, 1993).
N

systemy t%’ working perfectly otherwise
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inevitable, the ensuing errors and negative results. When the underlying, contributing

factors that cause employees to act erroneously are not identified and regula?ue

face the risk of causing them repeatedly. In the cognitive domain, contrib@ctors

to human error comprise of fatigue, mind wandering, lack of (or Ios@&ituational

awareness and high subjective mental work pressure. FurthermoreWuman error

percentage can be affected by emotional states, both normiINII as abnormal
l

Information security events frequently occur whe ecuri yw has been
L ]

jour. Far i nds,@‘/\:ord

assword.~Thi ind\oyﬁassword

at Iecist 0 capitaQ@Xe.r and digits

that may be difficult for users to remember. This is wh ep note down their

(Dekker, 2002).

used that is adequate, but not affected by human b

validation policies instruct people to select a diffi

would possibly be a combination of letters

passwords in unsafe places, e.g., th%tebooks, : War gasity accessible to other

S
(Kraemer & Carayon, 2006) ( Q-
N

A few errors are blunders¥or I queﬁ‘actions that had not been
planned” or unintenti%Cns. Other ‘915 @prise of mistakes or errors of
4
decisions or jud%wheri \um endegfx‘l/ons are not right”, i.e., when one
performs a wr@{ ion, 'ng itﬁ“be right (HSE, 1999). UIT errors or
¢
blunders ma %inte ional acts’(“I mot mean to do that”), unintentional failures
Y
to take % I forgot.to ,that”)\é}tentional but incorrect actions (“I thought I was

supmAto do that”), intentio\lﬁ;b'ut incorrect failures to take action (“I did not know

I %\pposed to do that”) (Greitzer et al, 2014).
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B. Fatigue and Sleepiness

The FAA shows particular interest in how fatigues affect pilot perform?us
fatigue has been reported as a causal factor in various airline incidents. C ingrtime
zones can lead to sleepiness in pilots (Kryger et al., 1994, Rosekin&&l., 1994).
Fatigue levels can also be affected negatively by shift work (Akersm%, Gander
et al., 1998), especially evening shifts (Signal et al., 2006). \)

Greater rates of human error with higher overall sle X;n]g rotating shifts
was found by Gander (Gander et al., 2008). It has bee wn i swEdies that
ces of| sleepiness _L@Vgep-
piloty' ere %%—pelled to

d cc‘nm ial aidge?;ilots (Co et
al.,1999). The ensuing performance @ﬂced by egr@f fatigue. It was

found in a study of airline pilots thw an inc\exixfa g}@their behaviour starts
N,
becoming less accurate, theyéore %illin aégﬁl a lower standard of

performance, and their attention ec:la such aﬁééxtent that they have lower

possibility of adherin eriphe ision ation required for safe flight
4 F &
(Caldwell et al., ;@I’ he@ec ease'éﬁ.bhe frequency of social engagement
between pilots.q -pil 'well,(‘:}&iZ). With an increase in fatigue, the
¢
consistency %rma c:@ a'eceg;?ng (Dinges, 1990), and pilots frequently go
% "
to slee% wh'thbtdmiss@«related details that are critical for problem-

Y-
soly, aldwell, 2012). \c.}f

performance is inversely related to subjective exp

deprived rail engineers (Gander et al., 2002),

stay awake for 37 hours (Caldwell et al.,

T
=
)

.

\hen employees in a computing environment feel sleepy, either due to jet lag,
hamges in the circadian rhythm or because of shift work, they may show less
tentiveness and exhibit highly inappropriate reactions to critical network security

information (Greitzer et al, 2014).
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C. Stress and Subjective Mental Workload
Subjective mental workload refers to the internal feeling of being rw
burdened with the work experience (Lupien et al., 2007). Subjective mental load
is also defined with respect to stress, and there are various ways in‘ﬂ% stress is
linked to human error (Huey & Wickens, 1993). Stress decreases aWn (Houston,
1969, Stokes & Kite, 1994) in a way that peripheral informati Mwer chances of
&

being attended to in high-stress situations (Weltman et a Iny addition, stress

decreases the capacity of working memory in a way t imite iWon can be
X
held in memory at a single point in time (Davies & raman; 19 F’)C@.QSG;

Wachtel 1968). When there is excessive subjecti me{ ad,\ggple may

decrease the threshold of acceptable performance, which Id bri decrease in

performance. In addition, they would w demand

d n@l’%fﬁcient ways of

carrying out the same tasks, strategically avoid \ym »a icular tasks (i.e., the
N,
4Hart::&')Wickens, 1990). Heavy

lower priority tasks), or not ca%criti&xl tas R

work burdens and stringen hdei fAes can lea individuals being stressed in
a

the work settings. Peo%v it maladapti (} ?ea@ns to stress and work overload.

d &
Stress gives rise to N@n e@: witguess are likely to bypass Information
Security policigéue [ ' lt co@dtion between stress and fatigue and
Information &r)/vul erabil 'es?'(CaD(s@ns et al, 2004).
\
S"‘fb;!h:i
sl

Y-
workloads; this ki@f' burden substantially decreases the morale of the

addition rden=are created for employees with unbalanced and
exc

e %’ees and the organizational ethics (Kabay, 2002). When significant workloads
G assigned to the employees, they are placed under additional and unwanted
ressure, which can cause a decrease in the organization’s moral behaviour. It is this
moral and ethical breakdown that gives rise to Information Security incidents as
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people feel undervalued. It is vital for organizations to ensure that their employees are

g
3

Situational awareness (SA) is described by Endsley (1995)fas “the view

not affected by internal as well as external pressures (Kabay, 2002).

D. Situation Awareness

their meaning, and presenting their status in the impendi It'signifies a state

regarding the elements in the environment in a given time aqdm understanding
i

.S\dit%ined that
"X

t
of knowledge regarding a specific environment”. In ral, i
effective decision making to decrease error rates i idered to e’ a _@9 SA

(Endsley & Rodgers, 2000). To use finite dh wayand take

i i senti@;perators to

understand and handle specific wa Iirr@mg unnecessary
A

A

information (Princ & Salas, 2000). Cf) \Y
-:" y N,

Case studies of signific irline acadent were @ined in a study, which

&
showed that in dynamic envi ohnts, ' mation t@required to enhance SA was
e th

not being considered. {Lhi s despi fa’:t@ pilots were instructed through

2 '
@it

checklists to asse 'nstrumep Is t% tain the information required for

000 &

! ‘_?
irﬁcrerja e or incomplete SA at any particular time

NN
may gi% 0 hum 'pr th ads to system failures, which brings about a

posﬁ&'ncrease in organiz t@eﬂ risk. Employees should be aware of the attack

appropriate SA (En &

¢
In the f computin

being employed in the present times. If one fails to foresee a phishing
ampaign, network security will be compromised (Greitzer et al, 2014). It is ensured
y the awareness programs that the employees comprehend their responsibilities and

are central parts of Information Security System. For example, if users get any
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suspicious email, they should report it immediately. Information security awareness

terminology is related to the way people comprehend and are aware of an InfoT
icy;

Security System by security policy. It is possible to misunderstand secdri
hence, a vital part is played by the awareness program, similar to Inforﬂ% Security

process (Greitzer et al, 2014). It is widely accepted that there is a p@sitive effect of

awareness programs on the effectiveness of Information Sec itMm (Kraemer &
Carayon, 2006) (Redmill, 2002). It was found in the ea sédies' (Greitzer et al,
2014; Forcepoint, 2016; Brian & Christiansen, 2009) th are sWas avery
"X
significant contributing factor of UIT. é ' _\‘-}
4
% 4

E. Skills and Experience “\ g
w

The function of role is facilit@kills, perf@% a vital part in
humans exhibiting effective perforr@% In a@\g;e?uc i ﬁ\nd training also play

N,
a critical part in formulatingé andhexhi iting Qacj@mmitment to maintain

professionalism and profici Nillsla a signific n‘&rce in handling Information

Security issues, like i%w espons
4

adequately skilled 3 becaui

(W r}iﬁge&t al, 2009). There is a lack of

chin ation security policy exhibits weak

performance (Kgaemew & 006t§/significant part is also played by skill
e‘ts f an information security system (Lee& Lee,

[
competency. 'WIin all el
\
kf

2002). A'lac awdrene 'amon ndividuals regarding how to address suspicious
emajl;&y cause them to ope@i- emails (Herzog, 2010).
\!ganizations should not concentrate entirely on individuals who are entirely
echnological competent. Training programs should be formulated on the basis of
ixed and varied factors of business so that employees acquire the skills needed to

face information security challenges and fulfil organizational objectives (Briggs et al.,
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2006). This is more important when there are rapid changes in business behaviour

X
O

The process in which our attention diverts from the immediate task at hand and

because of latest technological developments (Leek et al., 2003).
F. Mind Wandering

because of which we become absent-minded is referred oNind wandering
(Smallwood & Schooler, 2006). Mind wandering may ; eg'ltive impact on

n
cognitive processes and behaviour al responses (Ja 1892). Mkes task-
L ]

relevant memories inaccurate (Smallwood et al., 2 In the sa v’a;L\ -task

ate&afe aki%‘zﬁaccu rate
&
4 fre@ltly unintentional

thinking is linked to delays in responses, and

response (Cheyne et al., 2006; Smallwood w

Sometimes, errors occur becaus\hs or blun

actions or “actions that did not g@anneﬁge ;(o\cur during a known
N,
task, and involve slips (for exar%essin ani oawrec(t'Q on or reading the wrong

gauge) and blunders (for ex@or? ifg
to experience such er iR, highly tr

’ &

have to fully conc WOn trle \s'k\s It isﬁn&t)possible to eliminate such errors by

ital 5@1 a procedure). It is common
ined ‘r‘dces@, where the individual does not

training; however, better de 'ecreaséffhe chances of such errors occurring and

¢
offer a mor olerant sys m‘fN

N
take plq%- dividu he re'l&ént skills, knowledge and experience to perform
X

the task“accurately. They occ@hen the tasks have become more mundane and less

xsuch as swapping digits when copying numbers (for example writing 0.31
Ghir than 0.13) (NOPSEMA, 2018).

QI‘F@EMA, 2018). In general, when such errors
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G. Apathy

Apathy in an organization refers to the lack of willingness of emplowwo
perform their role in attaining organizational goals and objectives when th@ld be
exhibiting pro-social behaviour, and also their unwillingness to execut@&ﬂizational
procedures (Thomson & Niekerk, 2012). A positive attitude, imal working

conditions and motivation help in exhibiting better perfor nNile apathy and
Z M

unresponsiveness give rise to undesirable performance ( a[tin, 1994). It is

asserted by Thompson that when there is miscommunication be eWoyees and

@

to pb@gthy

. \ en@ees feel
coer%“e'environment
n o@ization is one in

K‘e\not consulted when
N

which everything is dictated to the_employee The

formulating corporate goals an%ves.
a lack of motivation to o%owj ini %
Information Security %cjectiv . Fo in§ta1@: if senior management modifies

4 F &
backup processes Wtak@ unﬁman and organizational limitations, a

coercive enviropmentiwill ' in employees show a lack of motivation

@
to adhere to E@urit polic E;eneé‘l? , the team’s performance deteriorates and
\
f

the propos

eé? such environments feel

o

ormation _Securit stem will not be effective as desired (Schein,

i

199

N

G norance and Negligence
Employees in organizations often unintentionally do not follow security policy

(Vroom & Solms, 2004). There are differences between violations (non-compliances,

%
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shortcuts, circumventions and work-arounds) and other threats in that violations are
intentional, but typically well-defined failures where the employee intentional?ms
not perform the function properly (HSE, 1999). (’}
The effect of ignorance or carelessness on an Information SecurﬂNtem calls
for decisive action and information security professionals should manage this issue.

To address this issue, a few authors suggested employing t Mnce theory that

recommends the threat of sanction (Parker, 1999; Be 998; Tudor, 2001;

) r or threat
.y

cannot always rectify employee negligence and/or i nce of/Inf aﬂo@turity

eate@?oportion

o

- 2015; Brian

policies. There are different contributing fact
of accidental issues arising due to neglige

& Christiansen, 2009; Forcepoint; 20 rcea)
&

Unintentional data loss through employee
negligence

Malware/spyware attacks from within the
enterprise

Excessive privilege/access control rights

Deliberate information security policy
violations

Unauthorized access to systems and
confidential information

Data loss through external attacks by
previous employees

Exposure through
provisioning/deprovisioning delays

Media loss and theft exposing confidential
information

Unintentional threat through shortcuts
around your security policy

System vulnerabilities exposing
confidential information

Internal fraud (for financial gain by the
perpetrator)

d
\ 0 2 4 6 8 10 12 14 16
0& Source: (Brian & Christiansen, 2009)

Figure 2. 8: Average Number of Internal Incidents per Year
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UINTENTIONAL NEGLIGENCE
SEVERELY DIMINISHES IT
FUNCTION PRODUCTIVITY

\our e:F ofh\(S(UlG)
Figure 2. 9: Negligence percentage amon@ Threa ' .{"
s X

I. Motivation and Incentive and Disincentive Pelicy;
Good behaviour is rewarded a@ b ‘:)io
incentive and disincentive policies in orgafizatiens. T a[_@\g?ew links between

CQ A
people’s attitudes and incentives inwn ves hcieﬁ#ven a small amount of
“« Q-

persuasion brings about an inN in motivation. Acc %iﬁg to Kabay, organizations

N
should seriously conf’ er Qen a s’mpl CW“@ made by an employee on
poli

Information Securit u{ eﬁt@w have an impact on the entire

S pun,'ghed through the

QD

as
Information Sec te #1 th rganiz@n (Kabay, 2002). Though incentives

N
and disincent@ vital fac Jr’ 0 zations, they have not been examined in
fads-o ot
i0

earlier s n ‘I‘n rm? Sg{unty Systems. These factors influence the
motivatio employees t'g @’W Information Security policies (Thomson &
C.)

i&ggk, 012). N
t times, the focus of organizations is on punishment when it should be on
dning and reward policy. For instance, organizations should reward those employees

that report Information Security breaches or dubious behaviour and providing training

o
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to people rather than punishing them when they view personal emails at work.
Incentives serve as an encouragement to employees to exhibit a positive attit

act pro-socially, whereas punishments estrange them. Employees may@%\le to
adhere to Information Security policy even when they do not approveﬂ&ecause of

the reward they receive for exhibiting the required behaviour (Laytor; 2005; Schein,

1999). \’
J. Risk Possibility as Personality Feature .\d
L ]

to take risks) ha_{g]‘aort

nt iblfi tors{))YfJIT. The

risk @&;Sity, which
ris@&ehaviour, where,

similar to actual situations, risk is @sded to a\u%t, ]@ving which additional
;hfy N,
risk leads to weaker outcomes % af‘ v,

N
&
According to the finqﬁis, e elated to risk taking over a
given time period (W 2008)

ults §
‘S
&Kgs, anci \km cig$§n%(Lejuez et al., 2003), aggression,

Examining an employee’s risk propensity (rea

the organization’s effort to recognize and eli

Balloon Analogue Risk Task (BART) m

D

is a computerized, laboratory-based at consis

ndc rl‘ dredb' risk-taking behaviour s, such as

use of alcohol an

theft, gamblingsdisinhibitio 'path(-%ﬂ impulsivity (Hunt et al., 2005). It was
also found holsan an o‘ea@;@ that personality is related to risk-taking
_ N
behavio olsog’ef a 05).<Fherefore, individuals’ predisposition to take risks
T
mayj&plained by personal@éits.

e potential relationship between personality traits and individuals at risk of

G ing into insider threats was evaluated by (Greitzer et al., 2014) and (Brown et al.,
0

35



K. Gender
A relationship between gender and risk perceptions and between gender a
taking has been found in earlier studies. Over 150 studies that exami \risk-
taking behaviour of male and female participants were reviewed by s, Miller,
and Shafer, and the findings showed that men “are more likely thangwomen to take
risks” (Byrnes et al., 1999). According to Courtenay, there_is greater likelihood of
males belonging to all age groups to be involved in over izw's that increases
their risk of disease, injury and death compared to the e pa icwi)urtenay,
2000). It has been shown in BART testing that co d to women; nfen ﬁg\more
I X
N T

The variations in risk perception Wmale‘?nd ale, are not related to

&

education or rationality (Gardner & G , 1989). Furthermoreys men and women

A
consider risky situations in differ g@ (F'iiga;VeTer, é;tﬂ).
%e .

A relationship between\ b iour was also established

by Greitzer et al. (2014) in wma of':ybe

in the workplace. \
L. Mood \ ‘Q
'

The@n ingonsistent re G.r.éh seeking to examine the impact of mood on

taking;%ecisiorfs'. W%d-n@enance hypothesis was formulated by (Isen et

likely to be involved risky behaviour (Hunt et

\d specifically in terms of UIT

N

al according to which*'r(ﬁaividuals in a negative mood have a tendency to take

risks compared to those who are in a neutral or positive mood, and that risk-

Oing enhances their overall mood.
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The opposite is asserted in other studies, e.g., those by Bless and colleagues, and
Au, arguing that a more comprehensive processing and information gathe?v’s
exhibited by individuals when they are in negative mood compared to W@y are
in a positive mood (Bless et al., 1990; Au et al., 2003). According ﬂ%r studies,
when individuals are in a positive mood instead of a neutral moch would be

more appropriately risk averse when a potential loss ng Mtood as being

4.

M. Age Effects J _\‘—}
Risk tolerance changes with time in indiwi and also,i cie@There is
lower perception of risk in young drivers&w panf to~the old.%;;/ers (Ivers,
2009). This is considered by car in%}ompanies n e@lﬁishing insurance
premiums for young male drivers ance, . 1$ Q@\ase in risk perception
N,
. e'&l . -

threshold will be directly linke ime durat a‘or% a person is exposed to
a risk, just like the Stockho mrom ﬁzj@brique et al., 2007).

Risk assessment% consiIered
be full re-assessment, of risk | "' so that the impact of decreased
perceived risk threshold ove &be @énted (Greitzer et al., 2014).

5 :‘?"' *
N. Infl% Drugs an rmon:&\
A o

significant or real (Isen et al.,1988; Nygren et al., 1996).

ug is capable of decreasing the risk threshold of an individual by decreasing
(&

i%mn or risk perception sensitivity. Several risks are related to drugs and alcohol

se, such as loss of productivity, financial issues and not being successful at

chool (HealthyPeople.gov, 2013). The results of a study showed that “approximately

17% of 18- to 20-year-old drove under the influence of alcohol last year”, which is a
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possible reason for a decreased threshold of risk-taking because of the effect of
alcohol (Stagman et al., 2011). Participants who had taken five or more drin
single occasion were less likely to use condoms, thus making it more Iik% em
to contract a sexually transmitted disease (Graves, 1995). *
The number of risks taken by people is also affected by horWe's, especially
dopamine, which is the “feel-good chemical” in the brain (Park, 2008). Zald et al.
me in the brains of

(2008) found in their study that there is high prevalence

risk-takers, or they have lesser dopamine-inhibiting receptors. The“authiors deduced

that individuals with greater levels of dopamine ha

L ]
igher tende t& t_a\k;risks,
like abusing drugs and exhibiting other unsafe

A drug-free environment should b

reforms (no tolerance and rehabilitatwa
assistance programs (EAPS)) so t)@s’sk-taw%i r@}cause of drug use is
N
6 e,
-

decreased (Greitzer et al, 2014 u

io
X~ [ 3 >

2.5.2 Indirect Factor% 2 “' 0’

indi \I'act rso &u:%

Thereisan i t of mdl ct factors as well as on information

r s\" \Y
h dr@caﬂon and
e @ﬁsed in employee

system securitygSuch¥acto
organizati@hic%n i
communicati ' g v)‘,
A\ &’
éma
Q An organization needs money to run its operations. Information security experts
r

e of the view that budgets significantly affect the efficiency of Information Security

im%}&’on people through aspects regulated by

C@?t control, for example culture, budget and

Systems. The need for training arises when stressing on the dimension of cost
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effectiveness. Training programs that are not very costly are needed for certain cost-
reducing measures, like automated user access provisioning. This shows howw
planning is related to direct human factors (Al-Awadi & Renaud, 2007; n &
Lim, 2007). To make sure that an Information Security System eﬁecﬂv&attains its
objectives organizations should adopt an effective cost strategy andling the
technical and personal requirements of the Information Securi w For example,
if an access control system has not been adopted or i L?;s'are not getting
sufficient training, then the organizations will not able Owl.iSh their

T
Information Security System objectives adequately. imperative cfg@tions

to make investments in information security; h , th% e akkléft*o sustain

a suitable level of investment, which is WW houi? maiqly con@&te on those
e le @%‘-up and disaster

recovery planning (Bazavan & Lim@%; Islam \Fal%ri 4 aq}l).
0 S
-

s cour S l'ﬁj &

Individuals® securi aviour ican be &fh@d by group norms. Individuals
4 $ &
typically adhere t:@normls, W ce, gnﬁormation security is considered as a
us bl

areas that are most vulnerable and ate&d, for

crucial and serq\

@D

grotéf(hen there is greater likelihood of the

!
individuals nithat grou ILfngéﬁa adhering to the security policies. On the

%v N
other h% e gro ﬁpts risk-taking, then there are greater chances of risks
beiqg.&n. N
9
\aring passwords is considered as an indication of trust in a colleague, and
enee, if people are not willing to share a password, it may be considered as a sign of
ck of trust in their colleagues. The prevalence of such norms in an organization calls

for extensive education to modify this behaviour (Parsons et al., 2010). A fresh
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employee may see that there are a few employees and also some managers that do not

adhere to the security policies imposed by the organization, and this has an im?m

the perceived risk thresholds of the employee (Clifford & Marcus, 1986).£It al to
consider information security culture (ISC) as a significant factor fd'&tolerance
and decision-making in the organization (Boholm 2003; Douglasw Douglas&
Wildavsky, 1982). Values, beliefs, attitudes, reputation, prac\bﬁy ethics form the

ISC of an organization and its employees. ISC presentsianbehaviour al model that

enables organizations to secure information assets (Dhillon I%%&ﬁse, 2001).

@

upheld s a’t@‘gan

licy. This.cad be accomplished
NG

s (Lipaet'al., 2010). It

Management support is required for ensuring that

increase in the employees’ adherence to the se

by increasing awareness through training a

is also essential to consider ISC as Nntr uting fac

threat. Risks may be decreased th cultura\n$

N
2013). ‘% o q <£_')
S s

C. Communication % IQ'

In an organi WI con‘ 4 muniégfwn signifies the exchange messages

and ideas betwéple \F:;'d ou@d an organization. People can deliver a

message to %Jle d sti;l%e'r i@ciadual through communication. A vital role
S

\ - - - -
med' e de@bpment of information and communication

hasﬁ =

in the field of com&(ﬁ}( security (Dhillon & Backhouse., 2001).

s
&

\ﬁere are various types of communication; with the most common being face-

& ce and written, electronically and with hand. Communication helps in improving
f

ormation Security awareness and encourages employees to conform to the security

policy. However, if communication is not carried out properly or is misused, the
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Information Security System would be adversely affected. Management should
communicate effectively with employees to make sure that they knowvﬂm
Information Security policy and comprehend why it is important tc(%xively
implement it. Subsequently, effective communication involves reachir@%ﬁployees
within an organization at all of its hierarchical levels (Pattinson & A&sgn, 2007).

Communication includes security awareness workshop Mo phone, email
and face-to-face meetings. Confidentially plays a vital rol Y.

il e>lchanges among

employees within an organization and with those in o orga iszployees
L ]

iven tal thir a’tie_égftzr:out

. So% ' cal@?hat give

ffictent p{oc res ané;;ielines and
weak communication. \% CSQ

should know about the kind of information that can

causing a breach in confidentiality (Reza et al.

rise to UIT are data flow elements, like i

% " g
D. Security Policy Enforce ¥ -SQ
ion d

A security policy ref n

orPanl
security processes an(%les It\pﬁiﬂ Qr/nployees at different organization

levels to compre n security ohcy(zﬁé take part in its implementation in

accordance wﬂ ir po |t|9n. aghﬁ@ssue for an Information Security System

is implerr@' .

sec rity)p |cy.éad management should ensure its effective
useé\ 08; Ericsson, 2010) (Chenine et al, 2014).

|mple: ti (Tlpt’n
\ ples of factors tha@ould be a part of security policy are access control,

N

k security, password policy and IT personnel job descriptions (Vacca, 2012).

41



E. Management Support

Implementation of policies related to the ISS in organizations w
management support throughout all stages, i.e., from the design stage to tre% tion
stage. Management is not only supposed to advocate ISS, but als o clearly
explain Information Security Policy to the entire organization. nagement can
endorse an Information Security System in organizations b Mng a sufficient
budget that is completely under the senior manage m‘[ 1. The senior

management is of the view that an Information Securl ste iWsponsible

@

for an IT department that needs to ensure that releva

sufficient tv'a[{ey\‘szt;ms

(Jordﬁ ung,\/fa)Z). Full

ct to,@;rbudget and
. T@‘ are deep-rooted

g& adequate resources,

N,
icient rity practices) and work

are installed for the purpose of information

implementation of Information Secu&ol'}y (Von,

factors that give rise to human €rrors, like \h%tti

inefficient management systemn%ttiong', ins

planning/management (job he, tt 0 Iexi@e factors, modifications in
Zan

routine, weak task plar% % F
ability) (Pond & Leifheit, 2003i. \ %C/Q
& Q &)

F. Design of
C% torsjinCrease,or deerease the probability of errors, like weak design,

_ L 9

timeypressure, distraction, wo@urden, competence, communication systems and

agement ra&tiob‘nadequate skills, knowledge and

\
n \/els). A weakly design activity may be at risk of facing various errors, which
ambe countered by redesigning the task or equipment (HSE, 1999). Weak layout and
esign of workplaces should be considered as a causal factor of UIT. It may be quite

challenging to rectify a dangerous layout after it has been developed (Mansor et al.,
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2011). It has been found that physical discomfort is related to worker distress and job

discontentment (Murphy et al., 1986). Environmental interfaces are relatedw

physical environment (noise, vibration, illumination, temperature, etc),f I yout

and arrangement, workspace setting and environmental controls, p&IN,arIy with

respect to the way environmental factors affect human performanm safety and

health. The issues in terms of environmental interfaces are that™they give rise to
o

fatigue and/or divert attention from the main task, which es tI'e possibility of

human error (such as noisy environment where it is icult t h ms glare
suffocating workspace) (Greitzer et al., 2014). tion is a_ v al’ f&é@ that
influences the individual’s ability to carry o as s to @:) Issues
related to information include: too much [ te |nf@3t~on lack of
information, incorrect information an i ion@‘rrey et al., 2002).
When using a weak design and diffi @d equipment, similar

N
ystems are designed for

kinds of mistakes are made (K
simplicity is a significant i em
usually privacy-consci i decisions (Bratus et al., 2008).

The frequency W%h urr

and human interacti whe@ére iSs a minor mismatch between the

system desi Ei he p rson ng' it. (T-i) ease and intricacy of systems and software
design, and” col ?at crgéﬁ optical dispersion, as well as uncomfortable

ise, chaos in files a@uments and lighting issues) can all have an impact

o%*person using the information system (Wood & Banks, 1993).
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2.6 Likelihood and Consequences of Unintentional Insider Threats

The ransomware market became even bigger by 2020. The New YorkYﬂ!s
stated that there has been an increase in ransom demands in cities of Ri |\each
and Lake City that recently paid ransoms worth US$600,000 anﬁ'&ﬁSO0,000,
respectively. Cybercriminals demanded a ransom of US$14 miIIiorW a Brazilian
power company in July 2021 (Hettu, 2021). \)

It is believed by a large percentage of organization Ky.p'ofessionals that
the greatest risk to their organization is UIT, with over clai inwir biggest
security concern is employees’ accidentally harming theis security ( S&CZ{Q':(;. A

survey was carried out by Brian and Christian ( cross the he l.@}éermany

idents occ;@%. every year
were examined. It was found that unm iloal data lo use(@ greatest number

of incidents. On average, the ofganizations \mi?ed f& 14.4 incidents of
": y N,

unintentional data loss. Most or a’?]izati s.(52@f?classified the incidents

and France. In this survey, eleven kinds of interhal i

occurring due to insider th mcc' al. rour@% of the organizations were
of the view that the th@ms wIe C
the view that they \Wn eql‘ \oT;b
data loss incid é&urre finar@?sector (13.7), followed by the public

N |
¢
sector (14.53 gﬁ)\e healthca sgct({s) 4.5). Unintentional data loss through the
of%em

"
ployees i ‘;esponéhle for the highest financial impact in France.

ied o«bntentionally, while 26% were of

nati%l’he greatest number of unintentional

negligence

Nevgﬁess, an organizatior@ﬁf still be adversely affected by unintentional data

I \e research showed that a high proportion of accidental issues were caused by

G actors and temporary staff, which is not a surprising outcome. These individuals

ave just a causal understanding of the security policies of a firm. A high percentage

of employees have mobile phones, laptops, different email accounts and access to
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databases and applications, because of which dealing with insider threat becomes a
major challenge. In addition, this situation generates significantly more risk

organization due to accidental or ignorant actions compared to 1-3% of%\iders
that exhibit malicious actions intentionally (Brian & Christianseéf;*2009). The

percentage of UIT accidents compared to other accidents is depicted |?igure 2.10.
a

Incidents 22% Data Breaches

53%

Y-'
3
3

I unintentional or Inadvertent Intentional, not Malicious I Intentional, Malicious

\S
J So{irce: Sher-Jan (2018)
Figure 2. %rcentag gde 5‘\\
The negligent insider is@ calise of,most @ents. A total of 3,807
&)
cor{%ctor negligence, costing on

attacks, or 56%, were causm e
average $484,931 perfincident. Thisn,coul be ,@. esult of a variety of factors,
'y

including not ensurl.\thel de]l N ecure% t following the company’s security

policy, or forge@ pat ‘ﬁb]rad&&nemon, 2022). Figure 2.10 shows the
!

distribution o% nts ep?)rt aﬂ‘aczs)cﬁaalysed by (Ponemon, 2022).

S ’ b-)-' N
N 5
%\
O

S
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m Employee or contractor negligence

\J
)

B Criminal & maliciousinsider

W Credential thief (imposter risk)

xce onemon (2022)

rted at%

The counts for malware identified by Microseft’s malicigus s are R'val
tool in the second half of 2011 were reported by 0soft. 1}1 ool/is ope&l naI on
Y—-

The threat intelligence report by Micro o@tha Qlu 80, § omputers were
infected by malware Family 1 and rho, rs ‘\&Qmalware Family 2
ﬁ\ﬁ S

in the second half of 2011. It w % eﬁ soft e}sstlmatlon approach that
almost 44% of the infections some Ki f use A‘Meractlon to spread. If it is
N

also presumed that ngne the use’z k ng@stalled the malware on their
machines, there would StI|De 5 9{

Figure 2. 11: The distribution of accide

over 600 million machines worldwide.

eféyT compromising a computer with

malware from j Ju f| tt

Apart from t%\o Iwar |I| popular families of malware that were
identifie %,OO times ga i same 6 months were listed by Microsoft. The
numb ot accura anga feW' assumptions had to be made. In addition, it may

b tremely difficult to obt}l a significant sample of data to make deductions
mg the entire population. It was found in the studies that the UIT problem is

|te significant (Burke & Christiansen, 2009; Faulhaber, 2011).
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The threats can cause a significant deletion/corruption of files and records, exposure

and leakage of information as well as financial drawbacks and loss of reputatio ,

2011). The consequences of human errors in information security includ(% ting

incorrect or confidential information, disruption of information systent,

asing the

integrity of information, considerable economic loss and lack of ahility of provide

g

services (Carstens et al., 2004).

The extent of the unintentional insider threat prob

g beer highlighted in

various studies and surveys. Table 2.3 demonstrates the ies and Werformed

in this field between the years 2007 and 2021.

‘C}T

I <

Table 2. 3: Summary of Studies and onU\I{s -2021%
Moo t""
Title\ Authors Measurement Key Findings Addressed factors
Tool

Protecting People | Experiment to \4‘ he report Jncludes { -Situation awareness.
from Phishing: The | teach people,| Carnegie etun\L\%'ve ity’* Skills and experience
Design and | about phishin i Cran 0 ;Qg r of employees.
Evaluation of an | during thei orme&%w rk ip‘thi
Embedded  Training | normal us jield afid hel in atta'@_ a
Email System\ | email. spin-eut. <(/
Kumaraguru et al., Ay N
(2007, a) N
Data Leakage | Survey: he « Human error.

Worldwide: Common
Risks and Mistakes
Employees Make\
Cisco Systems, Whi
Paper.  San
(2008)

2
and i

employees

| e
f ?ne&y iour s that compromise

~refationships
el‘np&@ behaviour

ta® loss, and also IT
eption those factors
e eval in the survey.
Its showed that

ﬁb}ie/s from all over the

are  involved in

security of corporate and

+Situation awareness.
+Skills and experience
of employees.
lgnorance
negligence.

» Risk possibility as
personality feature.

and

008) \ Nicolett Mark

leakage. The results of the
analysis show that inadequate
security policies and
insufficient conformance of

employees to security policies

Q’ 4 rsonal  data, that IT
's 'o . professionals frequently do not
: Y' know about these behaviour s
g}’ and that avoiding data leakage
\ is a business-wide issue.
Leakage | Surveys - The report discusses | «  Security  policy
ide The | performed in 10 | the impact of security policy | enforcement.
ectiveness of | countries. creation, compliance and
rity Policies communication  on  data
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are major factors leading to
data loss.

Insider Risk
Management: A
Framework Approach
to Internal Security\
(Burke &
Christiansen,2009)

Survey
including
respondents
from
organizations of
different sizes.

400

- Most of the
organizations (52%) classified
incidents emerging  from

insider threats as being mostly
accidental. It was determined
in the study that only 19%
were of the view that insider
threat incidents were mainly
deliberate and 26% were of
the view that they were of a
equal combination.

* Human error.
«Stress and. subjéctive
mental w :

*Situatio SS.
«Skills experience
ofe es,
elgnorance and

ne

ersgnality feature.

Verizon 2013, Data
Breach Investigations
Report\ A global
study conducted by
Verizon risk team.

Over 47,000
incidents were
examined, 621

confirmed data
violations were
reviewed, as
well as 19
international
contributors.

- Unintentional
tend to have the same
of data violation. Over
security incide

- The
events like
sensitive

Design of work
environment.
» Management Support.
* Human r.

d subjective

qu'rance and
ne@hce.
. k possibility as

'ﬁwnality feature.

Employee negligence: Survew . Skills and
The most overlooked experience of
vulnerability\ employees.
Bimal Parmar, (2013) . Ignorance and
negligence.
* Apathy.
*Security Policy
\ O enforcement.
) o _l a » Management Support.
Surveys study i “" The results show that | * Skills and
which 70 ﬁurs are responsible for | experience of
2017). rfe eral 4\3 proximately 30% of all | employees.
% e efs were cyber security events | « Management Support.
studied. Pﬁ- occurring in  government | = Security  Policy
C.}’ departments and | enforcement.
\ organizations.
\ . Ignorance and
negligence.
* Apathy.
eview on Insider | Insider security | - Results showed that | « Management support.
reat  Status  in | incidents were | 87% of all Malaysian web | * Budget of
alaysian reviewed. traffic is malware, and merely | organization.
Organization (Isnin, & 0.2% emerged from Malaysia
Sedek,2018) to worldwide networks.
Insight into Insiders | Literature - Insider threats refer | o Ignorance and
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and IT: A Survey of

Insider Threat:
Taxonomies,
Analysis, Modeling,

and Countermeasures
(IVAN, et al, 2018).

review of 100
ranked papers in
the domain,
obtained from
Google Scholar.

to one of the most challenging
cybersecurity issues of the
present times that have not
been addressed adequately by
commonly  used  security
solutions.

negligence.

» Motives and incentive
and disincenti icy.
* Human error.

« Situatio M S.
« Apathy

 Risky possibility as
pers feature.

« Communication.

4
&’

-

The carelessness of
unintentional actors can give
rise to a significant security
breach. This may lead to as
much damage as that caused
by malicious actors.

+ Management Support.

. § Budget of
I ation.
esign of work
ironment
*  Security  policy
enfofcement.
ENISA Threat | Surveys study. Human factors or, nce |« Skills and
Landscape Report. 15 caused 25% of the in ts of ’exp i of
Top  Cyber-Threats data violation. emp ees. * Y‘
and Trends (The . gn!ran(a} and
ENISA, 2018). ne@ligence.~\,
*Apathy.
4 Sem& Policy
enforc t.
ement Support.
Ponemon Institute, | Surveys study. . Budget of
LLC. Security of nization.
Cloud Computing (.- Culture.
Providers Study in the“av ea « Communication.
(Ponemon Institute, insider thre %‘ JAQ " «Security policy
2020). inereasin 5 ill@';in enforcement.
e last 2 yearsy « Management support.
- Though 610/4,3 the | - Situation awareness.
\ e ieve t.hﬁ insider
threat i ghly%}y, it was
? lieved by ju % that the
Ei\bhe highest
iority td'insider threat.
Insider  Threats ingj, Literature Technical  controls | » Skills and
Cybersecurity: T iew. l are alr% implemented in | experience of
Enemy  within majori the organizations’ | employees.
Gates. (Mazzarolo, & sec h\ programs in the | ¢ Ignorance and
Jurcut, 2020). ¢ lpré%( times.  However, | negligence.
% 4 rganizations cannot solely | « Apathy
ﬁeﬂend on them due to the | »  Security  Policy
Q%ghly threatening landscape. enforcement.
Y.

Against | Literature - Organizations  will | » Skills and
Unintentional Insider | review certainly depend more on | experience of
reats: The risk of online services like the Cloud | employees.
an employee’s cyber in the future. . Ignorance and
misconduct on a - The unintentional | negligence.
Social Media Site players will not be aware of |  Apathy.
(Mazzarol et al, the fact that they are doing | «  Security  Policy
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2021). something wrong; however, | enforcement.

they will have unintentionally | « Management Support.
caused harm to the

organization’s  assets by q
leaking data or giving access \

to external cybercriminals.

- 80% of the incidents

are due to unintentional

actions associated with

conscientiousness.
(A Multi-Tiered | Real-world - Insider threats are | ° Budget of
Framework for Insider | cases and | still a major cause for concer r ation
Threat Prevention | relevant for both public and private ture.
Alsowail &  Al- | literature. organizations. ommunication.
Shehari, 2021). e Security  policy
enforcement.
 Management support.
« Sitbation awareness.
n rah‘cKY'and
negli nst (,)
é . iI-Ié\ and
2 rienc of

2.7 Unintentional Insider Threats Issu@h&ys'aw &

Insider threat and the risks relate it l{ot athew C(th for Malaysian

organizations. However, majorit %e ao% re E@)’(\Nilling to openly face
the risk and instead, wish to@h it\,a s ti‘e qu er. These companies are
hesitant in sharing their ex@te ani the Ienq@hey faced handling the issues
associated with insider%s. This sﬁll)%%cause of adverse reputation and

N\ O
fear of exposing M&}Nwat tr‘ste divid al?from within the organization had been

N

involved in g&b@ing or }Jlenté:ﬂvities and believing that it would have

undesirabl uences oj’th co y’s functions and customers’ views. Insider

attack:wmage ﬁ:e puétio the affected organization (Apau et al., 2018).

N
\ r Security Malayshcand Cyber999 in Malaysia documented references,

showed that the percentage increased significantly by 2011. It was found that

0% of all web traffic in Malaysia was malware in February, 2010. The cases

increased from 3564 to 8090 from 2009 to 2010. In 2011, a total of 14157 cybercrime
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cases were reported. This clearly proves that there has been an alarming increase in
cybercrimes. Robin Hicks reviewed the problem of cyber security and shocwme
audience of Malaysian civil servants by showing a slide show in which tf@}ysian
government’s website had been hacked and was filled with pictures O‘F% women.
Cybersecurity Malaysia established the Cyber Early Warning Wﬂ that has
identified more than 5,000,000 security threats till Augus%l- snin & Sedek,

l

It has been deduced in the review carried ou insi ew status in

2018).

a
Malaysian organizations that there are two kinds ttackers. ’ir@pe is
intentional misused, which means that they ome dn er b&&'use they

want to negatively affect the organizaﬁqw e o‘her inds _é\g:tackers are

unintentional attackers, where attac ccuDdue to h er@or mistakes, for

example, by accidentally leaking sebsitive inf(my ?bo t,@*company over social
N,
c.)
-

networks (Tuor et al., 2017, Isn%iek, 5b18). 7 %

The security threat J kin TMU @service organizations were
examined by Tarmid .2(2013). Aft deﬁbning an extensive analysis 19
4 F &
computerized accoufting threjttﬁ{i edgme survey question, the study found

that the source of moStCA i hreat%’mternal, i.e., “employees”.
¢ J (Q
It was in @ few udfes(l-ij Waluyan et al (2010), Asai & Waluyan

\
(2008) %kl & Haki 'gra (ZGR) that international organizations experienced

>

A]

difficulties in implementing In@ﬂation Security management in Malaysia, Indonesia

N
a Xt Africa, respectively. This is because the cultural distinctions can pose
G enges that influence how the organization deals with the insider threat. The
ndings showed that there was a strong tendency to share information, which was
considered as being natural by the employees and which went beyond the policy
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conditions. The study results showed that this was because the employees in the
country come from a “highly collectivist society” (Asai & Hakizabera, 2010).
Human-related challenges in information security were experier(%w the
organizations of investor countries, including the British, American a ese. The
difference in cultures were examined through surveys in investegfcountries, i.e.,
Indonesia, Malaysia, Thailand, India and China and in_ the™Eastern African
Community including Brazil, Venezuela and Russia. Th as aralyzed and the

results showed that United States exhibits the greates erity, inWof the 25
23

Yw

issues analyzed. Malaysia exhibited the greatest se in the cul I'di@ions.
Therefore, they need to give greater attention su%' tionQ?ﬁaring of

confidential information (Asai & Perez, 20% 0\ %\Y*
It was demonstrated by the reswz]aing the | f Ii@ ood of threats in

the computerized banking systems%alaysia \h$ h r;z@\unintentional threats
N,

were the most severe issue iu%of tme keyat rea}(} allenging this sector in

Malaysia. This was follo mhu Mﬂ@ems, technological threats,

threats regarding the e@nvt, andTinaI : rfatu@'threats (Malami et al., 2012).

Cybercrimes in M % in i:?ﬁ. aveéﬁ:v%ased by 10,000 cases per year, on
Ine sca

average, most of whieh a &&hd hacking organizational information

!

¢

systems. A %1,71 case of{yté}?acking were reported in Malaysia in 2015;
% N

howeve% ase reseportedsin the first half of 2017. This shows that the threat
of c imes is increasing ir@faysia, and local organizations would be at a greater

r%€ e future. There would also be more incidents of insider threats due to rogue
& , hijacked systems or accidental user errors. The attacks are increasingly
ccurring to achieve financial benefits by means of data theft or data leakage.
Attackers can share the personal and sensitive information about users on the social
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media, and since personal information is easily accessible, the attacks can exploit this
information for malicious gains. Attackers can also gain insights from daily r

like responding to emails, texting on WhatsApp, transferring files on th@ etc.,
and exploit this information. With the easy accessibility of differe of data,
including confidential data, miscreants can determine passwords, md sensitive

programs, email attachments and hacked websites. Th e victim from

information and misuse them. The attackers can spread malwaresthrough infected
ol

accessing their computer system, files or mobile device™till they hawit ransom.

However, even after making payment, it is not guar that they will Isu‘&Ge?sztjlly

get access to encrypted files or device/compute (Abag,

\ ' \/Y-
Table 2. 4: Summary of studies and SUW ur %Iaysia@gfo-zom)
[ & " .

Author Key findings
(Asai, & Waluyan, 2008) The findings demonstrate a strong inclination towards exchanging
information.
(Waluyan et al, 2009). UITs are the most significant security threats faced by Malaysian
organizations.
(Roy, 2010). Over 10,000 reports and cases are received by cybersecurity

Malaysia with respect to cyberattacks and crimes each year.
The main issues emerge from humans themselves.

ignificant internal "thr ced when implementing Health
% mation System nl\llal%ishumanerror.

(Samy et al., 2010)

(Asai & Perez,2012) Ts ate the est éqg;ity threats experienced by Malaysian
i comi) S. &
(Humaidi & Balakrishnan, | One" of the’key internal threats faced in the implementation of
2013). Healthnformatio tem in Malaysia is human error.
(Amiruddin, 2 M g:ala ia eihib%bé greatest vulnerability to cyberattacks.
% al a,’ls considered as one of the top ten countries at risk of
e tacks.(_J
Q’ The risk ybercrimes is experienced by 65% of Malaysian
b o rganizations.
(Tuoriet 7 intenﬁﬁal attacks were faced most commonly
ﬁ%e oV
sn dek,2018) Unintentional attacks were faced most commonly

7

id,2020; Samy et al., | Losses of 1 billion RM were faced by the Malaysian cyber-criminal,
which made the country the fifth most risky country to cyber threats
in 2013.

The key challenges presented by individuals in the enforcement of
cyber security in Malaysian public sector firms were inadequate
skills in the staff, lack of liability in terms of cybersecurity and
human error.

(The Global State of | Itisexpected that there will be a continuous increase in cybercrimes
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Information Security, 2020)

and information security threats in Malaysia, and this issue will
become a major cause for concern for public security and the

country’s economy. This will present serious threats if no a
are made to decrease or avoid them.
It was reported in 2017 that WannaCry affected over \ries

all over the world, including Malaysia, with almost ,000 cases,
with the overall number of actual attacks not clear.

The Malaysian computer emergency response MyCERT),
which is a cybersecurity department in Malaysia, feported in 2019
that Malaysia experienced more than 400 w‘ nt incidents by
31* August 2019 that involved 19 government izations.

Though efforts have been made
through different organizations bercrimes and
information security threats b

ng Vvarious cyberflaws and
policies, controlling such threats d sonthe p

alaysian government

(Shammugam et al.,2021)

"R
Merely 11% of the revenue d by organizati ns‘is sn%ﬁ on
security defences that parti im to decrease ingider hrel;
The findings of this stu owed ghat technical Ilenges,
spyware, bluesnarfing ¢ phishing, | engineering and
virus, malware, trojan, ransomware, Vviral_websit ats are the
main types of threats, that,the M ianspublic s@horganizations
frequently face. c

These threats a ced due to insufficient b , Skilled personnel,

and workforce USer awareness; lack of
conformal qua security policies and

o
(Ulven & Wangen,2021) lent 4gn_Righer education included
r kind ompromises, risk assets and

es, organized crime, social
espionage and human errors.

delin equate information security knowledge
aék af best-practice security controls.

éi‘siiﬁn“em,zéziik@
S|

SV

D

s of phishing attacks in the ASEAN region slowing

ing. Ka y alone blocked and prevented over 1.6

pts t hing against SMBs in Malaysia, Indonesia
T in tr@wst half of 2010.

¢

The ata&y aspersky demonstrates that 442,439 cases occurred in

ia. Ta was a 60.5% increase in the number of cases.

2 ;
l\{ the@e, 7,765 cases were registered with CyberSecurity

alaysiaiby August, 2020. Fraud was at the top of the list with
5,692§{ses registered in comparison to 4,671 cases for the same
tim}fwame in 2019.

Malaysia experienced an increase in scam cases between January
and October 2020, with a total of 5,218 cases. This signified a loss
of more than 256 million Malaysian Ringgits (MYR).

The past few years has seen a rapid growth in the average rate of
Internet penetration in Southeast Asia, with no signs of slowing
down. There is an 83% internet penetration rate in Malaysia.
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The importance of the literature review on the UITs issue in Malaysia, which
was conducted in this research, appears, in that it highlights on these threats an?!us

the alarm to take them into account and not to underestimate them. (q\

2.8 Existing Countermeasure of UIT Q

Different strategies to handle human error were preseqted arious authors.

The models and countermeasures that were identified fro i atuv'e review in this

field of study are discussed below. .\d

I
NS
2.8.1 Automation \f \Y

Automation refers to the deploy 0 infcs‘na tech@&es to take
decisions for the user. For example, m;ai function hinéﬁmputer could be
increased by making a popup me ear on \m?lo s computer screen that

N
notifies them to change their p 2 In aﬂditio eopingglalls could be included in

an IT system. As there are ime(;]r' ailures t eére related to humans, it may
igues

be better to employ witht ver Iiﬂtle@man involvement. The greater
4 ¢ &

predictability and @n of i ion cogﬁed to humans is its strength. The old
anti-virus progwq requi tem dsié/s to determine whether to quarantine,
¢

clean or ign r&)tect Virusiis Jn t)ﬁ}mple of automation. In the latest versions of
the antiVirus progragts, th ‘,is aum%\atic cleaning of the viruses following detection.
An | tant point to note is @z}s not possible to automate every end-user system
funetiom (Carstens et al, 2004).

Q Edwards et al. (2007) presented the following directives for automating security

e |t should be possible to reverse automation solution.

e The actions of a system should be perceived by the user.
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e The system should have the ability to recover from any automation error.

e Automation is appropriate for those systems that are not perfect Y'

e Automation is recommended for situations in which it is not pos@}r the
system user to perform the task. For example, checking of pack‘e&mtrusmn

prevention systems at a speed that the human systems ad ilstrator cannot

keep up with
It is indicated by the literature on human error that ;ion 's paradoxical.
Technology can be used to address trivial tasks, w um nwaess more

challenging tasks (Gonzales & Sawicka, 2002). Thi ns that t

sde _@i‘}uman

ing is&e of the

T
most effective ways of combating hu erpor in°info ation.@wity. It was
D ter@fshnology Industry

error cannot be solved by automation (Ruper 20 "T i

determined in the findings of a stud ied"out by Co
Association (CompTIA) that there less |Ik\00$ 0 ak:Shpany being a victim
of security attacks if it is able t ena quart of |ti<%employees (Bean, 2004).
2.8.2 Standard Oper% cedur I(SO “l

Standard Op Procr OP) e introduced to decrease the issues

accomplish s kno. d@operatmg procedure. The advantage of SOPs

arising from m&h ing ?ureS(J e different steps that people follow to

NN
is that the renc&\ n work performance that arise because of the

isti ps followed by use ccomplish the same process (Rupere et al., 201
di followed b r.K\é lish th ( 1., 2012).

\

6 Trust Model
“The Trust model” is another solution that has been presented by Schneier

(2004) to human factors in information security, describing it as “representative of the
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way an organization determines who it should trust with its assets or parts of its

assets”. The Trust model gives permission to a limited people to access w

rooms, open particular cabinet files or sign checks. In some extreme situa o\rther

security is provided by dividing responsibilities, for instance, the pe&% physical

possession of checks is not allowed to access the machine foryembossing the

signatures. A person may be assigned the task of modifying t eNnel records, but
g

not the engineering specifications. Human errors ¢ e'minimized by

segregating responsibilities. This is because it is assum at efror .ma e by

people only in the field in which they are asagne@ ' _\f-}
<

2.8.4 Brown’s Solutions to Human Erro 0\ %T

Four categories were presented@n (2004) ah@vith human error.

These are error prevention, spatial ations, \DQ& r k@tlon and temporal re-
execution. Error prevention is |onaﬂ/ appteach t ms at preventing human
errors from occurring. The h’the Mrl cus on the errors that have

already occurred. Usi |nat|o of a “o'f @ approaches typically gives rise

&
to systems that min huma (_}
RS f{‘? S

N
/, :l c')(./

2.8.4.1 ErrE:Q@janc (_/
E% i anCﬂ"ioa.U) ed by&klng sure that the system users do not carry out

anyg;k (error avoidance) @g with strategies to avoid the errors from entering

i t system (error interception). To achieve error avoidance, the errors should be

Q een before they occur. Error avoidance can traditionally be attained by carrying
u

t continuous training along with a suitable user interface design.



2.8.4.2 Spatial Replication

The strategy addresses errors that have already occurred. The strategy Ww
creating a large number of copies of a system. Every copy of the system@%\own
duplicates of the critical information regarding the system that is sy ized. The
disadvantage of this approach is that it is only appropriate in cases n human error

affects only a few replicas. As a result, errors having an impaqi (Meater number of

the replicas are considered as the appropriate system state.

2.8.4.3 Temporal Replication é J _\b}
The difference between temporal replieati an s{a plicma@/n is that

eachémﬂch has its

i at there is no

temporal replications maintain multiple copies of the

own duplicate of the system sta iHe)ke

synchronization between the replic{%d in tw
the system is used in temporal%\' 91

<
_—
wn
—

n

i a,UQ . An existing copy of
N

at shews the:g&ual state of the system,

&
and different replicas (historica wiI' W the s@n of distinct states in the

system’s history. It is %\ present rep ":1‘ ltha@ affected by the requests to the
g ((H
system along with ﬁKhumar‘l \a&o inp§ e distinction between spatial and

temporal repli@is 'ted di\“fzigure 2.12 overleaf. A significant

¢

disadvanta %t thi§ techmiqué isé;)ﬂropriate for cases in which human errors
N
influen% steny” stat Protee@ against operational errors that influence the

systﬂp&te can be achieve@hg a combination of temporal replication and re-

eé\g n, referred to as replication with re-execution.
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7 o ' Source Brown (2004)
Figure 2. 1 arison |catlg‘ﬁpproaches

o
N

Wi

A separate&ﬂlog tiu

from the time tem
When a huma ris ade i |s£oltej<?oy the system by shifting to the old replica
%— N
and the cuting .the nsacié?rs to update the replica. Figure 2.13 overleaf
Y-
shows this process. (‘.}?
N

3
N

2.8.4.4 Temporal Rep%‘r:
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Temporal Replication with Reexecution
a. normal operation

users

——

current | - -k
replica ¥
time = k - —j
o
—1
__time =k — 1
istory
log
b. error recovery
users
@
! °§
history ‘\

log Y
erroneous 'q_m-k
replica ‘\/
| .* T

3 £ F ‘-') Source Brown (2004)
Figure 2. 13& ral replieati ngﬁ@executlon

A disadvantage of thi oach is thabrit'is ve@s ifficult to execute this error-
(
recovery strategy. It is fmpoftant to be Cﬂ% when generating and re-executing

the history log to Mhe cJusaI derin %events When the system is heavily-

loaded, it ma@Nv e to orm &.e»(ecutlon with respect to time and storage

requwemeQ, \(-J
o'

ework for Human\tactors in Information Security

he issue was considered by Gonzalez & Sawicka (2002) by taking a social

Qences perspective. The objective of their study was better comprehended how

human factors affected information systems security. The basis of the model was the

60



behaviour al regulation theory that is explained most appropriately through
instrumental conditioning. Instrumental conditioning is defined as learning w
consequences. The important aspect of this model is that a subject or Gﬁ}ould
comply with security practices and also risk perception. Instrumental‘Mlonmg is
based on the idea that a system user’s behaviour that generates positive outcomes is
reinforced, while behaviour that generates negative effects is™discouraged. An
imaginary case was used by the researchers to show tha mrp good security
policies can be improved by using system dynamics. verle f the main

@

aspects of the model that is best described using a ca ructure di rr' _\‘—}

3

Perceived
risk

Effect of Perceived
risk on compliance

Behavioral Bliss Poin

Prefemed
Security level

Prescribed Security level

Externd risk

Current Risk

Security level
adjustment rate

Security level

N, _
Source: (Gonzalez & Sawicka, 2002)

e 2. 14: Causal loop diagram of security dynamics under the influence of risk
perception
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The focus of the model presented by Gonzalez & Sawicka (2002) is on
conformance to IT policy along with risk perception. The researchers were of tT
that conformance to security measures can be affected by factors I|k put
pressure. These researchers asserted that alertness to risk can help att formance
to security policies. This suggests that if a person recognizes a sem attack, they
can show higher caution and adherence to the IT policy. How: ver,\lperson does not
sense a security attack, they become relaxed and rarel Y

nol' follow the IT

policy. It was shown in their model that a user shows hi tend nc ow pollcy

when they have a comparatively higher antmpa%sk Securi ttﬁc@d to
increase a user’s anticipation of risk. A perso pt1% cre s¥w1th the
occurrence of security incidents. In contr s@g:cw\ity cks a.@:gent, there is

a decrease in risk perception. Though ttacks positively @Ence compliance,

it is not the best way of brlngln ompha\&% li '&her methods need to
\

be followed to maintain a r on. There are various

shortcomings in this mode ﬁ};r |mag|nary case of a person

(Kim) is used to expla onc gj while proper research samples
(multiple individu are em %G.u s not clear how the samples were

chosen, e.g., co ut |ter model is quite theoretical and hence,

cannot be p at atlc ; EJ(? hortcomings in the model by Gonzales &
%v NN

Sawmk(Z{,
"3

enerlc Model of Human Factor Management

Q Trc“ek & Kandus (2003) presented this model and the key issues in this model
I

e the real risks (RR) and perceived risks (PR). The rate of adaptation, which refers

make'i tlve‘c&}enerate a new model.

to a change in perceived risk (CPR) and accumulates as PR, is directly related to the
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difference between real risk and perceived risk, and inversely related to real
adjustment time (RAT). It is deduced that PR is a level determined by CPR. T}Vm
two elements that show that RAT is determined by a few circumstances. Tﬁ%e the
initial one and a contribution of experiences. For example, following f&period of
a lack of accidents, when an accident occurs, the expectations are ased on earlier

experiences. This means that the users consider this acciden ame event. On the

contrary, if attacks are experienced consistently for a long time, eop]Ie will expect a

| | | Y
incorporating length of normal operation (LNO) vari The level of e‘ur_@ollcy
thele\fe, igh@e rate of

a delé;ze.cause RR is
always ahead of reported risk, which i% for d @%ternal accidents

frequency (IAF). The fundamental @S of the \'elgt t,'Q tviduals should avoid

S
violations and real risks shoul%qual@ly p ejvegs‘iat is in a timely manner
and in regards to the numbi %eats’ owin ure (Figure 2.15) shows the

model. % \: b} -‘50

&
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+ +

real adj uslcmcnt\
time N‘\
5t adjustment length of normal
intrinsic weight operation

adjustment time

C X P percived risk
changg in

pm.ngd risk

normal period i
parameter

u)rructl\ &
efficiency
security policy
level iscrepancy

4, ”'\ /
rrDelay!

internal accidents
frequency

|

'Y

corrective
intensity

&
-+
Figure 2. 15: A generic model of human factg ma \ent?o-rse Uity policy
The fact that RAT depends on{s spe ifi tion shown by a

contribution from experiences. For exh if aw)? Qfllcted with serial
attacks for a long time, he/she aIDayshb%

becomes more careful and v@& egarding,the 'secu A&.measures In contrast, if a

thg’)&d attack. This person

person does not experiE: Y’aﬂack gé\hey become relaxed and may

not adhere to any securlty acﬂ% el Gtgecurity policy also determines the
@

change in percelv risky i. e@t th@/el the higher the rate of adaptation.

There are thr ba ing loops at;le sy;%aﬁ The upper left loop refers to the loop of

percelved , P , CPR, ﬁaﬁcy) The trust loop in the upper right corner

repres t trust o em&o@' in the system, keeping in view the standard
C.)

0 t|o experiences, which™affect RAT. The adjustment loop is at the bottom,

%Shows the adjustment of anticipated risk that is a result of the management

0 ough SPL. Like the earlier model, i.e., the framework for human factors in

information security by Gonzalez & Sawicka (2002), this model does not include
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various significant issues. Firstly, the model is quite narrative and does not exhibit

scientific soundness. Second, it does not employ particular variables of infow

security, for example insider attacks, social engineering, etc. Finally, the ﬁ%s too

theoretical and cannot be proven mathematically (Rupere et al., 2012).

X"

2.8.7 Collaborative Reinforcement Model V
A reinforcement framework was presented that allo Yo]ecitive monitoring

of policy violations by system users. A rewards mode pre n.?ed\kd(ecute the

erg @ed in

, t odel also

ith pre\@:rreporting of
tha(ge users should be

framework. Suitable reward, punishment and also ¢ unity pri

the model, based on reporting an actual or fal

g@\actively involved in
N,
various aspects of security, fo le in'perceiving t and monitoring policy

&

breaches. An example of Uﬁ}eﬁort ode@ollaborative security works
presented by Saha & Mi 09) is bette ménh@ng and reporting of a malicious
4 ¢ &
user carrying ou;@lizini \m atiorgwa code base by the relevant team
members, who& ly 'etter(t}&dwledge of it or can better identify it
¢

compared to @xtrall admi 'st&ectr_‘rj%itoring systems (Saha & Misra, 2009).

T%ki

and M& \'c.}/

@t is believed that a violation has an observable effect to remove cases of false
Q reports deceptively.

2) An IT policy that is strictly followed is displayed in every organization.

made responsible for information%rity by\hﬁ%
? iy i

NN
ng @s Pns ar@art of the human error model presented by Saha
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3) A violation is recognized only after there are reports of its occurrence. Other
users or monitoring equipment achieve the detection. This means t}w
violation occurs but none of the witnesses report it (or it is not captu the
monitoring device), it would be considered as not detected. *

4) Users have access to security policies and can detect mport actual
violations.

The model was justified by various social psycholo Xd.ie that considered

the part played by extrinsic motivation in affecting individual a r‘lavi ur s.
The conclusions of a few of these studies are Iiste@ ' _\‘—}Y‘

e Group punishment helps in achievi deK&) ity behaviour s.

X

Individuals in groups are capable w tingui)the so t ey can avert

«
o

collective punishments caused ther group mempers. O

e Extrinsic rewards can drive @ajcommun %\a q&é
0 S

e Punishments, along wi ar erve,@s- negative reinforcement
t

o

RN

strategies for indiwi a gold punishments. However,

individuals ma% o their Lst ?{s ﬁa'ey do not internalize anticipated

&
behaviour s \ \|§ é-/
e ltisde %d by ical @T)es that focus on the locus of control that
m\g\ 4 C—)

therggis higher motivation”in @lviduals when they believe that they have
Qv NN
et ¥control r‘otheir%vironment. Users are typically allowed by

Alaborative security Ip in policy design. When they are able to monitor
‘%\heir violations, they acquire a sense of control over the assets and policies
Q they are using compared to those situations in which they make little or no
contribution to these aspects. Various researchers have adopted the approach

of using reinforcement to attain information security. Saha & Misra (2009)
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who presented the Reinforcement Model for Collaborative Security also

stressed that when developing security policies, a socio-psycth
understanding of individual and group behaviour should be used.@\ or

stressed on the need to formulate policies and environments t?ﬂ&e rewards

to employees for reporting security breaches. ?

To sum up, the model is based on the key idea that usngalongside each

S

other to make sure that every organizational member f fovrnatlon security

policy. Individuals are then rewarded and punished on t Sis 0 th
\
I _@
2.8.8 Generic Mitigation Strategies for Information’Leak ( .\T
For unintentional insider threats, (Ismai & us 20 deve@he security

tool in four domains containing erlc | ion tegles namely:

organization, technology, people a cesses, %&wa ,@bher sub-components,
such as: Prevention and Dete estigatio Itu escrlptlon Managerial,
Behaviour, Job process a |oI g%hjere a@dlfferent elements in sub-
components, for insta% nolog‘l‘ for e;rbr@mtormg, interception, detection

&
and solutions. Besn&&he @ mergwst take the following factors into
&c tem

account, such enforcem éﬂrity policies, standards, baseline, laws,

procedure, e | an cﬁ @%thormg and control of the job process,
educatl% ning Jawar ?ss da@classmcatlon data flow, job rotation, access

conmmw working environn@dnd organizational culture.
% e relationships among the sub-element groups of the tool were suggested by

security tool. There is a connection between each sub-element groups in the
ecurity control and each element complements each other. These relations between

the sub-element groups are represented by the dotted line. In the security control, the
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relationship between risk analysis and security metrics processes is represented by the
dashed line. The relationship between monitoring and auditing processes to tv-

groups in the security is demonstrated through the dash-dotted line. i 2.16

depicts the security tool developed by (Ismail & Yusof, 2019). A
Watermarking, Forensics, [=insns
Ir ive : 3 =« — o = | P,
i Intelligence Operation L. i -
' 1
> - - 7, BT |
Technology Encryption, Access Control, B [ .
Isolation, Data Classification ! .
: 1
IDS, APT, EDR, UEBA, IAM, CCTV,  [q. : !
e - RFID Lt —.—.I_._-T
1 1
: i
l = l Law & Regulation le- 1 .
Managerial 2 5
g Policy Enforcement, Procedure, N ! -8
“*| standard, Best Practise, Basell i i S
Organlsation andard, pes raclise, Baseline 1 !
| : g
—| Culture ! Security Education, Training < |-§ 1
Awareness - - ‘| Z'- uf g;
1 ‘é 1 -g
“.»| Human Character, Habits, Error e == :—lg- K
_1 Behaviour |L (Avoidance, Interception, :" o b o
----- #| Correction) s I £
People ¢ 1 S
1& 1 §
. = e oo I o S
Psychological Work Stress, Espionage, Mental == _|._§_ +
Problem. 2 1 I
1 x
1 1
. i
1 5
dob. Pf°‘?5" "1 work Flow, Data Flow and Job - 1 1
Description Rotation PER— .i.
bs if '. ----- l— .- -
: ; '
1 S
Monitoring I Risk analysis, Auditing L — _! '
————————— -
- > rek: b comp ts — e e = relations to security metrics == « == « =P relations to monitoring

v \ \? ‘\"&/
Figure Men rig Mi %gibn Q,(ga(egies for Information Leaks (2019)
%? 4
2.8.9 UQi} atiod ies aﬂé\Countermeasures (Greitzer et al, 2014)

Y—v
Aork project was buil@(Greitzer et al., 2014). The UIT cases were acquired

in \ERT insider threat database and discovered in public sources and based on the

qD rts. The study findings presented various countermeasures of UIT that are

resented in the following Table and are referred to as UIT Mitigation Strategies and
Countermeasures by Greitzer et al. (2014).
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Table 2. 5: UIT Mitigation Strategies and Countermeasures by (Greitzer et al., 2014)

Human Factors and Training

High-Level Organizational
Best Practices

Automated Defence

* Improve awareness regarding
insider threat and UIT.

* |Increase motivation to be
cautious with respect to UIT
risks.

*  Provide training to
employees so that they can
detect phishing and other

social media threat vectors.

* Stimulate process discipline
to bring about adherence to
policies and guidelines.

* Perform continuous training
to ensure adequate level of
skills, knowledge and ability.

* Carry out training and
enhance awareness of risk
perception and cognitive biases
that have an impact on
decision-making.

* Increase usability of security
devices.

*Increase usability of software
to decrease the possibility of
system-induced human errors

* Evaluate and enhance
management practices to make
sure resources are aligned with
tasks.

* Enhance data flow by
improving communication and
ensuring accurate procedures.
* Decrease distractions to
ensure  productive  work
environment.

* Offer effective security
measures  (e.g.  two-factor
authentication to gain access

* Carry out effective work
planning and regulationg,to
decrease job pressure
manage time.
* Maintain
enthusiasm

* Uphold staff val
attitudes that

emp

with organizational “wiSion and
ethics. % a\
* Adopt sec st practices

all through the organizatien.

* Use better softwa TN' entify
fake emails. %
pr.

* Use data | ention
software to i possibly
malicious sites and email

practices.

* Install firewalls.
* Depwg and malware

protection software.
* En ote memory wipe
ost'equipment.

2.9 Limitation of Existing Co
To list the countermeasu’b\o ITs i

/

eNige’

(7]

Q-
,ai(ﬁ'ﬁ
|\g@

re review was carried out.

These countermeasure ere%en evaluate olid@ the strengths and weaknesses

of each. The advantages a

human error elab&i

se 'Ln 2

disad@

S cﬁé}/@prevailing countermeasures of the

re pr@ed in Table 2.6.
N

Table 2. 6: \ag and Bi a‘d\'/an(ag('er of the Existing Countermeasures of the
HGman Error
Q- S
Strategy Advantages Drawbacks
Auto W 1. Attomation istmore predictable and | 1. Automation can addresse only
accurate that itS®human counterparts. trivial  tasks  leaving  more
2. Since security failures are | demanding tasks to people

S

checked

attributed to humans, then it could be
wise to use techniques that involve
minimum human intervention.

3. Automation is highly commendable
in  cases
impossible for the system user to do the
work. An example is where packets are
by
systems at a speed that exceeds that of a

where it is absolutely

intrusion  prevention

(Gonzales & Sawicka 2002). This
implies automation is not going to
be the solution to the human error
problem,
(Rupere et al, 2012).

but something else
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human systems administrator.

Standard Operating

1. SOP eliminates the differences in

1. SOP addresses only the

of errors occurrence by given
permission to only certain people to
certain tasks such as, given permission
to certain rooms, open certain cabinet
files, or sign cheques.

Procedure (SOP) work performance that are as a result of | differences in work perfor
different steps followed by users to | is very limted. It does no sol?he
complete the same process (Rupere et | other  problems r N to
al, 2012). technological, organizati and

human factors aspects.

Trust model 1. The Trust model reduces the chances

1. The Trust moﬂmes only
the chances of errors that related to

certain people I limited. It
does not solve the, other problems
related technological,
organizational™and human factors
aspects.

Brown’s solutions
to human error.

- Brown proposes four solutions for
human error:-

1. Error avoidance by ensuring that
system users do not commit errors by
use of continuous training i
collaboration with good user interfac
design as well as strategies to pr
the errors from penetrating the syste
(error interception).

2. Spatial replication: is the creatian of

several copies of the systemw ant

information.  These pli are,|

synchronized.

3. Temporal replication: creation
of several copies 4of a state e
system.These r%) are t
synchronized. E ongsof the*replica
represents t ituation of ' diffe

operator inp

ect
current rephi
4, mp%i replication
executi S a separate

that contains a _seri€

or occu tem s it by

idance: In order to
error, avoidance, it is

be possible for the errors to
ticipated i 50 {gim

patial replicatign ItG.sP ost
suitable in' cases” when y the

minoriyo the geplicastis-affected
by~.huma sequently

i We greater

ion of%replicas are

as khz orrect state of

3 empor‘@replication: Works

Il for_\crases whereby human

}?o a&(gc only the system state.

.Te@%&ral replication with re-
execution

iIs" the most difficult error-
.zgovery strategy to implement.
“Great care has to be taken when
\, creating and re-executing the
history log so that the causal
ordering of events is achieved. If
the system is heavily-loaded re-
execution can be expensive in
terms of time and storage

a

switching eplicaand then re- | requirements.
ecutes the trahsaction e log, so
that the replica beeomes up‘to date.

1. The in) idex\d instrumental

C?Id ioni is ning through
con cs, s that a system
user’s behaviour that produces positive

results is reinfgrced while behaviour
that produc negative effects is
weakened  (reward  andpunishment

policy).

1. According to (Rupere et al.,
2012) the authers used an
imaginary case to demonstrate that
designing good security policies
can be enhanced by use of system
dynamics.

2. According to (Rupere et al.,
2012) the model cannot be
mathematically proven, it is too
theoretical.

Generic Model
of Human Factor
Management
(Trc ek &
Kandus,2003)

1. The basic idea of the model is that
user should not violate breaches, if real
risk is properly perceived, that is on
time and in terms of number of threats.

1. According to (Rupere et al.,
2012) the model is too narrative
and lacks scientific soundness.

2. According to (Rupere et al.,
2012) It does not use specific

If user experiences serial accidents, for
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a long time, he / she will be anticipating
the next accident. Consequently such a
user becomes more careful and is
cautious with the security measures. On
the other hand, if user experiences long
periods of time without accidents, user
tends to relax and may not practice any
security  strategies.  The  higher
contribution from experiences, the
faster the rate of adaptation (risk
perception).

2. The central issues in the model are:
Real risks and perceived risks. The rate
of adaptation, that is, change in
perceived risk, which is accumulated as

perceived risks, is proportional to
discrepancy between real risk and
perceived risk, and inversely

variables of information security
such as social engineering, insider
attacks etc.

1- 3. According t (R%re
et al., 2012) the mod w e
mathematically proven, ity 1S” too
theoretical. !

N

| &

Collaborative
Reinforcement
Model Saha
Misra (2009)

&

proportional to real adjustment time.

follows that perceived risks is a level,

driven by change in perceived risk.

1. In this model, system user’s wo 1. If

str

collaboratively  to  ensure

membef of a'greup has
per relati ips with

information security policy is adhered r p mem el’qune may not
to by every member in théngroup 'the violati in attempt to
model enables collective qwg of | ood rt%tion and for
policy breaches by syste rs who isolati

can better detect vio eterm the actual is a

an the
centrally itori

of vulnerabili
considered.

use
re

was

challenge since individuals

sp recognition while another
r'r%'e motivated money.
he need for establishing

administered 0 ONQ%\
mechanisms. Non ing of dete % ry(%er choices of preferred
violations, together, with/prio rtin wak%\ ne may be motivated by
in

tions. J{"adequate regulations and controls

Strategi and

Neasures
er,
2014)

et

L@Mitigation strategies

presented many of countermeasures
against UITs in three domains; human
training, best practices  and
automated defence.

latief<], aimed at preserving the privacy of

usi$ group members.

s,
(Generic n@of 1. The security tool misses out
Mitigation r UITs_in four | many of important aspects, such as
Strategies fo orqgation, design of work environment,
Information Lea N design of user-system interfaces,
(Ismail & YuSof, ic and has | instrumental conditioning, trust
2019) owfor planning | model,  stimulation of  risk
for expandability &Jadding more | perception, incident-driven
countermeasures é\ each domain | reviews to policies, practices and
% sg 5 training materials and periodically,
Y. fully re-evaluate risk.

ul itigation | 1. The 1.The UIT Mitigation strategies

misses out many of important
aspects, such as design of work
environment, design of user-
system interfaces, instrumental
conditioning, trust model,
stimulation of risk perception,
incident-driven reviews to
policies, practices and training
materials and periodically, fully
re-evaluate risk .
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The review of existing countermeasure of UITs showed that, the existing
countermeasures are insufficient; defending unintentional insider threats n?ﬂ!s
implementing multi layered defensive approaches including poIicies@ures
,technical controls , awareness , attention to sociology , psychol ects and
automated defence tools in at all stages of the incident. Which are pw detect and
respond stage. Each one of the existing countermeasures that discusséd above address
an aspect or some aspects of human errors. None of them k:m,t fully cover all
countermeasures in all aspects, technological, organizational arMD factors

aspects. According to the literature, (Rupere et al, 2 riticized "s @tions

to human error, because it's required should be ibfe for the to h%g‘l—ticipated

prior to them occurring. (SOP) and trust W oesv?ot lude @hnological,
organizational and human factors aw aonzalez Sa@ framework and

Trc"ek and Kandus model, are too t%{ical an \Tﬂtx b 'ﬁ‘rematically proven.
By N
Model of Saha and Misr%ot d&ermi exact@we security issues which
&
]

they study (Rupere et al, OE)AI in (Ge@les & Sawicka 2002), the

problem of human M not solve t:Xl as@nation. While UIT Mitigation
'3

&
Strategies by (Wa w) anci igatgjtrategies by (Greitzer et al., 2014),

were the most cemprehensi rec g to the problem aspects, but they miss
¢ (?
out some i ant aspects ch"as@ gn of work environment, design of user-
NN
system% es, Jnstr tal -eonditioning, trust model, stimulation of risk
perggp&, incident-driven re\n@v" s to policies, practices and training materials and
N

p%%bally, fully re-evaluate risk. This is the reason why this research project sought
e

%

d—

velop a conceptual framework via combining the existing models and

N
ountermeasures and identified in the literatures. Therefore, UITCM model can be



used by decision makers to develop training program and as guidelines to support an

g
A2

Based on the literature review, it was found that there is a need t@ develop a new

organization's countermeasures against UITSs.
2.10 Unintentional Insider Threats Countermeasure Model in SM

model that includes all the existing countermeasures and ¢ mWhem with each
other. Therefore, this study developed the initial version yl;br integrating the
countermeasures found in the literature, which were listed a d.h;cudaij in this
itigate uni nt’o@‘gder
rv% ucte@.wards IT
ctors\an ikelih.@g;f UITs in

Malaysian SMEs. This study identifi e I'melihood 0 S t@%tify the need for

giy @Ivem still existed by
5. 0
mog't co tirgzetors of UITs have been

ntei
us @oncern during the model

development process % nsure :!/ s@red from all its aspects. The
4

&
questionnaire of K&?\dy Serrﬁ adnﬁ.tor developing the second version of
in

UITCM by detm of i the(:%éd for the model, as well as identifying
‘ ¢
t

the most co g factors Uers(tS e fully covered. Then the study compared
\
sk

chapter, so that it provides a comprehensive approac

threats. To develop the second version of UIT

Executives of Malaysian SMEs, to identi

y.

the proposed model and examinéd whethe

=

identifying the likelihood of

%f,&

identified in order to give t rI
hat the

L

the solutio ovidgd ne@odel with the contributing factors of UITs to
L % _ _
pro the proposed mode@red all possible solutions to these threats.

65 Component Investigation
A model should be checked before usage, in order to validate that the theories

and assumptions underlying the model components still hold (Elmimary, 2017). The
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justification conducted in this section ensures that the construction, reason and
fundamental relationships and the illustration of the problem area are sufficwm
planned purpose. As of this research, the model investigation determﬁ%ﬁt an
agreement is achieved between the components introduced in the odel and
those that existed in the base models. The investigation of thngaosed model
presumes that the model should be refined and improved. It i irNIt to ensure that
the new developed model included and covered compo V‘.th' selected UITs
mitigation strategies and countermeasures recommendeduin the liter 9 achieve

this components investigation, a critical step- by- compariso a& @Jcted

between the proposed model and the existing h% d t@/elop the

proposed model to ensure that the new mo% redoﬁll C pone@.the existing

models. \% é

In order to conduct this investigation, the Ven ,z’lﬁ\'he second version of

N
UITCM are listed with unique identity>(1D ﬁh Table 2.7, Ta:b?e 2.8, and Table 2.9 and

\u &
the selected UITs mitigation st egir unt@sures recommended in the
Z‘ ntity/ (1D)

literature are assigned% que id
4
components of the Q{CM) T \1& n
&

‘ids’, the nextgstep to
\ ¢ (4%
mitigation S I i pGn ts Of the second version of UITCM. The result
%v "
is displayed in¥rable 2.10-& 211

Table 2. 7: The Orgahizational Countermeasures Components
A (g3

Components of the Second Version of UITCM

@epicted in Table 2.7. Once the

o
g rggation strategies are listed with their

the éﬂponents of each one of the existing

ID The Organizational Countermeasures Components

OCO01 | -Law &Regulation, Policy Enforcement, Procedure, Standard, Best Practice, Baseline,
Standard Operating Procedure (SOP).

OC02 | -Maintain employee readiness.
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OC03 | - Improve data flow.
OC04 | - Effective security practices.
OCO05 | - Maintain staff values. g.
OCO06 | - Improve design of user-system interfaces. @
OCO07 | - Affordable access to mental health/drug treatment services.
OCO08 | - Appropriate time off for employees. ?
0C9 - Team-building activities to enhance mood. V
OC10 | - Improve design of work environment. T
OC11 | - Improve work planning and control. i
OC12 | -Improve work setting and management practices.
OC13 | - Risk analysis, auditing. { ’ # | _tq‘
OC14 | -Incident-driven reviews (policies, practices, traini ateria}).‘a-/ Y”
N Y
OC15 | - Periodically, fully re-evaluate risk. Y- \\ X~
@‘ R
&
Table 2. 8: The HumanEzﬂ)r o@e? S onents
Components of the Second Version of UITC%/I

ID The Human Factor's Countermeasures Components
HCO1 | -Monitor employee behaviour. , ’“" g
HCO02 | -Trust model. % i 3 ( §
HCO03 | - Collaborative Reinfarcement Modal: g

iy Y
HC04 | -Mental est. i = él)
HCO05 -Dn%\jng. » i C.\O
: r
HCO06 | - Stimulation of r, kpg)r '\(_}
HCO7 - ity edligatbn, ;i ng, awareness, Instrumental conditioning.
HCO08), | -Wsability of software 7sec@=tools.
Encourage following of policies.
-Employee assistance programs (EAPS).
11 | -Respectful and calm workplace environments.
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Table 2. 9: The Automated Defence Tools Countermeasures Components

Components of the Second Version of UITCM

ID The Automated Defence Tools Countermeasures Components
ACO1 | - Watermarking forensic, intelligence operation. : }
ACO02 | -Backup systems (Spatial /Temporal) Replication.

A w 4

AC03 | - Remote memory wipe for lost equipment.

ACO04 | -Automation. N

_ _ A - _
ACO05 | -Data encryption/Password protection. ‘
AC06 | -Wireless and Bluetooth safeguards. \
ACO07 | - Standard systems/email safeguards (anti-phishing, anti- are tc) pr ion

system (IDS/IPS,DLP), firewalls, APT prevention,‘@ecesses contrgl, static’and dy
software code checkers, data classification, IAM.

ACO08 | -Security information event management (S S
emails, EDR, UEBA, CCTV, RFID.

4
<‘
Table 2. 10: The Selected UIT Mgn Strategl nd C@termeasures
com

§)

1D Year Mltlgatlon Strategies Name

COL [ 2019 | Generic Mitigatio Strategies forhaformafion Iﬁ@Wan,ZOlg)

C02 | 2014 uiT Mltlgatl ies and Co te‘meas Greitzer et.al, 2014)

C03 | 2002- | Suggest mthel eratu
2012 .‘
-Aut t|on ars ta 2004; @érds et.al, 2007; Gonzales & Sawicka

n ard pe?atl r’cedu‘ﬂRupere et al, 2012).

rown’s Solutions to H Error (2004).

% -Fram{w of Hurr?. actors in Information Security (Gonzalez & Sawicka,
2002). NV

-A Generic Moda\af Human Factor Management proposed by (Trc’ek & Kandus,
2003).

- Collaborative Reinforcement Model (Saha & Misra, 2009).

04 | 1986- | Recommendations of studies (HSE,1999;Wood & Banks, 1993;Bratus et.al,
2013 2008;Kerm et al,2007;Jeffrey et al,2002;Mansor et.al, 2011;Murphy et.al,
1986;CERT,2013).
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As a result of the components and processes validation technique, the
components of C01, C02, C03 and C04 were compared against the componw
UITCM. The UITCM was revised many times and adding the missing @wents
which have not been covered by the previous version or removi duplicate
components to ensure that the proposed UITCM includes all neceSsary mitigations

chosen to complete the model.

Table 2. 11: CO1 Against the Second VerskB&TClrl

C01 Components UITCM Components

- Watermarking forensic, intelligence operation. | ACD1 i \‘{V
-Encryption, accesses control, isolation, data classificatio ACO05, ACO7,
s
- IDS, APT, EDR, UEBA, IAM, CCTV, RFID N A@?,’ACOS\/
b
standard

[
-Law &regulation, policy enforcement, Proce
practise, baseline.

-Security education, training awareness. coz)

P A
-Human character, Habits, Error idance,  Intereeption)’ ,@Cﬁl, 0C02, 0CO3,
correction). ~OCO04, OCO05, OCO6,

:bCO?, 0C08, OCO09,
0OC10, OC11, OC12,
0OC13, OC14, OC15,
HCO01, HC02, HCO3,
HCO04, HCO05, HCO6,
HCO07, HCO08, HCO9,
HC10, HC11, ACO1,
AC02, ACO03, AC04,
ACO05, AC06, ACO7,
ACO08,

0OCo07, OC08, OC11,
HCO04,HC05

-Work stress,

-Work fl \%I
g&‘y

0C03, OC11, OC12

-Risk is{/Auditing. 0OC13

\> Table 2. 12: C02 Against the Second Version of UITCM

C02 Components UITCM Components
-Enhance awareness of insider threat and UIT. HCO07
-Heighten motivation to be wary of UIT risks. HC07, HC06
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-Train employees to recognize phishing and other social media HCO07

threat vectors.

-Engender process discipline to encourage following of policies | HC09

and guidelines. \
-Train continuously to maintain proper level of knowledge, HCO07 : ’
skills, and ability.

-Conduct training on and improve awareness of risk perception HC07, HC

and cognitive biases that affect decision making.

-Improve usability of security tools.

-Improve usability of software to reduce likelihood of system

maintaining accurate procedures. “

induced human error. ’
v
-Review and improve management practices to align resourc 0OC14 ' Q}‘
with tasks. _\
-y h v i
-Improve data flow by enhancing communication and Q A\

e

-Maintain productive work setting by minimizi ons. '\ O <
N £
-Provide effective security practices (e.g., t cto ) 04 g
authentication for access).
Ja -\ ) A
-Implement effective work planning al I to reM ) 6@\
pressure and manage time.
9 “ Q(?
-Maintain employee readiness. \NOEOZ
[ :“-t
-Maintain staff values and attit t align with *izati_(@ 0C05
mission and ethics. c |
-Implement security best practiges thr u orga z on 0OC12
e [ K’K -
-Deploy better software t i emails. *f' ACO07
o
-Deploy data Ios% rgco n@otentially ACO07
harmful sites @ prainicﬁ. b %—)
- (
-Use fire@v ' S ACO7
Y -
-Use Wmalwar{ p igh so@ ACO07
{Amote memory wipe for @uipmant. AC03
Table 2. 13: C03 Against the Second Version of UITCM

=
<
N

C03 Components

UITCM Components

-Automation.

AC04
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-Trust Model. HCO02

-Standard Operating Procedure. 0Co01

- Backup systems (Spatial /Temporal) Replication. ACO02 <‘ ;
- Instrumental conditioning. HCO07 %
- Stimulation of risk perception. HC06 \

- Collaborative Reinforcement Model. HCO03 ?

Table 2. 14: C04 Against the Second Versﬂ ITCl\/I

C04 Components UITCM Components
-Improve design of work environment 0oC10 ’ = T \?'
-Affordable access to mental health/drug treatment servi 0cCo7

-Appropriate time off for employees.

-Team-building activities to enhance mood. \} .RC L \J
<

-Incident-driven reviews (policies, practices, tr Cl (Q
materials).
O
-Improve design of user-system interfacés. I CO} /(k
N
-Periodically, fully re-evaluate risk. & 0OC15+"
" “«

-Password protection. \ A’&B
-Wireless and Bluetooth safegT.
-Email safeguards (anti-;% ti-malware), ’c‘g t ACO07, ACO08
information event managemen IEM.\ 2/‘,
AT N QO

-Anti-malware intr mctionb{d?ention s;@m AC02,AC07, ACO8,
(IDS/IPS) ,backu s. &)

BT S

T
(0\ ‘P2 .9
| O N |
In % e se‘gtl n, c@s been on a critically comparing the proposed
I

4
modelEa existing or source&dels. The comparison to the components of C01,

mCO03 and C04 proved th?\t”UITCM managed to support all components of the
rce models.

S
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2.12 Small and Medium Enterprises

A worldwide definition of SMEs is lacking, and most academics have us
own definitions depending on their focus (Abdullah & Bakar, 2002). SM@b
described by various academicians and researchers in Malaysia as th nies that

have less than 200 associates and fixed assets worth approximatel 2.5 million

(Abdullah 2002; Salleh, 1991). The quantitative criteria for ula y Hashim and
zl)t

Abdullah (2000) defines SMEs in Malaysia using the foll companies are

fami W’ (2) it is
Yw

mostly quite personalized, for instance an owner w 77 mana e't @; 3)

actively managed by the owners, i.e., “owner-manage

its operational area is typically quite narrow, a m\ nde n internal

sources of capital for funding its growth. \) 0\ %\
To achieve the objectives of t WDS ur@(erprlses (SMEs)

were used because of their econome%nlflcan c y are at higher risk
3
of experiencing cyber security i <<<}—

A vital contribution \ a and ium enterprises (SMEs) in
economic developmen I acro s th obe@‘conmdered as a major force that
helps in bringing N&nnovr nomé(gyowth job opportunities, decreasing
poverty and su ortl lar rgan ns It is reported that SMEs constitute

¢
over 50% o p yment an 0% @(?Re businesses worldwide. In addition, they

constltu of formal ploy t in developing nations (Kamal & Flanagan,
201 het & Morduch, 2®SMES make a major contribution in the Malaysian
‘% and are recognized as the backbone of industrial development in the country
d h & Ndubisi, 2006). An average of 150 full-time workers are employed in small
nd medium enterprises and their yearly sales turnover is not more than RM25

million. They perform a vital role in the economic development of Malaysia,
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particularly in the manufacturing sectors (Ramaya & Koay, 2002). It was found that
by December 2005, a total of 600,000 SMEs were registered in Malaysia. Thew
a contribution of 27.3% to total manufacturing and 25.8% to value-adde@tion.
In addition, SMEs possess 27.6% of fixed assets and have employeﬂ'&% of the
total workforce of the country (Alam & Noor, 2009). Y'

Other distinct attributes of SMEs are that they typicall Wemployment to
generalists instead of specialists, depend to a greater ex alw)r'-term planning,
use dynamic and informal strategies and decision-maki roce se.s,\mds hesitant
in attaining rapid development and in using standar rating/pro u’es_.\q;}‘Skey

is, ho\\fe e Ii@a control

SO pov@s}n addition,

ns,@Es are weaker at

gca ,@\dividual managerial,
N,

differentiator between SMEs and larger organi

of resources by SMEs, which is frequentl

it is determined that in comparison t
various levels, for example c@te,
environmental and individual%fore,
technologies in SMEs is difficult (Gho
T
4 ’ &
2.13 Model, Fram w{k T@ ram k and Conceptual Model
A concep% ew ' plyd‘r-%ﬁework) is a structure for the realization
of a define s@and xp;lai tie'n @a ionships between variables of a study by
arrange@%& that oqutli ‘gthe h®\t process and output to change, develop or add
g

the (Méndez, 2012, p. @/ Framework explains the components, dimensions,
hE&ns and directions of a study and presents the researcher’s idea on how the
esearch problem will have to be explored. A framework allows researcher to draw his
wn conclusions. It also supports logical, functional, computational, interaction, and

application aspects.The conceptual framework is also called the research paradigm
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(Andreson & Arsenault, 1998). A framework is “a set of ideas that researcher use
when he is forming his decisions and judgements” (MacMillan English dictiona

While theoretical framework describes the theoretical underpinni of
researcher work based on existing literatures. A framework is w on the
theoretical framework, which lies on a much broader scale o@ution. The
theoretical framework dwells on time tested theories that %o- the findings of

numerous investigations on how phenomena occur. theoretical framework

provides a general representation of relationships een thw a given
L ]

T
phenomenon (Creswell, 2012). ' _\(—}
A model is a schematic form, often in a simplified Waf xisﬂ@%r future
T

state or situation. A model is used to explai

of some process or a phenomenon.& éei)s represe

phenomenon by a set of Iogical(%hema@fd?co Kﬁ}ational concepts and
equations. It is a replacement%rigin | obj M?géa:an be mathematical or
computational model. i Mn tem ie%the operation of a model
(Lowyck,2014). C:;Q~ Lj l §
'3

A Conceptl;aﬁdel IS jﬂﬁ\m«n provides’an easily understood representation
of subject and w ing t 'ant itf-%(hation about an object, issue or system
whether p g@ or Social, in" aEsJ‘thtical way; It is typically useful for
commu@%ieas’t 0 js. Ca@;tual models are used to help people know or
ndﬂﬁ

u a subject the mode@fesents; it helps stakeholders better understand their

chanj%ﬁind operation
acsf‘-world object or

S Rn A conceptual model sets out the collective knowledge, experience and
& ectives on the issue of interest. The model illustrates the assumptions about what
re believed to be the important or dominant processes and their linkages. This

includes the factors that are perceived to be driving the changes in the issue and the
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consequences of changes in these factors. The conceptual model can be used as a

9

as if from the outside. Typically consists of named entities and their rel |\ps to

keynote for solving a problem. The conceptual model allows us to look at a

each other. A conceptual model should be accompanied by a textualﬂ&ntion that
verbally explains the conceptual model (Gustafson, 1996). A concw model is a

M et al., 2015;

Zamer&Scheiner, 2014). Conceptual models assist in loping 'and organizing

It nwned as a

iJt or a off rljge;\‘lg;eas

ambrid an@_earner's
(\/; | o
Table 2. 15: Comparison of Model, % rk, Conceptual M nd Theoretical
Fra ork
N\?) A

Conceptual model

logical structure of a theory or framework in a discipline

sound explanations of core concepts (Anderson, 2
supporting structure around which something can b st
or beliefs that is used to plan or decide som

Dictionary).

o

Model Theoretical

Framework

Describes the
theoretical
underpinnings of
researcher work
based on existing
literatures. A
framework is
founded on the
theoretical
framework.

Framework
Representing a real-
world object or

Abstra%smﬂngs. It action'0fthings. It

is dogs not eXist in the® | "is,does n st in the

phenomenon. Itis a real “Hison real wo is only

graphical copy from an Xist in'the mind of the exis% mind of the
‘;eszzr/ r.

existed object, r.
@ &
N
(_}'
)

phenomenon or system.

&

real ot:'

Representin s.fembr

object beh

underst% st theg
e

The conceptual model
can be used as a keynote
for solving a problem.

The conceptual models
help stakeholders better
understand their
situation.

Provides a general
representation of
relationships
between things in
a given
phenomenon.

N
5
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2.14 Appropriateness, Suitability and Usability
Model appropriateness depends on identifying the problem to be solved T&
intended use of the model (usability), and requires evaluation of th for

goodness of fit (suitability) (Williams & Ette, 2002). -\

Suitability testing means testing whether a design has the rlgR ualities for a

particular purpose or situation and being appropriate acc dlng the functional
KT

requirements without taking design principles into consid his entails a series
of tests which perform a feature-by-feature validation o avio rwty testing

can be conducted by involving users in a real expe t or by ex @tlon

Suitability testing is more about ‘product quali thdn-it i bou{‘;;abﬂlty

esign@?& 1- Testing
eor@ﬁ‘or which it was

(Rouly et al., 2014). The objectives of suit I|t

whether a design is logically conaWi} the bas
designed. 2- Testing if a design is @Stlcally \1\%

purpose (Rouly et al., 2014) é}c.')
Usability testing is t ractice ra{)w%y a design/product is to use
with a group of rep% e user

researcher can fi:{;@n fla‘v
in i

gets vital |nS|g ow

T ]{b’lf a design fulfils its

>

or r& rts. Through usability testing,

d so L(Lwns By usability testing, researcher

to ute-%(e product and not the product's quality.
Then, resear n Ie ra e thesé meg(?ts to make improvements (Christoph et al.,

2017) tives'of usahility te@wg to a design are to: 1- Is it able to be used? 2-

Ho eit? 3-Isit useful') it understandable? Usability testing focuses on user

a ce and how well the user can use the product to complete the required task.

:U ility testing investigates all aspects of the usability of a product, including overall

ructure, navigational flow, layout of elements, and clarity of content and overall

behaviour (Christoph et al., 2017).
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2.15 Summary

The definitions of the terms and concepts pertinent to the issue of Uﬂv'e
been presented in this chapter. This chapter discusses how these threats are linked to
the information security system. The thesis topic and the three res*questions
presented served as a guide to make sure that there is a powerful relationship with the
reviewed literature and the actual research study being carrie OLN factors that are
involved in UITs and their likelihood of occurring in organizations are discussed in
this chapter. The UITs prevalent in Malaysian organiza wer awised. The
chapter provided a thorough review of the literatu understan e,st&@‘rthat

ve% the&?evailing

elaborated, so tha,@!‘gleed for the

proposed model could be compreheNi a research od@y and techniques

have been carried out from various

countermeasures of UITs and their limitati
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