CHAPTER V :CONCLUSIONS AND RECOMMENDATIOIY

5.1 Introduction

It consists of five main components in this chapter, th{e’[hievement of

objectives, framework application, conclusion, contributio earch limitation,

direction for future work and recommendation. It contains'th urr%the result

well explained in the report, with the outcome of the study and concept/itheory re{gvant

to the previous research. It consisted of limit during the study 4or51‘esearch
b 4 \j{'

the related

limitations. Then, for the recommendation whidwe. \ﬂeQ tion fr?n
parties and recommendation related to t?@t’ the Qﬁc this chapter,

the result of the research and implicati of

luded. A
conclude E >0

5.2 Conclusion on Verification Aj
The goal of thi was to'see “’X e ively IT security is maintained in
\"Fh &)

each organization' lerasm{\::? en, h an suitable IT security maintenance

components forw stru ? ser\ﬁtj%' be incorporated?
¢

The :dy'afindfgs ﬂFngl?/ focused on defining and implementing an

Ny
IT sec aintefa ‘aame\Na( for small-to-medium-sized businesses' IT

L 9
infrﬂmure. The study aide@" identifying (1) the components of the IT security

maintenance framework, (2) the verification of the IT security maintenance framework,

q 3) the validation of the IT security maintenance framework, all of which confirmed
eh

ypothesis. When paired with theory and literature, the quantitative findings serve
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to create statistical evidence on the strengths of the link between components and
suggest directions for the relationship.

The research used mix-method approach to answer the research @s. In
the quantitative method, the study distributes self-administrated survey ionnaire to

specified respondents using conventional sampling technique. The“guestionnaire is

composed of a set of four categories. Likert scale is used to mwg questionnaire
z

enamnce framework.

throu hWnaire and
&

SS) a $i &@Ye'r to

nn% een c@mbuted to
Y.

IT experts and the respondents answered aﬂgu\e; onnaYes. e resp@d

further analysis was 272 according to Krgjcie and Morga e b@‘on the population

for measuring components and factors of IT securit

Whereby, in quantitative research the data were collec

analyze using Statistical Package for Social Science
gain measurable objective. In this research, 27

ents used for

of 600. %Ve) \T \,Q\

Demographic of respo ereQJIeter ined b@escriptive statistics and

Cronbach’s alpha of 0.% ity b:‘ bc}}?t‘lﬁ@bn is 0.928, IT security offensive

protection are 0.8 IT SeCl.il‘ nsive .pratection are 0.923 and IT security

reliability test was perfor%{i IIJ the sset identification showed
I

objectives are 0:978. Seo, th is s@” can be classified as good and adequate
¢

!
for this reseE: means. & (J(.)
\
e,Skewness” Posis wed the result between -2 to 2. Thus, the data is

normal. “Frequencies and Pe@ﬁges were measured for IT Asset ldentification,

% Breach Identification, IT Security Offensive Protection, IT Security Defensive
r

ction and IT Security Objectives. The overall mean and standard deviation shown

&a respondents agree about IT Asset Identification, Security Breach Identification, IT
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Security Offensive Protection, IT Security Defensive Protection and IT Security
Objectives.

Statistical test used to investigate the relationship between the variaﬂg}died.
Correlation tests used to determine the relationship between variaﬁ*he result
showed IT asset identification is significant relationship with@ity breach
identification (r=0.650, p=0.000), IT security offensive prote im.SSO, p=0.000),
IT security defensive protection (r=0.624, p=0.000) and IT mjfctive& Besides

security breach identification showed significant relationship with ITW offensive

"X
protection (r=0.706, p=0.00) IT security defensi@tion (r=0.6 pf:(l{@) and

IT security objectives (r=0.356, p=0.000). nsi@otection
showed significant relationship with IT ion (r=0.713,

p=0.000) and IT security objectives &

protection is significant relationshi;@s \b%ct' 95‘\'}&0.580, p=0.000).
-

N
Factor analysis is a str. reducti ppro c@'nat allows academics to

study ideas that are diffic hsej usin ditional methods. It allows

researchers to investi% alidzig the i‘£1'<s~®ween survey questions and to

determine the total ber of ‘) S COV. on a questionnaire by using factor

analysis techniq@ fa
¢

the result, B t’s Test of

'sis otéﬂlariables were carried out and based on

ri{ity@‘i“?e values P< 0.05 which means all variables

=

N
are statigticallywsignific Pcorrd&ad between the items.
Aorder to determine Khe}ffmensionality of the research scales, the items from
a \abs were factor analyzed using the CFA method in AMOS version 24. The degree
0 Which the sample supports the factor structure of the scales is determined using CFA.
FA makes extensive use of statistical tests to assess the model's fit with the data that

has been obtained.
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The KMO Bartlett Test was used because CFA is based on theory and other
standard requirements such as sufficiency of the data. The KMO test was perforw
incorporating all the items of all scales to measure the sufficiency of the S%\‘n the
collected data, which scored 0.879 (> 0.5), and Bartlett's test of Sphericé@we sample
was also significant (p<.001), as shown in Table 1, indicating that thefStudy variables
have been correlated It was concluded as a result of these ﬁ@m the data was

When it comes to statistics, confirmatory factor a is(C AWy aunique

appropriate for performing the CFA.

kind of factor analysis that is most often employed cial research. ]t @ed to

determine whether or not measurements of i ns% mpa@?e' with a

researcher's knowledge of the nature of theagonstruct nsid n (or factor).

Thus, the goal of confirmatory factor iys';;is to determine w@ﬁer or not the data

conform to a postulated measureme@psdel ir&(‘la /ﬁﬁ postulated model is
N,

based on theoretical considerati or %tan tc in gation.

&

An analysis of fit }Garr'r ut for ea lement individually (Asset

Identification; Securit Zldenti ation; §em®y Offensive Protection; Security
’ 4 ¢ &

Defensive Protecti nd S@Gb (\Y ith the best possible match being
determined for each or. &
\ o | (.J

Con %Vall ity crﬁi@ Validity, constructs Reliability and model

% .

N
?1 factu&eparately. Since all factors loadings were above

-

(>.71) criteria (Cor@’& Lee, 1992), so reliability of this measure was

e N!ned (Hair et al., 2017).

: A comprehensive CFA was conducted to assess the fitness of the five-factor
0

del, which included Asset Identification, Security Breach Identification, Security

Offensive Protection, Security Defensive Protection, and Security Objectives, and
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which demonstrated the best possible fit (Chi2 = 649 / df = 138 yielded 4.71, CF1 =.902,
TLI =.866, RMR =.067, RMSEA =.117) between the measurement and twura
collected (see Table 14). (’}

We proposed five hypotheses as H1: IT assets significantly po#&pfluences
the IT infrastructure for IT security maintenance, H2: IT security breach significantly

positive influences the IT security maintenance for IT infras UMH& IT security
r

offensive protection significantly positive influences the | maintenance for IT
infrastructure, H4: IT security defensive protection signi tly p swences the
L

ese fagtor Wp.ghy\i‘rs 1)
uc% i m@nance 2)

tionedn Infras@;zl:re Security

maintenance 3) IT SECURITY E PR TI(@l‘intention in IT

IT security maintenance for IT infrastructure. Result

IT ASSET IDENTIFICATION intention in IT

SECURITY BREACH IDENTIFICATION,int

Infrastructure Security maintenaan;jT SEC D IVE PROTECTION
N

intention in IT Infrastructure S%ﬁainﬂsnan ) I'EgE URITY OBEJCTIVES

PROTECTION intention i T\Mraslr ure ecugzxmaintenance and table 4.33
Zc

shown that all hypothe% cep:s , "l 0
&
That mean/s%e?riables' Ideriﬁ.cation, Security Breach Identification,
Si rot

IT Security Of Sectﬁsty/ Defensive Protection and IT Security

¢
ObjectivesPE ction) isthave atiGns@Rvith IT Infrastructure Security Maintenance.
\
cluded

So we%

Identification, Security Brea& entification, IT Security Offensive Protective, IT

%\ Defensive Protection and IT Security Objectives Protection which are key
I

facto ‘Jnflue&ng IT Security Maintenance are IT Asset

6 ents of IT security framework.
This research proves that (Sarriegi and Santos, 2008; Turel etc al., 2017) studies

were right as he stated that Information technology strategic plan should be provided to
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achieve a balance between the comprehensive implementation of information
technology infrastructure with business planning within the organization. Khu

Hadley, 2010 stated that the information technology infrastructure m@ectly
handle the management structure of components in information tecm such as
information technology resources, user information systems, bus&?information

systems, and business data so our results concluded this statement right.

The research uses the qualitative approach to t a jsemi-structured
interview with five respondents chosen from among theglT ex rWnagement

X
personnel at a public institution. A set of two catego ake up th erﬂi@tured
interview. Within content analysis, the data d is pfe in{h‘)g~ form of

[yl

numerical tables and figures, as well as sta ndinﬂs thatymay b%?ggto evaluate

hypotheses. \% 6’<

Then, for qualitative data, z@st analysE %Js ,Q\rerify the IT security

maintenance framework. We c%we coﬂclusi \the respondents agreed
that this framework is suit Mrr ractice an this framework can handle
current difficulties. Tréﬁ:nt E‘j sai :phti@’framework should be equipped
with appropriate Sis aga'.n
particularly in @or

% ¢

&
\nyg nforgﬂm security management paradigm,
problem thE:
\
thoroug% inedfu y inf’u&ation security management model that the firm

that
&

curi@anagement System). Every governance

!
d&ing_?% deployment of the framework should be

This research successfully achieved its all objectives. It has explored new

§ Achievement of Objectives

knowledge in IT security by proposing IT security maintenance framework as a new
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process approach framework for IT infrastructure. Within the study methodology and
research design, a framework was built through a comprehensive process. This r
produced an enhanced IT security maintenance framework for IT infrastru@}

In this study, researcher had outlined first research objectiveT™which is; to
conduct a literature review on IT Security Maintenance Framewg@rk and second
research objective, which is; to propose a framework for IT security maintenance

in IT infrastructures. With that, the first research que r achieving the first

objective of the study was proposed, what are the cu IT cwdels and

approaches which is important to include in

propased ]T_\ég‘u‘rity

eseﬁ ons Q)Rgchieving
at am\e th electe@Sr;ponents of

appropri valéfhould be include

maintenance conceptual framework? Then,

the second objective of the study was propased,

IT security models and approaches N ;Be

in proposed IT security maintena@sanceptu\fmae p@*
;E y N

Both first and second,

mquif}%ﬁ was identified through

the review of the literature, that th I0USitypes s‘(}T security concepts, theories,

zaticgn/implementing into IT infrastructure.
ty ¢ <i')'nents from all the approaches become a
chosen in thi ch. Stud veéeecj de to see which IT security components are
most fr@‘np(ﬁ yj to d&y in IT infrastructure.

&m the literature, th@:cher identified a total of five types of IT security

Xents which have become this research preferable choices and those are from the

(@]

stablish security concepts, theories, practices, model, framework and methodologies

ropose by IT security professional body, researchers, experts and the organization.
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Then, the five components of IT security become as an IT security maintenance
framework for IT infrastructure and also become the hypotheses for this study.

The third research objective, which is; to verify the components 0@4 rity
maintenance framework in I'T infrastructures. With that, the third r questions
for achieving the third objective of the study was proposed, what are the components
agreed by practitioner for proposed IT security maintenance framework?

All the components defined from the first and sec FEC questions were
combined and made parts to develop IT security m nan er for IT

@
Yw
rity maintenancé f_r@work

ts< ethe\r‘j% form a

k was@;goped based

ren Qh and validate the

infrastructure. IT security components is a layout of |

which is organized in a way in which the c

meaningful framework. The IT security

on the secondary data. Therefore, a sur\%onducte

framework components based on l%tual I

t?u
N
deployed a Likert style close uestionnaite and Qcainistrated to IT and IT
O

security practitioners in sev?‘. Iay1 ic uni ies by using simple random
sampling. The results dings for
d &
discussed in Chapt |ﬂhe f@ is (%uptive study and statistical analysis
mpo

were analyzed‘% th @(S were selected on the basis of a high
¢

frequency er half the pe er{age‘gf)practitioners' accepted responses.

N
% th res ijectivg which is; to validate the framework of IT
Y

sec aintenance in IT i tructures. With that, the fourth research questions
3

3
()
>

ctr "s\situation. This study

s,‘gllip@study and statistical analysis is

f \Hﬁving the fourth objective of the study was proposed, how to evaluate in each

6 osed security aspects for proposed IT security maintenance framework?

This exploration question was satisfied by playing out the validation in two

stages in the in-depth semi structured interview. Six IT experts were involved in the

165



validation analysis. In the first step, the interview is provided with the validation to
conform to the actual practices of IT security specification consisting of necessw
adequate components. By looking at each item specified in the framevﬂ#}kperts
evaluated the suggested framework with full attention. A
All the experts accepted that the proposed framework had the following
requirements, known as appropriateness, the proposed rM rk consists of
Y:

appropriate and adequate components for the f IT security

maintenance in the real IT infrastructure env Wlty, easy
understanding of the process; practicality, the sta easily und t(#)d @ way
tasks are arranged and words are used; |t c0 nts clearly
described in the frame and the compo n SS gewﬁd he fr@awork is well

organized and structured. Howeve r to ma m |I|ty model, the

proposed framework was reorgani nd r &c&w ,g:}b the findings of the
N
experts. More details are avalla%t theQ:om nis onceoexperts in Chapter 4 and

Appendix E. \
I S
t|o

5.4 Framework Appll} 4‘

IT securl }tenam@wmk{@ﬁT infrastructure was developed in this

study. After % ry’ cr a}!o ﬁ-rl;grate this framework in current practices.

2 @
Applic % s framework i o@ent practice can be carried out through the well

unders of each compon en@t have in the framework.

After the framework development, in order to validate the developed
ework, an in-depth semi-structured interview on ensuring the framework conforms

o real working of IT security maintenance in IT infrastructure. In-depth semi-structured
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instrument for interview on validating the framework was designed in order to gain

information from the IT expert panel in public university. YV

The qualitative research continues by requesting experts to discusSithe Qnthesis
of IT security maintenance parameters. The list of IT security maint parameters

can be used in ensuring the quality of IT security for IT infrastr% As the process

rasWe is enhanced, by
I ani&stone for
ensuring the quality throughout the IT security maintenance process. iﬁalkW‘the
proposed framework’s usefulness for organizati@ Con;iu ed Wwith adv

Yv Y,

(\/: W\ o

5.5 Contributions \

The main objective of this is to a Q\,Securlty Maintenance
oy

of integrating IT security maintenance parameters in IT i

listing the tasks which reflect the quality of IT securi

3,

from

expert panels.
=)

S

6

Framework that focuses on ing a-ayout of“IT @gwity components that is

structured in a way that foc?se placed together t@rm a coherent framework, can
can al

[
be navigated at any tin% 59, uar. t‘ee @uality of information throughout

the framework in wess o] co\ﬂ‘ng mg@&‘(gful data.
ntr

Them im tion Ftud&e IT Security Maintenance Framework.
f Q : 4 (')

Based on indings of theo tical\égﬂ explanatory studies, it was designed. The
current , mel{o qy, th@s and model of IT security that organizations
tym&&se to organize all iébnework creation processes. The current IT security

we s strategy, methodology, hypotheses and model is that it is unable to provide
Oi ence on any recommendations on how organizations can develop security priorities
and strategies. However, all the components involved in the framework process are

described in the proposed IT Security Maintenance Framework. Practitioners just need
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to observe the flow of layout knowledge along with the consistency components to
achieve implementation of the framework. T

During the review by the experts, they concluded that the proposed f ork
achieved its objective of applying the IT Security Maintenance Frﬁ%@rk by its
directed practitioners. In addition, the framework can also alert practim by offering
a holistic image of IT security maintenance in order to gather what'should be planned

and what needs to be gathered. z

This study also provided information on the identificationiof rity issues
uy

on IT infrastructure that were addressed separatel)%rent reSear rsl b@ne of

the researchers combined all methods relevant “technical cti\@nder one

framework as the taxonomy of security maintena fraaiew . Curr, Y;thods of IT

security have essential constraints ini |eaenting a lo overview. This

study identifies the importance o(gajole an \e'm?no J(a‘ge as an IT security
N

components of the organizatio ncorﬂolete iews ganization towards day-

to-day activities where em%orer an usin@oﬁicial components are also
e

considered as importar% "' Q’
&
IT securitwoneri n the ntage of the framework, regardless
of whether pragtitioners ar
¢ ! (.?l
maintenanc work: or _t e&vhejh ve been in this area for a long time. In
particul%kse

i ce by providing a @éss approach framework that lists all the required

nts.

4

enteri <<’the implementation of the IT security

N
cufit ?gemﬁthis study contributes to the field of IT security

mail

% nts to guide practitioners to the preferred IT security maintenance framework
ch

ieving safe IT infrastructure. The proposed framework provides appropriate

0
uidance that practitioners should use to perform IT security maintenance framework

for IT infrastructure.
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As a process approach-based framework for IT security maintenance, the
proposed framework is able to guide practitioners in deeply gathering all the IT ?ﬂy
components required for the framework to perform. Through doing so, prac@} will
ensure that the amount of data needed for the implementation ofﬂ& security
maintenance framework is reached. This implies that the framework prayides awareness

at the corporate level in the context of management. Awaren swat is required to

implement the IT security maintenance framework is ided b'/ the proposed

ctiti nw degree to
g

which the IT security maintenance framework requir r IT infras tu[e@eady

framework. The proposed framework is also able to ale

being conquered. This is because knowledge ofghi ualityﬁ/' thP\c‘grnpany to

make quality decisions. \, o\ \ Q\T

Since the IT department is resk%l?for strategt anr@all the necessary
planning needs to be done before ﬁﬁtual secj\%j%n Q@nt begins. Therefore,
with the IT security maintenan%worle the method <e':f;b%#forming the security of
the IT infrastructure would \obsysI icand pe@ive if the organizations knew

in advance what informatien, they needed b oré mb‘nencement of the plan. It directs
’ 4 $ &
the practitioners wi I\%genijw flogbe types of security components to be
collected and tlﬂp ificati e fuIE?Jﬁ‘d before conducting the framework. By
¢

!
deciding in % whatto do, O\Ito@“i?, when to do it and how to do it, practitioners
N

prepare% to achigvi F cons’&nt path to accomplish framework priorities and
Y-

goams, practitioners wi@( to know exactly what the consequences of their

d \.o. will be and provide them with trustworthy and appropriate guidance.
: In order to maintain the IT infrastructure that they support throughout the
amework operations, the IT security maintenance framework will ensure that an entity
has a good level of security. Decisions are only known to be as good as the data on
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which they depend. Therefore, a solid foundation can be established for organizations
to have faith in carrying out framework implementation by understandingw
security components of the framework. These components of IT security will“direct
practitioners to do their own IT security maintenance to ensure the imﬂ*wtation of
the IT infrastructure framework. It can therefore be inferred that the thion of the
IT security maintenance framework for IT infrastructure will facilitate'the creation of a
strategy leading to a specific path and eventually assist in yg.omi decisions.

Today, the word digitization or digital transform has c‘aﬂadtalk of the
L

and encounter. Most companies and organizati ifi\ :
almost entirely digitally or online. The govw hasalso ounceéh‘ginternet line

which is the driving force for all the@and digit ivit@s a third country

utility after water and electricity su@b \T ,<\
N

However, one of the ma%raintgto th conce@o cyber digitization is the
% iong’in the co

threat of cyber security. Mo% zat[ @re already preparing to enter
the era of cyber digiti% ost completely ‘ou(blat about the preparation to face

cyber security threﬂ&%
Most organizations i
in dealing E'!t%»er securit regts.@ st of these tasks are assigned to the unit or

N
departrr% onsipl i’nform&on technology matters. If abroad, the head
L 9
respmhe for cyber security rs is known as CISO (Chief of Information Security

%whose position is relatively high in an organization that shows the high

6 itment of an organization in facing cyber security threats.
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Similarly, digital security matters for information or digital technology services
and infrastructure are not included in an integrated and holistic manner. Twm
integrated and holistic approach needs to be implemented in the cyber sec(igs tegy
for an organization. Among the important components of this a are the
identification of digital assets, the identification of the type of sé€urity intrusion
involved, proactive security protection, security protec'o%\;é cybersecurity

l

The main and most important thing is the identi ion 0 dths owned

@

[ar@‘gital

objectives.

by an organization includes all information te logy servi

infrastructure. Next, the status in terms of criti S ad\ﬁr' iti fol@ﬁvailable
digital services and infrastructure needs to W inex‘. é\‘r
The second step, each digital seruice infrastr IS @hed to the type of

security intrusion that is likely to b ved. In \eiaWth A’@e of intrusion consists
N
of three types, namely vulnera%ulne%bili whic 'C')an existing weakness in

}; th t) w IS an agent disrupting the

digital services and infras T
smooth operation or d% the integrity, C:I 'dig%l services and infrastructure and

'3

&
expected attacks ;)Qw)its @ rtain é&hniques are used to exploit existing
indigi

vulnerabilities i servi mfrab ture.
¢ ! (.2
Nex sﬁathird tep chéerﬂc,: and digital infrastructure must be matched
NN

with prodctiv urity pro ‘Uon w@ is the activity of analysis and testing of security

of (ﬂg&services and infra @fure. There are three types of proactive security

p n, namely vulnerability assessment, penetration testing and digital security

3 | |
Then, the implementation of the fourth step which is security protection which

needs to identify the security methods involved in protecting digital services and
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infrastructure. Generally, it should cover three basic things namely security education
and awareness, security policy and security perimeter. Security perimeter is th?ﬂ
cyber security applications or technologies such as firewall software, anti- are
software, IDS (Intrusion Detection System) software and others. A

So, the implementation of these second to third steps needs togbe dedicated to

each specific and existing digital service and infrastructure in qnwzaﬁon. The last

step, is to map all the above steps to the objectives of cy rity 'fvhich generally
includes three things or objectives of protect na elwflentiality
(confenditiality), integrity and accessibility (availabil l .\0}

The implementation of this integrated ti% rity.maintenance
approach framework is able to create a hi urity aé}i‘gness among

tec)-@ﬁgy department in

;l:'@"this humane aspect is

all staff of an organization, especially

facing any type of cyber threat that @5

N
part of a very significant cyb ity vﬂlnera ility i[é:‘éating cyber threats and

A major constraintgn, the impl ion ofbis approach is that it requires the
’ 4 ¢ &
involvement of Wpe@ resogez in the field of cyber security. Next
also requires w Ive 'com;t‘génsive support among all staff in an
¢
organizatio %@Ily rong stipport

N

% agenfie }he o@ﬂzation needs to plan a sound, efficient and

effeﬂj&trategy in dealing v@&ber security threats, especially to enable activities

@Qaﬁons to run better in the environment of cyber digitization.

attacks in an organization. \ L \A
ement,

(r_/(c)a top management.
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5.6 Limitation of Study

In this research, there are several limitations faced by the research@f
them is time constraint to carry out the survey on the factors influencing Eg%e urity
w

maintenance. It occurred when the researcher was not able to commit the time
given to settle down the task due to work precedence and Worklng%' itments.

addition, the study was conducted only limited to 272 respondw ch made up from

Then, there are some of them do not give full commit er:t\dobp\mnon

various background.

during the study conducted. Moreover, this can be xtended @mkmg
C rltyg enance in
identification, security
uri _g@fenswe protection

anc,g‘)énus, this study can be
o

info and a For the research which

using this kind of tech thI is very i p' r@ obtain the actual output and
,1 i |gﬁ|ﬂ@nt toward the overall research.

analyze the data to examlne e re (_}

O

5.7 Directi ch O

@' avera I|n df'ec on for future research suggested. First, it would
be wort% mve'stogaZne rel nshlps among the role of IT department in order

he security system I@ respective organization is secured and compare the

comparison towards other factors which |nf cmg

i

breach identification, IT security offensw otew

different company to analyze the relatio \wae

and IT security objectives towar CUH
nt i

discussed further due to the

with the present study which contribute to the factors which influence the IT

Gz rity maintenance.
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Second, it would be more valuable to study the role of certain demographic
variables comprising interviewee profile in the relationship towards these five v?&s
that influence the IT security maintenance which are IT asset identificat@}urlty
breach identification, IT security offensive protection, IT security def&)rotection
and IT security objectives. Next, an extended study to determlne e relationship

between the factors influencing IT security maintenance base ont |fferent point of

view would be more interested and the researcher coul f her 'resear on the
respective findings.
I c?‘”

ch
5.8 Recommendations é =
Y-

This research can be extended further by amon% a‘Tthe subjects
enance. Besides that, number

of sample can be increased to uat c that _{Q%ence IT security
maintenance. In addition, the othe %& stud;é? investigate the factors
influence IT security malnt ew re&"é{ch can be varies such as
interview or observati@ loca qan q%pondents selected as center of

the research. \" “C}Q
<

indi nd observed their relationship between

to determine the factors which mfluen

\
op|n|on klll cQuer a ’der poéﬁiation and be able to do a proper comparison as
itwill i orporate a larger rand@;~5ample size by questioning respondents. This would

further generalizability of the findings.

Based on the findings obtained, it shows that there are several factors influence
T security maintenance which are IT asset identification, security breach identification,

IT security offensive protection, IT security defensive protection and IT security
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objectives. Besides that, the behavioral patterns also affect IT security maintenance can
be used for educational promotional purposes, as well as for the design of rew

and warning systems that could disturb IT security maintenance. In sent

research, the factors of influencing IT security maintenance, it could be toonline

behavior of users with IT facilities. Q

IT security management provides the foundation f itical infrastructure

protection. The ability to effectively identify critical assets uciallfirst step to any

risk management process especially in IT aspect. Ensuring that a critical*infrastructure
asset identification methodology is complete, rep ble, documented and defensible
. . . . ’ T

is essential to enabling, cross sector comparlsow SCON ach Q‘gﬁvaluatlon

method are variables that can contribute Mg thae r
rote

an opportunity for critical infrastruc

ction

A

decision making model that co %he sqﬁ\gg existing methodologies is a
o e,
S t

promising approach it can p& ystematic Iu'fionsg‘Tat address the gaps and

X
challenges associated with T&infr

tructure asset identification efforts.
The research provides OQQ icﬂ.lb idance on the conceptual security
maintenance frar@or @ructu@ enhancing IT security management.

e

N
S o
The research @53 rated that i 's‘,dos to create appropriate IT security model in
order to Q-IT i‘ec rity a@ent. Hence, through this beneficial approach, it
é&

will b n effective way @Etermine the factors which influence IT security

& 7
S

.
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