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CHAPTER 1V

CHARACTERISTICS OF ENVIRONMENTAL RISK ASE@ENT

<

4.1 Introduction \d
g
| S
’ .
Mobile applications and their desktop counte ‘part¥v'e ous diffRrences, and each

platform has its own characteristics. To C@ucce o 5 P plication, thelkey

characteristics of mobile applications d be u "}he first question in the

o S
e p (Tusg' ‘what are the qualities of
Y"atio‘

good software?” A successipl aj d @t all the requirements of the
&
customer or the end-user. agd th

1
'S )
de ‘luQ ent s@‘ﬁés should be completed within the

ARCHITECTURE

]

mind of any developer while creati g softy

sh

specified time frame. FL% oresIsGFsts o@veloping and maintaining the software

should be low. Q' /
<< ) J'v./‘
A ’

The charac \u of ERAA discussed in this section provide a picture of what

comp-isg@ sile computing and how it can be used effectively to avoid the risk of

Jandmines. All the characteristics mentioned earlier cannot be integrated into a single

mobile application because of possible complexities in the output and limitations in cost

and errors.
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4.2 The Main Characteristics of Environmental Risk Assessment Architecture

4.2.1 Hybrid Architecture (Three in One) \?
Each intelligence technique has its advantages and disadvantages.??example, FL 1s

suitable for uncertain or approximate reasoning, particula - a system whose

mathematical model is difficult to derive. FL can also%‘[ i@e knowledge
an

. ] ®
in a simple and understandable manner for both us spgcial ti. P@’g'.ever, FL

lacks the capability to learn and cannot adjust to agew Snvirafigens TI)E/‘GA technique

T

way tain an optimal

&

tha Q} generate the most

can be used as a traditional nonlinear soluti Wl ca
solution. It 1s also used as a problem—solm%

46
appropriate multiple results. Furthcrmo? o t“] Z@anety of problems, such
@fly linked to circuit design,

as the travelling salesman problem, 1:’ & cve

scheduling and delivery pmbl% “’C{~ G}‘Ii%;bes a decent-sized population and

Jumerous generations. C mem]&, GA g¥écess can be extremely slow when

&

\‘ . .
solving complex pmblcl\iif ithh lerge ?!nt(ﬁg({f parameters and obtaining good results
.

echanis

) O
ay take a long &NT}% exJAt i@esting properties that make this family of
may ~% g X

S hine ]quIAl“Ol'ﬂth highl f@fpealing when dealing with difficult discovery
i < © i

tasks Ho.é\ ANNSs adopt a black box learning approach, and thus, they cannot

ot ,l@cl'uions‘hip between input and output and cannot deal with uncertainties.
inter Sl

Several related tracking and ERA systems have been presented in Chapter 11. Most of

e 21 C ¢ o o

these systems adopt individual intelligence techniques. Thus, the lack of integration
1eS€ SY:" A

among artificial intelligence techniques whilst developing these systems has affected
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their efficiency and effectiveness. To overcome the limitations of individual techniques
and to enhance performance, three artificial intelligence techniques are adopted to
develop the ERAA system. GA and the traditional DSS are integrated to implement the

safe selection model, which aims to provide directions for a user. Meanﬁ%z, FL and

Ly
W

4.2.2 Supporting Location Based Services Y.

ANNSs are used to develop the risk assessment model.

The combination of wireless communication, the

ternet, JGI c.g‘t«?ﬁ—ﬁnding

techniques and mobile devices has hastened the e

A
ce of ang a@ynamic field

V'
called LBS, which is currently one of the fg8 rrow‘in ctoré}h the cell phone

N )
industry.

9 Q—
ey _
As mentioned in Chapter 11, ERANS r%\jch@ctensncs as LBS. ERAA is

partitioned into three compo% amel). m ‘J!S?rices, mobile tracking software
and mobile e-mine contel N dif‘:rel unct(i;és that include positioning, providing
N

haps, and communicz% "hgimerg t'f,n\ ong these components are illustrated in
maps, d

Figu1‘c4.l. Q' ’V')f $
RIS,

¥

N

A éémcking application

A mobile tracking application is developed using Android SDK, which is open source
Jfware that allows any person to develop his/her own application (Android, 2012). A
S( e [ [e - 2

Jbile tracking application is designed to be used on mobile devices to protect users
mc ‘ g

anytime and anywhere.
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Figure 4. 1 : Components for ERAA

ERAA System q ,
bile e-mine content
B. Mobile e J ' -\(’}
s ’ R

Y' by B, ¢

i Educational content %\

i.

\:\" Y §

Mine risk education (MRE) aims to @p&e&,
171

!f t&se ts, and thus, reduce the

7 Q.
 of victims. Educating .md\ no ‘%tions onehe i
number of victims. Ec g e PO-I\N .
1g ale@, training courses and specific
s &y
activities, are among the f&s that'ca\‘educeé’number of victims.

&
O
ii. Gcograi&lmﬁwjfeg

Obtaini e*'ition information can save lives and reduce risks to individuals. The
‘) ' Q
ardSel t

information, along with deve{g teach

tand he Open Geospatial Consortium (OGC) play a key role in such cases. The
S

OGC standards aim to reduce the time required to find, analyse and update crucial

information. Most mobile applications implement OGC standards to make indoor and
informe i <
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outdoor location information usable and useful. Thus, OGC can be used to deliver

location services, such as wayfinding.

Geographic information includes all relevant information about areas&‘tzted by
landmines. such as maps, field records and witness reports after they ha\be 1digitised

and saved into a database. This information was obtained from the waah Mine Action

Centre. which currently serves as the lead organisation that a BSCS Weapon securlty

according to the Ministry of Defence of Libya. é l
®
\"

¢ Mobile Devices

A

s are currently the most

%e daily lives of most people.

Mobile devices include PDAs, t W 11‘@165 and notebooks.
v 1'&@.';111?1 hc

Z//t,'

s to become one of the fastest

orowing segments of the ﬁxu‘

= .
O

complex and do not u%\nc t fs o
smartphone that %ks thg Qn ‘gic }@)rm. such as Samsung mobile phones.
.~ C (¢ >

S

4.2.3 ing Decision-making

People frequently say that making decisions is difficult. Decision-making involves

choosing among possible solutions for a problem. Decisions can be made through either
. 24 7¢ 5 O

an intuitive or reasoned process, or a combination of the two. Decision-making in a

dangerous environment, such as a landmine area, is important because the consequences
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‘0 making a wrong decision can be fatal. When a user is making a decision on how to

spot a minefield, he/she should weigh his/her options carefully because poor choices

As

Recently, the inclusion of Al techniques, such as knowledge basag&ural networks,

can result in serious consequences.

GAs. natural language, multi-agent systems and FL, has led to maKy improvements n

the DSS field. which is considered an effort to develop cor r-based systems that
mimic human qualities, such as approximation, reaso aygaintuiti 1! anggplain common

]
sense. Consequently, a new common denomination I'fggmerggd, 1.§: PS@

NN

IDSS is an integration of Al techniques t anu od s®™ems that use data.
expert knowledge and models to support is'w?
based systems and human knowlw@g tite thr cm@wnts required to develop
IDSS. which can help decision %\e dur
The ERAA system i@s
considered one of ll\c}A wid& d imt@ligence techniques and has been proven to
v N

isioff. ?

\A &

A degsMT=Mport engine is used to assist decision makers in making strategic decisions
ﬁb

'1erc: hases of decision-making.

NUe;

1al @ with Al techniques (GA). GA 1s
N

work for selectat

.

by | ing information and interpretations for various alternatives. A model called
the safe path selection model, which is implemented using GAs, aims to provide
directions from the current location of a user to outside a mined area by updating the

location of the user and generating a new track once the previous direction has been

completed.
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4.2.4 Intelligence and Capability to Learn

ANN s are considered a new Al method that is used in learning from data. ANNs consists
of a set of one or more neurons, which are the basic processing elements& ifferent
sections of layers (the middle layers are typically called hidden ors¥¥ A neuron

consists of multiple inputs and a single output. Each input is mo§icd by a weight,

which multiplies with the input value. The power of neural LQYKS originates from
nerve cells that communicate with one another on a grid S ]w’antages that
make this family of machine learning algorithms @ely appealfing \\"Lﬁg?dealing
with difficult discovery tasks. For example, Ns%ean ighplicyly QJ&G\@ complex

nonlinear relationships between dependent:w

ANN s have the capability to learn from in}m

0%
in an interactive manner. E 3 £ ; P

ANNSs and FL are used to imy WY NFRAM. s'n@ioned in the problem statement,
\" i &
fuzzy systems face the &Nﬁl @mg Bé)parameters because no systematic

procedure for dcﬁning"i\ﬁpu m%}'! agyfable. Consequently, fuzzy systems lack
the capability to @1;1 pew c):'i 01®1t. The objective of using ANNs is to find a

X

or caused by t Qfoor selection of membership. Neural network

%4

solution for ¢

N

learning ues are used to tune MFs using an FIS controller whilst keeping the

semaMugs @1 FIS intact.

The ERAA system can learn from input and output pairs and adapt to such pairs in an
interactive manner through NFRAM. ANNs have been used to train this model to

reduce errors caused by the difference between the simulation outputs and the desired
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outputs. The BP algorithm is used to generate the adjustments of the input and output

MFs and reduce the rules that tend to take control away from the desired path. The

mechanism of the BP algorithm is presented by calculating system output and

comparing it with the desired output of the training sample. Then, th N fiic ithe
-

difference) is propagated backwards through the network from thec\ layer to the

input layer. i

4.2.5 Supporting Landmine Risk Assessments \d
¥

> | JLs
Although FL and ANNs have been used successg n ,LQ licagipns to support

risk assessment in emergency operations, th Natioﬁ")f techﬁies in developing

-3

e and effectiveness of

$

A
&

Such systems remains minimal. thercbilhm \llQ

these systems. "

LY

' . . .
The ERAA system uses N ha¥ins to@enmne the degree of danger faced

=

1in<é} he modelling technique was designed

N h
vl W
s

by a user near an arcaéld b
according to the C@f}? i { ‘n&df [F-THEN rules, which offer a convenient
Saie “Cblsc fhe the rtle sINpPs between the inputs and outputs of a risk

A
assessmen \m and ANNs to tune MFs whilst keeping the semantics of FIS intact.

'

NFRA S¥s 3 input variables: signal quality, position and landmine intensity. By
contrast, the output parameter values (low risk, moderate risk and high risk) are

determined using 20 rules according to the 3 input values, as shown in Figure (4.2).
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Ficure 4. 2: Structure of the neuro-fuzzy risk assessment model
t=1
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4.2.6 Low Cost 4 \,Y'

Many countries worldwide sufter from the | 11611\01“ m&@. However, no official

report has yet been made to detect the gh% o1 mijfes pl@ted in the world. Flexible,

blu i%lle% sary to increase the safety of

opup‘ 5 g mﬁa them difficult to detect. These

%

modular, reliable. low-cost anc

users. Landmines have spc%}

properties make ]’dl]dl&NCtCC ors

e
. creasing complc“% angmtn ctfeqr’can be found in the literature. However,
increas :

ompje Many examples that address the

CXpCI'[S to operate.

aqe
=
/4
~
)

s}

these techniquegdy

A\ &
Sever: %ﬂping countries face financial difficulties in obtaining advanced

as robotic systems, for detecting landmines because of the high cost

techn s, such

d usage and maintenance difficulties of such systems, which make them unaffordable
an ¢

for these countries. The safety of operators, and the transportability, ease of
or S ) :

ation of equipment are the most important factors that must be

maintenance and oper

nsidered to improve the applicability and effectiveness of landmine tracking systems.
co
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The ERAA system uses smartphones instead of complex hardware to provide alerts and
warnings, thereby reducing complexity and enhancing ease of operation. The ERAA
system is easy to use, easy to understand, has low average cost and uses flexible mobile

platforms due to the use of smartphones.

4.2.7  Functional Approach

¢
1)
4

The essential purpose of any product or service is funcg 1Y, wihich cgn be defined
’ . i S g -
as the totality of essential functions provided by a R rod t.' F‘t) ions are

‘ibl@' that bear on
. ol
Th@cnons are those
44

the existence of a set of functions and their spﬁw
SI _@f five sub-factors:

that satisfy stated or implied needs.” Fumgionglity

Sultability, accuracy, interoperability. cowgffiange and ecm@’.

L]
S &
, N
ERAA uses the inherent func%i;ics o}ll ¢

Wi-Fi. ERAA comprises&hl C 1l1pon nts tl Q%providc specific functionality, which
N

can be divided into %\,11 vih w'_zﬁjg{cteristics and attributes: (A) Activity

122&'. such as the compass, GPS and

Functions providg b¥the gySte :( )%‘\uce Functions aim to perform background
Processing (@tcm providers us \6 provide data storage and retrieval facilities.

NI

A. Activity Functions

The main functions provided to the user are explained in next section.
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i. User Registration

A user should have a username and a password to access the system. If a person does
not have an account, then he/she should create one. This function en N erson to
access the services of the system by entering a username and a passu&which will be

sent to the server.
ii. User Log-in

This function allows a user to access the syst

password. Thereafter, the server will rec'%wis

permission should be granted to the usef' to Meegshe

E q
iii. Landmine Tracking \ i
N f 'S
Tracking children is a J q{ ﬂ.ﬂe‘yncreasing prevalence of children

wandering is a Consid@ cha

watch over one’s Q’ida‘
their children Ew 1

rom their children’s phone if their children approach a minefield.

hat él’nts face every day. Keeping constant
h€retore, this function enables parents to track

\

arents can receive an alert or an SMS on their

Furth parents can use web-based maps with this app to monitor their children’s
MOvVen™t in real time. Through this function, parents can ensure that their children are

not wandering near a minefield after school when he/she should be home. Moreover,

this function provides a feature that allows a user to track himself/herself. Once a user
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moves, he/she will see his/her exact location on a map in real time. This function alerts

the user in case he/she approaches a minefield.

iv. Log-out \z
This function prompts a user to end his/her session by simply ¥icking on the log-
out option, which will take him/her to the log-out screen w?he/she has the option

to confirm his/her intent to log out or change his/h md and 1‘£tu1 to his/her last

ERAA area. » \Y-
PAS
b ¢ \)Y'

B. Service Functions CV “\

rofepols and tools for building

S ac % to many core services of a

software applications, called A?\\_
Smartphone. The services p%: &? including 1P connection, phone

calling and text mcssau@h'c ‘Jboo and 1dar data, microphone, camera, phone

O

i \ " [ &) .
ocation and accelcn%’ daffacagPgcorrolled by APL. However, unrestricted access

E S,
to these cupab% ill e

N3
‘b‘oncs& among users. The basic functions provided

3
by the ER are as follows. ‘{"

i. twhrk unavailability

One of the important functions of the ERAA app is checking the state of the GSM
Signal. Failure to connect to a network will cause the app to stop working and pose a

threat to the life of the user. Therefore, the IWES system regularly monitors the
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dynamics of the strength level change of the GSM signal to avoid the aforementioned

risk. Appendix (2) presents the function that is used to check the state of network signal.

iil.  Lack of GPS Signal C\t
GPS is the most popular satellite navigation system and is widely R‘d for determining
outdoor position to find the location and position of ap (VQ. This technology 1s

currently implemented in many mobile devices. The BE p%ld pocket PCs

 J

l_{],s/:’ry\\'here.
3 c% 1 phqx.e users to find
gl a Q{*ﬁing child or a lost

are equipped with GPS capability. GPS is a free sqfWge. It if av lzf)

except in a concrete bunker or underwater. This Yw

the right places. and the exact location of acwm_' ,

cell phone. ERAA uses two GPS met &Qon: GPS satellite and

network-based positioning technolQaig ng '\n that can be used to check
the GPS signal. The ERAA s_vst@ ' ' dynamics of the strength level
change of the GPS signal by} the fpgctifmmhoWn in Appendix (3).

o N o . A
ERAA uses Aclhods to find Ih&R)cutmn and position of a user, namely, positioning

ﬂll'Ounh

%c and network-based positioning technologies. Appendix (4) presents the
fun@

at is used by the ERAA app to locate user position. Appendix (5) presents
the function that is used to calculate the distance between two locations, i.e. A (LongA.,

LatA) and B (LongB. LatB).
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@ Content providers

This function provides direct connection to a MySQL database from ERAA using a
t=]
JDBC driver that is exclusive for the Android platform. The function &% how the

JDBC driver is used in ERAA, as presented in Appendix (6). & s

4.2.8 Usability (Application Interaction) Yy
N,

Usability is defined as “a set of attributes that bea1$ efforf ne ei fonthe use of a

product or service. based on the individual assessgentf such s y@ed or implied

set of users’ (ISO, 2001). The most importa ng

user feel comfortable in terms of gadget intcMagfior

any task with intuitive use, without an} %‘ia}'&iml@\elp. by providing him/her

f & B

with the real usage context. MostMl‘lp syTC eqé)ped with a touch screen that

provides users with a set of cnilic an }Ansélints. These screens are not only
Ny

used to view content, b&\lo ifter? with.éntent. Given their small dimensions,

- c\, E o)
we occasionally expe€l gonenf saug 1,*': tc.gr,’sunple and small. Moreover, given their

limited bandwidgh cgil cc):'i Y, bile devices require their designs to be

optimized 1‘0.&ing time, with @dccd data requirements. Thus, designers should

consider s mics, gestures, transitions and mobile-specific interaction patterns.
A. Responsiveness

Responsiveness 1s critical. In fact, an app that requires a large amount of data to start up

and takes too long to load will be avoided by users. Users expect prompt response from
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mobile devices after they push a button or do anything physical to it. They will try again
if they do not receive an immediate response. Thus, users should immediately receive a
notification after executing any action on the device to inform them that the loading
process is on. The best acknowledgement can be as follows: the I'eq@s been
received and is being processed in the background, thereby allowin&@plication to
take another request. Another response can be shown as a wait CUIYM let users know

is to do nothing,

that their request is being processed. By contrast, the worst g M

Se
and thus. leave users wondering if their action has been r ed_lon the basis of the

preceding discussion, the ERAA app provides mang notfiicafionggw 1ifsghe app 1s
running in the background. These notifications can b& the Jofin gt a mgssage, an alert
N

or a warning signal in case a risk is detected. Vz g‘ S.

navigation applications. Nl' kit

million of the 38.1 1@

a touch screen i pl‘i}] ry

4 (a8 The main driver behind the increase in the

P 4

number of keskNard-equipped ph )@u’ is the growing interest in social networks, such

as Fuc.‘%qnd Twitter. which demand increased typing. Mobile applications

v differ from their desktop counterparts in several ways. The most critical
difference is probably the manner in which people use them. Mobile devices are
frequently operated using a single hand or by tapping a small screen with a stylus.
Furthermore, people use their fingers to click links and buttons on the screen, which

significantly decreases the accuracy of clicks.
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Many applications use an expanding menu to access the main navigation, which can
push the content further down the screen, thereby making it frustrating and awkward to

use. A successtul application must not be overly complicated. It should be easy to

navigate. v
N

Users interact with the ERAA app through frames. The purpose ORframes 1s to host
application content and to show the application functionality t ically allows users

to interact with content. ERAA includes a significant igegudv 1el\tli\n?erface to use

L ]
the application, 1.c. the interface is large, clear and to rgad. segxa.n move
forward through the content by using the next reyiofl 01§Xéenemlly by

X
selecting categories. sub-categories and thtw ent?‘al freiﬁltly, by moving
forward to new related content. \ -\O
G NV

é o S

.

N K
Focused Purpose %\
N
s &

A successful app should @b asdto ctim@at it does efficiently. These actions
N
?yqlcbifg{) " clicks, which must be done rapidly.

(€

——

1
can be user gestures. %\\ tpe

N
ent&?data, such as username and password.

X

les users to shc \fleir locations and those of mine-affected areas

d list can provide additional information about landmines and advices on how
an

to avoid their risk The ERAA app has been programmed to provide a fair solution for
o sk.

he Libyan people that will allow them to take caution and to watch out for mines as
the

they go about their daily lives.
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4.2.9 Characteristics Related to Communication

RF is one of the components of a mobile system that is used to implement

communication among its components. RF can take many forms, such a@, cell
phones and pagers, GPS, cordless computer peripherals, satellite TV, cﬂm telephone

sets. home entertainment system control boxes, remote controlled door openers,
two-way radios and baby monitors. Specific applications (c @N}bile applications)

are available for each type of device used to operate s i t]le aforementioned

components. @ 43.
Q)
\" \/Y.
O nity@'-tioning method

a r@nle phone based on

The Cell-ID, also called CGlor COOQO,is a netwwzse

that is frequently used in GSM mobile ne 2 Locati

Cell ID is considered the simplest andé; 9 co 1%11 et

Q’ However, this method

does not provide useful location 11 tion atlons because of the high
variability in cell sizes (i.e. fr han ,kn 0|2®m).
' s
A 3

The concept behind ¢ N"qm thro }ta fises is to determine the distance between
satellites and a 1% de \}

hich cont: nn&natmn about th e,g.act orbits and the time when the message was
w :

vl@e messages sent by at least four satellites,

‘g,

1t, apat % hther useful information. This information is then processed by the
set ¢

CCI\QI tain position and location. GPS 1is an example of a handset-based
re ¢

positioning system, which 1s used by a handset to calculate its own position. As

1entioned earlier, LAN and GPS are considered the backbone of the ERAA app. This
1‘1 [e -

uses these methods to find the location and position of a user, which can be
app uses §

described as follows.
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A. Positioning with TOA

TOA. occasionally called TOF, is the travel time of a radio signal from a single
transmitter to a remote single receiver. This method depends on tl\tY\ZI time
information (which is equivalent to a range) between the base stati.o@ the mobile
terminal. TOA uses the points of intersection of circles or spherc?!ose centres are
located at fixed stations. The radii of these circles or sphcrcs,ﬁymated distances to

a target to determine the location of the target, as shown u1e|4.3. For additional

B. Positioning with GPS

GPS enables a user to keep track of people and objects that are important to him/her.

ERAA uses GPS and cellular technology to transmit location information to a secure
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server that a user can access using his/her computer or smartphone. One of the most
important features of ERAA is its update intervals. An update interval is the time
that passes between the location updates sent to the server by the ERAA app. To
ensure that the location information of a user is receiving accurate C}X_To_date
data, ERAA will update at least once every 5 min. ERAA allows % 0 designate
zones on a map. When a user enters or approaches a mine-affecmea, the ERAA

app will send an alert to the user. Furthermore, it will sllO\MYnjser his/her location

and those of mine-affected areas using Google Map \d
]

4.3 Summary

supports decision-making, 18 cap@f

and has lower average cost. %

The ERAA architcct%l\ alf chay t'cl
and data rcgurdh%totmti l fat

maintain kn\ e regarding act.&!).\"’at and generate new knowledge. The ERAA

archite f%\ decision rules, models and a comprehensive landmine database,

1o users make a good decision that will enable them to avoid the risk of

thereb H11

landmines. In addition, the hybrid architecture works autonomously and acts without

human intervention.
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