CHAPTER 7: DISCUSSION c\z
ings Jre discussed

in the context of achieving the aim and objectives of this research. Thiezesults presented
in Chapter 4 (Data Analysis) are discussed in more detail in this M The hypotheses

% Rd de

the research hypotheses and their significance are Summ®
culture framework 1s refinement. é

The chapter discusses the results of the current study. The research fi

endent variables.

-—r

were developed based on the relationships between indepen

These hypotheses were reviewed and compared with prj

7.1 Achievement of Research Aim and O

The primary aim of this research ws

1ty ﬁwre framework to top

veloie countries, practically in

“
ani@nagement of information
rl @as below:

5 th\;, affects the information security of e-
the égsf’ question in this research was addressed

“Cr
RQ 1: What aQE' a@s that affect the information security of e-

government?, | ) o f 4\

A comprghesiv review was conql%c}‘e.d of information security current literature from
Nal perspective. The p}rpose was to identify a set of candidates for building

management or providers of e-govern
Malaysian context to improve

security. The objectives of rese

government. To aghie

SOC10-t
ork. To answering this question, the study also explored and identified

social-technical factors related to the information security in different

ations.
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It explored these factors based on literature review, documents, and expert’s pe?!(lve,

and was grounded on the Socio-Technical approach, Security By Co h-(SBC)

model, and adapting earlier work (Kankanhalli et al., 2003:; Straub Jr,l&O) 0 address

concerns about security effectiveness. The findings, factors inﬂuenc%curiw culture
0

were found to be: Legal & law, Compliance, Ethical Conduct, Securi licy, Security

ctur

Awareness, Security Training, Top Management Support, IS s he importance of

these factors on security culture creation and improving the@gffe®iveness of information
security was discussed 1n various literatures. | l
®
N4
e-goyer n‘ _{')
e@'}i’Ql How

' ity (gvemmem?
' ncew e analyzed and

1on security. After

2. To develop information security culture framey

To achieve this objective, the second question inghis 1 JWas
significant are the various factors in influencing in :
Quantitative analysis of the organizations’
discussed to examine the influence of the
identifying and investigating the facto : e@ped for improving the

N,
»sented 1n Chapter 4 into

information security were as fol

e Legal & law

The legal factor co S e 1l

&
w J ]io Arity in organization. Therefore, this issue
#dresged (M a{al@a, 2011), Olusegun and Ithnin (2013) argue
N

l% > of t? rtant fa'sors which need to be considered 1n information
nt

sty

needs to be pro

that legal 1ss

security ma

Accordng e results of analysﬁy all items relating to this construct were observed to
have_lu ans. The mean score were between 3.49 and 3.55. The mean score of these

itewas higher than 3 (the neutral scale), which suggested that the respondents were

augggole to the three measurement variables. The Cronbach’s alpha reliability estimates

for legal construct was (0.954) which suggested good internal consistencyand had strong

118



reliability of the measurement item. Moreover, the output analysis of the CFA_exhibits
that these 1tems loaded on (legal) with acceptable values of 0.883, 0.927, 0.9&30.909

respectively. Thus, 1t supported convergent validity of the construct. Alf: %rrelation

coefficients between each pair of factors were less than 0.850, th orting the

X

1ty 'ompliance to the

discriminant validity of the construct.

e Compliance
The literature review chapter has illustrated the importance
management of information security and more particular the gere

culture (M. A. Alnatheer, 2015). Eloff and Eloff (

| f a security
@

.

that'§

o%fved to have

State

information security policy will improve the securi

According to the analysis result all items relating t

* X oY of these items
was higher than 3 (the neutral scale) whicl Pted tha spﬁnts were agreeable
to the measurement variables. The CI‘O%XI ' IiT 1 eALimates for compliance

tcd gogma c@stencyamd had strong
the tpqut @fysis of CFA exhibits that

aple va % of 0.921, 0.923 and 0.884,
fty o construct. All the correlation

high means. The mean score were between 3

construct was (0.907), which sug

reliability of the measurement itegi.

these items loaded on (compligggce) Wi
respectively, thus supportie corgergent pvali
coefficients between each pai & {6}&9 than 0.850, thus supporting the

f factér
discriminant validity o@st@ ,\3
\ # ' %(J
e Ethical Con h ‘ll g (J
One of the &%h fluefic

at ’i 1 s@ty culture i1s ethical conduct. In fact, the
¥al conduc fox’se%my culture creation was well supported by several

importance & €
aur® 2006; Da Veiga &aoff, 2010; Dojkovski et al., 2007). Ethical conduct

studies (

sers to understand and be aware of their security responsibilities to reduce

could as?
anyWgsk Wssociated with their security behavior. This would also help users to adhere to
girity policy.
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According to the result of analysis, all items relating to this construct were o to

have high means. The mean score were between 3.55 and 3.67. The mean \ these
items was higher than 3 (the neutral scale) which suggested that the r %uts wWere
agreeable to the three measurement variables. The Cronbach’s alpha reliabiMy estimates

for ethical construct was (0.944) which suggested good internal cQsistencyand had

strong reliability of the measurement item. Moreover, the output aM of CFA exhibits

van 0.928. 0920 and
Str .Lll the correlation
Mg

that these items were loaded on (ethical) with acceptabl

0.916respectively,thus supporting convergent validity of the

coefficients between each pair of factors were less tha

discriminant validity of the construct.

e Security Policy
Information security policy was also congy
a security culture according to many studies

& Coulson, 2014). M. A. Alnatheer (

) Mactors for creating
9, Qﬁe?al., 2009; Paulsen
eC) policies are extremely

, éfnegzﬁf‘;tiveness, but also to
fon.

\ =
tin@his construct were observed to
nﬂA@aud 3.52. The mean score of these

9,

whi{bsuggested that the respondents were
les{}%fe Cronbach’s alpha reliability estimates

important not only for informat

cultivate information security cultur€g an
According to the result of gnalySg, all it£\
have high means. The mean scop wege o

items was higher than N neu*al
ver, the output analysis of CFA exhibits that

agreeable to the threﬁ
for Policy construc% : '
&mrem t 1t
INPELY
OMCy \'\W'l'h acceptable values of 0.913, 0.932 and 0.880

ST

|
{ g e%ﬂd good 1nternal consistencyand had strong

reliability of

aded o
ys supporting conﬂ&gent validity of the construct. All the correlation

respectiy
coefﬁms\ i etween each pair of factors were less than 0.850 thus supporting the

6 ant validity of the construct.

these 1tems
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* Security Awareness |

Security awareness 1s 1mportant elements of security culture. In order t&ge an

environment that promotes security culture creation, security awar ust be
A

established. The lack of security awareness itself has been repeatedly pdered as a

rodie, 2008;
015; Knapp &

major problem for ensuring the security of organizations in many stu

Chan & Mubarak, 2012; El-Haddadeh et al., 2012; Kim & Je
Ferrante, 2014; Shahr et al., 2013).

p

weredbbserved to

have high means. The mean score were between 3.70 agd 3.72. Th cofe 3¥these

spl)mk% were

F1litysestimates for

l c@ncyand had

tp®¥ analy&is of CFA exhibits

items was higher than 3 (the neutral scale) which

agreeable to the measurement variables. The Croglaggh
Awareness construct was (0.925) which su ex
strong reliability of the measurement item. N th (ﬁ
that these items were loaded on (Awarenmt a £0.857, 0.947 and

0.886respectivelythus supporting conve%vali% w :@.\ct. All the correlation
le

coefficients between each pair o s Wl anQB50 thus supporting the
discriminant validity of the construct A} \‘Q

i

1dered\ys” an important factor that influences

e Security Training

Information security traj

Itur &He security culture cannot be achieved
!‘inﬁ‘)t al., 2006). Da Veiga et al. (2007) argued

é‘ﬁling will improve the information security

Accordirfiyto the results of the anamis, all items relating to this construct were observed
means. The mean score were between 3.30 and 3.33. The mean score of

thes

A%

s was higher than 3 (the neutral scale) which suggested that the respondents

reeable to the three measurement variables. The Cronbach’s alpha reliability

estimates for Training construct was (0.958) which suggested good internal consistency
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and had strong reliability of the measurement item. Moreover, the output analysif A
¥0.947

and 0.939 respectively thus supporting convergent validity of the COQ%AH the

correlation coefficients between each pair of factors were less than 0.850 thiNrsupporting

exhibits that these 1items were loaded on (Training) with acceptable values of O

the discriminant validity of the construct.

e Top Management Support
ity culture

. Kracmerjet alg?2 05; Wga &
op nfsggement

Top management support was considered as an imp
creation (Dojkovski et al., 2007; Greene & D’Arcy, 20
Eloff, 2007). As discussed earlier in the literatur4

ovidwag extensive

~ ecmi&icy by the
organization’s staff. This will help devel *

w - ﬁqhe organization’s
security policy. It should be noted that top nTpages ' vei here is concerned
with whether senior management %I‘ﬂlt f
ensuring the appropriate responsiéivi Lgal 1S g@c? to specific information
security activities. Additionally, theNgvolye nagement can ensure staff
members are accountable fo hemri ,c '

According to the results @is' Iy
have high means. The&sco Y,
items was higher t
tr@ was (0.940) which suggested good internal

%\the neitra
e o
Yv

d strong reliabi]'@uof the measurement item. Moreover, the output

consistenq
analysi w exhibits that the@items were loaded on (Top Management Support)
with ageep®ble values of 0.879, 0.913, 0.912 and 0.871 respectively. Thus, it supported

t validity of the construct. All the correlation coefficients between each pair of

support can assist 1n the improvement of secur

training and enforcing and maintaining a

d 1S10NS.

fog to this construct were observed to

s rel
twee&9 and 3.57. The mean score of these

N
'gzlle wich suggested that the respondents were

ria@. The Cronbach’s alpha reliability estimates

h-1

agreeable to the

for Top M

factO™ were less than 0.850; thus supporting the discriminant validity of the construct.
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* Security culture Y-

The importance of creating a security culture within organization settings a m the

fact that the human dimension in information security is always consedelgd to be the

Tion security
culture 1s necessary for effective information security (S. M. Alfawag, 20M ; Brady, 2011;

Da Veiga & Eloft, 2010). Y'

weakest link. Many studies have shown that the establishment of an i1

According to the results of analysis, all items relating to

for cultureconstruct was (0.910) which suggested \good imgrha

strong reliability of the measurement item. Mcw t
1

that these items were loaded on (security eI

N
coxgﬂcy and had
alyéis f CFA exhibaits

e values of 0.736,

0.906, 0870 and 0.856 respectively.

3

syste¥ that protect information assets from

N@GCRQES 1n ajsecye
assurance o % ptird
culture creatloM(S. M.
Ac @ the results of analysis, all items relating to this construct were observed to

gve high means. The mean score were between 3.68 and 3.73. The mean score of these

items was higher than 3 (the neutral scale) which suggested that the respondents were

agreeable to the three measurement variables. The Cronbach’s alpha reliability estimates
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for IS structure construct was (0.942) which suggested good internal consistenc

\Tad
ePhibits

935 and

strong rehiability of the measurement item. Moreover, the output analysis of

that these 1tems were loaded on (IS structure) with acceptable values of 03. IT,
0.910respectively. Thus, it supported convergent validity of the constrtet. All the

correlation coefficients between each pair of factors were less than O.SWJS supporting
the discriminant validity of the construct. N

\%
Nd

sk t@i fo'rfrc:n)ag('m in
; lt-}l., 2008).

Mt, ogaonal, and
| ]@,\ntegrity, and

e Security Effectiveness

The effectiveness of security measures in reducing tig overall

organizations had been studied extensively over t
Radack (2008) argued that the security controls su

technical safeguards or countermeasures that4groteg

availability of an information system and % .
lit1

organizations depend on these controls (Alit} w

According to the results of analysis, %5 rﬂ e Bt

have high means. The mean score 3.5

S

truct were observed to

IS

* The mean score of these

d that the respondents were

% 1€ Ci@ach"s alpha reliability estimates
for security effectivenegs co INY | .%which suggested good 1nternal
consistency and had M&g\liabi'ity o the r@uwment item. Moreover, the output
analysis of the st%eq at‘i'o - ¢l g’@re 5.6) exhibits that these items were

i accpbtable values of 0.890, 0.880, 0.897 and

loaded on (secu
- . N .
0.898respect1\% us, $t Supgo ed@nvergemt validity of the construct. All the
.

' 4
nts between t-‘:ach‘::ggl7 of factors were less than 0.850; thus supporting
N

items was higher than 3 (the n

agreeable to the three meas

correlation C

- |

Qvalidate the proposed framework.

To achieve this objective, the last question in this research was addressed
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RQ 3: How the proposed framework could be validated?

Structural Equation Modeling (SEM) employed as the technique for4

This research question was aimed to assess and validates the security culi@work.

mlyating and
validating the relationships between the framework constructs whicTented SEM
components of a measurement framework. In addition, to gain an IW derstanding of

the relationship between socio-technical factors that inﬂuean.urity culture to

The proposed framework was developed based on the oytcomeWf t rM !

improve the effectiveness of information security in e-governi

and data analysis. Afterwards, the proposed framewo

throughout chapter 6. The research data 1n this studyoffe
te

d a nafn

conceptualization of a security culture measurement

framework, the coefficient parameter estimatgf weNexa

of-fit indices to assess 1f the hypothesizedN ral model

discussed in the following section %
@ f
&ﬁi, Information Security

@ce,
Policy, Security Awareness, ati lining, Top Management
Support and IS structure, q rs tha

It needs to be highlighte

Hypothesis 1(H1): Legal & law,

Ilav pdsi@ influence on security culture

egal & law has a Positive effect on

% gieng: Weight value was b=.162 and P-value=

#~the findings of previous research (S. M.

outlined in chapter 6

security culture. Th

0.00<0.05. The @i tend

Alfawaz, 201 [T 4. Alnih
& law hav fects on security cx@'e. It 1s accordingly concluded that the hypothesis

is signif \

O

sed on this result, it can be said that the Legal

The ance has positive effect on security culture. The related Standard Regression
Wesavalue 1s b=. 236 and P-value = 0.00<0.05 confirmed that Compliance have effects

on security culture. The conclusion is that the hypothesis is significant. The results tend to
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agree with the findings of previous research (M. A. Alnatheer, 2015; D'Arcy &Y!!he,

2009; Adele Da Veiga & Nico Martins, 2015). c\

The Ethical Conduct has positive effect on security culture. The * Standard

Regression Weight value was b=. 120 and P-value = 0.007<0.05. Tvnﬁrmed that
causes of Ethical 1ssues have effects on security culture. The w ion 1s that the

hypothesis is significant. The results tend to agree with the fj ndwv previous research
(M. A. Alnatheer, 2015; C. C. Chen et al., 2008). l

rity cMe Vflated

N
™ 0.00f0.q3¢ TRis XA firmed
clus{f; the\hy];othesis 1S

S re%g?ﬁ (Da Veiga,
&

The Security Awareness has positive gétect on O

Regression Weight value 1S b=.llé vaut 11<@5. This confirmed that

Awareness has effects on security . The ®egclupion ig&pgtt hypothesizes significant.

The results tend to agree with thegligdufes of preyiohs reﬁsch (Akhgar & Arabnia, 2013;

M. Alnatheer & Nelson, 20(% M; arak ZUl@rimo et al., 2006).

3
&
&
Wning'ha\sitive éﬁct on security culture. The related

Standard Regression Qeighgval '.180(% P-value = 0.00<0.05. Because of this,
Hanna (2002) conf% at JTrfini cts on security culture. The conclusion i1s

that the hypoth%signi ant?
research, (C %&t al.,’Z - A dé}

The %nagement Support has positive effect on security culture. The related

tan egression Weight value was b=.256 and P-value = 0.00<0.05. This confirmed
tha Management Support have effects on security culture. The conclusion is that the

hypothesis is significant. The results tend to agree with the findings of previous research

The Information Security Policy has positive effect

Standard Regression Weight value was b=.263 and Bax

that Policy issues have effects on security culture.

significant. The results tend to agree with the findirg
2015; Lim et al., 2010; Paulsen & Coulson 2%

The Information Securi

nd to agree with the findings of previous

Da Veiga & Nico Martins, 2015; Paulsen &
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(AlHogail & Mirza, 2014; Adele Da Veiga & Nico Martins, 2015; Greene ?&rcy,
Regression

2010). \
The IS structure has positive effect on security culture. The related St&g

Weight value was b=.156 and P-value = 0.00<0.05. This confirmed Wy structure has

\¥ significant. The

@tiveness.

sfural eqyation i)d;&b’ggibited

-‘?!’ Standard

e co@ion 1s that the
th dings of previous

) 207; Da Veiga & Eloff,

effects on security culture. The conclusion is that the hypothesi

(S. M. Alfawaz, 2011; Hussein et al., 2007).

Hypothesis 2 (H2): Security culture has positive influ n Xcu

In this study, the analysis done on the output of the s

that the security culture has positive effect on secu

hypothesis hla 1s significant. The resul\
research (S. M. Alfawaz, 2011; BradyCZOll

2010; Rotvold, 2008).

Hypothesis 3 (H3): Legal & law, Sguiplianc

Policy, Security Awaren S,Wmat,(m lm§fraining, Top Management

Support and IS structu%uence zon c’r'k% ffectiveness and mediated by

security culture. \ NN <\(;J
A N

wis erformed pn &output of the structural equation Model
followed the tes§ prQctgdure Qxyposed by (Awang, 2015)indicate that the

rﬁ atl
independent gﬁ ic&mduct, Legal & law, Compliance, Top

ort, Infonnatior&curity Policy, Information Security Training,

The results of the

Manageme

Securl wareness, IS structurav have influence on security effectiveness and is
medé security culture. In addition, all of these factors are fully mediated by
m lture since the direct effect is no longer significant after the mediator enters the

ork except the Compliance which is partially mediated by security culture since
the direct effect 1s still significant after the mediator enters the framework. That supports

H3. In addition, Bootstrapping technique was used to re-confirm the mediation tests result
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using. Through bootstrapping, multiple samples (with the same N as the origin le)

are randomly drawn from the original sample with replacement. That is, a gN € may

be randomly selected more than once in any given bootstrapping data s e, 2013),
the number of re-sampling could be between 500 to 1000 times (Awané, 2019).

The result shows that the path from Compliance to security cuw significant. Path
from Compliance to security effectiveness is significant (p < .Tkis means mediation
fe

ct'\/eness is partial.

wnt Support,
@
Sfeuri fw&K'ss, IS

om (Ethiﬁ@_ Conduct,
anﬁgq / In

effect of security culture between Compliance and secuf

structure) to security culture 1s significant. Ho

UPRQ formation

rene*‘s structure) to
m@‘mediation effect of

Organizational culture, Legal & law, Compliance, {§/
Security Policy, Information Security Traig® *
security effectiveness are not significant § W 05):

\ o\ Management Support,

security culture between (Ethical Copduct, ¥e |
Information Security Policy, Informgiion weity Waf 'v&ecurity Awareness, IS

cgnf@' the previous results from

structure) and security effectiveg

conventional procedure, H3 su

A

7.2 Discussion of Rembje‘ti

rtio@at factors influencing the effectiveness of the
@rs: Legal & law, Compliance, Ethical Conduct,

mprehensive review of the literature, the

ecurity Awarelgy Security Training, Top Management Support, IS
Iture.

structugemediated by security culture
wétity culture measurement framework instruments that were demonstrated
e

d excellent reliability estimates and evidence also supported their content validity,

discriminant validity, convergent validity, and nomological validity. The findings indicate

that factors influence security culture are positively associated with Legal & law,
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Compliance, Ethical Conduct, Security Policy, Security Awareness, Security Training,

Top Management Support, IS structure. All of these factors have positive in on

security effectiveness and are mediated by Security culture. In addc' 'm sitive
tw

correlations, consistent with theoretical predictions, were obtained & M factors
S€

influencing security to improve the effectiveness of informati

curity for e-
government. These correlations provide further support to the nomologz | validity of the

socio-technical security measurement framework. The fraMrk development

consolidated with the socio-technical factors influencing i tion security (refer to

chapter 5, page 104, Figure 5.1). The two dimensio B caldi t! facgprs set that
influence information security effectiveness based on t
e Socio-technical dimension: which includes

Conduct, Security culture, Security Policy, &

Top Management Support)
e Technical dimension: which includ eSS st
7.3 Chapter Summary
This chapter compared the achigwpage T thigy sem@rom the research aim and its
objectives point of views. yothesed dey, 10]!’60 the framework were discussed

4
ces fop¥the future. All hypotheses were

supported. The fin L crea‘@ security culture i1s 1mportant for

implementing an e&’w Infprma ' uc'gor e-government. The results of the data
' , t

y fact@rs i nm@ecurity culture are positively associated with
jcal @duct, Security Policy, Security Awareness,
n§$port, IS structure. All these factors have positive
urity effectiveness}ld are mediated by Security culture.

L ]

=4

ngy lop Manageme

Security Traly
influenc®gp se
Ofyvi1dw, of the research, research limitations, conclusion, contributions, and suggestion

Jre work will be discussed 1in more detail in the next chapter.
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