CHAPTER 111

RESEARCH METHODOLOGY

3.1: Introduction 3%

This chapter intended to define the study method, which is deploye§flo”answer the

research questions mentioned in chapter one. Based on the Obj% of this study in
sed

for the purpose
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3.2: Literature Review

The literature discussed in this research is focused on the related areas such as:
security awareness definitions, information security risks, security awaren\t ining
program, evaluation of information security awareness, inform jon gsecurity
awareness challenges, and success of information security awarenes e have been
several sources used to obtain the relevant studies such Noogle Scholar,
SinceDirect, Elselver, Open Access Library and IEEEXpihg zigitil Library. Also

further searching on relevant publication reports and web w 'ew'provide a

- 0
better understanding of the chosen area. S
'
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Based on the literature study, it has been obsggved cat archepnsidered the

age of secondary school students as in m%) ted se

risléﬁaasswords. social
y@‘{e security awareness
N

networks, cyberbullying”™. Moreover, ll% a les‘\s'

training tools that consider sec@ch

effectiveness. The methodologyvs thfis igbhsed divthe findings of the previous

literature that evaluated informat’m secyfi
3.3: Data Collection \& Q

YN
This section furtl 1gusse ll?ﬁ e@ed to fulfil the objectives of this study.
3 =

The followin wtions’p d¢ m nformation about how to apply the research
N

-

methodolagy. 7X®survey qucstionnﬁb was designed and deployed in order to achieve

@reasons in deploying this kind of methodology. An actual training

ook place while conducting these questionnaires.

the




3.3.1: Training Tools

In order to stand on the training tools designed for this age of secondary school

students from 13 to 18, a search for the security cyber portals of Soutli &csia

countries as well as the CERTs were conducted. The idea of searching QR CERTs and

F

cyber security portals is to get further understanding of the mate offered for

educating users with security and how to protect themselves fr 1Nntial risks. The
:a

training materials are organized in its original source, and sed on two cyber

é...

portals “Malaysia (Cyber safe)”. “Singapore (Cyber welln

p. The to de}_this
training are: é '

4;37

» Games

» Videos

» Posters
The aim of these tools is to touch th y the students, in case if
they skip security procedur§s. ntained an explanation on
“Passwords. social netw appendix C. A briefing about
the topics of “Social ks, S, cyber-bullying” were given to the

rdpr ide a deeper understanding of the risks

secondary school%d s info
associated wi w Witf:in

practice eglilools from each cybeh’ortal separately. After students have finished this

cyber portals from secondary school students’ perspective.
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3.3.2: Questionnaire Design

The contact with the participants was via paper-based questionnaire. This co?the
questionnaire is contained in the first page a brief statement, details r%\to the
sender of this questionnaire, under which department, and universit}@&. The next
parts were a briefing about the meant study, including what are the gldems required

to do, and the expected time on the experiment, and why stu 10uld answer this

questionnaire.
\dﬂ Y-
e conflucte, .pﬁre and

To assess the level of awareness, pre and post questio

post questionnaire are similar. However, there v Jgu@ ffere&g between
both of these versions based on the section ftwe po°§f- 1ionﬂ&. This section
was designed especially for evaluating t cugity ay enesQ'aining tools that

occurred from security cyber portal #&So h—g < . Stl{_) ts are first invited to

']

answer the pre-questionnaire. UN mpleti ey, Nf¥re invited to listen and
N

participate in training. Afteggeompetion of this afk§ost-quesliommire were given

s
cQll¥cted, analyzed and compared to

ipatg“ﬁn the training, the observation done

S

s aﬁtl@g and manner. From this action it is hoped
Y

QalY C

of the proposed study.

R

ere

to them. Both pre and pagg queStior

assess their awareness

to observe seconda sci’)
to identify and:w

The pre ¢ st questionnaire are the same, and contain four parts, except the fifth
part igned especially for post questionnaire. Each part focuses on specific area

see appendix (A, B).



1-  The first part: demographics and general security questions.

2-  Second part: assessing the security awareness level in terms of social
networks, passwords, and cyber-bullying. \T

3-  Third part: assessing security practices of secondary school stddentgdon the
same security risks of this study.

4-  Fourth part: was about secondary school students’ pwal opinion on

security risks of this study. z l

5-  Fifth part: was limited to “section five™ focuse eva a\h&de security

awareness training tools based on the secon@ool sthdeasd’ &r@es on

the security awareness training prograquu on| oul‘k&s' section

presented as follows for each counlryc

» Malaysia Cyber-Safe: games, video, af po =rs.7

» Singapore Cyber- Wellness: gamag. ¥ ¢ '
']
KNS
3.3.3: Population and Sample Y. , %\
10Qs

s

S, 11 age of 13 to 18 years old. The

-

The target group was secondary
ondd¥/school in Malaysia “Kuala Lumpur

school of these studentg®v 1€

o 1 Y
and Selangor™. The gAMpR sizd was ﬁuteil?s with mixed gender. These schools are
N
not limited for &ipyvaN studemss ’Iy,%.students from other nationalities exists on
them. The size was under ﬂ@'imilation of time as well as the nature of the
study tl s to conduct a training program in the same time with employing the

quelgionngrre.



3.3.4: Steps Students Need to Follow

Students were required to answer the pre questionnaire based on their real pradg n

everyday life. The students were asked to tick beside every choice that re}%\ their

opinion. After this part, students were invited to participate in a sﬁ:u&y training

program based on the chosen security issues. After this training,a poz-questionnaire
N

was submitted to all the students in order to assess their aw re?ﬂhd practices after

the training program. Students are also considered to eja e Yhe rJinin materials
®

passed on what they understand from these tools. é J

3.4: Data Analysis

The data analysis gives the meaningfuh&

sample. For the purpose of data anasw. S

Reliability, Descriptive, Crosstab, M%d AR
%@i alpha value of the items. The

&&.&u 0.72 for the pre-questionnaire and

e Reliability Statistics ba

reliability and vah test

~ .‘
0.79 for post %llon aire
% NS
o Crossta‘i: ;i rid r’tan@ current awareness level of students in the

ommaire. <&
pre ¢ pl-questionnaire. ANy
o » provide the highest value of the training materials.

ANOVA Statistics to stand on the relationship and significant level between

the variables used in this research.
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3.5: Pilot study

A pilot study was carried out in the early time of conducting this study to progegagny

potential enhancement on the questionnaire. The sample of 10 Liby@ondary

school students” pilot tested and the results were used to validate the ﬁt&onnaire by

stud
Y

any fundamental changes as it just brought about an enhancwv in the design of

some questions. \d
A

3.6: Consolidation é | i}
’ b

This section draws the process of conducting this\§tudy Ne mssments used to
obtain the outcome for each task in order, l@e t@i\féggf this study. The

obtaining the value of Cronbach alpha. The results of the pilot id not lead to
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Table: 4 Tasks and Outcome of the Study

Objectives

TASK

To identify and evaluate available sccurity awareness training

tools used for secondary school students

Searching on:

» South East Asia cyber

portals

» CERTs of South East

Asia  portals

—

|
|

secondary school students related to social networks,
agswords and cyberbullying

| To assess the level of security awareness among

Pre-Questionnair

>
» Training Progra\
»  Post-Questiongad

2]
A
=
o
-

vy Used

WK — o
'
]
—
(=}
7]

Reliability St

&

www.cybersafe.my
www.gosafeonline.sg

OUTCOME &v
Available cyber security pmf%

www.cyberwellness.org.sg
www.secureverifyconnection.inf/svcdev/

http://secudemy.com/

Available CER
www.brucert.org.bn
www.mycert.org.my

/

www.cert.or.id

Y
l

o

Y'
_ Fy
vn/en,
el NV

ity @rcness training

bout-eg§.html
v.kh/

‘&

Lhe level of awareness for pre and post
Questionnaire to stand on the usefulness
of the training program

The expected tool that will be used to
educate secondary school students

Assessing any gender or age differences
in the chosen group based on the security
awareness and security practices

Observation of students behavior while
conducting the training program




3.7: Summary

This chapter describes a detail on the methodology used to achieve the obj@
this research. Both quantitative and qualitative methodology were apEf\e% this
research. A training program took place based on the cyber portals of Sﬁast Asia.
All of the methodology used in this study pilot tested and anw to have an
overview to the study borders. The data analysis process us m’ith Reliability
statistics. Crosstab, Mean, and ANOVA statistics. \d
1|
A
o7

Ay
e



	Image00061.jpg
	Image00062.jpg
	Image00063.jpg
	Image00064.jpg
	Image00065.jpg
	Image00066.jpg
	Image00067.jpg
	Image00068.jpg
	Image00069.jpg

