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ABSTRAK

Kesedaran keselamatan siber mempunyai kesan yang besar terhada p%ngkatan
pembangunan produk keselamatan di pasaran. Memandangkan sifat kritikal produk
keselamatan, keselamatan maklumat adalah penting kerana asan dan
pengubahsuaian data boleh menyebabkan kehilangan kebolehsedia&integriti, dan
kerahsiaan serta kerugian lain seperti kehilangan nyawa, wang, dan aSet. Oleh itu,
penyulitan diperlukan untuk perlindungan data dan sifer blok ringan dipilih sebagai
penyelesaian kepada isu keselamatan kerana ia lebih padat4dan memerlukan kuasa
pengkomputeran yang kecil. Walau bagaimanapun, keseimbansan ra keselamatan dan

kecekapan adalah masalah utama yang perlu diselesaikan dala eka bentuk algoritma
ringan dengan mengambil kira jenis litar, kelajuan, dan pe
kepada situasi yang membimbangkan ini, penyelesai diperlukan untuk
mengatasi isu produk keselamatan. Penyelidikan ini bertu untuk ngunkan sifer

blok ringan yang dinamakan Operasi Algoritma R@AOG ) be aiar %hilih atur

an Temorinya. Melihat
amat

3-dimensi (3D). Kaedah ini terdiri daripada tatas n'teks biasa yang' dilakukan pada
dan resapanjuntukymengukuhkan
1IQUntuk mencapai objektif
an dianalisis dalam Fasa
r bloksringan pada masa

tatasusunan bit 3D yang menambah lapisan kekelir

algoritma sifer blok dari segi keselamatan dan ke n prestasi

penyelidikan, komponen kriptografi selamat untuk’sifer
PM

1 (Analisis) yang boleh digunakan untu ngunan

hadapan oleh pembangun kriptografi. asa 2 ang ), sifer blok ringan
baharu yang boleh dipertimbangkan untu aksanaan I menyelesaikan isu produk
keselamatan direka bentuk. Sementar@ itu, anali i i ujian prestasi perisian
dijalankan dalam Fasa 3 (Penilaian}syang boleh=di an k membezakan kekuatan
sifer blok ringan. Enam ujian kri%is telgh dijalanka uk menilai kekuatan LAO-

a LA enc keputusan yang lebih baik

n 98.2% keputusan ujian hasil pekali
u ‘!ﬁa ujian kadar ralat bit dan ujian
I adap serangan kriptanalisis dengan
fﬁng menggunakan analisis kriptografi

3D. Penemuan mencadangkanta,&
berbanding dengan sifer blok ringan‘sedi

korelasi, menghasilkan ki ut%O% Fntu
kepekaan kunci, lulus 10 jian rawak,‘dan ke

bilangan pusingan maksimuna” ya Bolet” d
pembezaan dan linear, wh pac]an:\??gan kehma dan keenam. Secara keseluruhannya,
penyelidikan ini me@”ang adasbidan elamatan siber yang menyokong inisiatif

kerajaan Malaysi m menja 'aht aan rakyat selaras dengan Dasar Keselamatan
Siber Negara. L)




ABSTRACT

Cyber security awareness has a huge impact on the increasing development of security
products in the market. Considering the critical nature of the security produets, rmation
security is crucial due to interception and modification of data which to loss of
availability, integrity, and confidentiality, and possibly other losses s-%s loss of life,
money, and assets. Thus, encryption is required for data protection and lightweight block
cipher is identified as a solution to this security issue since it is more act and requires
small computing power. However, despite being lightweight, the tiade-off between security
and efficiency are the major problems to be solved in designiﬁ% a lightweight algorithm.
ity

One should consider its type of circuit, speed, and memory co tion. Looking at this

roduct issues. The
research aims to develop a lightweight block cipher LightyAlgorithm Operation
(LAO-3D) based on 3-dimensional (3D) permutation. Thi ho is'c\my;gd of an array
of plaintext that is performed on a 3D bits array that agids confusion a iffu%z?layer to
strengthen the block cipher algorithm in terms of ity"and perfopmiance_ gfficiency. In
order to achieve the research objectives, the se ic cugqponents for

lightweight block cipher are analysed in Phase alysis) that€an béwused for future
development of lightweight block cipher Joy cryptographi dev?pg?s. In Phase 2

alarming situation, new solutions are needed to overcom

(Development), a new lightweight block etp designed that can,be considered for
implementation to solve security prod g@ Meanwhi ﬁnalysis and software
performance tests are carried out in théé&val ation i e used to distinguish
the strength of lightweight block ciphérs, Six cr ere conducted to assess
the strength of LAO-3D. The fin '%gge%t achieved better results
compared to other existing lightwei Iocl@ciph Sywit .2% correlation coefficient
result, produced 50% results fo it error~ate/and

Eiy.sensitivity tests, passed 100%
s with the maximum number of

of the randomness test, and resistantto criyyptanalysis a
rounds that can be attac %diffe&nt agq‘ﬁr cryptanalysis are five and six
rounds correspondingly. % that, L'AO-8D obtained competitive performance results
with 10.85% faster execution speed ao@b c@ﬁi 12/18% more throughput than the closest

[
competitor. Overall, wearc c utes to-the field of cybersecurity supporting the
Malaysian governm inttiatives insafeguarding the well-being of the people in line with

the National Cyber Security, P(z [ (')O
’
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