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Appendix A: CONSENT FORM

L A
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Fakulti Sains dan Teknologi

Lo alg-ily o glell ol

Consent Form

Dear Prospective Par$
4

My name 1s Rabia Ihmouda; I am a Doctoral candiate of

program, Faculty of Science and Technology, UtMainS

My research area 1s developing a socio-techfigal segurity ewor® that would facilitate

| %)mpriat — @nment Services.
[ ey

“ %'
0 socg@ nical factors related to the

for on security culture framework
erjess mytleveloping countries

&
Qp\lr organizations have been selected as a

government organizations to effectively

This questionnaire aims to exam

information security in organizati

which will improve e-govereent

This research 1s plannedt&%onducl‘ .

Adlaysi

&
f L

pat'ciﬁ)nvolves completing the enclosed questionnaire,

case study.

Procedure & Durati i

estaibny

t&e

which include a%ctatements about your perception of information

security pra apwe imately 20-25 minutes.
N

&

ture: Participation 1s vohﬂtary and responses will be kept confidential. You have the
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Risks & Benefits: You will not be asked for any personal information that could 1

you.
This ensures your anonymity, confidentially and privacy, All data will be used N esearch
purposes. The data collected will provide useful information for imprﬁl "~ fhe security

effectiveness regarding to Malaysian e-government.

Thank you in advance for your valuable time and con 'deratc n.
Contact information: , N

Dr. Najwa Hayaati Mohd Alwi Rabia Thmouda® n

Research Supervisor PhD Candida
Faculty of Science and Technology | Faculty ofi§gience and Fechnd§
Universiti Sains Islam Malaysia * ins Islam §lald

najwagousim.edu.my rbh
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Appendix B: QUESTIONNAIRE

fhoe
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o Lessthan5 o From5-—lessthan 10 o FromlO-less than 15

* Job task
o Department/Operational Manager  Chief Information Officer q o [T Manager
o Security Manager o Security Officer N o IT Staff
o Security Staff o Operation Staff (e.g., Admi atoiClerical) o Technical Staff

Section II: Information Security

&

Number 1-5 represents your response to the stai®nent.~Pleas

mark (V) on a box that you think represeg ta pA

Stroﬂgly disagree

Ethical/Cultural -
2006)

ECl In the cour%
accordan ht '
ET2 Ialwa% : def‘fe n
p

!twﬁ%‘j [ shall conduct myself n o o o o o
a sof@l ethical and legal behavior.

ress Q\Cal cultural, and legal issuesrelated o o o o O

1ects.

ET3 opriately report any u&{a property of a client or employerinways o o o 0O 0O

e unauthorized, and without the clients or employer’s knowledge and
nt.
ontractual - Legal (L) in my organization... e e S e .

The legislations for e-government are in place. (Altameem, 2007) O O O O O

L2 Policy is updated when legal & regulatory changes require it. (Knappetal, o o o0 O ©
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2006)

L3 Information security policies are written with the proper understanding of O\Q O O

legal requirements. (Knapp et al., 2006) |

L4 The policy covers the legal aspects of security (KPMG, 2012) . & ; O O O
3 4

Information Security Compliance (IC) in my organization... _ 2
[C1 I always adhere to the information security policy.(Chaula, 2006)

O 0 O 0O 0O

[C2  Information security measures comply with international Standar@ O O O O O

2006)

[C3 I comply with information security with international sig S haWO o O ©
2006)

@
Administrative/Managerial - Top Management Support (TM) organigatio | . Y' 5
TM1 Top management takes security issues into account w lannin?c orgie O
strategies. (Knapp et al., 2006) N
TM2 Senior leadership’s words and actions defagns ity 1s O O
priority.(Alnatheer, 2012) %
TM3  Visible support for security goals by senior O O
et al., 2006)
TM4 Senior management gives stro ' O O

program. (Knapp et al., 20069

IP)I@organization... AN i o

Operational/Procedural- Inforfffapen securfty poly
IP1 Policy clearly defines % n securify objeftivés. ain Singhetal, o o 0 O O
2014) '

[P2 The infomatio:&\ty poli | defin\r les and responsibilitiess of o o0 o o 0o
N 1;)1c€}J'
{3 @ewed regularly (or when the o o o0 o o

employees. (JNarfag Sing
IP3 The infoggation JJsecur
enviro % At ng%}dl., 2014)
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Tl Qeeive adequate secuﬁ@esher training appropriate fortheir job o o o0 o O
fifigtion (Knapp et al., 2007)
T2 always educated or trained about new security policies (Knapp et al., O O O O O
N
¥ Education and learning are encouraged and supported. . (Altameem, 2007) o o o o O

Information security awareness (AW) in my organization... R Rk e S
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AWIl | am aware of any information security policy in my organizations

(Alnatheer, 2012)

AW2  Information security awareness is communicated well. (Knapp et al., 2007)
AW3  The e-government awareness policies are regularly used. (Altameem, 2007)&0 O O

AW4  An effective security awareness program exists. (Knapp et al., 2007)

Information system structure (IS) in my organization...

ISS1  IT infrastructure is ready for the e-government initiatives. (Alf

ISS2  IT infrastructures accommodate integration with e-governme

2007)
ISS3  The IT infrastructure is continuously improved.(Altamecging007)
Security culture (SC) in my organization...

SCl1 A culture exists that promotes good security practw.n

2014)
SC2  Security has traditionally been cons\
value.(Knapp & Ferrante, 2014)

SC3  Practicing good security is the acc %y of
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Ferrante, 2014)
SC4 Information security is M O O O
members.(Knapp & FerranTﬁl)
Security effectiveness (EF) in gaiNzation. .. l 0’ S e

mosyoWVits goals. (Knapp &' o O O O

EF1  The information segurity
Ferrante, 2014) \

EF2 The informatiwl

¥
Ferrante, 2

EF3 Current %on sec
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Appendix C: Expert Review Questionnaire
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Consent Form

Dear Prospective Participant;

oach In many
he security of e-

EHSEQI

ould{be) addressed to manage

government. Literature has pointed out thN

information security threats.

This research proposes an infon%ec '

government organizations to effect —

S

fe @ework that would facilitate

cure e-government services In
developing countries (Fig o a socio-technical approach, this
framework aims to improv ment of e-government information

security by targeting diffé8 relevant to their behavior cultural view.
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1. The framework is clear and easily understandable

Questions \z
N and theory related
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2. The framework adequately addresses: technical, socio-technical

security issues
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3. The framework is aligned with current security standards an
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5. What 1s your overall impression about the new fralw? \ Y_\'J
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6. Do you feel that the framework can be used
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