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Appendix A: CONSENT FORM 

ý 

UNIVERSITI SAINS ISLAM MALAYSIA 

ISLAMS: XEML'E UMY4EUTY Or MAJ MA 

FACULTY OF SCIENCE AND TECHNOLOGY 
Fakuit Sains dan Teknologi 
L994 lö P3t, cll .. L 

Consent Form 

Dear Prospective Participant, 

My name is Rabia Ihmouda; I am a Doctoral candidate of Information Security Assurance 

program, Faculty of Science and Technology, Universiti Sains Islam Malaysia. 

My research area is developing a socio-technical security framework that would facilitate 

government organizations to effectively offer appropriate secure e-government services. 

This questionnaire aims to examine the influence of socio-technical factors related to the 

information security in organizations, to develop an information security culture framework 

which will improve e-government security effectiveness in developing countries 

This research is planned to be conducted in Malaysia, your organizations have been selected as a 

case study. 

Procedure & Duration: Your valued participation involves completing the enclosed questionnaire, 

which includes background questions, and statements about your perception of information 

security practices. This study will take approximately 20-25 minutes. 

Voluntary Nature: Participation is voluntary and responses will be kept confidential. You have the 

option to not respond to any survey questions that you choose. Also, please note that the 

information presented in this questionnaire will only be used for the intended purposes and will be 

treated as confidential. 
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Risks & Benefits: You will not be asked for any personal information that could identify you. 

This ensures your anonymity, confidentially and privacy, All data will be used only for research 

purposes. The data collected will provide useful information for improving the security 

effectiveness regarding to Malaysian e-government. 

Thank you in advance for your valuable time and consideration. 

Contact information: 

Dr. Najwa Hayaati Mohd Alwi Rabia Ihmouda Hassan 

Research Supervisor PhD Candidate 

Faculty of Science and Technology Faculty of Science and Technology 

Universiti Sains Islam Malaysia Universiti Sains Islam Malaysia 

na'wa tAusim. edu. my rbhamouda@yahoo. com 
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Appendix B: QUESTIONNAIRE 

UNIVERSITI SAINS ISLAM MALAYSIA 

ISLAMIC SCEwa UwYYERS. 7Y OF HAUYSL 

FACULTY OF SCIENCE AND TECHNOLOGY 
Fakulti Sains don Teknologl 

QUESTIONNAIRE: Information Security Practices 

Section I: Background 

Please take a few minutes to answer carefully the questions on the following pages by 

mark (i) in the right place or filling in the blanks. 

" Gender: 

p Male p Female 

" Qualification 

p Bachelor p Master p PhD 

" Years of Experience 
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Less than 50 From 5- less than 10 0 From 10-less than 15 0 Above 15 years 

" Job task 

O Department/Operational Manager p Chief Information Officer 

O Security Manager p Security Officer 

0 Security Staff 0 Operation Staff (e. g., Administrator, Clerical) 

Section II: Information Security Practices Statements 

O IT Manager 

p IT Staff 

0 Technical Staff 

Number 1-5 represents your response to the statement. Please read each statement carefully and 

mark (J) on a box that you think represents most appropriate choice for your response 

Strongly disagree Disagree Undecided Agree Strongly agree 

12345 

Strongly disagree 

Ethical/Cultural - Ethical conduct (EC) In my organization ... 
(Chaula, 

2006) 

EC I In the course of my professional activities, I shall conduct myself in 

accordance with the highest standards of moral, ethical and legal behavior. 

ET2 I always Identify, define and address ethical, cultural, and legal issues related 

to work projects. 

ET3 I will appropriately report any use of property of a client or employer in ways 

which are unauthorized, and without the clients or employer's knowledge and 

consent. 

Legal/Contractual - Legal (L) in my organization... 

Strongly agree 

2345 

00000 

00000 

00000 

12345 

LI The legislations for e-government are in place. (Altameein, 2007) 00000 

L2 Policy is updated when legal & regulatory changes require it. (Knapp et al., 00000 

I 

Disagree 

2 

Undecided 

3 

Agree 

4 5 

172 



2006) 

L3 Information security policies are written with the proper understanding of OOOOO 

legal requirements. (Knapp et al., 2006) 

L4 The policy covers the legal aspects of security (KPMG, 2012) 00000 

Information Security Compliance (IC) in my organization... 12345 

ICI I always adhere to the information security policy. (Chaula, 2006) 00000 

IC2 Information security measures comply with international standards(Chaula, OOOOO 

2006) 

IC3 I comply with information security with international standards (Chaula, OOOOO 

2006) 

Administrative/Managerial - Top Management Support (TM) in my organization. 12345 

TM I Top management takes security issues into account when planning corporate OOOOO 

strategies. (Knapp et al., 2006) 

TM2 Senior leadership's words and actions demonstrate that security is aOOOOO 

priority. (Alnatheer, 2012) 

TM3 Visible support for security goals by senior management is obvious. (Knapp OOOOO 

et al., 2006) 

TM4 Senior management gives strong and consistent support to the security OOOOO 

program. (Knapp et al., 2006) 

Operational/Procedural- Information security policy (IP) In my organization... 12345 

1P1 Policy clearly defines information security objectives. (Narain Singh et al., OOOOO 

2014) 

1P2 The information security policy clearly defines roles and responsibilities of OOOOO 

employees. (Narain Singh et al., 2014) 

1P3 The information security policy is reviewed regularly (or when the OOOOO 

environment changes). (Narain Singh et al., 2014) 

Information Security Training (T) in my organization... 12345 

TI Users receive adequate security refresher training appropriate for their job OOOOO 

function (Knapp et al., 2007) 

T2 I am always educated or trained about new security policies (Knapp et al., OOOOO 

2007) 

T3 Education and learning are encouraged and supported. . 
(Altameem, 2007) 00000 

Information security awareness (AW) in my organization... 12345 
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AW II am aware of any information security policy in my organizations OOOOO 

(Alnatheer, 2012) 

AW2 Information security awareness is communicated well. (Knapp et al., 2007) 00000 

AW3 The e-government awareness policies are regularly used. (Altameem, 2007) 00000 

AW4 An effective security awareness program exists. (Knapp et al., 2007) 00000 

Information system structure (IS) in my organization... 12345 

ISST IT infrastructure is ready for the e-government initiatives. (Alfawaz, 2011) 00000 

ISS2 IT infrastructures accommodate integration with e-government. (Altameem, oooo0 

2007) 

ISS3 The IT infrastructure is continuously improved. (Altameem, 2007) 00000 

Security culture (SC) in my organization... 12345 

SC IA culture exists that promotes good security practices. (Knapp & Ferrante, 

2014) 

SC2 Security has traditionally been considered an important organizational 

value. (Knapp & Ferrante, 2014) 

SC3 Practicing good security is the accepted way of doing business. (Knapp & 

Ferrante, 2014) 

SC4 Information security is a key norm shared by organizational 

members. (Knapp & Ferrante, 2014) 

Security effectiveness (EF) in my organization... 

EFI The information security program achieves most of its goals. (Knapp & 

Ferrante, 2014) 

EF2 The information security program has kept risks to a minimum. (Knapp & 

Ferrante, 2014) 

EF3 Current information security measures provide effective protection for 

electronic data. (Spicer, 2004) 

EF4 Overall, the information security program is effective. (Knapp & Ferrante, 

2014) 

00000 

00000 

00000 

00000 

12345 

00000 

00000 

00000 

00000 
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Appendix C: Expert Review Questionnaire 

UNIVERSITI SAINS ISLAM MALAYSIA 

FACULTY OF SCIENCE AND TECHNOLOGY 
Fakulti Sotns don Teknotogi 

Consent Form 

Dear Prospective Participant, 

My name is Rabia Ihmouda; I am a Doctoral candidate of Information Security Assurance 

program, Faculty of Science and Technology, Universiti Sains Islam Malaysia. 

Information Security Management (ISM) as practiced as a top down approach in many 

organizations tends to detach system user's sense of responsibility in ensuring the security of e- 

government. Literature has pointed out that people's behavior should be addressed to manage 

information security threats. 

This research proposes an information security culture framework that would facilitate 

government organizations to effectively offer appropriate secure e-government services in 

developing countries (Figure 1 in Attachment A). Adopting a socio-technical approach, this 

framework aims to improve the implementation and management of e-government information 

security by targeting different stakeholders with controls relevant to their behavior cultural view. 

The experts are invited to review the framework designed and to answer the questions. 

(Attachment B) 

Thank you in advance for your valuable time and consideration. 

Contact information: 

Dr. Najwa Hayaati Mohd Alwi Rabia Ihmouda Hassan 

Research Supervisor PhD Candidate 

Faculty of Science and Technology Faculty of Science and Technology 

Universiti Sains Islam Malaysia Universiti Sains Islam Malaysia 

naiwa uusim. edu_n y rbhamouda@yahoo. com 
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Questions 

1. The framework is clear and easily understandable 

2. The framework adequately addresses: technical, socio-technical, practice, and theory related 

security issues 

3. The framework is aligned with current security standards and best practices 

4. The framework is dynamic enough to deal with possible future security risks and threats 

5. What is your overall impression about the new framework? 

6. Do you feel that the framework can be used as security architecture for developing countries e- 

government? 

7. What are your general comments on the framework? 

8. Any additional suggestions to the framework? 
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