CHAPTER 111 \z

MATERIALS AND METHODOLOGY Aj

<&

3.0 INTRODUCTION z '
N,
This chapter explains the material and %ﬂogy adopte in‘ tii\qmjy.
Mainly, materials depend on publications. Methodo of dgvelopi st:g/&'consists

0. T@apter also
&

provides a brief summary of some om@tors. o
&
3.1 MATERIALS \ ' Aj Q\

N
s ’$ o
The knowle(ws rc'e r developing the social engineering ontology

consisted of pu@s r %

ocial.@gmeering from selected databases from
2001 to 201

ublicatio
%h'as typé_;}

enginee%
technical based, awareness, ncB;ttacks countermeasures. In addition, ontology
a

i/

of eight stages for developing ontology @n social Qg\g

i
I Eimly be related on several aspects of social
AN

ti eats, techniques of human based, techniques of

D

$

gNons for construction and visualization is going to use protégeé.
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3.2 RESEARCH METHODS

The social engineer attacker targets everyone - from users of ph(r%\mial
networking sites, email, to banks, and a variety of businesses activiti€s:aRiscussion
should focus on security weaknesses in order to prevent or mitigate sogfal engineering
attacks. Substantially, there are two kinds of weaknesses that create’a gap to social

engineering attacks. Insufficiency of security awaren fi an' organization's

employees simplifies most social engineering attacks. her wor le do not
]
| X
have an awareness of how to behave adequately ack situations. Iln‘s{%\:lent
security plans and not applying procedures alsossi a% \3-
N QT

Social engineering awareness @er not on inin@% educating staff

about phishing and different inteﬁg)‘;ecurity,\h%so sigz}f’rficantly, not giving
BE N
information or secret details toné ecf’peop rec€ive them and the detection

S’ &
and prevention of physicaiici enj rin attac‘:k%séf a social engineer can get
inside the physical per en, that wil ||&V\h®n to access the network security
4 ¢ &
perimeter and less Oﬂ&lto b)f) S é.)
& &
\ ¢ ! C§]'j
Sup t, a partic ar"CO@ y were attacked by one or more social
kn

o
enginee t iqués.whi coulsé?e, for example, unawareness of its employees

| : A . "
abo e techniques. And sc@fose that this attack led to disclosure of sensitive
N

0 \nal company information, along with a huge number of passwords,
& entionally giving social engineers the ability to paralyze the company in spite of
ood security measures. A similar result could happen for any company. The study
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concludes with comprehensive social engineering taxonomy to mitigate and reduce

the social engineering threats.

3.2.1 DEVELOPING STAGES
The ontology in this research will be developed%x S ades as suggested
by Noy and McGuinness (2000). They suggested. the fellowing are Q.be
| &
followed in order to develop ontology. A
4
Y' \ \/‘T

T
N
O
<

s of rpa

v Whatgdre th&té tés@val-based social engineering attack?
)

he counter ures for social engineering attacks?

NS
e DL L
’ (J"J
b) C Qﬂeuse. NS
z&, D vl s
ﬁf e is an ontology aa)@ﬁble from a third party, it can be used as a useful

Vtarting point. If there are none available, researchers have to develop an

§ ontology from scratch.

d social engineering attack?

ts o jal engi
N
at%thetyp @



c)

d)

f)

List key terms

All the terms that are likely to appear in the ontology can be listed owﬂve

relations among the classes and the properties of the classes and @es in

the ontology may also be listed out. A

After the identification of key terms, these ter uz be 'organized in a

taxonomic hierarchy. This social engineering o y iIIWtop-down

@

. Subclasses/of fthi \St.are
“based” S), th@ats, and

any\mo ubclagz;re going to
&

be defined. \: ) O
. . j & y

Define the properties o es. 9 4?;-

Properties define th hnshrﬂ%sejtv‘v%. jects. For example, different
object properti Zd in the ont (}1&/ \@ereas, data properties is added in

4
the ontology: ' \ %
A
N N §

Defi e facets/of a class 4 (_/

N
cets %of a pr desc@ the value type. For example, consider the

Define taxonomy

approach. Social Engineering is the main roo
Types (Human-based attacks and T

Countermesures. Under these subcl&@

-
/}},

& ty Has_Di tI(%;Z;
perty Has_ wec_& ction.

Define instances
Individual instances of the classes are created in the ontology. This ontology

organizes sets of instances.



hy Implementation in Protége.

\3
O

3.2.2 PROTEGE (http://protege.stanford.edu) Y'

Y

Protégé is one of the open source and ontolog Rs-l addition to a
knowledge base framework. It is free for all users. is to Wmodelmg
ontologies for web clients and / or desktop users. ies through |s'to n be
developed in different types of formats such a XML chema‘and RWF Itisa
flexible base for application development, al for.sﬁpl ototyg@soecause it is
based on Java, and provides a plug a enwroﬁ%cc g to extensible.
Protégé serves developers, corpora : ernme Yc sers for knowledge
in different areas. doﬁlnlo fr ('7 the following site:
(http://protege.stanford.ed /dow ad/ html A

c—) ’ N
F &

Web proteg also a pi tanf It is an open source, lightweight but
it is used for eloping n ogy eb protégé is more similar to the
protégé envi nt Tt it fse(tjgr web applications. It allows users to
coIIabor ivelyndevelop ‘on Pgles-aé\ol distributed way; supports OWL 2 ontologies

and sefs can upload OBO Fo@at ontologies and edit them collaboratively. It has a

anagement system. So this ontology can also be made for web also for the

oaer usage of ontology.



3.3 CONCLUSION

In this chapter a description of used materials is given, all selected@S ions
from the database are covered from 2001 to 2014. Whereas the researd%hodology
based on stages as suggested by Noy and McGuinness (2000), in aw to employ
these stages according to the methods adopted by previo SMS. Among the
various reviewed ontology editors, Protégé is chosen to i Y-

t so':ial engineering

ontology. Because it is free, open source and easy t , all ws\@djefinition,

o 9
hierarchy of classes, and easy to construct reIatior@tween las alfd @erties
S

with the help of diagrams. The main difference+i u@ buil@@, domain
specialists, and knowledge engineers. W al QYpp can @Yr.eceived by

consulting others. \% 6





