2.1 INTRODUCTION
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CHAPTER 11

LITERATURE REVIEW

This chapter will discuss current problems and solutions that are provic
management. The chapter will highhight these bulletins:
e Is Encryption enough for WSN key management?
e (Current wireless methods reachability 1ssues.
e ['M as a solution for WSN coverage.
e Techniques used to embed data within the

e Using ECC as a strong, small key si1ze

e Using software defied radio m cui \a&
\Cu)\b

I'ncryption alone 1s not enough [\'
another laver of security. L. sl\{V”) cplai

key management for WSN 1s hagg huK

2 1S ENCRYPTION ENOUGH FOR E

L’ 0)
mn \ SO 1t 18 better to have

g

Ylementation and design of

[11d 1)<

OW

mhllnm of WSN nodes and its

!w ‘v)lmurm KMS algorithms needed for the

(.z

] @cmumnmn will make a heavy burden for

%b\‘\, in time that WSN nodes should be as light

r paper for KIM (2000), talks about key management issues for large

wireless sensor networks, and how a shared secret key 1s exchanged to provide the CI1A
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concept, so that the location of remote nodes are hard to be determined. It also explains

how hard it 1s to use public key cryptography due to the limitation of WS N\

the Pre-implemented secret key 1s used within them. :%

Using FM to embed and hide the symmetric key will solve bothggsues. the pre

~y

implemented key needs more energy. and because keys are not pr mented they

f"

will be protected from reverse engimmeering that can extrac
While symmetric key generated by WSN nodes needs 1
]‘JU\".‘CI'.

2.3 CURRENT WIRELESS METHODS COVER:

A research for (Kang, 2008) discussing the lackegl ay;

WSN s in remote areas. reveals that w 1\)
remote arecas the data may be lost m%mnluu

X

S c@u:lion between

uQL] mentions satellite

vy and how ran. fog and

onnection.

Hence. another

miles only. While FM stations



2.4 FM AS A SOLUTION FOR WSN COVERAGE
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broadcast 1s spread all around the country and commercial FM stations have a wider

In this section we will discuss why to choose FM stations to communicate With remote

] CITILY

nees where wireless

cCoverage.

WSN rather than common ways (¢.g. GSM., Wi-F1) especially I e WSN where

it's too hard to make a new wireless setup. or i emerggney

services are down and as a solution for coverage issues

A rescarch for Barca (2013) proposes a system thafgan usc a gpect

within FM stations to send messages 10 groups in cIMgeencyp clscyfas an?humlm.

method of communication when regular comgunic o Ny -L\aml %ﬁ%ul RDS has
a low speed and 1t's not secure enough lw S SVS S wornown and can be

reversed L.II;IIILLILLI.

A rescarch tor Campos (2014

\ 'md

sensor network has three major IS

cnergy metticiency. In tryl N

10 resolve the energy ettficiency

Wi-IF1 Network Infra

problems.

| he paper ES § adghs .‘L$ N (puinl-m—mullipoinl) 1o control the Wi-Fi

resecarch for Chen (2012) that relates to fingerprint-based mdoor

WE)
gation. highlights the issues related to Wi-Fi, which include fading due (o

operating frequency, multipath and the issue that it’s susceptible to human presence.



1he paper proposes usig FM as an alternative solution for these 1ssues. as 1t 1s "less

susceptible to human presence, multipath and fading. 1t exhibits exceptiona [ \gdSor

e
L -

penetration, and according to the experimental study FM has much legs

time when compared to Wi-Fi signals. In addition. “accuracy increased t003% more

<~

when compared to Wi-Fi1 solutions.

A paper for Ahmed (2005) discusses coverage of the

because of the numerous amount of WSN nodes. and

mmé{; accuracy.

"
L

X dc@'h coverage gap (left). sensor node will be
added [El;u;m'c coverage (right).
N‘ also notes how Mobile Sensor Networks technique 1s mmtended to have

wm coverage, though it needs a long time for installation, and how complex
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the protocol s, and the maximum distance that WSN nodes can be deployed in relation

10 the coverage.

Wireless solutions need design, time and man-power to have a new es
and they have a lack of reachability. On the other hand, commercial
already covering all the country, Figure 2.3. And each radio station
that can reach more than 40, Figure 2.4 shows a commerci:

used to send an encrypted kKey to remote WSN's

times of emergencies (e.g. floods, storms, snow),

L.

four points of fatlure. The main single pomt olaggilug® 1s e wMNhat iq@:; 1c cell site

s in the entire region. Figure 2.2 shows single points of failure in case of

1C1CS.
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Single Points of Failt
Fioure 2.2: GSM/CDMA single pomts of failurqi™e nerN

'M stations have a wide coverage m urb: Nm 1:‘ *

\FI@%{H‘ talk show stations around

of a @:ﬁlc station that has a coverage of

-

tatigaS™an be used to send the kev securelv

e

) o 16? and no setup time and 1s free of charge.

&’

-~



Figure 2.3: A coverage map example
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2.5 TECHNIQUES USED TO EMBED DATA WITHIN THE FM BAND

T'here are three maimn types of data communication protocol sent over commere

radio stations: ! %\

RDS 1s a communication protocol standard used for emhaw small amounts ol

2.5.1  RADIO DATA SYSTEM (RDS)

the RDS. RDS or RDBS i North America.

per second on a 5/-kHz subcarrier as show

N

2.5.2 MICROSOFT DIRECTBA)

Discontimued m 2006. l)irccleN
1%'1—’&10
é

COI

ijs

”l'-l
1c
N

n‘]ll_b"l%nsmil data to a variety of devices.

North America that was a

a;é'ndard‘ DirectBand used

weather information, sports

) c1ties t

mcluding portablg

x'(*&“c:-: and home weather stations. | he

MSN SPOT wWa

cix*cs{@iiml data from FM station and filters 1t

Jh zt«a‘:sﬂmx'n in Figure 2.6 (Youssef, 2005).
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Digital FM Personalized
sideband iInformation
broadcast display

2.5.5 Dat

) &

bit/skaNndard 1s used to encode data 1in a subcarrier over

' 4

tion broadcasts. B

DARC

c\'@(c of its high speed DARC 1s used for disseminating
mformation. In the USA. 1t was utilized to deliver stock market quotes. In

an and France. DARC has been used for traffic information (Torrery, D. 2011).

IFieure 2.7 shows bus terminal displays that reveal the Estimated Time of Arrival
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(I:TA) for the next bus. The bus terminal display in Helsinki, Finland uses DARC

1o update 1ts data.

Table 2.1: spectrum of an | CIN. \JV

Kllz! H Ixpected QVI)NH Rate
0-15 } Mono signal (LL+R) -

19 \ | st [Stereo pilot tone mmid~ I -
23—37]’2_-“ [Stereo sideband (L. M (L-R) -

18 J'_:_n_d Stereo center 11C __
\3‘)—53i - [Stereo sidch:ni r:ni' yand (L.-R) .

57 | 3rd RDS Centen T N 1.1875 Kbit/s
67.65/4th [Directgh of 12 Kbit/s

76 | 4th [DARC Cent 16 Kbit/s

RDS had :

, m]m@m DirectBand and DARC, but both

O

lards. And then we ask to deliver a new

&}d:ll

R

:eululim}:u W Can ?n ed
V.

key ScOWe
élh]t‘ 2.2 shows a comparison between various types of communications

Omqum and the advantage and disadvantages for each of them.

DirectBand #
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lable 2.2: comparison between current communication so lutions. E
Communication Max Max. Capacity Advantage Disadva %\
type Speed Coverage . s

pacity and coverage,
for long distance range

Wi-Fi 1.3 limited limited Good for day to day use Limi
Gbps for small area coverage &

especially indoor. anOWfeeds time to setup.
Wi-Max 1 65 KM 1000 High speed connec Ioint 'o Point connection that is
resfence eather and tower
Gbps y
pacit o
g S
GSM 2 /70 KM 100 Very goo rage in faddgin r m&ge areas.
g e % \" 33
3G 72 70 KM 100 g, go Fadé&remote areas.
Mbps - i . :Q
4G/LTE
ZigBee
&
FIM ide age with Limited speed.
O st, no setup
" 0 extra cost, good
SATELLITE Too costly, needs heap setup

time, resilience to weather
conditions specially snow.
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(NIST) recommends to migrate from public key algorithms liptic Curve

Cryptographic (ECC). Because most of the key systems nowal re using 1024-

bit parameters, such as AES and Diffie-Hellman NlSNidcrcd this to be

s keys si1zes
o o
e [ellmfin anc cl'ipls(;ﬂ'\tflhill

‘ﬁll l( lInTan. The accompanying table demonstrates the

s ®L'C calculation for each of the key sizes recorded n
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Table 2.4: Relative Computation Costs of Diffie-Hellman and Elliptic Curve

(NIS'T.gov, 2009).
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That means usig ECC for WSN will savd

sed 1 Pecut

2014).

A Global

. ) 1S @&Jduud by Lenstra (2013) comparing the
lpl!&'ﬁm ithm and check the amount of water that

‘eak a

4

enerecy44u gl |he stu

Cnergy neec

TYpPh &

;\\ R it breaking a 228-bit RSA can boil a teaspoon of

W ill_k\hl C cnergy needed to b\cﬂ‘{ a 228-bit ECC key can boil all the water on earth.

will use Elliptic Curve Crypto Utility for Reliable Encryption (SECCURE)

\'(C

on 0.5 (SECCURE Elliptic Curve Crypto Utility for Reliable Encryption, 2015), a



oolset that offers public key encryption/decryption that is compatible with 1.

'\lml 1

ven A 1TM smart
‘LHL' for the
Jn_ ‘dat that

hevent the



2.7 USING SOFTWARE DEFINED RADIO I\ CURRENT
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IMPLEMENTATIONS
Traditional radio devices are constructed from physical component? are hard to
be modified without a physical intervention, that’'s where SDR com®¥. IEEL defines

yncwdns are software

SPDR as "Radio m which some or all of the physical layex

o harllwal just obtain

® Y-
\' @gi\’cs

hlt\'bxi.csiuw

v ¢
o

'SS

H*EE.T'I”H‘-_.
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Had i
ase Band
rocessing
ANTENNA
\\/ /
/
S
| Network
Encryption —— Routing —— User
GUI

SOFTWARE

'

“qgure 31\’ iwl‘lwm'c Defined Radio Structure.

¥ has been used in many implementations in WSN projects lately, some uses

as an carly design tool for WSN. A paper for Kong (2010) shows that SDR can
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be used as an mitial design phase for WSN inside the car to elimintate wired s

X

'SN nodes to

that have complex data and power cables route inside the car body.

Another paper for Vannucci (2008) presents a new way for buildi
save energy that s used for transmitting. The study proposes a ter radio; the

"While SDR 1s used

transmitter WSN node 1s simplified to a transistor and an gater

as a transcerver to transmit the carrier.

ON1to,

e At10Nn 1

Another study used SDR to create a wireless comn

Ll,lllﬂ'@Tm
;. %&Ea GNU

t Reception

OV LI&éML the short: 12C of low

' ;-,-md to communicate with
a range of WSN platforms us JR has no specific standard or

hardware design constral ¢ implementation 1s done on

the software side (& 110)
2.8 (‘().\'(‘Ll'..\l(,%\ ’

h..n’ d@hsc
b 4

g research pdpl_@o: demonstrate the current challenges facing WSN

\.
0

HL@I points relevant to the thesis and highhghted

In this ¢heg

the corr®

‘ Nd implementation, L'.'hpLth“} N real case scenarios.

investigation shows that the proposed system can overcome these issues by

hiding or taking advantage of each study. to build a multi-layer secure WSN using
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s

commercial FM stations especially in emergency times. Table 2.5 summai 1€

literature review papers.

lable 2.5: terature ECC, FM and SDR papers sumnuu*iz&

— N TV § e T s
Rescarch | Year | echnique Coverage | Advantages D,
[.enstra 2013 LR N/A Comparing the

i

le cl@ needed
%;:a 228-bit

ey can boil all

(jhe water on earth.

1dvantages

, lq C 18 security 1s proven,

lh('lf.:lh 1t 1s still like other

n techniques
@

vuli *r;’wlc (%l timed by
wd :.lllau‘a' ('l 1me
f\lég So KM server

(Q}lsl be kept safe from

time attackers.

Barca

Wide coveragee

-

especially to remote

Aarcas.

RDS main i1ssues 1s low
speed, and RDS techniques
s well known so that

messages can be reverse
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Coverage | Advantages

Disadvanta

VHE/UHFE

GSM/CDMA

70 KM

D KM " An

long range wireless

W’;mgc was for about 1.3

- communication

techniques

—_— e — —

VHF/UHE

Y, de

COVCIA4Y

alternative

solution for common

——

urbang

casy

The ma that’s this 1s

a to point solution

Sight). In addition.

miles only. So 1t needs a

C!iill SgIp.

A Wechnic: Qducumcm

—_—

C Y | l l.l_é'&ck of GSM

. O]

Mes \ﬁ.
(€.d Wm‘}ds_ SLOTNS,
sr@ the document
o ws that there are four
T he

SCrvices 1n

CIMETZEencICs

yint of  farlures.
point of
that

and

main single

fatlure 1s Power
feeds the cell site

cellular base stations.

The second risk 1s the

[lying objects that can hit

the cell towers.

lThe third nisk 1S

Capacity, as cellular sites
has a specific capacity.
The tourth exposure 18
PSTN capacity that can be

casily filled at emergency

CASCS.
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Rescarch | Year Techmque
I — e——
NIST 2009 | ECC
| |
|
|
' ;
|
| |
| I
i
! - _*|' = = = . T
Bos 2014 BOC
|
| \

Cov Crage

I|
- Advantages
|

Disadvantay

N/A

| FCC 1s an a small

secure key that

- symmetric key size

of 256 bits needs an

- RSA and DI

s1ze of 1531

Heeds time

Still n

(O ylemented as

mm. Algorithm

cgh CDSA) 1s used for

user private key. this

1S used to transter the

ownership of a bitcoin

from one owner to

another.

W fmd nu,dq llmn,

v:"he implemented as

alternative solution for
RSA and DH especially

for small applications.

—
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| Year

| 2009 |
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T .
I'echnique

Coverage |

Advantages

Disadvantag

SDR

-

In Lab

|
|
|
|
|

&

Used USRP  with
GNURadio Lo
overcome the

shortage  of
throughput

coverage. I'he

com RIHL'Z]
of

ra

beca L\;s hu‘g \.{k
9 ch? fic

has ™

ard ﬁl'd\\'arc

cslglohslrains. as
& ‘

@ucsl part of the

implementation  are
done on the software
side (GNURadio)

while USRP used for

communication

No  spgtil
thou because
red s SDR must be

I\Bused in a secure lab

not overlap with oth

f1 q'tcnci 8

standard.

of

1o

cr
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Table 2.5 shows a summarization for FM. EFCC and SDR papers that were mcluded |

literature review, the table compares technique used and the coverage for each [CCEN

(1f applicable) and the advantages and disadvantages for each technique.

F'rom the table we can conclude that ECC is an excellent encryption techniquelat can be

_cosmind easy 1o

used to encrypt the WSN symmetric key. While FM 1s a long range, Ic
setup wireless solution that can be used to deliver the encrypted

remote WSN nodes using SDR.




