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2.1 INTRODUCTION 

*I-his chapter vv ill discuss current problems and solutions that are provided for \VSN Lev 

nianaeenient. The chapter will highlight these bulletins: 

" Is I: ncrýpptlon enough for \V%SN key managenicnt? 

" ('uncut wireless methods reaehability issues. 

" IM as a solution for \V'SN cowrage. 

" 'T'echniques used to embed data ww ithui the FM band. 

" Using F('C as a strong. small key size encrv1 tion technique. 

" Using soflwarc defined radio in current \VSN implementations. 

2.2 IS I,; uRYI1TION FNOUGII FOR \V'SN 1: 1': 1 MANAGEMENT? 

I: uer\}ition alone is not enough for Key management in \VSN so it is better to have 

another laver of- security. I_askar (2012) explains hovv implementation and design of 

key nianageineut fir \VSN is hard because of tlic vulnerabilities of \V'SN nodes and its 

resource liniitat ions. 

\V'hilc %hamg (22010) paper discusses the symmetric KMS algoritluns needed for the 

security of \V'SN nodes, though. such implementation vv ill make a heav burden for 

calculating and saving the svmnictric key. in tinie that \V"SN nodes should be as light 

as possible. 

mother paper for KIM (2006). talks about key' management issues for lange 

ýt fireless sensor networks. and hovv a shared secret key I. exchanged to provide the ('IA 
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concept, so that the location ofrenuue nodes are hard to be determined. It also explains 

Ito%v hard it is to use public key cr\Ptography duc to the limitation of \VSN nodes as 

the Fre-implemented secret key is used within them. 

Using FM to embed and (tide the symmetric kev will solve both issues, the pre- 

implemented key needs more energy. and because keys are not pre-implemented they 

%N ill be protected from reverse engineering that can extract keys from \VSN nodes. 

\V'hile symntetric key venerated by \VSN nodes needs more memory and processing 

power. 

2.3 CURRENT WIRELESS METIIOUS COVERAGE ISSUES 

A research l. 'r (Kang. 2008) discussing the lack of available wireless solutions to reach 

\V'SN's in remote areas. reveals that without a stable wireless connection between 

remote areas the data may he lost or intermittent. ncc research mentions satellite 

conununication as an example o1long range wireless solution, and how rain, loo and 

snow can affect it and have a non-negligible impact upon the connection. 

: Another research Chasmai (2011) discusses the implementing AVSN in the Indian 

I iimalavas. It observes that modern theoretical solutions 1'()i- \VSN connectivity are hard 

to he applied in real case scenarios. especially in snowy weather. Hence. another 

solution is needed. 

A research for Sayin (2013) tries to promote using the 144 Mliz band (V111: ) and 

the 434 MHz band (0111) li-eyuencies instead ofcurrent wireless methods for reaching 

the remote AV'SN's. I lovycver, the main issue is that this is a point to point solution (line 

of sight). In addition. the range was 1'()i- about 1.3 miles only. While FM stations 
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bi ide Ist is sprcad all ; u-ound the Counuv and Conuncrcial IA I stations havc a wider 

cov erage. 

2.4 F NI ; :A SOLUTION FOR \\ SN COVERAGE, 

In tills sect ion \\C vv ill discuss \\h\ to choose I'\1 stations to Communicate vv ith remote 

\\ S\ rather than common ways (c. c. GS\ 1. AV'i-Fi) especially ti, r remote \V'SV' where 

it'' too hard to make it nevv vv ireless setup. or in entercerncv cases vv here vv fireless 

scr\ 
fees are dovv 11 and as it solution 161-coverage Issues. 

:A research tier Barca (2013) proposes it system that can use a special RI)S encoder 

within I'\1 stations to send inessaces to groups in cmcr, _, cncv cases as an alternative 

method ol, conununication when reoular communications are unavailable. But RI)S has 

a lo\\ speed and it's not secure enough because RI )S s\ stem is \\ ell I: no\\ n and can be 

reversed engineered. 

:A research lbr ('annpos (2014) shove s that I I': l 1.802.1 I -teased vv ireless multimedia 

sensor net\\ ork has three major problem.: bad pcrlorntance. throughput unläirncss. and 

enerc\ iticl)l, icienc\. In tr\i io to sole these issues, the\ presented a technique called 

\\ i-I i \et\\ork Inlrasiructure extension (\\'il l\) to resole the enero\ cliicienc\ 

problems. 

I he paper proposes it broadcast solution (point -to - nnlltipoint) to control the \\i-Fi 

intcrtaces for the \1\\'S\ to sa\c mel't'. because it \\orkiltp FM adapter needs nnlclt 

less enercv than \\'i-Fi one in its sleep mode. 

: Another research lot ('hen (2012) that relates to fingerprint-based indoor 

localization. Ili`, hli`oIlls the issues related to \\'i-l i. which include lading due to 

operatimo firyuenc\. niultipath and the issue that it's susceptible to human presence. 
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'I lie paper proposes usimg I'M as an alternative solution Ar these issues, as it is "less 

susceptible to human presence. multipath and lhdimg. it exhibits exceptional indoor 

penetration. and according to the experimental study F\I has much less lading over 

time when compared to Wi-Fi signals. In addition. "accuracy increased to 83°o nxore 

when compared to \V'i-Fi solutions. 

A paper for Ahmed (2005) discusses coverage of the hole problem in \VWSN area 

because of the numerous amount 01' \V'SN' nodes. and that some applications need a 

better cov'eray to have a better accuracy relating to tim lt tolerance or redundancy 

Figure 2.1. Hhe paper also shows that hay in"g no holes vv hich tiýgure (right) shows. is 

impossible because ofthe coverage has many limitations when it comes to accuracy. 

QurC 2J: Unit disk sensing model with co erage cap (tell). sensor node will he 

added Or more coverage (right). 

The paper also notes how Mobile Sensor Networks technique is intended to have 

the maximum coverage. Ihough it nerds a lone time tor installation, and how complex 
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the protocol is. and the maximum distance that WSN nodes can he deployed in relation 

to the coverage. 

\1'irclcss solutions need design. time and than-power to have a nevv establishment, 

and they have a lack of' reachahility. On the other hand, commercial FM stations are 

already covering all the country'. I i, em-e 2. And each radio station has a wide coverage 

that can reach more than 40, Figure 2.4 shows a commercial FM stations that can be 

used to send an encrv pied key to remote \t1'SN's. 

A document för Sprint (2005) explains the lack or( SM and CI)MA services in 

times of emergencies (e. g. floods. Morris. snow), the document shows that there are 

four points of failure. The main sing point of failuure is Power that feeds the cell site 

and cellular base stations. 

he second risk exposure is Damage. as the average wind speed around cell towers 

is about lot - 200 KIM 11, while most ofthe damage is accrued because of flying objects 

at that speed. especially- in We storms that can cause severe damage to cell towers. 

I'hc third risk is Capacity, as cellular sites have a specific capacity to handle, and 

can be easily filled in emergency cases, because of heavy usage of' mobile services 

seeking help. and once the capacity is filled. service vw ill be blocked. 

The fourth exposure is the Public Svw itched Telephone NeM ork (PS1'N) capacity, 

the capacity of PS'I'N depends on the call destination that the user wants to reach, that 

capacity vv ill he bottle nicked in emergencies as one PST N switch maybe used to 

control calls in the entire region. Figure 2.2 shows single points of' täilure in case of 

emerTeneies. 
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Figure 2.2: GSM/('DMA single points of fäilure in emergence case (Sprint. 2005). 

III stations have a wide coverage in urban and remote areas that cover indoor and 

outdoor and can provide a private service that has a Iow cost and low power 

consumption hardware that can gain service from commercial III stations that are 

spreading all around the country (Youssef. 2005). 

I: igurc 2.3 shows an example of FM station coverage lbr talk show stations around 

the 1. SA. "Tile figure 2.4 shows an example of"' single station that has a coverage oi40 

miles (-64.37 KM). Commercial FM stations can be used to send the key securely 

with no capacity limitations, no coverage issues, and no setup time and is lice oI change. 
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Figurc 2.3: A cov'crapc map example for radio stations around USA. 

( Radiýý loritor. aýný_ ? O1 4). 

A14mchester J Coveýal; iPe[latn or WIIOM-FM 

ý ._---- -- _-_- __ 
I: ipurc 2.4: an cxampIc I'Or a commrrcial radio channel broadcast range. 

(IZadio-locator. coni, 2014). 
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2.51T: ('IINIQl! h; S USEADTO º? N1131? D DATA \i'1HIIN TltE FNI BAND 

lHtcrc arc tlurcc main t\pcs ol, data conununication protocol sent o\ýer conuncrcial FN1 

radio slalions'. 

2.5.1 RADIO DATA SYSTEM (RDS) 

RI)S is a communication protocol standard used lör embedding small amounts of 

digital information in FM radio broadcasts. The embedded information can he a 

; ration's name. time and even traffic inlormation. RDBS is the American name for 

the RDS. RI)S or RDBS in North America, has a data transfer rate of 1,157.5 bits 

per second on a 57-k1 li subcarrier as shown in Figure 2.5 (RDS Basics. 2015). 

2.5.2 MICROSOFT 1)1RFC'FHAN1) 

Discontinued in 2006. DirectBand was a Microsoft technology product used in 

North America that was a hip, h-rate (12 Kbit/s) standard. DirectBand used 

commercial FM radio stations to deliver traffic and weather information, sports 

scores and more in over 1 00 cities to constantly transmit data to a variety ofdeyices. 

including portable (1PS de ices. wrist watches and home weather stations. The 

NISN SI'O V watch in Figure rccciyes digital data htom FM station and filters it 

depending on user customization as shown in Figure 2.6 (Youssef. 2005). 
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2.5.3 Data Radio Channel (DARC) 

I). ARC is a hiulh-rate. (I6 Khit's) standard is used to encode data in a suhcarrier oovvcr 

radio station hroadcasts. Because of its high speed I)ARC is used for disseminating 

traffic information. In the USA. it was utilized to delis er stock market quotes. In 

Japan and France. I)ARC has been used for traffic information ('forricri. 1). 201 1 ). 

I: W'urc 2.? shows bus terminal displays that reveal the Estimated 'l'ime of'Arrival 
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(Iý I: A) I, 0r the next hus. 'I he bus tcrminal (iishlav in Ilclsinki. Finland uses U. AIZ(' 

to update its Plata. 

Figure 
-'. 

7: Bus tcrnmnal display in I lclsinl: i. Finland. 

Table 2.1: spectrum olan F NI pilot tone svstcm. 

11 1K- Fxpected Observed Data Rate 

(1-15 - M(ýn(1 signal (LA R) Mono signal (1. -R) - 
19 1 st Stereo pilot tolle NCltlllll- lln I St 11: 1CIllolllc - 

'_'3 ý7ý- Stereo sidcbanýl (L R)ý Missin; stereo sideband (1--R) 
'I I1(j SlcrcO celllel' 

_ _-- -ý 

Not hing, on -, 
I1CI 11F11'lllllllic 

_ 

39 5 ý- Stereo sidcband (I -R) Missing sterc(, sideban(l (I -10 - 
] ý57 3rd RDS Center RDS C'enter 1.1875 Kbit/s 

__ 
. 65-lth L67 DirectBand Center Diýital Signal 1? Kbits 

76 14th 
JDnRC' Center 1 Di", it'll Signal 16 Kbiis 

RI)S had a small data rate comparime to 1)irectlRand and DARC, but both 

I)ircctRand and I)ARC' arc property standards. And then we ask to deliver a nevv 

solution so vvc can embed on the 4th harmonic of the FM hand to deliver the NVSNN 

key securely. 

'Iahlc ?.? sho\\s a comharison hct\\cen various týpcs of' communications 

IeChniyucs and tlIc advantah-Ir and disadhanta_! cs 601- each Of' them. 
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I Iahlc ?. ý: co II hariso n bcm ccn currcnt C(lInnlllllicatio ISO lutio ns. 

No. Communication Max Max. Capacity Advantage Disadvantage 
type Speed Coverage 

1 Wi-Fi 

2w 

1.3 limited limited 
Gbps 

Good for day to day use Limited capacity and coverage, 
for small area coverage high cost for long distance range 
especially indoor. and needs time to setup. 

1 65 KM 1000 High speed connection. Point to Point connection that is 

resilience to weather and tower 
Gbps 

capacity. 

Max 

3 GSM 2 70 KM 100 Very good coverage in Faded in remote areas. 

Mbps 

4 3G 

urban areas. 

7.2 70 KM 100 High speed, good Faded in remote areas. 
Mbps coverage in urban areas. 

5 4G/LTE 1 70 KM 100 Very high speed, good Faded in remote areas. 

Gbps coverage in urban areas. 

6 ZigBee 250 50 m limited Low power consumption, Low speed, low coverage. 
Kbps good for near 

communication. 

7 FM 11 107 KM Broadcast Wide coverage with Limited speed. 
Mbps broadcast, no setup 

time, no extra cost, good 
for small 
applications. (Lan, 2010) 

8 SATELLITE 1 6000 KM 4000 Wide coverage, High Too costly, needs heap setup 

Gbps speed time, resilience to weather 

conditions specially snow. 
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2.6 t SING F('(' 
. VS A S'I RONG, SJ\1: V. L KF\ SIZE t: NCill l' 1 ION '1'1: ('IINIQUF. 

I'm s%mnictric Rev encryption. US National Institute Ihr Standards and'1 echnologv 

(NISI) recommends to migrate from public Rev aluorithms to I lliptic Curve 

('rýýýtoeiaphie (FCC). Because most oldie key systems nowadays are using 1024- 

bit parameters. such as Al's and Diflic-Ilellman NISI considered this to he 

sufiielent fir use until 1120 only, after that. systems mist use parameters Huge than 

1024-hit, that means more processing power. The next table compares keys sires 

needed between I)I-. S and AFS with RSA and Difiie-l tellman and elliptic curve that 

are expected to give identical security as shown in fable 2.3. 

Fahle 2.3: N'IST Recommended Key Sizes (NIST. go\. 2OO9). 

1024 

112 

i2s 

192 

2048 

3C'': 

7680 

I5I 

lb: 1 

224 

2 5r, 

3S4 

-, 
M -s add itionally are computationally more productive than the original open 

key fiance orks. RSA and I)iffie-Iiellman. The accompanvine table demonstrates the 

del'ree of 1)1 I proeessime eisus I: ('C` calculation fur each of the key sires recorded in 

Table 2.4. 
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fahlc ' 
. -4: I: clati\c (, c, m4ntat i(, n ('c, sts ofD iCfic- II cllman and I1: llip tic ('ur\'cs 

(NIS'I'. gov. 2009). 

.. 
112 

I ... 

1 c? 

? 5r 

3: 1 

6: 1 

I 01 

32: 1 

:: 1 

l'hat aicans using, P: ('C lor WSN will save a great deal of processing hm\er. 

rncrýýý, and memorv to encrypt and decrypt the kev. 

ICC has multiple usage in rcal IT \rorld i'or kcy exchange in sc\cral interact 

scnices like 13itcoia internet rurrenc\. laliptic Curýc Digital Siýýnature Algorithm 

(I C I)S: A) is used 1'01- user hriv'atc key to transter the ownership Oki hitcoin from one 

ovv ncr to another. l: C'U is also used in Secure Shell (SSH-2). an encrypted network 

protocol used to allo" secure key exchange between remote users and servers (13os. 

2014). 

:A Global Security concept that "As introduced by I. enstra (2013) comparing the 

may; needed to break a crvptography algorithm and check the amount of water that 

cncrgcv vv ill boil. I'hc study shows that breaking a 228-hit RSA can boil a teaspoon of 

vv atcr. vv hilt cnengy needed to break a 228-bit FCC' key can boil all the water on earth. 

We vyill use Elliptic Curve (rvpto Utility liar Reliable Fncrý, ption (SFCCURF) 

wrsion 0.5 (SI: C('URi. I Iliptic Curve C'rvpto Utility Or Reliable FncrvVtion. 20 15), it 
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toolset that offers public key cncrypliondecrvption that is compatible will) python. 

fhou_'h ow method is usinl-' I. C( as a secure encryption. and thouUlh its proven that it 

is impossible to hack the key. ECC is still vulnerable to be timed by an attacker (Time 

: Attack). 

FCC is not the only crvppto system that is vulnerable to time attack. as time attack 

can ailed any tv1)c of crvpto system, from vyebserycr. to KMS scrycr. even ATM smart 

cards (13rumlev. 22005). 
'Dime attack can be done by hayprecise calculations liar the 

cpu input. so the attacker can reverse engineering back to the input time -a threat that 

justifies the need fir a remote KMS service with a key hiden within FM to prevent the 

time attack and to diliver the key safely to the WSN We station. 
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2.7 USING SOFTWARE 1)EFINFl 1) RAI)1O IN C'URREN7' \VSN 

INI IT EN I EN IAI IONS 

Traditional radio devices are constructed from physical components that arc hard to 

he modified without it physical intervention, that's vv here SUR comes. II', I: L defines 

Sf)R as "Radio in which sonic or all of' the physical layer functions are soft are 

dclined". In other words, replacing some of the radio physical components and or 

functions are done using a software instead ofhardware. so the hardware will just obtain 

the ravv QnaI and then SUR system will handle the Qnal process phase. That , gives 

radio design higher flexibility with lower cost. Figure 2.8 shows SUR block design. 

Software Defined Radio 

.,,.. ý 
RF 

,... 

A 

RF/IF 

ANTENNA 

N, 

--l 
Network 

Encryption Routing - User 

GUI 

SOFTWARE 

Figure 2. S: Soitwarc Defined Radio Structure. 

SI)R has been used in many implementations in \V'SN projects lately. some uses 
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SI)R as an early desiu'n tool lbr WSN.. ý paper foar Kong (2010) shows that SDR can 
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he used as an initial desi, 
-, Il phase Ior A\-SN inside the ear to climintaatc vv ired sensors 

that ha\c co II I hIex data and ho\\er cablcs route inside the car bod\. 

; \nothcr paper 1,01' Vannucci (? OOS) prescnts a nc\\f'or buildinýý \VSN nodes to 

sa\e cncrýa\that is used 161- Uallsmittirna. ýIllc study hrý, }ýýýses a I3ack; cattcr radio: the 

transmitter \VSN node is simplified to a transistor and an antenna. \\hile SI)R is used 

as a trallsCel\CI' to transmit the Carrlel-. 

: Another study used SUR to create a "ireless communication monitor using SUR to 

enhance the link qualitý and to vcritk link Lluality estimation in \V'SN's. It used GNU 

Radio and t: SRI' to calculate the Error Vector Magnitude (I-: VM) and Packet Reception 

Rate (PRO tier trasmitting systems (Qin 2OI I). 

A paper 161 I1 (2'(1()1)) used [ISRP with (iNURadio to overcome the shortaýýe of Io 

Ihrou-, hput and covcra-e. Flic researchers have used narrow-hand to cominuuicatc vv ith 

a range ()I '\\"-, N platforms using S1)R. because using S1)R has no specific standard or 

hardvva re desiwn constraints. as the hi, eeest part ofhardvvare implementation is done on 

the sofmare side ((iNURadio) while USRP is used fir communication. 

2.8 CONCLUSION 

In this chapter vcC hayc discussed several points rele"Int to the thesis and highlighted 

the corresponding research papers to demonstrate the current challenges lacing WSN 

design and implementation, especially in real case scenarios. 

I'hc imestteation sho%vs that the proposed system can overcome these issues by 

avoiding or lalkine advantage of each study, to build a multi-laver secure \V'SN using 
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conuucrcial FM1 stations cshecial in cmcrgencv times. fahl' 
21.5 stimmarizcs the 

Iltcrattlrc rc\ icw papers. 

fahle 2.5: literature F('('. FM and Si)R papers summarization. 

Research Year hcclulique Covcraoc Advantages Disadvantages 

I. enstra 2013 FCC N/A Comparing the FCC is security is proven, 

energy needed to though it is still like other 

break a cryptography encryption techniques 

algorithm, and check vulnerable to he timed by 

hovy 111LICII water that and attacker (I isle 

energy will boil. 'l lie Attack). So KM server 

study shows that must be kept safe from 

bi'eakim-, a -)-)S-t)lt 
time attackers. 

RSA can boil a 

teaspoon of' water, 

while energy needed 

to break a 22S-bit 

FCC key can boil all 

the water on earth. 

ßarca 2013 RDS/FM 100 KM Wide coverage RDS main issues is low 

especially to fCllUlle speed, and RDS techniques 

is well known so that 
areas. 

messages can be reverse 

engineered. 
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IZ wnrC h bear fcchniquc (ýýý craýýc dý anta, ýcý Disadkantaucs 

Sarin 2013 \%I IF I, !Ill 2 1; M An alternative The main issue that's this is 

solution for common a point to point solution 

long ranee �ircless (line of si(-'ht). In addition, 

Communication the range was Im about 1.3 

techniques usin' miles only. So it needs a 

vI II: UI ll". special setup. 

Sprint 2005 GSM ('DMA 70 KM Wide urban A Technical document 

comcrage. case explains the lack ofGSM 
setup. secure and CDNIA services 111 

co111I11111liCattoll. tulles of emergencies 

(e. g. floods. storms, 
snow), the document 

Shows that there are four 

point oi' failures. The 
I11a111 single point of 

failure is Power that 
lceds the cell site and 
cellular base stations. 

Hic second risk is the 
Ovine objects that can hit 
the cell towers. 

The third risk is 
Capacity, as cellular sites 
has a specitic capacity 

-Ihe fourth exposure is 

PSTN capacity that Can be 

easily filled at emergency 

cases. 
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Research 'tear Icrhniytic ('o'. eraýýc . 
1dýanta, ýes Disadvantages 

NIS f 2001) 1: CC N/A 1', CC is an a small Still new and needs time 

secure key' that to he Hill) Icillcived as 

"vninietn e key' size alternative solution f(lr 

of 256 bits needs an RSA and DI 1. 

RSA and DIl key 

size of 15360 bit 

while 
iii FCC key 

size is 521. 

Bos 2014 1, VC N/A I: CC has multiple Still new and needs time 

usage in real I'1 world to he implemented as 

I'm key exchange in 

se cral Internet 
RSA and DI I especially 

services like Hitcoin 
for small applications. 

Internet currency. 

Elliptic Curve Digital 

Signature Aluorithnl 

(ECDSA) is used Im 

user private key, this 

is used to transter the 

ownership ofa bitcoin 

from one owner to 

another. 
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Iable 2.5 shoves a sununari/ation Ii, r I-M. and SI)R papers that vv ere included in 

literature rev icww. the table compares technique used and the coverage Gr each technique 

(iIapplicable) and the advantages and disadvantages for each technique. 

From the table vvr can conclude that F('C' is an excellent encryption technique that can be 

used to encrypt the \VSN symmetric key. While FM1 is a long range. lo" cost and ease to 

setup wireless solution that can he used to deliver the encrypted symmetric key, to the 

remote A\ SN nodes usime SI)R. 


