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Appendix A
The Questionnaire
I am conducting this survey for my master’s thesis to measure the users’ aw. r&a:d
trust level on smartphone security threats and security features.

Please read the following questions and answer as honestly and responﬂkas possible.
Please check the option of your choice.
Contact address: tahanihmoma@yahoo.com z
Part A: General background
1- Gender: * X '
Male | | ‘\d
Female| | ¢ \Y'
| O
2- Age * 4 T
18to 22 years | | Z \ ?Y.
23 to 27 years [ ] cqw w\
28 0 32 [ ] \
33and Above [ | c) \1 ,'\k
N,
TS
3- Academic year * \ A(Q
Firstyear | | N
Second year [ ] ‘ : z ( 0
Third year L] \" s ‘Q
Fourth year D&\ Q
4- Academic (%ati 2 :' S
Science D@ Q
N
Literatu% ment’® 4\
<&
5- ave a Smartphone?2.%
gase continue)
ank you for your time) | |
bow many years have you been using Smartphone? *

One [ ] Two [ ] Three [ ] Four
year years years Years
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7- How many Smartphones do you have?

One [ ] Two [ ] Three [ ] Four [ ]

8- What are your Smartphone’s network connection capabilities? Please tick*\.*"l
GPS [ ]

WI-Fi [ A :
Bluetooth [ ]
Mobile network (e.g. 3G, LTE, etc.] | Nz

Not sure D

Part B- Awareness and knowledge about Smartpho ures .\d
@

9- How do you constantly use your Smartphone? Please tic Y_
Browsing the internet | | é J | _\(}
Playing games| | 2 X
Online transaction (e.g. Banking, etc.) [ | Y. \ o~
Checking and reading e-mails [ | %V 0‘

Preparing documents [ ] \

Social networks (e.g. Facebook, Twitter, etc.)%‘ '.\\

Watching video [ | o g}

Gps [ | % : <2~'

sms [ ] \ Q\

Taking pictures || %Y~ L} [ Q

Taking notes DA \v' $ é},

Others: %

10- What is youmSmartphon Mng sé}%‘n?

Android EL): ??; S

Symbian Q— b-)

los 4

WirAphone \c}’

[ ]

S

*
4

tsure| |



85

: >g | 3 — =
No Questions / Statements = g 5 < ® 2 ¢
S| 8 5 = S £
z2|a |2 | |a<
Q11 | I know the feature of my Smartphone's password.
Q12 | I know the availability of SIM PIN code on my Smartphone.
Q13 | I know the existence of Smartphone security software (e.g.
Antivirus, firewall).
Q14 | I know the Smartphone's speak password.
A
Q15 | I know the screen lock on my Smartphone.
Q16 | I know the SIM card lock on my Smartphone. '
.\d
oy
Part C: Awareness and knowledge about Smartpho reats. f (\
o
L] _x 7
) L M
No 88l |7 | ol 3
=) __%‘ (] e 2
Q17 | 1 know the existence of Smartphone malicious software,(€:0yVifus, "‘ <
Trojan horse and Worms). \ 9 C 3<
Q18 | I know what the term Smartphone phishing mea% “NY / C
o
{ 2
- IQ-
Q19 | I use anti-virus software on my Smartpho\ SQ
| N
! S
Q20 | I consider applications in the offi€ial application rep’sitor o e 07’
secure for installation on my Smartphone. P . 40
2 ‘&‘ ~(_1
Q21 | I store the personal data or& tphong. %
- /{Q
Q22

My Smartphone was ﬁm




Part D: Users’ Willingness on smartphone security features.

Part E: Users’ willingness on smartph

Q27 | I am willing to use Smartphone's password on my Smartphone.
Q28 | I am willing to use antivirus and firewall on my Smartphone.
Q29 | I am willing to use the SIM PIN code on my Smartphone. %
Q30 | I am willing to use SIM card lock on my smartphone.
Q31 | 1 am willing to use the screen lock on my Smartphone. '
Nd
Q32 | 1 am willing to use file encryption on my Smartphone. s ' C}
J N
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N

Strongly
agree

Q33 | I am considering the awareness campaigns are nt f"
smartphone users.

Q34 | | amready to attend an awareness canipai
smartphone. (

Q35 | | am ready to use the new security featdres avai
smartphone. \ l

Q36 | | am eager to improve
and how to protect m

Q37 | My willingness t

N

S

technological ties. " Y'
hank you for your@é’and your participation
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Appendix B
Study Analysis
Table A: Security awareness on smartphone features frequencies Y.
Frequencies and Valid Percent \\Lv)
Strongly Disagree Neutral Agree Strongly
disagree agree

Q11 | 16 | 54% | 12 4% 85 |28.3% | 121 40.% 66 | 22%
40"

A
Q12 6 2% 24 8% 92 |30.7% 56 | 18.7%

Q13 8 2.7% | 12 4% 80 |26.7%

3. 7{ 69 23%

Q14 | 11 | 3.7% | 46 |15.3% | 109

fW4 11.3%
[~

Q15 7 2.3% 5 1.7% | 59 11 37%

Q16 | 13 | 43% | 27 9% 79

11} 0 %D 23.3%

Table B: Security awareness on smar.i;one @requg‘\ﬁ"

Frequencieﬁps I|d rce
N A

Strongly Disagree Neutral Agree Strongly
disagree agree

Q17 6 2% 41.7% | 55 |18.3%

Q18 | 23 | 7.7% 21.3% | 24 8%

Q19 | 15 5% 20.7% | 71 | 23.7%

Q20 | 10 | 3% 11.7% ? 31% | 121 [403% | 41 |13.7%

Q| 22 |7 59 |1. 86%‘-28.7% 106 |35.3% | 27 9%
L
1

Q22 | 33 {K 86~12817% 0% 36.3% | 61 |203% 11 | 3.4%

) o A ¢
Q23 | 7 % I 13 4!'3%('}’89 29.7% | 116 |38.7% | 75 | 25%

Q24 6 W 5.3% .Bj', 117% | 100 [333% | 95 [31L.7% | 54 | 18%

Q 53 | 17.7% 77\1’ 5.7% | 106 |353% | 47 |15.7% | 17 | 5.3%

7 23% | 38 [12.7% | 83 |27.7%| 91 |30.3% | 81 27%
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Table C: Awareness on smartphone threats Cross-tabulation

AThreats * g_;ender Crosstabulation

gender r
male female Total
AThreats  strongly Count 0 1 1
disagree Within Athreats 0.0%| 100.0% 100.0%
within gender 0.0% 0.3% 0.3%
Disagree Count 8 11 19
within Athreats 42.1% 57.9% 100.0%
within gender 2.6% 3.6% 6.2%
Neutral Count 63 94 157
within Athreats 40.1% 59.9% 100.0%
within gender 21.0%| 31.3% 52.3% |
Agree Count 46 66 112
within Athreats 41.1% 58.9% 100.0%
within gender 15.3% 22.0% 37.3%
strongly agree Count 9 2 11
within Athreats 81.9% 18.1% 100.0%
within gender 3.0% 0.3% 0.3%
Total Count 126 174 300
within Athreats 42.0% 58.0% 100.0%
within gender 100.0% 100.0% 100.0%
CROSSTABS (“" Q—*
/TABLES=AThreats Bg!-der %
/FORMAT=AVALUE#TABL { 0
/CELLS=COUNT R MN
/COUNT ROUND CELL., ’ 4 v}"



Table D: Awareness on smartphone features Cross-tabulation

AFeatures * gender Crosstabulation
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gender
male female Total

AFeatures strongly count 0 5 5
disagree Within AFeatures 0.0%| 100.0%| 100.0%

within gender 0.0% 1.6% 1.6%

Disagree count 5 0 5

Within AFeatures 100.0% 0.0% 100.0%

within gender 1.6% 0.0% 1.6%

Neutral count 44 46 90

Within AFeatures 48.9% 51.1% 100.0%

within gender 14.6% 15.4% 30.0%

Agree count 59 99 158

Within AFeatures 37.4% 62.6% 100.0%

within gender 19.7% 33.1% 52.8%

strongly agree  count 18 24 42

Within AFeatures 42.8% 57.2% 100.0%

within gender 6.0% 8.0% 14.0%

Total count 126 174 300
Within AFeatures 42.0% 58.0% 100.0%

within gender 100.0% 100.0% 100.0%

CROSSTABS

/TABLES=AFeatures nde
/FORMAT=AVALUE™TABLES
/CELLS=COUNT MN :

/COUNT ROUND CELL

Q

s



Table E: Awareness on smartphone threats by gender (ANOVA)

ANOVA
AThreats
Sum of Squares df Mean Square F Sig.
Between Groups .186 1 .186 .565 453
Within Groups 97.950 298 .329
Total 98.136 299
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Table F: Awareness on smartphone threatSoy.age (ANOVA)

ANOVA
AThreats
Sum of Squares df Mean Square F Sig.
Between Groups 3.057 3 1.019 3.173 .025
Within Groups 95.079 296 321
Total 98.136 299

Table G: Awareness on smartphone threatsy educational’level (ANOVA)

ANOVA
AThreats
Sum of Squares | Df Mean Square F Sig.
Between Groups 1.100 3 .367 1.119 342
Within Groups 97.036 296 .328
Total 98.136 299

Table H: Awareness oh smartphéne threats by academic specialization (ANOVA)

ANOVA
AThreats
Sum of Squares df Mean Square F Sig.
Between Groups .063 1 .063 .190 .663
Within Groups 98.073 298 .329
Total 98.136 299
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Table I: Awareness on smartphone threats by smartphone experience (ANOVA)

ANOVA i
AThreats \

Sum of Squares df Mean Square F Sig. .
Between Groups 4.818 4 1.204 3.807 .005
Within Groups 93.318 295 .316
Total 98.136 299

Table J: Person Correlation between Students' Awaren
Security Features and Students' Awareness Level on

I gl onfmartphone
e erity Threats
i d

Correlations

X

AF "}
eatures AThreats

Pearson Correlation 1 587" Y‘
Sig. (2-tailed) .000 i:/

N 300 300

**_Correlation is significant at the 0.01 level (2-tailed).

Reliability Statistics

\ Cronbach's

& Alpha N of Items
%\ ;.762 - 25
QS )¢

% ’ <

ablg L: @hability for part C
A f_'._\,

Reliability Statistics

\ Cronbach's
0 Alpha N of Items

.748 10
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Appendix C: Research Paper and Certificate

A Study of User Awareness and Willingness toward Smartphone Security

and Privacy Protection Features among Zawia University Stud{R
T.T.A Hamoma, Z.H. Abdullah, S. Ismail %

Faculty of Science and Technology, Universiti Sains Islam Malaysi ),
Bandar Baru Nilai, 71800 Nilai, Negeri Sembilan\,

Malaysia
*corresponding author tahanihmoma@yah OR
Abstract \'4
The spread of smartphones led to produce many challenges for¥the users; teof these
challenges are related to information security and privacy. iggest issues for re are
the losing personal information due to the lack of user wledge about@écutity cisks. In
order to mitigate those issues, modern smartphone has seewrity fgatures jntegrated. This

paper study on user awareness and willingness to ese\eQ1fS
e

one’s_itformation
security features. Based on the pilot study, we found‘ghat the ’ a\@%s level of
Smartphone security features was a high level; wnt was 84%'of the users are aware.
Also, there is no relationship between the gender; and t vel of é@’ awareness and
willingness toward smartphone security and& features. éinally,\conclude the users’
willingness level to use the smartphone security fea i Te on their awareness
level. In order to obtain more accurate S, C nsiv y will be conducted
involving the actual data. In addition, su onsfand r. cqmme@atlons for improving the
awareness and willingness is propose &)
Keywords: information security and pri , ST 4 use@areness and willingness.

<
(

1. Introduction s (QQ.
7, Smartphones can be defined as handheld

The term of "Smartphone"ﬁgtkappea[e
4&3

mobile telephone devi vanc@formation processing functions with
conventional mobile% capabiliti )‘\’ith(a%lérge number of products equipped with
touch screens, S@ es charaCter ticakﬁuoffers users the ability to customize their
handset as the% enabﬁn&j strictea\lnstallation of desired applications in much the
same manner as,PC” The application iIL) artphone has limited function compared to the PC
based editien. Po

third- ications and Smartphone applications, such as Google play and Ovi store [7].
w are a few disadvantages to these Smartphones, one of these disadvantages is the
at

ularity of smart pfb’nes is constantly growing together with a number of

malicious software and often these malware are distributed through electronic store
applications because of the minimum control measures on the content it provides. Even with

the antivirus products, firewalls and security software, it's still difficult to find 100% secure
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network. Sadly, the biggest damage in these cases is the data of Smartphone users. The
greatest danger lies in the inappropriate users’ behavior fed by mixing of personal and
business use. As a result, managers and security professionals must educate their cu

[6]. There are also many concerns about the privacy of personal data and M ion
sensitive data stored on the Smartphones that it must be handled [1]. tﬁ

The concern proportion related to privacy problems is affected by the age of uﬁ& affirmed
by a study about internet use on mobile phones and its effect on privacy. Thwy found out
a relationship between age and privacy; increasing age leads to a lack ivacy concern and
also found out that all users are concerned about their privacy when e the internet but
this concern decreases when users are older [5]. This paper Stw ates 'he effect of the
gender and age on the awareness and willingness to use the matio sWeatures in
smartphones. The major part of the Smartphones users are worriedfabou hz tafréiggﬁnd

an intruder could access to their devices. On the other , the users donthav aﬁy safety

feeling or no advanced knowledge about how to use V&martp@ ongwa&-l't people

Y
2. Methodology ‘
n\l\t$e uéstionn
N,

This research has used the online surveg.@)questio % aire were sent to

students who participate in the pilot s theif e-mail ‘Which taken from the university
database. The questionnaire was des@g line

achieve measuring the level of awa and willi

questionnaire was designed to% he res
The technique of sample which used i \s\;@ rch is@}én-probability sample method. The

questionnaire was distrit&ra do ri to particip hat give an equitable representation of

the population societ Ms study, res]earel%uses a quantitative methodology, there are
some reasons for ¢ smaa quantitati rh':atf@,o ogy:
The quantitative'st provyie angunbias \proach; this unbiased approach uses statistical

operations anxo tandards for validj@gnd reliability for numerical measured [3].
The quan‘g methodology offer?*%?e results using a large number of participants, also
providing @etarls of demographics with research questions [4].

N

e puLéO's'e of the study, in order to
SS o@ sample. Each question in the
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2.1. Data collection and demographics

The population of the study was chosen to be Zawia university students, and the sample size
of pilot-study was 25 students from four faculties in the university. The age
participants is mostly 18- 25, these ages are more receptive to new technologi gt::

major percentage of Smartphone users was in these age groups as shown in the Eﬁ ).

SmMmartphones by asge sroup

s80%
70%%
60%%

S50%6

a40%%

3026

20%%

o - E—
o%%

1z-a7 i8-29 30-a9 so-6a

Source: Pew Internet surveys. pewinternet. orgs [

gg‘ | ¥ '
Figure (1): Smartphone users‘E:a roupd bj \)Y“

Source: Pew internet stirveys \ EY‘

2.2. Data analysis ) «

In this study some statistical analysis op tions w ﬂ -f\,gme out the level of
he p

Smartphone users’ awareness and w 1 s ilot-s ud)(%ested the Valldlty and

reliability to ensure the questions were r [4].
17.0 software. Using the pilot-sur Iat

shown a strong internal con5| show in the tabl

\& Cronbach's
Alpha N of Items

: /I 914 52
:k ' =
Also, this pll%st tested the hypothesgs of this research. There are two hypotheses for

stions of the study. N
H1, - The? s' awareness level of Smartphone security features does not depend on the
aney t

he age group of the users. H1a - The users' awareness level of Smartphone
eatures depends on the gender and the age group of the users.

answerin
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H2, - The users' willingness level to use Smartphone security features does not depend on
their awareness level. H2 - The users' willingness level to use Smartphone security features

depends on their awareness level.

3. Results and Discussion (‘}
3.1. Demographic questions - s

The participants were asked about their gender, age and field of studies. ercentage of
60% of the
participants. The main body of the participants was studying in Engllsh age by 52% of

E% of the study in

tud was also

males was 40% of the participants, whilst the percentage of fema es

the participants, followed by 32% study in Computer Scie

Mathematics and 4% of the participants study in Arabic
queried about the Smartphone usage; the result showed that the soeial n t

commonly used by the users, where the percentage of use ng the use w}s
erc

other the hand, preparing the documents was less used by t sers et age was

4% of the users. The Android operating system was th ost ¢ u e users in

this study, the percent of the Android usage was We us

3.2. Users’ awareness of Smartphone secur % O<<

In this part of the analysis was studied the 1 tlon ip ge-and the level of users’

awareness of Smartphone features. The t th% r:irr ion showed there is not

a significant correlation between ge age and_the veél o{?ﬂareness The significant

correlation between gender, age a eness ere 32) and (0. 923). From the
a’ the Vq:l ers’ awareness of Smartphone

result of data analysis, this s wed th
security features is a high level, h%m of-ﬁsé@ awareness was 84% of the users.

% o0 users.

Whilst the percent of use@na@ I@J
&
X, O

A\ -
;\ Figure (2): User awareness

User awareness
W users aware o M users unaware
(o]

84%
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3.3. Willingness of users to use the Smartphones security features.
By using Chi-Square test for known if the users' willingness level to use Smartphone security

features depends on their awareness level or not. The result showed that the value of t

Square was 55.223 and the lowest value of significance was 0.003 as shown in t

this value is less than value of a; therefore reject the null hypothesis H2,. Thusyconclude the

s

awareness level and the willingness level is dependent.
Table (2): Chi-Square Tests

N

D

Chi-Square Tests

Asymp. Sig. (2- '

Value df sided) \d
o

Pearson Chi-Square 55.223% 30 .003 3
/

N of Valid Cases 25

This paper has reported the results of data an

4. Conclusions \/
%x om &questionnaire by
sin SPSS in order to

a (s.lidates the hypothesis.

using the online survey. The guantitative analysiSwas perfor
obtain the findings. Also to answering t %arch gb:%
The results indicate the high level of  awaren of St@phone security features;

the percent was 84% of the users aN e. A ts inq\;%a'te there is no relationship
N

between the gender, age and t lewfuser awadreness illingness. Finally, conclude
[
the users’ willingness level t e sm?’[ ho fezlgg features is dependent on their

awareness level.



97

5. References and Acknowledgments
1- Anon. (2012). A survey of IT professionals: The impact of mobile devices on

information security. Dimensional Research, http: // www. checkpoint. Com.

2- Androulidakis, I.& D. Papapetros. 2008. “Survey Findings towards Awarenes m ile
phone’ Security Issues”. Recent Advances in data Networks, C;@tions,
Computers, Proceedings of 7th WSEAS International conference on datawnetworks,

Communications, Computers (DNCOCO’08). pp. 130-135.

3- Creswell, J. W. (2003). Research design. Thousand Oaks, CA: Sage. \,
ducting and evaluating

iver, N :l/lerri Prentice
Hall. Retrieved from https://ecampus.phoenix.edu/Content/e Li ariyz.\a .
4
5- Fife, E. & Orjuela. 2012. “The Privacy Calclus: M@ps and U Pe¢ce§cd?)ns of
Privacy and Security”. International Journal 'neer.jn\ ifcss Mgggement.
Vol.4. pp. g

6- Landman, M. 2010. “Managing smartpl%arity ris
Curriculum Development Conference. A&M. pp. 1 \%1

7- Mylonas, A., A. Kastania & D. Gr% 12 &Del te th@aﬂphone user? Security
awareness in smartphone platform\ puter rity.&w 34. pp. 74-66.

'S
Ay \:’ bj‘_&o

4- Creswell, J. W. (2008). Educational research: planning,
quantitative and qualitative research (3rd Ed.). Upper Sa




C
KSM
® loRoRoRoR o
‘ S‘ g UNIVERSITI SAINS ISLAM MALAYSIA

€ Bt
el S
o ——

POSTGRADUATE SOCIETY IR ANCE
Faculty of Science and Technology ISLAMIC SCIENCE UNIVERSTTY OF MALATSIA

Certificate of Participation

Presented to

TAHANI T. AHMED HAMOMA
(ORAL PRESENTER)

in the

“Postgraduate Colloquium 2014 FST”
on
21* of October 2014
at
Faculty of Science and Technology
Universiti Sains Islam Malaysia

= ¥ ] ——

Faculty of Science and Technology

Prof. l}g

Bachok M.Taib
Dean

98






