CHAPTER 11

3.1: Introduction

RESEARCH METHODOLOGY 3 )

This chapter shows the steps taken to collect the atmis research study.

Also, it shows the reasons for choosing the quantitative metho Ldop d and its
suitability for this research study. This chapter ¢mentions the s p,e 'scigz'the
demography of the participants, and the reliability is sur\?)j Y:\
o VP’
The population of the study was chesen 0 be %awi nive@students, and

the sample size was 300 students N%o depart (s@‘ée and literature

departments) at the university.ﬁﬁ) struﬁq‘es QQ'Q‘}ire was clear and
\

%! -y Qfamique for choosing the

understandable to all students a University.«Th

ple ﬂ%\hod. The questionnaire was

sample in this research is ﬁrobl
distributed randomly t%:ants ? rde t‘g 'glvbn equitable representation of the
&
population of the%lso@x factgl-nat could bias the test results. Figure
1 presents the shps\ta nb ixrche(‘_tje%onduct this research study.
¢
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Research Method ———> Quantitative

Research Instrument ——> Questionaire

NS
Research Variables b
VRN >~

Independents

- Gender Dependents

- Age - Awareness level on smartphone

- Educational Level security threats and features

- Academic Specialization N C}v
- Smartphone Experience

Data Analysis
- Descriptive analysis
- Reliability analysis
- Pearson Correlation

- ANOVA analysis

A&

Research finding

el
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Limitations and future work
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N
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Figure 1: Methodology and variables of the study
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3.2: Research Method

A cognitive activity is used to clarify some of the difficultieYﬂm
arch

understanding the challenges for smartphone users. There are seve@

methodology approaches, for example, qualitative approach, quanti approach
and mixed method approach. The qualitative approach is used to understanding basic
reasons, motives, and views. It offers a comprehensive view to the problem and helps
to innovate ideas and assumptions. Also, the qualitative &.p

rrcess is used to

investigate and understand the meaning individuals or S att 'bw social or

@

human problem, and cultural and political contexts which the cg’r (_@Well,
2013). The researcher used quantifiable data to e facts’ dete@&terns in
T

the area of research. The methods used to cellec itativesdata a@ere organized

than the methods used to collect qual%aita. There diﬁ@ types to collect

quantitative data through different f(rpjof surve\mcxa 'Bﬂe surveys and online

N
surveys. In this research tha% sorrﬁ reasons fe@‘.oosing a quantitative
methodology, they are as fq%vsi

S
N
1) The quantitative study provide$ b!'@ approach; this unbiased approach
uses statist@ati nl and Jsome @dards for validity and reliability for

N
numerical m red agcor }io (c&dbvell,2003).
qg? &
2) T% titatiyf dol offers the results using a large number of
L 9

.pA’cipants, also provi@*’details of demographics with research questions

%\reswell, 2008).
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3) The quantitative methodology is a proper measure of quantitative research due to

knowing the independent and dependent variables in the research study :

2006). @

This chapter discusses the research method and specifies t?wotheses, all
hypotheses are about the awareness on smartphone security throw features. The

independent variables focus on the general background of t?@!pondents such as

gender, age, educational level, academic specializati ar@?(perience.

The dependent variable is related to the level of awareness on)smargphoné {ﬁ]’fity
t.)

threats and features. '\

s b 3
o oot NN
3.3: Population and Sampling %\, 0\ «é
g

The researcher used a random sample. <The r, ling was selected

because all the members of a p cmy %\?%wu I angslndependent chance of
« %
being selected. It increases K nce th test gﬁuts are successful; also it

N
reduces factors that could bi test result
X ij' S
udy i

4 $ &
The popula w‘ the f \I'e\s y é 00 Zawia University students. The

study sample is4300 Studen 'he rts-jzfcher conducted a pilot-study randomly
¢
on 25 stude &))estt inte I{or‘e; ncy of the gquestionnaire. The students are
NN
between

distribu rtments, science and literature. The science department

has majors (Mathemaikés}’?l:hysics and Computer Science). The literature

\hent has two majors (Arabic Language and English Language). The sample

@ chosen from Zawia University students who use smartphones; they were selected
0

r four different reasons:
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1) Study population consists of people with different ages from 18 to 33 years old,
this age group has the highest percentage of smartphone users as show
Figure 2. Also the PEW Research in 2011 reported that college- aged@s are

among the largest group of smartphone users.

2) These ages are more receptive to new technologies. T al ; benefit more
from Smartphones than older people who use sm tp@mosﬂy for phone

calls. '

3) The college campuses are open to the public ead torhig ytierg@y and

this is a good reason for choosing the stu a aren earr{‘g~

4) This population comprises dlfferer@/ dto sgecmc city. So
that, it can be said the populatl(m i r&@entatlve of Libyan

citizens. S) & Q(:}

Smartphones by age group

80%
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66%
60%
50%
40% —
30% T—23%
20% 1
3

0%

12-17 18-29 30-49 50-64 65+
Teen data: July 2011 Adult data: Feb 2012

Source: Pew Internet surveys. pewinternet.org

y'
0 Figure 2: Smartphone users by age group (2012)

Source: Pew internet surveys (http://susannahfox.com)
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3.4: Data Collection

The questionnaire was designed in line with the purpose of the stuNZder

to achieve measuring the level of awareness smartphone security %of the

sample. Each question in the questionnaire was designed to an the research
questions. The questionnaire was adapted from survey instru tsﬁjvas used by
(Mylonas, Kastania and Gritzalis, 2013). The questionnaire Wﬁﬁwended and some

items were substituted in order to fit this research. .Ld

The design of the questionnaire includes al

™ 9
he primar or’ce&@ this
se% S a@atures in
Iﬁstu The o@suonnalre was

designed to be a clear and in a suitab rmain a way cou@‘é answered easily

research, such as the users' awareness on Sma
order to collect the information related to

by all participants. Fisher (2007) mende \deg '\huestlonnalre as short
and as clear as possible, so par an eﬁsny rst hat the questionnaire is

about. The questionnaire is |de mtT major pati,~ amely

( : l
The first part is a geperal h@ d fo <pg.rt|C|pants (Gender, Age, Academic

year, Academic s t|o®r of phidhes used by the participant, Duration of
O

Smartphone u@ |
'
(J

N
seéond part._i tud rea and a questionnaire consisting of 33 items

Y’
dlstm in two key areas. c.}’

The first area: Awareness and knowledge about Smartphone security features.

Q This area consists of nine questions.
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= The second area: Awareness and knowledge about Smartphone threats and

attacks. This area consists of ten questions. Yv

The researcher has adopted a Likert scale to measure the responses of tﬁ paE}ipants

as shown in Table 3. T
Table 3: Grades on Likert scale V

Response Strongly Disagree Neutral gree

[
Disagree é 2 ! Agr’e%-_\

Grade 1 2 VY!_:¥ ‘\?
QA

The design of the questionnaire iS¥to t%& ir& ation needed into

groups of specific questions. @d* %\vr ationwrelated to the security

f o

q
awareness on smartphone thr& eatures,is also WA ated into simple questions

. Y. Ny .
to get the participants’ ﬁrsp 1ves on the re%a ChS&mes as shown in the Table 4.

s
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Table 4: Purpose of the questionnaire

Concept

Question

The purpose of the questions

Filter question

Do you have a Smartphone?

This question i;_%t(
know if the participant

Distribution of
participants

Literature Department

should go thr e survey
or not. \,
Th on i§ used to

Science Department

How many year h
been using Smar

\!‘?'

equalidistribution of
t|n |ffer .

\1\.

uestion is used to
if the number of

Sn@hones which the users

%fe an effect on their
areness or not.
N

This question is used to
determine which users are
more vulnerable to attacks
from their connection with
the internet network.

This question is designed to
ascertain how the

systems?

X participants are dealing with
N> their Smartphone.
What typé of your This question is used to
Smartphone operating know which kind of

Smartphone operating
system the participants are
using.
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Smartphone
security features.

| know the feature of my
Smartphones password.

| know the availability of SIM
PIN code on my Smartphone.

| know the existence of
Smartphone security software
(e.g. Antivirus, firewall).

| know the Smartphones speak
password.

I know the screen lock on my
Smartphone.

These questions are USW
determine ho \ e
participants L) the
Smartphone fi& which
available in

Smartphones.?

their

Smartphone
threats and
attacks.

| know the existence of
Smartphone malicious
software (e.g. Virus).

| know what the term

my Smartphone

Smartphone phishin
| use anti-virus &héL‘

tobes
my Smm

persor"al da on c@)

art one.

-

tion anisms (e.g.
File encryption, remote file
deletion)s,

| know the IMEI number.

| am concerned about the
privacy of my personal data.

ese question a’e to
determin how the
pa tlcﬂ) k the

ne F@ats and
tacks é
Xlso Qneasure the

ants' awareness level
artphone threats and
acks
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Willingness of
users’ on
smartphone
security features

| am willing to use
Smartphone's password on my
Smartphone.

I am willing to use antivirus
and firewall on my
Smartphone.

I am willing to use the SIM
PIN code on my Smartphone.

I am willing to use SIM card
lock on my Smartphone.

I am willing to use the screen
lock on my Smartphone.

These questions are u&?ﬂ'
determine if the p N ts

willing  to % the
Smartphone *s curity
features.

Yv
\y

Users’
willingness to
attend awareness
and training
campaigns

| am considering the
awareness campaigns are
important for Smartphone

| am ready to attend an
awareness campaign
security of my Sm

Users.
out :

| am ready to us

to
x@ill' @%s to attend

X
N

7

se q j afe _@ to
deterr?in if the participants
ea impl’b;agw their
ngw\dge (@r’nartphone
SECUFiLy.

Quretheir

awa@'ess and training

c@aigns.




35

3.5: Data Analysis

The statistical analysis is a quantitative research to interpret thewz of

researchers' studies, also it is used for describing new trends according to aeswell
(2008). The researcher created a coding system to facilitate data mpu%ihe analysis
operations as suggested by Soter et al (2008). The researc umbers to

facilitate the process of data entry into a statistical analysi Wm (SPSS). Also,

these numbers refer to the responses of participants
\d.

The data analysis helps transform the data red during,the tes_éq}h for
useful information. The analysis is very imp m th ipning .bsgause it is
used for observations toward sources m Q@Ed?essmg the
questions of the research, accordmg@n and Str (19@ Data analysis is
very important stage in any scient search %fo ‘%n obtained from the
data analysis helps to supportéemsﬁn pr eese%{e\me (2007) defines data
analysis as “a body of me ds at ﬁ);@ts detect patterns, develop
explanations and test s” T

ﬁ‘r)’ d@lptlon of the analysis is shown
below: | %C}Q
<<a

1) In this stlem(M n) was ?&ul 0 describe the level of Smartphone users’

awarer@smart one'segurit
&) !

eats and features.

b
2)5& operations were pr@éd to come out with the frequencies and percent of

Qvesuts.
S

"”@

) The reliability analysis was used to validate the study based on coefficient alpha

level of 0. 7 (Cronbach'’s, 1951).
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4) The correlation was used to come out with the significant relationships between

the variables. Yv
3.6: Pilot Test Q

This pilot test was tested using 25 samples among 'bNuartphone users
and focused on updating the survey in order to suit real da | tior] of respondents’

answers. The pilot study was used to improve the ity and efficiency of the
L ]

questionnaire. Also, it detected the shortcoming in

design/ of ciJe&ﬁ&maire
e % as @aucted to

nw\an | helpe@;zi.mprove the
choice of structures, also to select the @ording co@&.
A
it w,

Reliability was tested usiECrabaa pha, @‘%greater than 0.8 for the
instrument, also it provided a\ a il

)
te%‘ieliaﬁé}—for the test and validated
N
the hypotheses. FinaIE, Wiablt? \ s@d that the hypotheses were

which was treated before conducting the real

ensure the reliability and validity of the sur,

(1]

acceptable.

3.7: Consolida & Q N
KNI O
(q ¥ 3 S
This sectiQws the Ero}s f @ﬁcting this study and the instruments used to

’
obtaindthe ome for €ach {asl@)rder to achieve the objectives of this study. The
& <
pr&o this study is as sm‘nmarized in Table 5. First, One task was used in

ing the first objective. Mean was used to measure the average of the responses

Othe participants and come out with the students awareness level. Second task the

Correlation Analysis and ANOVA were used to come out with the relationship
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between the factors and security awareness level and validate the research hypotheses.

Third task the correlation analysis was used to measure the relationship betw:

Also, it let us know which factor effect user awareness level.

identified factors and security awareness level on smartphone threats @Jres.

Table 5: Tasks and Outcomes of s z

<
|

A

Obijectives

Task

Outcome

reats and security features.

Assessing user awareness level of Smartphone security

Questionnaire

1-

s

S

A

h

N

Yv
BN

(—)
Swtegy u,@ ’%j

&
S

J

= The feliaBility Statistic
\nf S
r IIus@Fiables

r thé&estionnaire.
T- Elevel of user
Se

areness on
&
&

smartphone security
N

threats.
= The level of user

awareness on

“y,

i o ; ' O smartphone security
N
features.
v u-): 3
S
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smartphone experience) which affect the user awareness level on smartphone

security.

Questionnaire

Strategy Used

1- Reliability Statistics

2- Correlation Analysis

3- ANOVA

R
S
ey

Yv

~

>

NS

= The reliability statistic
for all used variablY'
for the questi@
= The Corre

Analysis t@ determine
rem between

th
ti an(i awareness
evel. .\d
L 2

The AN Ie@v
VGI' e ‘2‘
N Y}'

w\ othes@

5

S

the relationship between the factors and Explore the factors (gender, age, educational level, specialization and
ss level on smartphone security|

stude /

S
threats and s

.
d
N

Q-Clscﬁe reliability statistic
? for all used variables
for the questionnaire.
= The Correlation
Analysis to determine
the relationship
between factors and
awareness level on

smartphone threats and

features.
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3.8: Summary

This chapter displays the methods which were used in this study. Th% rch
utilizes a quantitative approach which involves the use of survey questionnaire for
data collection. The survey questionnaire was used to colle data from

X

smartphone users in Libya which were used to identify the usw ss level on

WWducted using 25
lation a! 2000 students.
A random sample of 300 respondents was chosen te,answer qu st\:)\é du@ons.
This chapter also presents methods of data analy@ this research. ' 'f)

b 4 \,Y'

\

smartphone security threats and features. A pilot stud

samples among Zawia University students. The stud
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