CHAPTER 1

INTRODUCTION

1.1 Motivation Of The Research 3 )

Spam has been intruding our daily life since decades ago. This Tlas become
more mature and even sophisticated in terms of its form in spam dw ation (Natris,

2014) and its unpleasant impact (Alotaibi, Furnell, & Clarke, ZOYkalso corresponds

to the innovation in mobile technology, booming tog \\’11’] the Internet

have been

advancement (Theoharidou, Mylonas, & Gritzalis, 20106) 1

documented due to this threat’s impact loss and ils%“
2018; Roshidi, 2018; Cloudmark, 2013), even gettiggalimst ro
any mechanism of anti-spam solutions.

Mn

Currently, available research focussx% in
spam detection and filtering which lgter furier &
g’liﬂ&@ﬂa) or at the users’

end, the mobile phone (Narayan & ga . The gol@ﬁs have been developed

telecommunication service providers (

and implemented in many forms - nuidance is still kept arising and
even evolved in avoidance to

is not only it is an inconvcn&lce and

problem that gives rise t Stroj ts, su@,c s criminal activities. A survey done
by Kaspersky that is >d fineU ck 17) discovered that in 2016, mobile
threats have gone /ildey glopalpy '&fh includes Short Messaging Services or

known as S g 1s an activity a@ch enables criminals to get access to classified

SMS spam as o we 100@( sp&ad$1c threats. For instance, SMS phishing, also
is

data. Throu technique, cyber criminals use mobile phone to manipulate innocent
users iMgLaMng various actions, which can lead to them being defrauded (Sonowal &

Kupp gy, 2018; Goel & Jain, 2017).




B <9.99% B 10-19.99%

behaviour. The way users’ respondgy
many ways; such as money loss, § asti an
as one of the constant risks 1% alim.]' ec

weakest link (chouh—Bow ' ? N 2014 &sers need to be trained and kept
updated with the latest \&d anghng, «;&jciully when it comes to the matter of

how they are suppos \an le?ar lmh((flcir srivate data technologically. Users
) }‘ & g by

need smart ussislz@rd neg tc ol the danger that they are facing. Unlike in

Q

attacks, u‘npl@c cycle of management that include phases of

the field of ingd
detection, q\ >nt for 1ts polcnlﬂ@sk and response against attack has been maturely
developed 7ar et al., 2017).

vey conducted in 2017 with 500 respondents, certain important factors
concohaisfz SMS spams and mobile users awareness has been identified (Haritha,
Kumar, & Krishnan, 2017). The survey study shows that there are users attracted mostly

by promotional messages and they are aware that they are lack of knowledge about the

)



SMS spam and it’s after effects. Other than that, most of the users are not aware of SMS
spam characteristics, mobile applications for spam filtering and the generating point of
SMS spam messages.

Hence, these days there are a number of works have been started tht\c%mder

human behavior and culture to manage the information risk. For instanc ’.%)

security risks and challenges posed by human behavior. Througlwm session,

attended by information security executives was held in 2011 to exan

surprisingly over 80% feel that the human-related risks are more Mesome than the
X

ioNed @e maturity

e to q}&d in

tion. N d'a‘ ificial

Kg e oC wa.eal—world

problems such as intrusion detection which lugtes R‘lon Y an,Qﬁ It detection

2

technical challenges in securing information (Mong & Tean
Complementing the potential solution for the afor

theory of human defence body system is reasonab

designation and development of the computer sec

Immune Systems (AIS), this has been successful

(Lokesh & Kumaraswamy, 2016; Kumar, ptimizsgad (L. eng & Ruchuan,

ﬂil'ed by one of the

thy Tescath \\@( proposed to design,

2015), and classification (Al-Hassan

prominent theory in AIS, Danger Th¢

R

develop and implement an implicit N nma oestiddto users the potential risk

or impact that could cause thgm w recpivedds am@?) Danger Theory is applied
[
sing et

and enhanced in assess K con i (}1‘1&} orm of numerical value. The
characteristics of antigen Nﬁminq \mlliu L of dendritic cells in the human
body that is compcllin@ins T 'i'md' i possible solution for this problem.
This particular cell is%onl able o'ettci'zanger in the human body, but also had

biologically proy, n%)c al} to ghe su@he severity concentration. By applying this
18

key feature, thé is high cxp(ag}&l'lo be able to distinguish spam and assess the
potential 11 1& cvel that could occ if a spam message is deemed trustworthy by the

| kes sense to use this biological metaphor to deal with the problem of

ther study to identify reliable characteristics and how it can be applied in
ssessment task is executed.
In a nutshell, this study is necessary to make an informed decision by identifying

and deciphering the severity level of the text spam message to provide an appropriate

3



approach or a wise response that the user needs to take against the received spam
message. Explicit information about the possible risk in a text message would assist
users in taking wise action against spam such as delete, escalate the message to an

authoritative body or just simply ignore it. The right action might keep the x@iy
1

from the risk that could be highly severe to them because every choice of‘% as its

consequence. *

1.2 Problem Statement

There has been a lot of research executed to tackle tl ;len‘ of spam in the
email system. But, unfortunately, this threat is now seriSggly OMQ zgigther
mediums besides email such as SMS, web page and sSR! medfa. [0.‘\0}01‘ the

research now becomes wider and extended to geget¥nt fogndt g ling~with the
technology update. In finding a research gap Qarti§plar issug Nr number of
ave jb]

constraints have been identified. Firstly, the %1
able to classify the messages, which are t mmiwptl

eseaggh'is mostly only
)igler they are spam
Qﬁ. 2013; Parimala &
1g or categorizing spam
@14; Tziortzis, 2013). But,

o~
! )sa'messagcs with the appropriate
"ci?@s in identifying the potential risk

or valid message (Trivedi & Dey, QL0 JAl- T

%

Nallaswamy, 2012). Some research
messages (Mosquera, Aouad, G
previous studies have not dea
tag of risk level, in order to
- side of information security, the

' level of threats is already conducted

(¢]

1 mﬂ;ing,
ﬂ@xghl occur (Adewole, Anuar, & Kamsin, 2016).

> next move, as in how to respond against it

agd mhlyar \%‘fbrcak. Knowing the risk concentration in
&

found that objectively assess the risk or hazardous level in detected text spam messages
with an employment of Danger Theory (M.EI-Alfy & Alhasan, 2016). With the
4



capability of Danger Theory in detecting danger and assess the dangerousness of
antigen in human body has inspired this study to apply the theory in spam risk
assessment (P. Zhang & Tan, 2014). With an assumption that SMS message is the
antigen, the concept of Danger Theory is applied in measuring the potential xw
SMS message may have. %\
Making the spam impact worse, the issue of awareness lacking n&g users of
the risk of spam that may occur is one of the most vulnerable and c issues that
lead to numerous cases of fraud, scam and financial loss. The Iun& respond to
‘qus hages, especially

& z‘manox 2014).

l'th a vanw

the received spam is very risky and has high potential to

without their knowledge (Haritha et al., 2017; Yeboah-Bod¢

-

These factors have been marked as an interesting problen
research. Many research has been executed with igtchierate find] ’lh uman
factors are the most vulnerable element in bCLU]lll"?’ ¢ hnoldby d OyQ, l

There are numerous study found for SMw fil ssain, 2017,

Choudhary & Jain, 2017; Abdulhamid e

ty lhasan, 2016;

Sulaiman & Jali, 2015; Mosquera et al., 13& ot spam and ham

Xn zé%mng the risk of SMS

(valid) messages. However, there are nc

spam messages. A study done by K arido %O&&shared a risk that may
occurred for many type of threats ‘Tmal whia %}is study is more focus for
threat assessment. Other the autl n /}c'e e, Anuar. & Kamsin (2016)

suggested a framework t logging comments into six (6)

different levels; extremg

)

¢ mipnomial NB and kNN consist of spam
&

identification and Q’!scsm ent \% ;

this study did not provide proposal for

e

I
SMS messages casurement. ’ X

o
Ther tool that is aulo\&? -d in identifying the risk level of spam messages

beded in order to assist spam recipients in making a decision. By
conside e risk level assessed by this tool, recipients may act rationally whether to
ignore, Wefete or even escalate these spam to an authority body for further action.

This research is focusing on the designation, development and implementation

of an implicit decision maker for users to be well aware of the hidden dangers that lie
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within a spam message. An understanding of the characteristics and implying what is
the spam content all about is important in helping research communities to find a way

to avoid or at least to minimize the tremendous effect brought by spam messages.

w

1.3 Research Questions

i.  How text spam messages can be assessed for its

ii.  What is the possible mechanism to apply Dang ‘)w
of text spam messages? | _{:}

identified as a reliable solution?

iii.  How can the proposed risk asscssmiiu vdel Jor! teyl spaygr messages

1.4 Research Objectives

in the problem statement:

i. to study and evaluat
idcnliﬁcali(@s
ii. to proposw eve )
. .‘
risk leyeMusphe ag ingeH (J
1 X

SN me]h dodb:

ate the accurac@]c proposed model with the aim of more than

w&; accuracy rate.



1.5 Scope Of Research Works

This research is fully intended to focus on the following activities to facilitate

the accomplishment of the research objectives:
i. to study the principle of Danger Theory introduced in Aniﬁc'ﬂzmne

System (AIS) for the design of the model; %

ii. to identify and formulate the link of Danger Theory to bg impI®mnented as
a medium in threat and risk detection in text spam messagey

iii. to incorporate text mining and risk assessment techigue ¥r determination
of spam risk level; %

iv. to deploy a reliable data set (in English 4gage) JfoRlh rpose of

simulation in the developed model;

v. to test the proposed model with the SMS at;ind

the @posed and

m nf8gsages.

vi. to design, develop and evaluate th

As aforementioned, the main ob €o
Theory abstraction as an alternative t%rlie as a Pk nent medium for spam
text messages. In addition to that, mm ifi 'eigkah cheme is believed to be
a reliable method for the delc' alm thefinpyt gy has also contributed to this
work specifically and in the field lex%' < 56@“)’- As a result, the implemented
immune classifier of the @ 18 1(1»1' rianl‘% been meticulously abstracted and

developed. The findi Mm 9e$ic ;xl@enls in Chapter 3 and 5 are able to

strengthen the clai@ sultgof gvi¥encd

\
X
1.6 Fran\ k Of Research l@fodology

oSl implementing the algorithm of the Danger Theory in this work, an

2

integrat™oT text mining for the derivation of a weight value intended as input signals
seems Wn added value to the model of spam risk assessment. The concept of text
mining that has been utilized is incorporated into the risk assessment process via the

calculation of danger concentration.



Prior to having these outcomes produced and constructed to align with the
research objectives, there are a few phases of tasks that need to be implemented. A plan
on how to execute the research is critically required. The plan is commonly knQwn as a
methodological framework that consists of many phases of research. This %zially

VO

assists and guides the whole journey of research. This methodological !1%

depicted in the Figure 1.2.

rk is

The applied methodological framework is coinciding with the pRcess proposed
in Atila & Jones (2014). With reference to Imenda (WNnelhodological

considerations refer to the research design and the proce

0 '1ddli°ssing a given

research problem including the approach to the literat iew, Qe ngghre of the

collected data, analysed and interpreted. " \Y'
| .S



~

N

Identify

potential
research
work

\

e Focusing in information security discipline

e Do background research by reading previous works and analysing the
suggestion of potential future works

e Learn existing solutions to similar problems

e Considering all the related issues such as significance of the study an§gthe
availability of the dataset \

Define
problem

e b

e

e Narrowing the identified problem as a potential research w

e Refine the gap of research
e Construct potential research works
e Discover problem statement, research questions and SjectpVes, and research

scope of work »,

Literature
review

Recognize
possible

of solution

the
developed
solution

- cate
results

mechanism

Implement

Ko Do background study via referring to preyious “'orks f other \

K standard, text classification

ﬁ-Design and develop yfe conceptu \d{Tf{

the req tS are regecte
i 7

le ag
%ccu ¢ fes
dent®y g

researchers in similar field (spam classifica
assessment, risk ranking) and identify t
findings
e Specify design requirements of the
characteristics of the proposed solgg
e Identify and study the application (
Danger Theory of Artificial I

e osed solution \
(some calculation using
e pot solution from various

hema&‘lsk scale values, weight of

f dat -ha

0 .

e Run testing on smz
RapidMiner)
e The executed tgst ™
aspects of reliablCegrm el

signal trans wn, thE effe pre- essing of text, Danger Theory
variantynd theffect offantigfn myltyly ation. Solutions that do not meet

s 5
Ja

N >4 \
d pro@ as required, according to the finding in

S !/). Q,ning and develop the prototype using high-
autor@ayed process
s with large size of dataset

e Based on results
changes and rc\%’cute the test.

e Measure the performance of the solution

e Compare with other solution such as non-immune classifier /

e Paper publication regarding to research works (journals and proceedings)
e Documenting all the research works and solution in a thesis

Figure 1.2: Methodological Framework
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Table 1.1: Interrelationship Between Research Questions, Objectives, And Outcomes

Research
Questions

Research
Objectives

Methods and Activities

Deliverables

How text spam
messages can
be assessed for
its risk value?

to study and
evaluate the
Danger Theory
of AIS for
application in
risk
identification
and assessment
on text spam
messages

Do a literature review about the
concept and theory of BIS and
AIS especially the Danger
Theory by reading journal
papers, articles, books and
related website.

1. Appropriate behaviour of
dendritic cells is idengfied and
applied in spam risk a

2. The basic simula spam
differentiation | hended.
3. The underlyind¢heog from

biological a$
with the p
risk of span

Wys mapped
in assessing the

What is the
possible
mechanism to
apply Danger
Theory in risk
assessment of
text spam
messages”?

to propose and

develop a model

that is related to
the assessment
of spam risk
level using an
integration of
the Danger
Theory, text
mining, and risk
assessment
methodology

1. Do a literature review about
the theory and concept of
text mining.
Explore the method of
previous research in a work
of related to text mining.
3. Identify the
interrelationship betwe
the methods of text mini
and input signals dég

that is required 1 >
Theory. \

. h\

[§9]

tor for text spam
is gnhanced with the
ti

h §f suitgble text
g Wnd added
star ofris
X

of t!xr-}w'ning in
'mi0n$1L the context
vious research

How can the
proposed risk
assessment
model for text
spam messages
identified as a
reliable
solution?

to evaluate the

accuracy of the
proposed model
with the aim of
more than 90%
accuracy rate

| in ter

1. Executea %of N ‘ )
simulatio t [hﬁ 1. @gimulatiOn is conducted to
i ‘ms
X I

rify the proposed model via
A mplementation of a prototype.
S\ The high accuracy of risk
N classification according to three
" (3) distinct levels and the low
number of false positive make
the proposed model is a reliable
solution.
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1.7 Thesis Outline

Chapter 2 elaborates insight of the literature that has been applied in this

research. This chapter is divided into two (2) main sections that cover on the continuous

issue of spam and how humans behave in reacting against it, as the initial cmﬁ?i Ne

employed mechanism of Artificial Immune System or AIS that 1s inlegrat% the

data mining methodology has been further studied as the subsequent wn in this
chapter. This section articulates how the AIS can be modelled ir gning the
conceptual framework of the spam risk assessment, which is basicawnslructcd and

guided by the understanding of the applied theoretical framey l\v ;

r Tl":onc tof risk

management has been identified to be integrated with the g 3 , Which
N
is inspired by the human cell in protecting and defen lld@emlal

danger that possibly could cause damage. The consoN 1> 1e1@blishcd

lcs@th a small-

d experiments

in a form of conceptual model. The proposed mo
size of dataset to identify its reliability. A sofy %'
are simulated to demonstrate the proposge solufior ‘h\a? nJ3Q that, the required

parameters are recognized during this teSheg<rigy e prghc me)de\'elopmem.

diagram. Parameters for the al3

3 are applied in this pmmw'eloqn
A series of CXI& 1S ™
. ¢
prototype. The testing %l laged se

Chapter 5 using the developed
'zfd&jﬂorder to identify the best specification

Lsitiys are also conducted. The results are then

for the parmnclcr‘%’cd}l thefn n%}classmcr. For comparative analysis, an
experiment usirfy MgfFimmune’ cle i1 R
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