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ABSTRACT 

Wireless sensor network services rely on two elements, secure communication. and symmetric key 

distribution. As \VSN use svtnnmetric key crvptographv to protect data confidentiality, each sensor 

node has to keep a copy olthe secret key to be used in encryption decryption process. 'I he secret 

key can he sent wired or wireless. but wire solution is impassible especially in remote areas, while 

current wireless solutions have either coveraw)e or cost issues or they require a lone implementation 

time. Most studies try to 1111(1 solutions for remote WSN network reachability by using solutions 

like satellite connections. others turn out to use other wireless solutions to create point -to-point 

connection. But such solutions lack durability in had weather or require a long time and effort in 

addition to high cost to setup. This research will solve the issue ofsending secret key securely to 

\VSN nodes in remote areas using commercial I'M stations. Since \V'SN node lacks processing 

power, memory and energy capacity. l[Iliptic Curve ('rv}ptographv (F(C) will be used to encrypt 

the secret key, as it has Cast computational time and smaller key size that can be transmitted easily 

through FM radio. The encrypted spread has simple NOR encryption before modulating it to the 

SO kl Iz. then it is embedded in the commercial FM band and broadcasted using commercial FM 

stations, to hide the key within the FM band. This research seeks to solve key management issues 

by providing multi-layers 01' security, to make certain that key is delivered without being snilied 

or compromised. Through the implementation. we have tested that the technique being tested is 

successlül in sending the secret key to \VSN base station. 
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AI* IRAK 

I'crkhidmatan ranukman srns�r Mulm \%, Ivar at'luhun \V'irclrss ; en, or nrtýýork (\V'SN) hmrgantunr 

pada dua clcntcn. konnunikasi ýanu sclamat (1nn hcmgcdaran kund simrtri. AV'SN mcma-punakan 

kriptograti kunci simcU-i untuk mclindungi krralt; iaan data. sctiap nod scnsor pcrlu nicnnimpan 

, alinan kunci raltsia \amc akan digunakan dalam pn�c; pcMulit<<n pcnVahsulitan. kunci rahsia 

ini botch dihantar nIda III i \\avar atau tanpa \\avar. akan tetapi pcmclcsaian mclalui adalah 

mustahil tcrutama di kamasan pcdalamarn. Isu pcmc11 unaan tanpa \\a\ar pula hcrkaitan liputan 

ramckaian_ kos atau mcmcrlukan masa pclaksanaan vang, paiijang. kchanvakan k. i. jian cuba untuk 

nicncari pemWlCSaian h121 ntasalah capaian ramukaian \V'SN demaan memu-punakan pcnNclcsaian 

scpcrti satnhuný-an satclit, tnanakala scsctemaah pihak mula mcm-, uunakan pcnvelcsaian tanpa 

dcmcan mc\\ujudkan satnhunI-1.111 titik-kc-titik. Tctapi penvclesaian ini tidak mempunvai 

kctahanan dalam kcadaan cuaca huruk atau mcmcrlukan usaha dan masa Nang, panjamc dan di 

sampimc kos \arnu tirncýci untuk pcmcdiaan \VSN. Kajian ini akan mciiNclcsaikan isu ntcrnchantar 

kunci rah, ia dcngan ; clantat kc nod \V'SN di kamasan pcdalaman dcn, 
-, an mcnugunakan stesen FN1 

komcr, ial. Olch kcrana nod \VSN tidak mcmpunvai kuasa pcntproscsan. mcntori (1an tcna')a 

kcupa\aan. I: Iiptik ('urvc Kriptograli (FCC) akan digunakan untuk mcmulitkan kunci rahsia. 

kcrana ia mcmpumai masa pcmciraan ccpat dan saiz kckunci vaug, Ichih kccil Nang, belch dihantar 

dcmcan nuulalh mclalui radiO IN. pruscs mudah pcnvulitan \Olz till dil-'unakan scbcluni modulasi 

kcpada SU kI iz. Kcnnulian ia disatukan dalam jalur FM komcrsial dan disiarkan menrU'unakau 

stc, cn FM komcrsial hcrttijuan mcn\cmhuu\ikan kunci dalam jalur 1-A1. Kajian ini hertujuan untuk 

memclc, aikan isu-isu pcmcurusan ntcmccnai kunci dcn, can mcnvediakan pclbaoai lapisan 

kc, clamatan a`sar kunci 1111 dapat dihantar tanpa hcrjap dikcsan atau tolak ansur. Mclalui 
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hrlak'ýanaan 

rahsia kc stcscn lr<ungkalan AV'SN. 
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