CHAPTER 11

INFORMATION SECURITY AWARENESS 3 )
2.1: Introduction q

This chapter discusses available studies that are designed sj ciw with the purpose

of creating awareness in order to educate secondary sch 1dents fbout ghtformation

security awareness. For further understanding on the fageept off sec 1t’ ness,
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a
.
Rl tu% are also

definitions related to the specific term are py

discussed and broken down into several suls® ecurity risks,

"

security awareness training program, evN " infor tion@curity awareness,
information security challenges and s %of ko 8§my awareness. All of
]

ormation security awareness is a

L
%

From the literature, il&& sun"m wSod that
multilevel process \'Nl 2 3 t@ve from one step to another. In our
a 2

SR focus@r “sgeurt wzs&aéss and security practices”. The overall
classification w

mation cuﬁly\py)'cess is described in Figure 2.
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\dﬂ Y-.
2.2: Information Security Awareness Definitions é ' _\(‘}
L 4
positi

The basic goal of information security awareness is¥p hav Vﬂmpact on
awdgeness has many

the employees’™ behavior (Veseli, 2011). dn 10N

definitions. Below are some of the defingtions defiiv 1T formation Security
‘e S

>

Awareness’.

3

¥ X ‘3
snsion s N S |
e “Information securitygwargfiess is gduc llg@mpus community about the
inherent risks ofth{nf nyah glfte‘.)@r availability of systems & data,
and how we all@tec 'slenL) data” (Cincinnati State, 2013).
@

e Talib (201 %d thiat InfQn at'@é‘)security awareness can be defined as
&
"initiati% hand® f be%’ ior toward information security practices by

. \ N
dlsl@ related knowledg%bfsecurity awareness’ .

o ' and Hash- NIST (2003) defined information security awareness in the

che of “Building an information technology security awareness and training

program” as “awareness is not the training, the purpose of awareness is to

focus on the security, and to enable users to recognize the security threats™.



e Shaw et al. (2009) defined security awareness “the degree of users
understanding about the importance of information security, and their
responsibilities toward safeguarding the information, and some\t isky
practices™ :%

e Veseli (2011) summarize the definition of information sectyg rom other

related work as “the level of security awareness based onwnow]edge and

1 ’.Zld 116 readiness to
g

o)

the definiger® can be

attitude, as well as understanding of information sec

act and behave according to it™.

From the above definitions of information security dWgreness

%

\'dc =
U msé nsure they
g naléﬁrmation".

N

to study them in ord N\fe‘ 1gate™whal hesgbten conducted, scope covered, and to
: ) b

find out an effect to mget tie #bj es of this research.
‘v’ o
23 01: lnim\ n Security Rlsl\\")

The vu JWies associated with the use of the Internet bring about many risks to
difaerentsers. Being part of Internet users, secondary school students are also not

spared from facing various risks that can cause information lost or any kinds of threat

for their personal information.
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Alhejaili (2013) stated that cyber-bullying becoming a serious threat that affect

secondary school students negatively. The author also listed different kinds of risks

that children may suffer from the online services as showed in Table 1. \2

Brady (2010) stated that as the Internet expose children to wide risks, en might

not have the skills, abilities, and knowledge to control these risks. dy found that

O

children use Internet for playing games (77.95%), looking L%na[ion (40%).

social networks (22.56%), and making new friends (9.74%).
\d.

In addition, Brady (2010) had added security risks lol%}l of gbnteny, 'O.IL . and
conduct risks. As Brady stated, the security risks cw a% 1ild@'from the

nature of the Internet as viruses, spyware, sp; Mmty isclaér\» of personal

information and phishing. In the same sum Nationzg emeQr Technology in

Education (NCTE), conducted a surv

L] %
noted that children have a significaffagi®ease in se ORI tant messaging, number

of children providing pcrsmc in ‘muliml

activities.
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Table: 1 Cyberbullying Potential Risks

Commercial Aggressive Sexual Values
Content Adverts/ Spam Violent/hateful | Pornographic cist
(Child as Sponsorship Content unwelcome isleading
recipient) Personal info sexual c% info
Contact Tracing Being 46@ Self-harm
(Child as Harvesting personal bullied, rat gel\l welcome

s
participant) info Harassed or Beir 'PeE%XS.ions

stalke ordoie

\ \)Y.
Conduct Illegal/downloading ‘Yrea' g ¥ Providing
&

oa@ Misleading

@riate Info/advice

(Child as an | Hacking/gambling

Actor) Financial

Terrorism

A report cited by Smith 1\1112(')

using electronic deygfceSwgsucl
Cyberbullying, hg ’L%COI]
technology. Tlfgge ;rl (0Bl
age o \ years old. Thc\%orl employed a quantitative methodology via

ques i% with some qualitative sections. The authors classified seven types of

» Text message bullying

obilt&mnes, emails, or text messages.

@lznl with the increase conservation of
NS

different schools in London, focusing on the

s}

» Picture /Video clip bullying (via mobile phone camera)

» Phone call bullying




» Email bullying

» Chat room bullying

» Bullying via websites

This report assessed some factors, such as the awareness ifffrent forms of

cyberbullying, the comprehended impact of various kinds ofacy bullymg compared

» Bullying through instant messaging C\:

to the normal bullying, and finally, examine the ag gen e%nces. The
L ]

moie ou i('e’_@c.hool

% ng @'types of
i ﬂ‘ml d ll\'ufé}vere the most

finding of this report suggests that bullying is happ
compared to inside. Furthermore, this study fi

cyberbullying, ‘text messages’, ‘phone call

common forms. The report indicated tha\ \
more exposed to cyber-bullying than % A \&
: o.‘—’

Another definition cited in Bels XZZ)

of information and Lommll% lech'l' 0gj Ilo pport deliberated and hostile
behavior by an individuz&&mp l'al Mend harm others™.
PR 1, ] . e .
Donegan (2012) in a onfcybe mbnd its history, prevention and analysis.
o S
He stated that gh chnglgty :a e@ed. bullying has proliferated”. With the

increase LO f youths on chat Q}ﬁ s and Instant Messenger (e.g. AIM), teens are
now able nnumcdtc with each other without any limitations. According to the
resylts onegan study, he found that there is a difference in the average based on

the past few years (From 2004 to 2010). Furthermore, he denoted that the Internet and
cell phones are the primary tools used for cyberbullying. Moreover, he also stated that
gender has its impact on cyberbullying as girls more likely to be involved in

cyberbullying in all of its categories. Finally, he stated that cyberbullying has
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permanent mental effects as this could reflect on the suicidal thoughts and violent
response by teens as a result of dangerous effects. He recommended having

prevention programs as this program need to “clearly identify the probltN blish

recognition, and formulate consistent ways of dealing with the across all

platforms™. Y.

Faryadi (2011) discussed the effects of cyberbullying anwg.%S students of

Universiti Sains Islam Malaysia (USIM). His argumer basew emotional

0
. : ®

and physiological effect of cyberbullying upon stufhegts’ acgdem ’)er@gl.ance.
-

i01 w% lg#fed %Yﬁblain the

ond Yad suffered

Questionnaire, interviews, checklists, and obser

emotionally due to cyberbullying, while 2 tthullying adversely
affects students’ academic performang 'L@tilutions. teachers and

place which is fi ofh pr spof ender, and ability. He further showed

that in tradit

'
I %lllying‘ 1ilc§e1®'n escape by hiding in their houses, but now

cyberbul Ns happening inside th&ir rooms. He further discussed that the victims of

cyb » are the same of traditional bullying and they are singled out just for being
diffchew? The author summarized from other surveys that Cyberbullying has increased

toward teenagers in its frequency and severity and the girls are the victims in this risk.

Cyberbullying stories are other evidence that gives us a clear idea of the danger which

could result from the cyberbullier. For example, a fourteen year old female called



Justine, was way beyond scared when she discovered that she was a victim of
cyberbullying. She started receiving threatening email messages to the extent of 90
messages in the box held. The contents of the messages were ranged a‘N{ous.
such as “I'm going to rape you™. The parent took action by going to tl cQand the

results showed that her best friend were behind the entire story (MAWM.

Another story showed the real face of the damage caus Werbullying when
Nadia hanged herself in her bedroom after she receiv ave lal%‘ abuse by

trolls telling her to “kill yourself™, “nobody wants you

1d “youffare 1 I’]O‘IFIX- All
d h§ge
frien d ghe ch§ge to go to
N

\3
e

Around 2,212 teen male and 2,162 teen fcthglesfwvere inv d a@andom sample in

e

L@.sample ratio between

of these messages were when she broke up with

the “Ask. Fm website™ to have a new sympath

a study of cyberbullying. The results g

boys and girls as found in these ll&"as:"

(16.6% for males and 25.1%gh We),#ﬂ

“

e

person’s lifetime (17.5% for n
posted about oneself{ e (1 ) T ma(?and 18.2% for female. The results
|
’ N
reported that males %nce bout ﬂittg})a past bullying experience (Hinduja and
Q— 3
Patchin, 2010% t s S

)
Li (2006 reyed 246 students tﬁn three junior high schools in China. He reported
10 f

* the students have been engaged in cyberbullying, while one in four had
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likely to be the bullies and cyberbullyies, and females’ cyberbully victims were more

likely to inform adults than female.



Social networks could be described as “A web-based network which is designed for
users to construct public or semi-public profiles for self-expression and social
interaction, articulate a list of other users to share connections, view or ti N{ list
of connections and those made by others within a bounded system™ (B@Ellison.

2008). Y'
Y

Alhejaili (2013) stated that social networks make it uncom lic??or people around

h .@sers from

. . o'ovy ‘
veir dailfy act 1765.(_%&0016.
of 17—?‘/’.\ i1l
s agef 12 million
£ N

ace@x-other social

n a@QSubslance Abuse

ﬁliw information via

(2011) stated that “on a typical day, 70 percent ?
teenagers—spend from a minute to hours o1f&acgboo

o

social networks as this infornm'\'

undesired contact (Brady, 200).
RN~ S

Nauert (2011) on a rwl

1t
networking sites as SRgericnge

’
parents in Aust 1

e
20 ot 4
majority of 93’1) Students

students aMate information on their social networking sites at least every day.

oreover, the author reported that majority of

Furtiggn the surveyed students indicated they have received unwelcome or
unp \t contact by strangers via their social networking profile. On the other hand.
some students are concerned about security risks, such as identity theft, and other

about privacy or unwelcome disclosure of data.



Livingstone (2008) conducted a qualitative study, by interviewing 16 teenagers aged
from 13-16 years old in their houses. The sample consisted of 50% boys and 50%
girls. The aim was to identify the risky practices by teen via their soci &S
accounts based on (e.g. Myspace, Facebook, Bebo, Piczo, or similar \Nt ey had
visited at least once peer week). She stated that “creating identity and\cral relations

online is not only time-intensive and, on occasion, risky, bulv be difficult to
ei

s heir brivacy online.
lat ese\gi!e‘ss-
Q)

thaet m% fes share

S shar@tir activities

finally 23.6% indicated with never. ThisMh was as resud? conducting a
survey on 150 secondary school st ) i TS ‘Q&Of America (USA)

)

L]
(Alhejaili, 2013).

Another risk was mentioned

hdgwork é)‘mis can lead to the illegal use of

1S mec)&dlixat (32.4% sometimes, 21.9% no,

lﬁe[ej@ it is necessary to sign-off). This can
P
1eirf) MCyp or Cwen posting unpleasant content under their

&

cause the mis %
profiles. \A

A repor danger of social web showed that teens often disclose about personal
inf@gatid® when they need to get acceptance from their peers. Moreover, this
information when posted online can be seen by everyone. Teens also tend to appear
popular by posting the details of their weekends when this information can reposted

by others in an unwanted way (Wave, 2007).



Padric (2012) surveyed secondary school students aged from 16-18 years old n
Grahamstown. Part of this study investigated about the use of password habits among
students. This aspect was measured to assess the level of awareness and, thagrisks

\

among the students. The results showed that students have a slight levi@reness
in term of passwords length. On the other hand, students showe d passwords
practices as reported they “never change my passwords™. The 0\&15 reported
that the level risk was high. Y. l

Teens aged 14 to 18 years old reported as they are shaging plrsongl in mio&.One

N
of the teens shared her password with a stranger onlinejg 'sité:i)nd the

e

3

/.

result was paying for lots of the gaming site (Slermaz 20

NV

concerned different security risks sug, %'iruﬁxi
a q
and web scam™. As part of the ﬁnk tudeg_ap ar@xa\'e a little idea about
: N
computer security and they kgow Ngw'to pgbs th i re§c0nlro].
: , &
Based on discussed SGCWS. v\':
34

school students’ aw % eve
#

1at th s a real need to assess secondary
passwords. More stat

'fiinévg}:cial networks, cyber bullying and

g@al.‘t way to find out the exact method to

Sy

2.3.2: SecthwiWAwareness Training Tools

Pe aFY listed as the weakest link in the chain of information security, as any
potential risks could result from human faults. In order to reduce these risks one of the
important mechanisms is the security awareness training of employees (Eminagaoglu

et al., 2009).
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NSIT- 50 in a report of building an information security awareness and training
program and to introduce the awareness training program as “an awareness and
training program is crucial in that it is the vehicle for disseminating infor qlig that

users, including managers, need in order to do their jobs™ (Wilson and Hsll. ")03).

A video game called (Cyber CIEGE) was deployed in a security a\\?eness training

program in the US. This game was provided for free non-gove | organizations.

rain‘ng requirement

“Make the player aware of basic IA problems and prigciple¥. an int\gﬁfovmore
e ‘ | ..s‘;}
sophisticated users of computer-based assets™. The TClts ShO)\’ that CyQQ CIEGE

N

X trai@gbrogram for

The two important scenarios of this game focused on Nav

game added an effective addition to basic infogmati§g awa

general computer users (Cone et al., 2007)\%
o@ program cannot be

Peltier (2005) stated that “an effecty 1 fon%s’u
) )

. o

implemented without implememi\ nploychyawaren and training program’.

N
Based on the case of our sgedy icondar’ schibo] s hts are the core age, which

needs a concern on rise seKily / "’95'; é)(l
fectiver

Q':

curity awprdhesgyefining program. The training program was

Veseli (2011) meas

and after conducti

'
based on the fSo g three ¢ 1eg€ri X

=)
- C wm s
g ission- based

eb-based training style

The results reported that each of the training styles has its advantages in improving the

awareness among participants. Veseli stated that the classroom training style 1s more



effective in improving the knowledge, attitude, and behavior, among the participants

in all mentioned topics of the study. On the other hand, web-based training style gave

a better result on the topic of social engineering. Finally, discussion-basQiining

was better on the topic of incident response-whom to contact. : : ,

Video and quiz are another type of information security awareness Wg materials
that were used in order to have a better understanding of t rity issues with
students. The video was based on the acting of students on h ade'\fideo. After the
video was published by the university students, they age req¥ired to
obtain their understanding of the reported securit)%

2004).

Brady (2010) deployed two kinds of rese& ping session for

the primary schools, in order to l;ht il &vasuring the security

awareness training program. Th& paign™Nya bassﬁoon materials that were
. ) N
summarized from other edgeatidal res
0151

information from other sco nd DW,;Q Tentap fpbanizations that develop security

awareness for childrer &part ndir
N
effectiveness in in 1 chifldren \\ér%gg level.
N

’
Wilson and wom in a ep{rl{’RNlST—SO have provided techniques that could

be used fi N'vering training materials as follow:
n

active video training (IVT): this technology supports two way

le campaigns proved its success and

#itcractive audio and video instructions.
2- Web-based training: for the distributed environments when the session can

study independently and at their own pace.
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3- Non-web computer-based training: the most popular technique, especially if
the access to web-based material is not feasible.
4- On-site, instructor-led training (including peer presenta'o&i and

mentoring): One of the oldest techniques and the biggest adva!a%eg‘ of this
,2003)

=7

technique is the interactive nature of the instruction (Wilson a sl

Eminagaoglu et al., (2009) conducted a campaign session Il* one year In an
enterprise company in Turkey. The campaigns consi
animations and e-messages on the company interne
quizzes. The author concluded that awareness traini
and effective outcomes in several issues such as pdgswor
with passwords policies. Furthermore, h\%t
awareness campaigns complemented wigh_gsuppor
suggested to measure the effectiven

stand on the end user needs as lmv

the training program.

In order to reduce phis{&la 3 '\@cl a@;om) conducted a training for anti-

I &R

based on the CQ} of & e qi ceading existing online training materials™.
Results ShO\Aﬂl participants \vh@'ayed the game were better in identify phishing

websitcayg 5 minutes of training compared to other conditions. Sheng stated that
ga ba®¥d learning provide an interactive activity that motivate end-users for

phishing education.
Payne (2003) stated that “prevention in the form of education and awareness program

can help campuses avoid serious security ills”. He addressed that each age group



needs to meet its special security messages. He divided the groups to Administration,
Students and Parents, Faculty and Staff, Researchers, Health Care Professionals,
Auditors, Campus Police, and Attorneys, IT Staff, State and Federal GKR]CIH

Relation Staff”. The methods of delivering the security program vary i%ing on
the audience, the categories of these materials are as follows: Y.

I- Meeting Presentations and One-on-One Discussions Y.

2- Handbooks
3- Online Quizzes N
| S
4- Security Web Site and Web Ads é ' A\
’ %3
5- Security Alerts Vi \ g
6- Handouts \% °‘ O‘&
7- Articles % \T ,é
S Lol

8- Security Fairs, Conferences,

9- Videos %Y. , | §

In the concern of which mgthod ents his article university students™.
> ;ecwa awareness programs to students.

Handbooks, Online QL{&S% :
¢
most appropriate mg f dglivgrt
N3
Based on the 1\% ouf / e@lhor deployed “Non-web, computer-based

>
training” SKA games, videos.@nd poster for the purpose of investigating

1ls.c§¢urity Fairs, and Videos, where the

R urity awareness among secondary school students.

inforn,

233: luation of Information Security Awareness

Fakeh et al.. (2012) investigated academic librarians in three private colleges in

Malaysia (Damansara, Shah Alam, Petaling Jaya). This study has identified four



factors that can influence information security awareness within the studied area.
Also, this study deployed the quantitative methodology in order to investigate the
applicable objectives such as identifying the level of awareness in Ih"\k d of
organization and the factors that influence information security in these S'ga ations.
A survey was used in this study to obtain the answers from the wipants. The

factors were the policy of information security, education ]’ng information

et ®rry of
é’%

security. knowledge of IT, and employee’s behavior. z '

A health institution became a necessary situation togprovide tife ¢

patients” information. The study was conducted in t Malzpls an ospi@ and the
N

\blls ofé;‘ study show
a.émble. Security

incidents can decrease, and the effectiv s of infow x@em's security can be

N
(.) al., 2009),

m (Shaw et

size of the target samples were 500 respondentg. Th&§surye

and in another journal to (Kosk al. ' te@m employees must practice

information security to incttasy the

information system in a& iza 'Jn.

Padric (2012) con

3

ary &£ gtudegly in Grahamstown. The students were in the

this research is
grades 8 t A]c objectives ofﬂﬁ? research are to determine the actual levels of
awaren the difference between these levels and self-perceived levels of the

. The finding of an online survey concluded that secondary school students

registered a high level of risks, as they are unaware of the online safety and security.

These risks could be clearly shown in the information security, online privacy, and



indeed online safety. The author suggests having awareness, education program that

did not focus only on the concepts, but on the awareness and behavior precisely.

The home computer users can be the biggest weakness in the circle of coﬂ and
information security (Howe et al., 2012). The home computer users ha beén tested
in the U.S.A, and many factors were measured to see why security n t match the

position and abilities of home computer users. The questionnairews indicated that

home computer users can have a real damage more than gln articular, when

they do not recognize the threats, or they cannot carry hei lM&lue to the
Ny

cost of security programs. Finally, the author fo atusers gre ec' th.{?eneﬁts

’ b3
\‘k ose e@'.', 2005 and

ds anve a suitable

@)

dgtheir security cases,

N

ant procedures.

of risky behavior, which is agreed with other relatgl stu

Good et al., 2005; Debatin et al., 2009). h%w ree

security model and price to imitate tE necds

and to provide users with an alternagly SUr
Veseli (2011) measured the effe?'e‘s 1
I

after conducting the training. THis r% oﬁ’é}g}ace in 327 employees of GUC
(Gjovik University Col@N Aray he t@]g is based on different styles, such
as: a classroom-bas@e. istuge p—lbéiélgroup style, and web- based training

style, and all ofgthjsNas ingofde é) ide the effective security awareness program.

4,

its@areness program before and

An actual jal took place in @"study. and both pre- post questionnaires were
deployed 1\5 study. The results of the post questionnaire concluded that classroom

sed style is the most effective training in improving the knowledge,

attitude, and behavior of the responding.
Wanajak (2011) discussed the Internet Addiction (IA) as a new academic field. This

research took place in Thai secondary school students in Chiang Mai, Thailand. The



sample size was 952 secondary school students. This study focused on finding a
definition to (IA) as well as to investigate the spread of the Internet and its impact on
secondary school students. The finding of this study concluded that the 1A d Yon
as it accepted from the Delphi panel is “Repetitive Internet use leading \onnal
behaviour which causes negative consequences to its users or others in the ommunity
in any way, such as psychological, physiological, behavioura].wi@ gical or other
important functional impairments”. The survey result of isw found that only

3.7% of Thai secondary school students are considere suffefing fg@m Internet

s
addiction and they recorded some difficulties with ol wogk, p y’icﬁ ental

health problems and relationship problems. V.guh%m ts @t' society,

gt sprea@he awareness
toward changing the behaviour of Thai sem enlso

governments, schools and parents have to

Beyer and Westerford (2010) foun : ayflo e@sh security awareness

is by starting education progre 1&50 the yo@slarl communicating with
N

computers in early ages. In %}

to improve security "“&MS a'mu\ludel%bﬂ]is can be done by providing

educational materia]%Nare focu? 4

n L&)@smnding the risks of Internet through
IntgfnetJA

, the shudy :’Jll@d the importance of the school
v ¢ &

0

’

the daily practic pc (ffl her study, Brady conducted a review of
'3

two relevant §gs®fches to blam@risks children may encounter during their

Internet N Also, a questionnaire was sent to students and their parents and

teacMes Nvassess their awareness level. A training program that was adopted from
other™ated website that considered e-safety for European children to enhance

children® awareness level. A questionnaire and observation were the method used by

this researcher to evaluate the training materials™ effectiveness.
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Herly (2009) discussed how users will skip the security advice when its high cost. In
the same term (Dhamija et al., 2006) show that even, the professional users can be
victims. Rahman and Hidayah, (2009) develop a prototype to evaluate inf(&ﬁon
security awareness level of teacher and student in Malaysian secondar '%o . The
purpose of the prototype is to identify the level of information sqgurity “awareness

based on assessment model. A questionnaire results of this reseaggh ghowed that the
prototype evidences its effectiveness in evaluating the lde?: awareness level.
Table 2 shows the researcher studies and their method to evallpategfiformation
X
security awareness among different end users. % ' ,_\(’}
Table: 2 Method used to Evaluate lnformqon S \N{ ware@"ﬁ

Researcher Ev@tlon
A‘
Fakeh et al., (2012)
Humaidi and Blakrishnan (20
Howe et al., (2012) c
Veseli (2011) g
st Questionnaire

Wanajak (2011) \&
Bayer (2010) ,

le)fllew two relevant studies

stmining program  for e-safety of
M:uropean children

Questionnaire — Observation

Rahmaﬂ%ﬁdayah (2009) N | Questionnaire

=~

Hav \derstood the methodology used in the previous studies as in table 2, our

g

study focused in adopting a training program from South East Asia cyber portals as

the material provided by some of these countries are designed specifically for this age
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(13-18 years old), as well as deploying a quantitative (questionnaire) and qualitative

(observation) methodology to fulfil the research objectives.
2.3.4: Information Security Awareness Challenges :\z

Crossler et al., (2013) focused on future challenges upon researchers\nd how to

provide the exact way to users’ behaviour to understand hacker%i;'es. and to deal
with information security. All of these were tested on four rowwmbers. As a result

in ‘olmat' n security

the ‘;iec't?;El will
Ly

7

=5
e’

of this study, they found out that culture, fear, 1

From elementary to high school, a total of eN’de“‘q wald inv ‘ﬁgated related to
their level of awareness. The result was that e rark of g2 ‘ellé=E>.Q\’as high in ethical
issues such as the use of file-sharing § %n #Toth hamta'hey have a low level of

q Q
knowledge about the rules. In th.e au < 1g3es§l’) have education subjects

S

cd®gation. fand ellil@ “tivities to improve student’s
o d s &

positive knowledge ofh&%y mtls €l

t (Tekerek and Tekerek, 2013).
Aloul (2012) 5}10‘CNC ced O

related to security awaren

awareness 1n schools, universities,

governments, ai Tte }1 :
4
several sccun!&reness sludics@?d'ucled amongst students and professionals in
-
U.A.li@. The author advised that telecommunication companies, media, non-
gov eNal organization, schools and universities should adopt a proactive instead

of reaClive approach toward security awareness.

There is a research focused on testing the vocabulary of information security

awareness to measure employees’ knowledge about the concepts of security and risks
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of information security. This study focused on providing a vocabulary related to
security and the risks on the Internet such as viruses, spyware, malware and firewall.

Two different class groups of students at university in South Africa wer LWS a

sample test. The result of this research showed that a vocabulary test g neficial
way. The simple and the basic analysis of the relationship betw knowledge of

concepts and corresponding behavior were 89% had a good idw 9% indicated
that they will provide their personal details if requested b —I]Rﬂ‘ In the case of this

study, it will be good for any organizations that need to opt eWa\vareness
®

of their employees by using vocabulary training (Krugq'gal., 2(J10) ' 3

4 i
N aliie/s that cause

inQrmalion security
'%gan give the positive

N :
attitude toward employees. The St%ﬂai&d 468 Templ@¥es. This study showed

the importance of employee %ﬂn‘ /11Ny the y@mctions provided by the
Y,

Bulgurcu et al., (2010) the focus of this study wasqn the

the compliance or noncompliance to @re]
sl )

awareness in an organization. The stu hOW'S

—

organization of informatior aw"] engfsg Mowéover, they also found that the

o

employee’s punishmer N deferr pos action to reduce the negative
o
disposition. c\ ¢ " (-g)

&
The future cl% s age.c }ed Qﬁre it is increasing and becoming more

complicate never the end usg&\g,’unawme about the potential security risks that
caused by, ir failures. Whatever time or place is, there should be a security

a@ instruction to face any future challenges and this should not be limited to

any age group to limit the gap of awareness in any organizations. The three security
risks that are presented in our study (passwords, social networks, cyberbullying) draw

another challenge in front of children as these risks could have long term impact in
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their behavior and attitude. As it presented in section 2.3.1, there are many sequences
caused by the lack of awareness regarding these risks. As a result, there should be a
concern on how to educate Libyan secondary school students about these ri kw'ell
as creat a way to aware them about the strategy of defense in any ca %esented

security risks.

2.3.5: Success of Information Security Awareness V
i 6‘]\? secondary

a1 Qg.duce
&

also gpat d gfat th QE 1s a need
V

cnts E@I-elr families,

fox@‘%se students. The

finding of this research is based on a 10dology showed that

94.5% of secondary school studex@whe
use it for surfing the Internet an | m%ia Websit his study showed that 74.5%
(
nﬂ‘

of secondary students use the te i yonline gaming or online video

gaming. This study fONl t 5@ par@did not use the parents filter. The

author suggests Ih@ ma «&BGuardOnline™ are a good educational

Q- &
resource as th% ide

formeddn and technical tips on how to deal with
some l\md aack. f—}’

X

Chojd 013) discussed security methods that protect data from unauthorized
access through physical ways such as eye contacts. They focused on how to
apply security awareness programs toward improving security recognition and to

contribute the protection of important information.



Olusegun and Ithnin, (2013) applied training to 900 Universiti Technology Malaysia

(UTM) students, consisting of staff members to assess their awareness after having

information security awareness training (ISAF) program. This program was, dmed
N

by the group of (ISAF). The finding of this study discovered that ISAF&%m does

not address all the need required by the users. That means there is a@o adjust the

program to meet their needs. V

Al Omari et al., (2013) investigated the role of ethics

security policy. To meet the purpose of the study a mpde

N
. . . [\
ethical and theoretical perspectives was develo nd  tested. feralv,- nalyses
indicate strong support for the validation of the proRsed t \roq al m dq\l',

Eminagaoglu et al., (2009) in a case stu n e positiv

security awareness training on the bi)%rans \3 éﬁprise in Turkey. The
a 9

focused area of this study is the pa& ul @Vality and compliance of

0)
. N e ey
employees with the passwor ]WS off the Inp » The finding of this study

showed that the security awareglss % s Ty, positive impact on the weak

o
us WQ

2

O

password habits among @er wand gfey h;{@c n increase awareness in the way of
using and choosing l%\erso al

‘p r *cﬁ?ore safely.

X S

picate o brmore accurate to assess how information
&
that the effects omNhe government posture. This study focused only

Secuelnfo (20

security a\\wzu

sovernment workers, and one hundred people were qualified. The study

the government employees are frequently violating information security

policies. A lot of them do not care and follow information security policies and

procedures.
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Pltier (2005) discussed the successful element of information security awareness

program, and he addressed the importance of employees in information security in an

organization, and how to make security programs related to the variety of\xnces‘

Pliers” results found that security awareness is a process that needs a pergect )mnge in

employees’ behaviour. This has to start from the time of employﬂ?ny employee,

and that has to continue with them every year. In addition, secuw areness has to
start from childhood, and everywhere in different media. z '

From the statement above it is clear that there must bga res®arclf to iget tiﬁ/(:?best

tools to apply information security awareness among *onda.py chgol Sué\ents. The
\ N

expected tools have to be suitable to the age o% tuq'in ; wel@?eir needs to

straighten their security awareness. The

awareness 1s another issue that should l%

f tb“lveve] of security

'#as it showed in this

has to be started earlier to me‘%i[s eff<.
2.4: Summary &

\ ¢ ‘,'
The literature, stu d artigles Mi uwﬁ”n this chapter shown border view on the
research area. S&ewiew oft th€ igfFmation security awareness help us in getting

9

to the current challenges and weakness that occur in the luck of

e

understan

awar this issue. As humans are considered the weakest link in information

securl nd based on this the current study by this author focused on secondary
school students from the perspective of having early knowledge and education will

help raise the level of awareness between the chosen samples. The quantitative and

qualitative methodology has its advantages in measuring the security awareness as it
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concluded from this literature. Moreover, security awareness training program has a
great deal in enhancing the security awareness among different participants. Followed

the previous researchers, this study employed the same methods as well as{%m‘lg

program.

{4 ¥
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