CHAPTER 1

1.1 INTRODUCTION
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utilization helplessness in the arrangement of an association to bring about disturbance

to the authoritative schedules and procedures in some or the other structure. The threats
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1s mainly concerned with detecting and preventing unauthorized acts of computer users

(Alwi & Fan, 2010).
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Risk assessments have become a standard practice by which organizations determine

and demonstrate their privacy, security, and compliance with different strategies that

secure against loss. Typical risk assessments include five steps:

characterization, threat assessment, vulnerability analysis, impact analysc' N 15k

determination. The organizations use the results of a risk assessment ‘% g how

to apply scarce resources to protect their most important assets (KW& Pauley,

2010). \/
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learning brings with it all of the security risks inherent to the use of the
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1.6 RESEARCH OBJECTIVES
RO1: To identify the information security threats faced by GOALS in USIM.

RO2: To conduct information security risk assessment for GOALS in USIM.

RO3: To propose remedies for information security threats faced by GO

USIM.
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1.8 DEFINITION OF TERMS

1.8.1 E-learning

E-learning can be defined as the use of multimedia technologies which are b

depending on internet in order to improve the teaching and learning QIEi

technique makes accessing to resources, delivering material, and sum%t aching

Vhation and

Communication Technologies (ICT). E-learning is also known aNribed by other
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easier. Simply and broadly, it can be defined as learning through

terms including [online-learning, virtual learning, distrib

twork and

1.8.2 Information Security

The aim of information security 1sto e

damage by limiting the impact of ecurity InC,

2013).
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1.8.4 Risk Assessments

Risk assessments, whether they pertain to information security or other types of risk,

are a means of providing decision makers with information needed to undT

factors that can negatively influence operations and outcomes and m@ned

judgments concerning the extent of actions needed to reduce risk (Rau&OB).
1.85 Risk Analysis \/
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a‘ore)(;?'he computer security is applied to secure

firmware, dag

d coﬁlter networks (private and public networks).
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(a{)cesses that protect all the digital equipment,

¥rtantly growing as most societies are dependence on computer systems (Hsiao et

. 2014).
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1.9 METHODOLOGY
Different kind of methods have been employed in order to test the proposed objectives

in regards to Information Security Risk Assessment of E-learning System.

Fundamentally, the principle data that have been used in the research were M ed
ba

into two main types including: (1) Firstly, previous studies such_a s and

electronic books, related literature, relevant newspapers and magT electronic

publication (web pages), and quantitative information to SUppowresearch study.

(2) Secondly, collecting data throughout employing a qu ’olﬂire to Global Online

egardilat\heformation
®

and

Access Learning System (GOALS) staff to answer qu

Security Risk Assessment of E-learning System. Qualgy

data gathered were documented for further statistic

allowed a better understanding of how much the Iz rmatiomSeDurity Sﬁssessmem

of E-learning System.

1.10 LIMITATION OF TI{@MH '“

Research objectives provided m Stugh en a

review and data collegion tz
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1.11 SUMMARY

Institution must provide adequate protection for their information assets. Information

security and risk levels must be well-established at the management level and *

on risk assessments. The management of the institution need to confront L%\y to

protect sensitive data, as well as to carry out information security ris&ment of

the data, which 1s much sensitive in the progress of academics. Enq reforms that

honor their core values and remain conscious of the way a ?& works, while

aiming for systematic changes to confidentiality and inte fogmation with 1n






