CHAPTER 9 T
N

IMPLEMENTATION OF LAO-3D LIGHTWEIGHT BLOCE%IER

9.1 Introduction \’z

This chapter presents the implementation of LAO- IWight block cipher on

software applications. Two types of software develop ere ¢ r’ed on LAO-3D

algorithm that includes desktop and mobile apphcatm&obser r)ctuasﬁfy of the

lightweight block cipher.

9.2 Software Implementation of L ghtwel ocléfpher

In order to demonstrate the applic |I|t %‘D elght block cipher, two

software implementations were d tdobse the(o tlonallty of the algorithm.

Due to limited resources, the Ie e re b on a desktop application using

n
C++ programming on V\%; Vis IJ#}J 2@ and a mobile application using
&

Android Studio devel a %
&

N

S
S
S
N
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9.2.1 Desktop Application

Desktop application is a software program that can be executed @sonal
computer to perform a specific task by an end-user. Microsoft Visual St ag‘lgselected as
the programming software since it is a very convenient and .vvﬁl application
development software that works on most operating systems such as*Windows, Linux,

Android, and iOS. Therefore, an encryption desktop plw was developed by

l

implementing LAO-3D lightweight block cipher. .\d

The desktop application can be used to secure sefisitive data befo d’ig%i'through
A
email or storing it in a database. Data is encrypted ‘Wwithin the app ation,zand does not
Y/
\sferredéwg? the network, it

depend on the underlying transport. When data is s red‘%

remains encrypted until it reaches the @on of
encryption key, therefore, the securit;@se data qn g(\
o 2)
L

]
&
9.2.1.1  Encryption \ lAj \A
Encryption is a mq:ecu‘;i gj};&l{:& using a cryptographic algorithm,

along with a password. ®he encryp\proces verts the information into unreadable

data to protect it Nh nin

encryption, L@ algorith i
CA@ VTZ) a

s%ﬁplayed in Figure 9.1. Three steps are required to

source o APPI‘—_rN
)
performt\ cryption applicatmctahat includes entering the encryption key, entering the

me%nd executing the data encryption.
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@ LAD-3D Apps Encrypt - Microsoft Visual Studio - ul ®

File Edit View Project Build Debug Tools Test Window Help

HA-E-EHa| ¥ G 9 .o He b Debug - Win32 - |
B &b a|EE|E 2|0 J 3 & B L
LAO-3D Apps Encrypt.cpp* - X
| {Unknown Scope) e | |

»| <

=//

\‘ ff ENCRYFTICN

Fl string AddRoundkey(string InputS, int InputI)

{
XOR (InputS, SubKey[Inputl]);return(Cutputs);

X0q|00] 3¢, 1810]dXT 1BAS

Elvoid Sub_Column()
{
Divide_ String_To_Block (Output3, 16);for(int i=0; i<4; i++){Row[3-i]=Outputkrravs[:

for(int k=0;k<l6:k++)

{
tempStr="";for (int j=0;j<4;j++) {tempStr+=Row[3-j].at (k) ;}SubColumn_TIn[k]=temps5
SubColumn_Cut[k]=Decimal_ To_Binary(tempInt, 4);for(int j=0;j<4;j++) {tempStr+=R

OutputS="";for (int i=0;i<4;i++) [OucputS+=Row[3-i]:}

E void DoubleRotation3D{int Inputl)

{
tempStr="";for (int i=0;i<€4;i++) {tempStr+=0OutputS.at (Rot_X_axis[i]);}AddRoundkey (t1
tempStr="";for (int i=0;i<6€4;i++) {tempStr+=0utputS.at(Rot_Z_axis[i]);}CutputS=tenps

< >

Ready Ln 168 Col 2 Ch2 INS

Figure9.*Encryption

i) Step 1l

User is required 1o enter thewencryption-key as displayed in Figure 9.2.

Encryption key.issa Secret word @r phrasg"with a maximum of 16 characters

long which™is equalj to~the- 128-bit kéy size of LAO-3D algorithm. The

encryptien key can~hé~represented in form of letters, numbers, or special

characters.

Bl CAWINDOWS\system32\cmd.exe BN CHAWINDOWS\system32\cmd.exe

(i) Before entering the key (ii) After entering the key

Figure 9.2: Input Encryption Key
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i)

i)

Step 2

User is required to enter the message as shown in Figure 9.3. MesSage is the
information that needs to be protected through an encryption process. Similar
to the encryption key, the message can be represented in form of letters,
numbers, or special characters. The length of the messagé must not exceed
2,040 characters long or equal to 16,320 bits due toythe limitation of the C++

programming of the Microsoft Visual Studies2008.

CAWINDOWS\system32\cmd.exe CAWINDOWS\system32\cmd.exe

Er ion

Enter Key: abcl23 Enter Key: abcl123

Enter Message: Enter Message: alif

(i) Before entering thegmessage (1) After.entering the message

Eigure 9.3: Input Message

Step 3
After enteting, the encryption-key and-miessage, the application will execute an
encryptign process te.generate the-ciphertext as presented in Figure 9.4. The

ciphertext’is transfermed int@ hexadecimal characters.
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CANWINDOWS\system32\cmd.exe

Enter Key: abcl23

Enter Message: alif

Press any key to continue . . .

Figure 9.4: Output Ciphektext

9.2.1.2 Decryption

Decryption is a method of converting encrypted data intopits‘original form using a
cryptographic algorithm and a password. In.general, deCryption is areverse process of an
encryption method. The encrypted data is'decoted to allow/the authorized receiver to read
the information. Similar to the encryption process.implemented in the desktop application,
LAO-3D algorithm was applied t0 Microsoft\Misual'Studiésing the source code provided
in APPENDIX E as displayedan“Figure 9.5 Three<Steps are required to perform the
decryption process which include entering,th€ dectyption key, entering the ciphertext, and

executing the data deGgyption.
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@5 LAD-3D Apps Decrypt - Microsoft Visual Studio - O X

File Edit View Project Build Debug Tools Test Window Help

H- - a| % G g .- . b Debug - Win32 - | @ e
E4%h e |EE =20 H 3 & 5 =l

LAO-3D Apps Decrypt.cpp* - x

|(Unknuwn Scope) v|| -

=R —1

L DECRYPTION ~

El string AddRoundkey (string InputS, int InputI)
{
XCR (InputS, SubKey[InputI]);return(Cutputs);

¥oq|oo] ¢ 1a10jdx3 1auss G

Elvoid Decrypt_DoubleRotation3D(int Int)

{
tempStr="";for(int 1=0;i<6€4;i++) {tempStr+=Cutputs.at(Inverse_Rot_Z_axis([i]) ;}AddRo
tempStr="";for (int i=0;i<6€4;i++) {tempStr+=CutputS.at (Inverse_Rot_X axis[i]);}Cutpu

[Elvoid Decrypt_Sub_Column ()
{
Divide_String To Block (Cutpucs, 16);for(int i=0; i<4: i++) {Row[3-i]=Cutputhrrays[

for (int k=0;k<16;k++)

{
tempStr="";for (int j=0;j<4¢;j++) {tempStr+=Row[3-j].at (k);}SubColumn_In[k]=temps
SubColumn_Qut [k]=Decimal_To_Binary(tempInt, 4);for(int j=0;j<4;j++) {tempStr+=R

CutputS5="";for (int i=0;i<4;i++) {OutputS+=Row[3-i]:}

Ready Ln 191 Col 68 Ch 65 INS

Figure'g,5” Decryption

i) Step 1
User is required to_enter the*decryption k,e'y' as displayed in Figure 9.6.
Decryption keygiswa Secret word @r phrase with a maximum of 16 characters

long that canve represented in form~afletters, numbers, or special characters.

BN CAWINDOWS\system32iemd.exe BN CAWINDOWS\system32iemd.exe

(1) Before entering the key (i) After entering the key

Figure 9.6: Input Decryption Key
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i) Step2
User is required to enter the ciphertext as shown in Figure 9.7. Ciphergext is the
data that needs to be recovered to reveal the message through aldecryption
process which is represented in form of hexadecimal characters. The length of
the ciphertext must not exceed 4,080 hexadecimal chagacters long which equal

16,320 bits of data.

BN CA\WINDOWS\system32\cmd.exe

Enter Key: abcl23

Enter Key: abc123

Enter Ciphertext: _ Enter Ciphertext: 6@6eacdedd@998al

(1) Before entering the ciphertéxt (i Affter enigring the ciphertext

Rigure 9.7: Input-Ciphertgxt

iii) Step 3
After enteringithesdeCryption‘key and ciphertext, the application will execute a

decryption pracess tojgenetate the plaintext as presented in Figure 9.8.

BN CA\WINDOWS\system32\cmd.exe

Enter Ciphertext:

Plaintext:
alif

Press any key to continue . . .

Figure 9.8: Output Plaintext

200



9.2.2  Mobile Application

Mobile application is a computer program or software application desi@un on
a mobile device such as a smartphone, tablet, or watch. As the wor@ng mobile
operating system, a mobile encryption application was developed on Android by
implementing LAO-3D lightweight block cipher as shown in Figare 9.9¥ Android Studio is

selected as the development software due to its capability i bm market-leading apps

on every type of Android device. .\d
| .
— °* ¥

@ 5 o LAO-3D Mobile Encryption App
ae -

ol Calendar Clock Mi 360"
Camera (10.

Rejab 19: 1443 + Sepang (SGRO1)
6:18 v 1:30 4:47 T
Subuh  Syuruk  Zohor  Asar

MySejahtera Waze WA Business  LAD-3D usim
Mobile Enc.. MOBILE ST..
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The mobile application was developed for data at rest encryption in which the
encryption of the data (plaintext) is stored in the smartphone and is not moviKtRough the

internet. Only the encrypted data (ciphertext) will be transferred throughswrnet using
a

any available instant messaging application (WhatsApp, Telegram, eti:i s shown in Figure

9.10. The application was designed specifically for offline data W ion to protect data

from unauthorized access that can occur in online data encrspthlications.

y

-

-

520V8@>7 2. - - s20ve@>?
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Figure 9.10: En onand De / pti@ocess
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9.2.2.1 Encryption
In order to provide data security in mobile applications, LAO-3D Iig%qht block
cipher was implemented on Android Studio (Bumblebee 2021.1.1) usi g@ource code

from APPENDIX D as displayed in Figure 9.11. Three steps are_required to use the

application that includes entering the encryption key, entering th and executing

the data encryption in the mobile encryption application. S Y"

fle Edt Yew Mavgate Code Amlir Befector Budd Run Joch VOS5 Mfndow Help
LAOIDMobBeENCTyprionApp  app  Grc man  cpp g LADADUER ~ ap ~ WOPPIASIAM T v | (1] L = Bagde Q
2 - D = L & -e (racEe CanE Manacivtyjana - B O - LAL.
&
i
-y
- manitests
" LAD-30 Mobise Encryption App
8
st fstring Inputs,
SubHey[Input
1
oid 4]
& Divide_Strirg_To_Block (Outputs, 1s);for(int ie8; fcd; dss){Row[2=i]slutputirrays
e
res f t k=0;k kas)
¢ edle S {
teapit rlint je0jjes; f++) [tenpStri=Roa[3-§].at(k);}SubColumn In[k]=t i
SubCo [k)=Lecinal _To_Bin templnt, &) :for(int §=0:j<iijes){tonpStrs
}
OutputS="";for(int i=0;ieq;iss]{0utputSi-Row[3-i];}
}
g L (int Input
ENCRYPT
= tempStr for(int 1 14+ ){tempStr-=0utputs.at(fot. FhgdRous
2 temaStr for( See){tempStr-=Outputf.at(Rot I ox
i : {tespStre=Qutputs. at(Ro axisfi P
* ; ;
icn{string plaintext)
AddZoundkey (plaintext, A);ferlint Rourds];Raundc?]; Boundss) {Suh_Colusn () ;Doublefe
= BinzHox (CiphertextBin]; Ciphertextiex=0utputs; return(Ciphertexthex);
= 1
[y —— [ o “ Eiogat Aeohie  § P R
o succeeded (3 minates age) 16346 CRUF UTFS 4spmes

mterﬁmessage in the text box as shown in Figure 9.12.

o)
Awe message can bé:?epresented in form of letters, numbers, or special

% characters.
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05:00 .l ¥ 53 gl

LAO-3D Mobile Encryption App

Enter Message

Ciphertext

Enter Ciphertext

Key

Enter Key

ENCRYPT

DECRYPT

(i) Before entering theymessage,_ ‘ 

05:01 .l ¥ 15 &

LAO-3D Mobile Encryption App

Message

alif|

Ciphertext

Enter Ciphertext

Key

Enter Key

E23 N )

(i After entering the message

Figure 9.12: Input Message

i) Step2 /A

User is k'é"quired to entér__the encryption key in the text box as displayed in

Fi"g'uke _9.13. Similaf to th"e_'mé'ssage, the encryption key can be represented in

form of letters, numbers, or special characters.



05:08 .l = &% i @ O 5

LAO-3D Mobile Encryption App

Message

alif

Ciphertext

Enter Ciphertext

Key

knter Key

ENCRYPT

DECRYPT

(i) Before enteringuthe key:

05:01 .l = 35 @ O B

LAO-3D Mobile Encryption App

Message

alif

Ciphertext

Enter Ciphertext

Key

abc123|

I
1.2 8 4 6Bl 7 8 8|0
@ # S _ & - + () /
=3 [ R I B ()

ABC | 3}

£a1) After entering the key

W Figure 9.13:9nput En'cr'yption Key

iii) Step 3

After entéring the meSsage.and enc‘_ry'ption key, the user is required to press the

“Encrypt: Button t6 geh'er_ate theyCiphertext. The ciphertext is transformed into

hekadecimal charagters as hsplayed in Figure 9.14.
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05:01 .l = i

LAO-3D Mobile Encryption App

Message

alif

Ciphertext

Enter Ciphertext

Key

abc123

ENCRYPT

DECRYPT

o @ 6 B

LAO-3D Mobile Encryption App

Message

alif

Ciphertext

Enter Ciphertext

Key

abc123

ENCRYPT

DECRYPT

606eacdedd0998a4

(i) Before executing.__the.-encryp‘tio,r_]__‘ ("ii)_;_A'_f'ter executing the encryption

N7 Figure 9.12 Outpui:Ciphertext

9.2.2.2 Decryptig.nf_:_;_”

Similar to theencryptlon process imﬁijhé‘r;lsented in the mobile application, LAO-3D
lightweight b}_ldé.k‘ci-p'ﬁer was aé_blied :Ic_)_["_l';Ahdroid Studio using the source code provided in
APPENDIXEas dlsplayedln Flgure 9.15. Three steps are required to perform the
decryp'_t'_{jlﬂ.r)._p';écess which includéééﬁtering the decryption key, entering the ciphertext, and

exé_CUtip_g "the data decryption in the mobile encryption application.
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s e [dt View Mavigate Code Arahge Befactor fusd Fyn Tocls VCS Window Help

LACIDMubdelnaryptiondpp  app  wc  mas  cpp e LAOADEpp N =~ wOnpa ASs A 2T = | B -] a6 m Bl Q
§ Andrcid @I T & — &y Duldgaacie Capg) 8 MainAcivtgjon < A CMaelbtsoa - gl LAD3D.pp -
W i
masifets :
o & fncecidlhnifastam
7 - void Decrypt D{int Int]
= “ I8 comesamplelao_Sdmosdsencrypticnape
3 B MenAcwty tempStrs"";for(int MtempStre=Outputs. at{Inverse_Rot I axis[i]);}Addfoundke
¥ o iela0_ddmondsescryptionang temaStr=""; for(int HtempStre=Outputs,at{Inverse Rot X_axis[i]) ;}0utputS=te
é“ o e 1
jaa
i void Decrypt_Sub_Column()
includes
Chskeliseas
e — fvide_String.To_Block (Dutputs, orlint i=6; i<4; fes){Rowl2-1]=OutputArray:
A n String_To_Block (Dutputs forfint =0; d<4; fes){Rowl2-1]=OutputArrays
i LA o
N for(int ke;kclbikss)
=
o Gendle Serpit 1
tompStre i for(int j=0; <4; J4+) {tonpStrs-Roa[3-1].at(k]); JSubColumn_In[k]-tespStr; Ed
SubColunn Dut[k]=Decimal_To_Binary(templnt, &) tor(ant J=8;J<i; Je+){tenpitrs
b
Dutouts="":for(int i=0;ied;ies]){OutputSe=Ron[i-1];}
}
1 string dec tring ciphertext)
tempB=""; Qutputs-ciphertext; Round=1;Rounc<71; Roundes] {Decrypt_oubleRetation3O( ENCRYRT ¥
Addoundkey [ 0);Flaintext3in:Outputs;bin_char_ Message (Plaintex] ]
i 3 DECRYPT i
*
i
: sxtarn *C*
3 JNIEXPORT 35tring JHICALL -
e ) reur - .
Eroco O eobiene DTeminal A sdd K logst Amefier @ Appircpecton B B
L succeeded (V0 minses ago) 16346 CHLE UTES 4spaces W G

\D" N
Figure 9.15% t 3
&, )
i) Step1l \ O
User is required to enter%e Eaheg{ e ex(._p)qx as shown in Figure 9.16.
ented

u %
The ciphertext is rep‘\ in M of @@decimal characters.
\
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@ 6

LAO-3D Mobile Encryption App

Message

Enter Message

Ciphertext

Enter Ciphertext

Key

Enter Key

ENCRYPT

DECRYPT

05:05 .1l 55 8% W @ {55 (854

LAO-3D Mobile Encryption App

Message

Enter Message

Ciphertext

606eacdedd0998a4|

Key

Enter Key

7123, ©

(i) Before entering,thesciphertext (iipAfter entering the ciphertext

Figure 9.18: 'Input-€iphertext

ii) Step 2
User ist req'uired toenter'the de'cr_yption key in the text box as displayed in
Figuke 9.17. The decryption key can be represented in the form of letters,

‘aurmbers, or'speeial tharacters.
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05:10 .l = 052 @ =

LAO-3D Mobile Encryption App

Message

Enter Message

Ciphertext

606eacdedd0998a4

Key

IEnter Key

ENCRYPT

DECRYPT

05:10 .l = 1% Wi @ & 85 )4

LAO-3D Mobile Encryption App

Message

Enter Message

Ciphertext

606eacdedd0998a4

Key

abc123

< GIF ‘ E - o Y
12 8 4 6 6 7 8 9 0
@) S RGN B S R Bt 0N DI B
=t [ R

ABC |, 3Z

(1) Before entering'the key

1) After entering the key

WFigure 9.17:Input D_eCryption Key

iii) Step 3

After enteri'ng'the ciphe_rteXt and decryption key, the user is required to press

the“becrypt” uttop tQ genérate the plaintext through a decryption process as

‘Wisblayed i Figufe .18+
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05:11 .l &3 W@ © [ 05:11 .l 5 4% " @ O (8514

LAO-3D Mobile Encryption App LAO-3D Mabile Encryption App

Message Message

Enter Message Enter Message

Ciphertext Ciphertext

606eacdedd0998a4 606eacdedd0998a4

Key Key

abc123 abc123

ENCRYPT \ ENCRYPT

DECRYPT DECRYPT

(i) Before executing-_.the--decry[jti-or_._]______JTVI (ii)ﬁ_Af’t"er executing the decryption

“Figure 9.18: 'Outp_d'_t‘*:PIaintext

9.3 Chapter Summ"ail-'.y*

Apart from the theoretlcel representatlenxof the new algorithm design, two software
|mplementat|0ns of LAO 3D I|ghtwe|ght block cipher were presented in the chapter.
Flrstly a desktop appllcatlon was developed by implementing the new lightweight block
cipher’ to show the usefulness of the algorithm in a real application. The output from the
ap_pl_'lcag_lon shows that the design, source code, and functionality of the LAO-3D works

“Swellas claimed in the thesis.

210



On the other hand, a mobile encryption application using Android Studio
development software was established. This application gives users handsw&Wience
in using the data encryption application on their smartphones. For sﬁ;with zero
knowledge of cryptography, this mobile application can increase use ’.irést in knowing
how actually encryption works. In addition, this approach can in ax;s’ awareness of

information security especially in protecting confidential d a.Y'
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