CHAPTER 1
INTRODUCTION
1.1 OVERVIEW l C}
This chapter defines background, problem statement, research q§gStlons, research

objectives and thesis structure for this research. Other than thg S chapter presents

the research scope that relates to the problem and significamé @'ch.
|
1.2 BACKGROUND -
4 \'Y'

Password usually refers to a secret used for aﬁwatioﬁ\ TRy is t‘( ost commonly

used authentication and method for identiNyin s? .&quter systems. A

graphical password is an authentication m ¢hat A ving the user to select
&

from images, in a specific order, %d 1 ﬁi;@er interface (GUI). For this

reason, the graphical—passx&%a;proai[ J ’!20 imes called graphical user

NN O

authentication (GUA). Tpﬁ\ an dlterptive &lphanumeric passwords in which
\

users click on image%\ul eﬂ%:!h&%lves rather than type alphanumeric
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strings. Authenticgeiomgs thespti od to guarantee information security and
g ¢ }) g v/

the most COlﬂllAld convenient m@d is password authentication (Renaud, 2005).
Traditggal $phanumeric passwords are strings of letters and digits, which are easy
and familiar to essentially all users. However, there are several inherent defects and
deficiencies in alphanumeric passwords, which easily evolve into security issues. Due
to the limitation of human memory, most users tend to choose short or simple

passwords, which are easy to remember (Adams & Sasse, 1999). Surveys show that



frequent passwords are personal names of family members, birth date, or words

available in dictionaries. In most cases, these passwords are easy to guess and

\ &

Today, users have many passwords for personal computers, social 02’5 and E-

vulnerable to dictionary attack (Pilar et al., 2012).

mail. They may decide to use one password for all systems to decw the memory
burden, which reduces security (Stobert & Biddle, 201 e alphanumeric
passwords, graphical passwords are knowledge-based autheRiCio ll’lCCh' nisms. The

main goal of graphical passwords is to use images ofgshapes p regia e'ag,' since

numerous cognitive and psychological studies demonWsated ghdt opIQ’YJerfornm far
3 \ 9
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better when remembering images than wor an étors are often

. s ) <
considered the weakest link in a computN rity Ssys (P@ekar & Welekar,

2015). The most widely accepted theo xaaiw% ifoQ ce is the dual-coding
. &

theory (Paivio, 2006), suggesting thN ] —vq&f{’f memories are processed
N

and represented differently in pnd. Agsig

v’/ &
direct observation, the im are rfp ted é«i way that retains the perceptual
. N |
features being obserch [J:?lsl r@aﬁented with symbols that convey
associatively cogniti%‘min

Iw@ perceived meaning based on

p—

%
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As the resu?,\jilional processing required for verbal memory renders a more
difficult comggtive task. Thus it is easy for human being to remember graphic images
such as faces of people, places they visit, type of foods and things they have seen for a
lengthy duration (Seng et al., 2011). Based on the previous studies and research, many
graphical authentication schemes have been deployed today, for examples, Windows

8 picture password and Android lock screen (Stobert & Biddle, 2013).



1.3 PROBLEM STATEMENTS

The vulnerabilities of the textual password have been well known. Users tend to pick
short passwords or passwords that are easy to remember, which makes the p?w
vulnerable for attackers to break. Furthermore, textual password is \able
guessing, dictionary attack, key-loggers, social engineering, shoulcﬁrﬁn
spyware attack (Saranya and Bindhu, 2014). Techniques of two%Y:uhentlcatlon
and graphical password have been put in use to conquer t lmons of text-based

password. As the technology become advance day by day Qe cragk tend to be

more creative to manipulate the graphical password @eal r’n&hl They

also use the same technique to attack the oraphlcaIW/O as sl@};er surfing
and brute force attack (Saranya and Bindhu, %V

A? o
Nowadays, researchers are enhanc% mﬁhen au(zé?ystems based on the
graphical authentications. Howeve Yor A, al (‘i@aenmes with the graphical

password authentication using t istipg

perspectives. Based on th@dll

need to develop a new %mdl ’sts da (&mmdtlon to overcome their limitations

_.J

(
fgyed on the usability and security

ent @rches and opportunities, there is a

in terms of usabi d OE IJ&_ ddmon no studies have been reported
previously, sp& Illy on Combma@1 of three graphical authentications: choice-
based, ¢ c@d, and draw-based. It is because the combination of graphical

authenti schemes promise to provide better security (e.g. larger password

space). Therefore, to fill the gap of current deficiency of graphical password
authentication, this thesis proposed a new development of authentication scheme that

is based on the hybrid schemes.



1.4 RESEARCH QUESTIONS

Based on the problem statements above, the number of questions arose that need to be

addressed such like:

a) What is the current development state and challenges %\raphical

authentication schemes? \

b) How to enhance the features of graphical authenticatioggtha z:phold security,

while maintaining usability? q
]

c) Can hybrid graphical authentication make a g altergatiye jfthe existing

Y'
password authentication? J ' .{—}
Vv

1.5 RESEARCH OBJECTIVES

This work tries to fulfil the followir jectivey ; the abovementioned

research questions: \e

i, To further study the cprre i thentication in the relation
of usability and secx@ |

il. To design and dgle[Owyne . ga¥entication scheme prototype.

1il. To conduct qmon 11‘
& A2
V
1.6 RESEA@COPE Q)

The maiT in the thesis is to develop alternative graphical authentication scheme.
Evaluations towards new graphical authentication were conducted with regards to its
usability and security. In addition, the evaluations were made with the specific
objectives of identifying several factors like users’ familiarity, timing and pattern of

graphical passwords. Majority of the participants were obtained through an open call



for volunteer, who were mainly consisted of students of different backgrounds. Table

1.1 summarises the research scope applied throughout all studies within the thesis;

starting from the literature review until the development and tests conducted.

\Y'

Table 1.1: Relation of research questions, research objectives anc@ations
Research Research Resear®h Activities /

e Questions Objectives Y.Tasks
What is the current development | To further study th Aicwing literatures
state and challenges in graphical | current grap egz'rding graphical
authentication schemes? password ; Wation and
l ma % :ﬁ&;)ara(ivc

u;g’v
How to enhance the features of T.iv{loping a
graphical authentication that 90t0type of
uphold security, whil graphical scheme
2 | maintaining usability? \ E with hybrid graphical
T s scheme (combination
% of three graphical
l'\\\ é) authentication).
Can hybrid &ra | 0 (év conduct | Conducting empirical
authentication (@c . ca ation on the | studies and analyse
3 | alternative &'the’ \veloped prototype. | all of the data after
passwo@liculion? the evaluation have
done.

&
S

1.7 THESIS STRUCTURE

The rest of this thesis is organized as follows. Chapter 2 highlights the literature

review related to existing of graphical authentication in aspect of usability and




security. Then, Chapter 3 introduces the methodology used for the research tools and
environment as whole. Next, Chapter 4 explained about the development of new
graphical password prototype based on hybrid scheme called ChoCD and discusses
the design of the authentication to fulfil the usability requirement &mcr 5
discusses the studies conducted to investigate the practicabiligd, o ChoCD.

Evaluations towards ChoCD authentication were conducted wiR regards to its

usability and security. It involves the explanation of its m ogy, results and
findings, and discussion. Chapter 6 summarises the ; th@ presenting

5 . o 3 [
achievements with respect to the conduct of this rese$l addigion, ? c&&ér also
h

beeh Lo ct@'ﬁnd finally
e prg research.

S

highlights the limitations identified while the rese

presents potential future works for improving w ati
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