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CHAPTER 5: EGA TECHNIQUE FOR CLOUD WORM DETECTION

h

N Introduction Y'

Genetic algorithm (GA) has been used In computer security to solve th NIty
Aei al.,

2014; Hoque et al., 2012). GA operates on a population of potential solutYsﬁpplying

the principle of survival of the fittest to produce better and efficient ap mations to

the solution of the problem that GA 1s trying to solve. At each g eraon, a new set of

€Co dlng their
level of fitness value in the problem domain and breeding them¥ to eth\g;g\ve
operators borrowed from the genetic process performeéure bj ssc!végﬁnd
mutation. This process leads to the evolution of popRpess o% ' ua%};t are

better adapted to their environment than the indiv @ed from,

related issues by several researchers (e.g., Goranin & Cenys, 2015; D

approximation is created by the process of selecting indivj

just as it happens in natural adaptation.

chromosome. These indivig

solved. Different positig '
numbers. -\.

:as used to improve cloud worm classification as well as for the

In this research, ¢

prediction e cloud worm attack. The results of this work leads to the

Improvem e detection accuracy rate.

There are few works that are based on genetic algorithm for malware detection in
cloud computing environment (Kumar & Gohil, 2015; Majeed & Kumar 2014; Li et
al., 2012:; Goyal & Aggarwal, 2012). These works are focused on malware detection
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in cloud using anomaly detection including the use of old dataset for the evaluation

However, this work focused on worm detection 1n cloud based on dynamic analysis

and the latest dataset from virusshare repository.

5.2 Related Works Yv

For classification, six classification algorithms are used, where four of the

art In-
built in weka in order to identify the most accurate classification algorithvs work
1s focused on the prediction of future cloud worm detection. Ther% a genetic

algorithm namely OlexGA proposed by Pietramala er al., (2008) w

Integrated.

roposed. From the

3

e GA as classifier. For

It more customisable for

motivation of OlexGA, this resea%
EGA, there are many parameters% e 1Qdhde _
the researchers. All parameters&l the, )sed E@

However, the default value 3 n?th—: Yt pragee for cloud worm detection. The
e

various techniques imprO@ of tile prppPsed &L A are shown in Table 5.1
4

f f
Table Aﬁmvemem comax) ' gn of EGA with OlexGA
AN

are described in section 5 4

.

Techniques lexGA EGA | | | |
Selection Tournament Selection Proportional of Fitness
J )
Crossove | "Uniform Crossover | Tree Crossover
_Mut::ition FSubstitution Tree Mutation
| Evolution | Not included | Evolution Controller

—
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S5.3.1 Selection Process

Tournament selection is a method of selecting an individual from a population of

individuals in a genetic algorithm. Tournament selection involves running several

"tournaments" among a few individuals (or 'chromosomes') chosen at randomg ;im

the population. The winner of each tournament (the one with the best 1S

selected for crossover. Selection pressure 1s easily adjusted by c g the

tournament size. I1f the tournament size 1s larger, weak individuals han smaller

chance to be selected. On the other hand, fitness proportionate selectwhich 1S also

nWIgorithms for
selecting potentially useful solutions for recombination. tness lOpO lonate
selection, as in all selection methods, the fitness function gssig® fi eMs@e
| eé(f?n a

the* R0ssible

known as roulette wheel selection 1s a genetic operator used 1n

solutions or chromosomes. This could be 1magined as si

casino. Usually, a proportion of the wheel 1s ass

selections based on their fitness value. This could W:ev | '%ﬂqe fitness
of a selection by the total fitness of all the sel@'\ﬁs)ihereby a@g them to 1.

Then, a random selection 1s made similarco how we 'Q\;hee[ IS rotated.
Selection Proportional of Fitness 1s presentedg¥iggre 514 si@is method, worm

N "

characteristics will be selected to gener orﬁ'&haracteristics for the

/

future.

Fittest individual
which has large
share in roulette
wheel.

Weakest individual
has smallest share In
roulette wheel.

Figure 5.1: Selection Proportional of Fitness
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By the combination of the strongest and the weakest worm, new types of worm
characteristics could be generated. Through this, it could determine the types of worm

which could be developed by the attacker in the future. So, worm detection accuracy

S.3.2 Chrossover Process %\:

will be increased.

The uniform crossover works in similar way to the mult1 crossover method, bu¥Yuses a

binary crossover mask with the same length as the chromosome. The grity of the

mask bits tells whether to use the information of parent A or B. Usin®his method,
crossing at any point is possible (bit tells the borders not the gelfg). trT Crossover,
given two parse trees as parents, tree crossover selects a sub t rapd h each

e selectpd s e; '@'m
UF
Lol &

parent and replaces the selected sub tree in one parent wit

the other. Figure 5.2 shows the tree crossover process.

W1 =Worml, W2 = Worm?2
NW = New Worm

Figure S.2: Tree crossover
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In crossover characteristics, selected worml and worm 2 will be combined and will
generate tentative types of new worm. In the other words, new worm with the new
characteristics will be generated. In each step of GA process, every time new worm is

generated with new characteristics. So, detection accuracy will be higher because the

acter. This

system predicts what type of worm could come n the future.

5.3.3 Mutation Process

C

A generic substitution takes as a key a mapping from each sample t

ted manner or

eveJl something
e a pw:o QQ;Ler

@;em from
the substitution. Compared to other type of

"T\! | 'létngiveanew
worm new and different characteristics which ar® que. digh t_@rm the parent’s

method is particularly interesting in breaking these ciphers in

through unusual means. A novel approach to the problem

interesting about cryptography in general or if successful, mig

more secure ciphers. However, a tree mutation operat
within a single assembly tree. The two swapped nodesy

of tree mutation introduces new characteristics of yorm

characteristics. However, substitution can wacteristics that are

quite similar to the parent’s charactay

process.

R
| aanome mutedﬂ 4 j

Figure 5.3: Tree mutation
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§5.3.4 Evolution Process

Evaluation controller controls the evolution process of genetic algorithm. This process

ensures better new generation for the future. Figure 5.4 shows how evaluation

controller works. Mutation and evolution process is the final steps of GA a@:git%s.

Here. a child worm 1s mutated and produces better generation by thz Ion

process. Better generation means worm with good characteristics; it me

ms that

can survive the new prevention and detection system. If 1t 1s possibleYﬁedict the

characteristic of future worm, it surely will improve detection accuraw

\%
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Table 5.2: Comparison between OlexGA and EGA techniques

e OlexGA EGA
\ l
Technique Description Technique Description
" : ~ — _
| I-Scleets onlv the individual with

the highest fitness value from
certain number of individuals n
the population.
2-Smaller chance to select weak

- SETOR | est and the weakest worm

l oumament imdin dual. Selection T - .

* Jivrarei iy : cdadas crease 7
3"] 0SS Ol dl\ Cl hl[} ) ])I‘OPOI'IIOI]H] worm

4-Docs not generale new
Worms with new characterstics.
5-Shows bias with unlimited

spread.

of IFi1tess

clection accuracy.
~ 3-Increases diversity.
4—Sl'ows no bias with unlimited

@

1S

Umitorm

Crossover

1-Can decreasc the quahity of
parents with good f1tness and
produce worse ol Ispring,

bit different from their p |

2- Creates offspring that 1 h
arents T

(¥4

NCre T the quality of
" paregtNith good fitness and
pmés good offspring.
Lycates offspring that is very
erent from their parents. |
-M-New worm with new

charactenstics will be

generated.

Substitution

1-Substitu W RIve
Worm ngw chasfClerI SNE
| ‘N) Lhcll" :
LCTHGRICS.

I-Tree mutation can give a
new worm new and different
charactenstics which are quite
ditterent torm the parent’s
charactenstics.

Evolution
Controller

] - Controls the evolution
process of genetic algorithm.
2-Ensures better new generation
for the future. Better generation
means worm with good |
charactenstics.

3-It 1s possible to predict the
charactenstic of future worm: it
surelv improves detection
accuracy.
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Table 5.2 shows the comparison between the OlexGA and EGA techniques. OlexGA

has some limitations during it 1s implementation such as loss of diversity. It also does

explanations in the literature review, GA tends to have more strength as cgmp ; to
other algorithms. For instance, part of the GA’s advantages is that it has m: ability
to learn the malware behaviour. It also helps in predicting malware a% It 1s also

t

ra

not generate new worms with new characteristics. In addition, based on

or detecting
1 et al., 2013:

noted that GA has reported lower false positive rate as well as high
malware attacks (Nag & Singh, 2015; Majeed & Kumar, 201
seaich 1s focused
el
| &

b4 i

1tera% review,
A iy

er efficiency

X

and effectiveness in different fields. It 1s alSOagot A (tehds to be more
n%efficient and more

stable and powerful. Moreover, 1ts inducti%ethod s
accurate as compared to other algonthn%/aglﬁlde Eul

& 1, 2016; Khedikar &
Kulkarni, 2014; Lobo & Rahate, 2013; njljl % * Rl

Binitha & Sathya, 2012; Yusoff & Jantan, 2011). Therefore,

tection

on genetic algorithm to find better solution to improve clou

and cloud worm prevention.

On the other hand, based on previous research as

OlexGA was implemented in different fields,

et al., 2012). OlexGA
has the potential to be utilised gt rWare etegtign €Qwnain. Nevertheless, it has
never been implemented or usehal%‘&@; Based on the experiment in
\ su @m th@Se of the tournament selection

this research, OlexGA app&

which causes smaller cb%to eLec ;:lk &)@J\ndual leading to loose individual

diversity. Additionallyg#yal sufﬁr r u@rm crossover which creates offspring
' Sppar

nt fér T£ In relation to mutation, OlexGA uses

which gives it @’ characteristics that is quite similar to the

which 1s a little bi

substitution tec

ptics. Another hmitation 1s related the lacking in evolution

arE
ore, this research aims to improve the state-of-the-art OlexGA by

enting OlexGA 1tself in order to enhance and also increase the accuracy

parent’s ch
technique:

also re-1
in the detection of worm within cloud environment with the proposed techniques in

this research.
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5.3.5 Pseudo code of proposed algornthm.

For the selection process as presented in Pseudo code 1, popSize is the total number of

dataset, while output is defined as program Positions. First, it checks whether it has

predefined fitness value (or not). Then, 1t assigns the fitness value to best fit em
checks all data in the dataset repeatedly. After that, it assigns ﬁtnessg\ by

considering training fitness; if best fitness 1s less than fitness, it then ad8

fitness value as best fitness. Again, it checks all popSize through probm and then
calculates the probable fitness value for all datasets. If there 1s nowﬁned fitness

| mltlaset. Next, 1t

current

value, then it assigns O to best Fitness and checks all data

L]

assigns fitness value by considering traming fitness. If b ssghan the

ghgum

)’.l _

fitness, then it assigns current fitness value as best fitngss. Firthgr, it

fitness plus fitness value and again checks all popSizaggouch prgba

| Input; DataSet Output: Selected Pag€
2 If FE.lowerlsBetter() then

3 | bestFitness «— Double. P&

4 | | for all popSiz

s 1

6 U

7 .

8 Fe1ty

9 2 &9

10 ] a&J ¢ 1.0 )
(((Program)pop. get(if. getorainagh ) <30 mFitness)

| ] =

2 <&

13

14 fitness «— ((Program)pop.get(1)). getTrainingFitness()

1S If(fitness > bestFitness) then

16 | bestFitness « fitness

| 7 sumFitness «— sumFItness + fitness

18 | for all popsize

19 | | probability[1] <« ((Program)pop.get(1)).getTrainingFitness() /
sumFitness

20 | return selectPrograms()

Figure 5.5: Pseudo code 1 (Selection)
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In crossover process, a vector object 1s created to perform crossover operation for all

new born children requested for crossover. Then, children (two) are selected for

crossover and each pair of child 1s selected to perform cross operation. After that,

crossover operation is performed. Here, 1f there 1s an odd number of programm

last one crosses itself when it selects the last child as new born child. %
operation is performed, and if replacement of mutated child i1s necessaryt8en 1t will

execute the replacement process of muted child and return the crossed c

R pui muted data

input: new born child, new born parent, probable mutat
Vector resultPrograms <~ new Vector()

N —

3 forall nbOfChildren \d

4 | resultPrograms.add( ( (ProgramPosition)inpgtProgtampPositgns. Set(X %%
2)).getProgram().clone(PR)) &

3 for each pair of nbChildren

6 | ((MainProgramTree)resultPrograms. get
((MainProgramTree)resultPrograms. get(1*2+1)), fe rai

7 if nbOfChildren%2==1 then

8 | int lastChild « nbOfChildren —N

9 | ((MainProgramTree)resultPrograms 8et cxhgsover(PR,

I@pV)

(MainProgramTree)resultPrograms.get(last

10 If doReplacement() o
I | replace(mputProgramPoN resultRgQ gffams Apop)
12 return resultPrograms

Figure 3.

sTco ﬁ&_}péi&%r)

nted 1 'Ps 0 c »3, 1t creates a vector object to

w? Jc'ul
v?al ne

It reﬁ-acement of mutated child is necessary,
N

For the mutation process as

requested for mutation. Then, it

I

tatl
4

operat

perform mutation operatlo

orn children requested for mutation

selects part of child for

and performs tree

then it will do th ment Process oﬁ@.lted child, and finally, it returns the muted

child §
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input; new born child, new born parent, probable mutation Qutput: muted data

Vector resultPrograms < new Vector()

3 for all nbOfChildren
4 | resultPrograms.add(

(MainProgramTree)((MainProgramTree)((ProgramPosition)inputProgramPositic
t(0)).getProgram()).clone(PR) )

5 for all nbOfChildren %S\
6 | ((MainProgramTree)resultPrograms. get(i)).mutation(PR,fej& inlafs,
vallns, pV) |

o —

7 If doReplacement()
8 | replace(inputProgramPositions, resultPrograms, pop)
. return resultPrograms N

Figure 5.7: Pseudo code 3 (Mutation) z l

ve\adgl'o@'of

Fitness evaluators are used to evaluate the fitness of agprogfam

instances, and these entail the combination of several g

evaluation). IsNewchild returns true if this child 15Mg p
In the samples. Meanwhile, GetSuperiorBoun\cv'e)he hig

evaluator can return, and when evaluating ghe fitness;

at this fitness

a
W \@\an infinite value

given fitness is better for the newchildrowg M0, - %e if the new children

are real and can be used as a nongnal’

real and can be used as a numeric.

Input: Ins, prog

sNominal() '
isSNumeric() Q’ )
1s Newchild(y Q[ 4

| X
A(Instances Ins, P @i’dm prog)

measureF]
getSupe ound()
Newchil etter()

0 Figure 5.8: Pseudo code 4 (Evolution Controller)

Using selection proportional of fitness, tree mutation, tree crossover and evaluation

controller; accuracy rate becomes higher. Different methods were used for selection,

mutation and crossover compared to OlexGA. These methods improved the accuracy
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of cloud worm detection. The results of proposed algorithm are presented in next

section.

Pseudo code 1, 2, 3 and 4 are the main functions of genetic algorithm. Pseudo code |

selects parent from all cloud worms. Then, pseudo code 2 does the cro
operation to produce new child worm. New born child worm then goethhe

mutation process by pseudo code 3. Fmnally, evaluation controller epshres®better

generation which means it can survive the changing environment of ing cloud
worm detection and prevention system. In this way, detection gccufcy will be

increased in the proposed enhanced genetic algorithm.

processing was achieved in earlier chapter.

phase. In this phase, GA 1s used to cl

rules for new generations for the upcomin

shows the basic working principlcf m clog

|
r

[
\.

= — — ——— =,

Virusshare
Dataset

A
Y
Behavior of
Future Cloud
Worm

Genetic
Algorithm

.
!
\

6%"13 5.9: GA working flow in cloud worm detection

Steps for pre-processing are as follows:

Step 1: Select classification of Virusshare dataset

Step 2: Convert obtained classification to nominal data



139

Step 3: Input dataset to WEKA

Step 4: Inclusion of security metric in learning phase

Operations of genetic algorithm are explained as follows:

Step 1: Take an input from the pre-processing unit

Step 2: Select random two parents for crossover

Step 3: Apply mutation operator on selected parents

Step 4: Check whether newly generated worm behaviours are already, in

Step S: If generated worm behaviours are new then check the fitnes

Step 6: Store if the fitness value 1s better

During the research process of cloud worm detection usin;

methods were used for crossover, selection and mutatio

classification was identified by dynamic analysis Qe
classification could be passed to Weka unless 1t trfwgtopmed

nominal data. Due to this, the classification re gﬁr)
Then, security metric is included for the learrf%phase. \T 'é
0 S

put frowq the rg-p&ssing unit. Then, it

AN

selects random two parents for cross uta@ operator 1S applied on
ly eﬁe‘s&d worm behaviours are

selected parents. Next, 1t Ched‘% s

already in database (or not). Qas, ﬂl O Wil ‘g,;‘ét the iteration. Otherwise.
é@eck Njorghe ﬁ(LJ@ss value. Finally, it stores it as

InONYominal data

The proposed genetic algorithm takes

osenerated worm behaviours

better fitness value if fitne |

be seen in Figure 5:%0

developing EGA for§lo orm

.
N




(—————

Collect Dataset

Dy namically Analvsing Data set

-l PRI - U —

T s

R

f

Proposed EG A classiicatnon

S— .

e

[ Select randomly 100 wonmnm sample trom data set ]

e

—

= T e me——— e ————— S— -_—
e 1. B i —— S m—— j -

Calculate fitness tuncuon value tor the selected
samples using weka

— —m—

e .

T T e —

.

Iteration=1

= —— _-__..,.._._______.________1.. S =i —

—

fg— s

Chouose the highest and lowest fitness tunction
value using selection propormional fitness technmique

—

|

— e ——— .1 e

=

"

l Apply crossover using Tree crossover rechnique

]

T

N

Apph random mutaton using Tree mutauon technique

e r—

h

— o — — —— i

*

~—
L "._.4""

No

-~
.I._.rl"'
-

: " |
Calculate fitness funcuon value tor the ]
i

e o ——
o

!

i |

.

|
_ N
Calculate the accuracy
value tor old dati

|
] — e
Add the new children 1o
the wld data sels

- g ——

p sl

em——8 T

new cl

And choose an

IDascard the new
children

two chiildren

uld

| Ee—

the new chil
itness function value

<= datasel
unetion v

—ar

\ ] o -
' It the accurmcy value for the
new data set == 920%

e

Calculate accuracy value ]
tor the new data set (1020) [

e ————

ks N

e

No

t1tness
alue

=1 _~S

I - N
Discard the new chialdren
and choose another two

- —————

No

Iteration =itemtion +1 B! : \/

-

o ————

tor Wy

r new ch
ow eal IV

A m

ulu

new chl

N

dren fitn e%g
» finecss >

pid

00

-Rr: 1:
chi

-
il =

= -
—
-

B\,

e

f— ._-—i"‘""'"

Figure 5.10: EGA experiment flow char

140

Iteration =iteration +1 ’ J

—_—



141]

5.4 Parameters of Proposed Genetic Algorithm

Several parameters are implemented and tested in the proposed genetic algorithm. The

functionality of these parameters 1s described below.

S.4.1 biasConstant %\

Bias constant parameter 1s used to control the selection process. Biasin d be 0%

se biasing

11l be biased

to 100%. and thus, this parameter passes by 0 to 1. 0 means 1t do

T;

1S

during the selection process. On the other hand, if the value

100% selection process. Accordingly, 50% biasing value whi performed

best as bias constant. The control for adding new children in

fitness as it will lead to low accuracy rate.

5.4.2 evolutionController

chlldren will be

:: ﬁ
Evolution controller parameter choose d
produced to replace the preceding ge%n ,\
chooses between children and par%) reate e; é
S.4.3 fitnessEvaluator ’&\
ss?uatr(i?—lybnd classifier with booting was

eva ing the fitness. The available options

mber of children and

Oon.

f ﬁt
naﬁ

e 1) Conﬁdence(_@ﬂ one class recognition (hybrid classifier

Three options are avall

chosen because of lt

o~

[ror sum (contmuous) and m) Root mean square error

for fitness evalua

with boosting).

(continuou r two options are based on the calculation or error of the fitness

evaluator orks continuously throughout the evaluation process.



142

>.4.4 newPopulationSize

This parameter represents the size of children population which is 100 percent in the

proposed algorithm case. It selects all children after running the method. All children

5.4.5 operatorChildren *

The children operator for all options mutation, mutation (node o&ducuon

and new program are one. Nevertheless, the operator of cross 1s two which

population are considered as new population.

denotes that the crossover will be done two times in each proces

>.4.6 operatorParents

Parents operator for all options mutation, mutation (gde osly
program is one. Nevertheless, the operator of CI’C%NIS

crossover will be done two times n each proce&

Cny

5.4.7 populationInitiahizer

Population initialiser selects the ation for programs. For

L .
the experiment, tree crossover method

hand, this parameter performsﬁ&XOS
\ "
S5.4.8 populationSize %

’

the num er grams In the population. The size of the

Population size reprﬁn
population is ION e proposed geneh~ algorithm. This 1s because all populations

@he process.

Program selector selects the program method for the reproduction process. This

I@t performance. On the other

O

are used thr

5.4.9 prog

parameter is used to perform the selection proportional to fitness technique.
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5.4.10 Completion

Completion parameter controls the fitness function, and the three parameters could be
passed through this parameter. The first parameter defines target fitness; if it is not

esqhe

90%, then it means it does not perform better. The next parameter def;

maximum number of generation which 1s 20, and the maximum total ti

taken by the process which is 0.33 minutes. However, computation time!

system to system but it should not take more than the defined minuRThis time
parameter is fixed because if the system took more time than that, itws something

is either wrong with the system or 1t could be a worm attack. ?

G \d,
There are many improvements that have been done osed’ co@ed to

OlexGA. Several new parameters proposed in E alsp 1 il oth&\brocesses
that are completely different compared to Ol\ SUb
Wi

5. L&escribes how
the parameters are different in EGA comparg

5.5  Improvement in proposed EGA and reason for choo

W
q%

r_ngsection which

Is subsection 5.5.2 describes the processs
advanced and efficient than OlexGA. L

chosen among other algorithms.

5.5.1 Differences between E(

EGA used completely di
OlexGA. There are als
than OlexGA. The pgra®us

operatorChildren,g OTrele
— diﬁere%nt'\GA from OlexGA. In particular, OlexGA does not use

Populationintgli2er. Secondly, OlexGA only depends on crossover and mutation
#A uses various operators in parents, children and proportions during

process but
the whole process. Finally, EGA has evolutionController and fitnessEvaluator which

are missing in OlexGA. Additionally, the methods used inside those parameters of

EGA are completely different compared to OlexGA. A detail explanation of each

parameter is explained in section 54.
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5.5.2 Part of EGA that improves OlexGA

OlexGA follows three basic processes of genetic algorithm. They are: selection,

mutation and crossover. On the other hand, EGA added another process which is

called new program process and evolution. These new program processes are Qas

the past experience of the algorithm runtime which 1s controlle
evolutionController parameter. Moreover, the basic four processes used
completely different from those of OlexGA. For selection process, QEXGA used

Tournament selection but EGA used proportional of fitness Nm. Further,
substitution mutation is used in OlexGA. On the other hand, E AWtree mutation.

are prewal !\Q R0 %the identified
problems, compared to the traditional syst&gs aat ﬁv% e@blem scope itself.

; ; y. _
Besides that, GA systems provide a hng mbengf efpt ctx&&lutlons compared to

the conventional method of producinTone metiod to @e a problem. Therefore,
Cr

GA system is more efficient. On %‘l hang, cgj Vjﬁlllto al systems employ the use
| L
of derivatives to evaluate a so n, Whi 2 syﬁm employs the use of a fitness

. Aoeluti®n th&l’ has produced. Another fact that
* ed t 1
for detection of mali@ﬁd?

GA system works based on the codes that

a loye f}a §ﬂ)ositive rate as well as a higher rate

uk ra%}y 2004). The performance of proposed

ther cl 'sifigr (s?ﬁ as J48, IBK and Naive Bayes. EGA

EGA 1s compared -\.it
showed better fagformance compared\‘o other algorithms which are described in

genetic programming had

details 1n sect

Some wo ed genetic algorithm-based malware detection in cloud computing
environment (Kumar & Gohil, 2015; Majeed & Kumar 2014; Li er al., 2012; Goyal &
Aggoarwal, 2012). These works were focused on malware detection in cloud using
anomaly detection and were not based on weka. They were also using old dataset for

their evaluation. To compare the performance of the proposed EGA, it is necessary to
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compare with the performance of another GA classifier, where OlexGA is also based
on GA as a classifier that 1s available which 1s revealed from the related literatures as

presented in section 2.11. Due to this, OlexGA was chosen to verify the performance

of the proposed EGA classifier. The evaluation was executed through weka for this

research. \2
In this section, the improvement evaluation of EGA over OlexGA 15%11: ed

‘1".

S.6 EGA Improvement and Evaluation Over OlexGA.

A. OlexGA Technique

OlexGA, together with the corresponding selection,

techniques were selected as shown n Table 5.3 belo@

Table 5.3: OlexGA Tech

Selection Crossover
1

Tournament Uniform Crgssover

ucs

Uniform xOver C—’

lTowmmnt Selection - v I
0 Figure 5.11: OlexGA Techniques and Parameters
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Figure S.12 below shows the results for OlexGA algorithm:

=== Run information ===

Scheme:weka.classifiers.rules.0lexGA -Y O -P 60 -X O -R 1.0 -M 0.001 -S 1 -I 500 -G
200 -A 1 -E 0.2 -C 1
Relation: Classification_result
Instances: 1195
Attributes: 6
Infection
Activation
Payload
Operation algorithm
Propagation
wo rm
Test mode:10-fold cross-validation

=== Stratified cross-validation ===

=== Summary ===

Correctly Classified Instances 845
Incorrectly Classified Instances 350

Kappa statistic 0.3612
Mean absolute error 0.2929
Root mean squared error 0.5412
Relative absolute error 115.8487 %
Root relative squared error 152:3533 %
Total Number of Instances 1195

=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision

0.656 0 1
1 0.344 0.336
weighted Avg. 0.707 0.051 0.902

=== Confusion Matrix ===

a b <-- classified as
668 350 | a = worm
0 177 | b = Benign

As can be seen In Fi?
accuracy rate 1S 70% € Y' ult 1s shown as only 10.7%. As for the
False Positive raAe performance of qexGA 1S 5.1%; the Precision rate is 90 2%

\
and the Recall \s 70.7%. Finally, the output for the F-Measure rate is shown to

~7.5%. The result indicates the accuracy rate; True Positive, Recall

have the

and F-

rates are low In comparison to EGA as explained in the following

section.
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B. EGA Technique

To evaluate the performance of the selected technique for EGA, this technique with

the corresponding selection, crossover, mutation and evolution controller as presented

in the table below:

EGA, together with the corresponding selection, crossover, mutation

controller techniques were selected as shown in Table 5.4 below:

Table 5.4: EGA Techniques

Selection | Crossover Mutation
Selection Proportional | Tree Crossover Tree

of Fitness.

weka dassifiers.rues.EGA
About
EGA Genetic Programming

basConstant 0.5

operatorChicren {2,1,1,1,1
operatorParents {2.1.1,1.1
e o NI
populationSize  [100 " N _
msiner il [0 " & -

finessEvaluator r . T‘lfh’r Tugss fier with boosbng)
-

LtionController WProc ogIpErAeen chldren and parents to (reate a new generaton

m&*,m.o.o.sa
: e Figure 5.13: EGA Techniques and Parameters




148

Figure 5.14 below shows the results of EGA algorithm:

=== Run information ===

Scheme:weka.classifiers.rules.EGA
Relation: Classification_result
Instances: 1195
Attributes: 6
Infection
Activation
Payload
Operation algorithm
Propagation
wo Irm
Test mode:10-fold cross-validation

=== Stratified cross-validation ===

=== Summary ===

Correctly Classified Instances 1192
Incorrectly Classified Instances 3

Kappa statistic 0.99
Mean absolute error 0.0025
Root mean squared error 0.0501
Relative absolute error 0.993 %
Root relative squared error 14.1052 %
Total Number of Instances 1395

== Detailed Accuracy By Class ===

TP Rate FP Rate Precision

weighted Avg.

=== Confusion Matrix ===

a b <-- classified as
1018 0 I d = worm
3 174 | b = Benign

S

regb@G@orithm. The accuracy rate is

¢h 'ﬂ's %037%. As for the False Positive rate,
t

99.749%: the True Positl

ec®dPn rate 1S 99.7% and the Recall rate is

the performance of Ol %
99.7%. Finally, the : E eﬁsirﬁmte 1S shown to have the value of 99.7%,
The reSUlt lndlC& ’% POSitiVe, Reca]] and F“Measure rates are

higher in ¢ n to OlexGA. In addition, False Positive rate is lower in

comparis@exGA which indicates better results.

To conclude, all the output values related to the proposed EGA as explained above

accuracy rate;

have provided a more favourable result compared to OlexGA. This has also proven
that the enhancement carried out on OlexGA to improve cloud worm detection have

senerated a much positive result making 1t more efficient for cloud worm detection.
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Table 5.5 demonstrates the overall experimental results comparing EGA with OlexGA

and other algorithms.

h
~J

Experimental Results and Comparison for EGA Detection Techniunv

N

te® using

An experiment was conducted using 10-fold cross validation dataset ge

weka. 10-fold cross validation 1s the standard way of measuring thewesgas rate of a

riment was
et al., 2015).
S), tflen holds out

each part in turn, and finally, gives average of the results. achl da nt i,%:[he
0

dataset is used 9 times for training and once for testin%efaul welda fi @ross
S1

validation using 10 fold because of comprehensive ,%s_ 1 magly_dif; re@tasets,
§ 1S

e r%&umber of

re t\‘@ main reasons

learning scheme on a particular dataset. For reliable results, thg e
performed 10 times for the ten-fold cross-vahidation (Bouc

Moreover, 10 fold cross validation divides dataset into 10 part

where different learning techniques have shown tha

folds to get the best estimate of error (Witten

t
r(hj 5).
that inspire the usage of this type of 10 fold& vald\at' yryesty rstly, it uses as
much data as possible for training and testig ghd 3%’( er_';élter accuracy of 1ts
findings (Saudi, 2011). Furthermore, ﬂx essnyh% pn&;se of EGA has been
evaluated using Weka which 1s alsOgpae a-Ts ol t@as been used by many

researchers for detection, clusteRggmgmssificatio anhﬂa'ny more. Researchers that

'
used weka in their study inchl@'&and

EGA experimental resulttNe C}m are] it@se ot OlexGA (Pietramala ef al.,

2008) and NB tree ply K(_W al., 2013). Comparison with other

‘.
Y, ang(ﬁ{akur and Mahan (2015).
&

rapgiom gorest

e ped V@ious researchers (e.g., Siddiqui, 2008:
. 2013; Shahzad@ 4) also used these algorithms for malware

established algorith!
Saudi, 2011; Bh

detection. %\

% devloped in Java and then integrated with Weka. There was a significant
improvement found compared with OlexGA while classifying with EGA. Table 5.5

shows the comparison of the experimental result with those of various algorithms. The

EGA Technique for Worm Detection results are incorporated in Appendix C.
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5.7.1 True Positive rate Results Analysis

True positive (TP) is the number of predicted cloud worm samples correctly classified
and identified as malicious. TP was calculated by using Equation (3.4) as shown In
N3
by IBK with 99.2 %. These algorithms outperformed in the case of true pos’t%«\e_
However, OlexGA shows the lowest true positive which 1s only 70.7 % al& Tree

+ Random Forest showed 99 % TP rate in their work. For J48 and Nai’vews, they
also performed well by producing 98.9 % and 99.1% TP rate respectivwi gure 5.15

shows the results of TP rate by various algorithms in Weka data ‘nig., |

section 3.3.8. EGA shows highest number of true positive which 1s 99.7 % fo
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According to Fi 15, OlexGA has lower TP rate compared with other established
classifiers. r, EGA showed improved TP rate in cloud worm detection using

é 0?
GA and GA used in OlexGA.
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S.7.2 False Positive rate Results Analysis

Cloud worm detection accuracy also refers to the correct classification. Then again,

the false positive (FP) denotes that the data misclassified it, which means that the data

actually belongs to a different class. FN takes place when the data is nE
classified as a different class, but actually 1t belongs to another class. In s@f’

s the number of predicted cloud worm samples incorrectly classified as m4f®ys. FP

1S calculated using the Equation (3.5) as presented in section 3.3.8. In th% of FP,
EGA shows the lowest FP rate compared with IBK, J48 and NaNayes_ The
performance of OlexGA is shown to be worse as the value of

FP ¢ 5.?0 aslshown In
R E N5

Figure 5.16.

FP Rate

0
X

- p— e RS S - L

O00O00OO0D
O=NWLHUVO NI W=

rest showed the highest FP rate. Due to the low TP rate, FP rate

of OlexGA compared with IBK, J48, Naive Bayer, and EGA. This

work contribut ® by lowering the FP rate using GA for cloud worm detection.
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5.7.3 Precision and Recall rate Results Analysis

Precision explains the proportion of true positive classifications in all positive results.

This denotes how many sample were classified correctly and not false positive.
9)%5
act

igure

Precision i1s measured by using TP and FP rate as shown in Equation (

presented in section 3.3.8. If TP 1s higher, 1t means higher precision. Due t

that EGA incurred good precision value and the value 1s 99.7% as present

5.17. Compared with OlexGA, EGA has 99.7% higher precision rate. (quuences
of OlexGA has 90.2% precision due to 1ts low TP and high FP rate

Precision

0.98
0.96
0.94
0.92

Figure 5.17: Pre

EGA recall rate is 95,%& ) con{D O to @XGA and NB Tree+ Random Forest,
EGA has higher r te of OlexGA W has 70.2% recall rate. Similarly, EGA

has higher rec l% i f NB Treet+ Random Forest which has 99% recall rate. The
Yo Of 1

experimentalggu ecall rate are shown in Figure 5.18.
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Recall
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upe Lntal
pt Q‘,&)IBXGA, all other

classification algorithms performed bette | m&f 19. However, EGA

shows better F-Measure comparegpto EexGA. pared with NB Tree +
Random Forest and OlexGA, EGA |

B F-Measure

Figure 5.19: F-measure rate of various classification algorithms
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From Figures 5.15, 5.16, 5.17, 5.18 and 5.19, 1t 1s clearly seen that the proposed
algorithm outperformed OlexGA 1n the case of TP, FP, Precision, Recall, F-Measure

and ROC area rate. The proposed algorithm 1s also better as compared with NB tree

plus random forest.

§.7.5 Correctly Classification Results Analysis

classification rate which is 99.74%. This algorithm outperform
correctly classification rate. However, OlexGA shows t}

classification rate which is only 70.71%. For IBK, J48

performed well by producing 99.16%, 98.91% and 99.07%5
respectively. Compared with NB Tree + Random Egres
§Ce

res

higher correctly classified values. A significant Jmp

correctly classification percentage. EGA show9\ o
5

is higher than OlexGA as presented in Figure E

' assifeation which

b& compared to

NB tree plus random forest.

& Correctly Classified (%)

= o
e S R

Figure 5.20: Correctly classified of various classification algorithms
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Table 5.5 shows the overall experimental result collected from the output of data

mining using Weka.

Table 5.5: Experimental results for different metrics of various algorithms.

. CQ‘rSﬂy .
A¥ ol Precision | Recall ’ AN % led

Algorithm Rate Rate MeaSlll‘e Al‘ea
0
! — ; = 1
0006| 0992| 0992] 0992 | 1‘3% 9.1632

IBK 0.992 | | | _
148 0989 | 0016| 0989] 0989 | 0989 0_9?' 98.912]
148 |

Naive 0991 | 003| 0991| 0991 0991] O 99.0795
Bayes | ‘ | <

| OlexGA 0.707| 0.051| 0.902| 0707 70.7113

NB Tree

+Random 0 | 0.99| 0.991
Forest

EGA | 0997 0.014|  0.997]

— r w .
S

Based on Figures 5.15 to 5.20 and the results grest In | S.ZL' could be
concluded that OlexGA does not perform better Ompared BKQlS and Naive
Bayer classifier. However, OlexGA 1s In d wit - M, tested with the
proposed EGA technique, and this has | ed 1fis clzé?e step ahead. The
main goal of this research is to impr e\rm reTHoN ac@acy by using GA for
cloud worm detection. To impro%ztion cuf cy, § necessary to focus on
various parameters and used Khi‘li e m{ . ’ﬁéjfresearch employs various

c@uara@rs to find the best solution in

) R
racy ) ghu O

=
=3

selection, crossover and mutaf

)
GA works on natural % n pgoLesy

which is correctl sified. Accordin%}v Figure 5.20 shows EGA algorithm
M other established aﬁssification algorithms. As observed, EGA

curacy rate which is higher compared to other algorithms,

order to improve worm det

classification rat

reached 99.%

From the resU®€ presented above, it is clearly seen that the proposed EGA performed

better than OlexGA. OlexGA shows 70.71% accuracy rates where the proposed

algorithm shows 99.74% accuracy rate. Hence, EGA shows significant improvement

of 41.06% higher accuracy compared to OlexGA.
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Based on the accuracy results, it shows that EGA 1s able to detect worm in cloud
computing as compared to other algorithms. As seen in the table above, the value for

TP has 0.997 which indicates high positive rate for EGA 1n cloud worm detection. As

for FP value (0.014), it indicates low false positive rate for EGA in cloud worm

detection. For the precision value (0.997), 1t indicates higher precision in rel tw
EGA in cloud worm detection. As for the recall value (0.997), 1t also indi%\hat

EGA has higher recall value for cloud worm detection. As for the f-memiyge value
(0.997), it shows that EGA has higher value in cloud worm detection. ¥ clusion,
EGA has higher detection rate for cloud worm detection as compare? lexGA and

other algorithms.

n
® o

Summary

From the experiment conducted using the sagieN
OlexGA's accuracy rate result i1s very low inwa

this research improves the performance of gorit

worm ¢ iﬁcn. Therefore,
i@h GA 1s a search
N

algorithm that is based on the natural s%’l iplgsuandefonetics. GA has the
Nﬁ 1S pul;a\.ri%. By generating new
B

feature to generate new population fro ex
a

fUtR “301 typ thﬂ@ handle unknown threats
%ﬂ roposed 1n this chapter. To

in the future. A new genetic algorit am{ A &

implement this algorithm the&(}bs ugh &l}ésecurity metrics, CIA, weight,
and severity measurement. e Qq@orithm shows 99.74% accuracy
rate with 99.7% true itwe ray

-i"'* h

population, it is possible to predi

of

W ouﬁformed OlexGA.
Q)

@ false positive rate with 10 cross

validation. The propd%§



