CHAPTER 4: DATA ANALYSIS AND RESULTS c\:

This chapter aimed to present the process of data analysis such as dnge statistics
the $pcio-technical

and data preparation for multivariate analysis to test the influence

factors on 1nformation security in order to develop informg ecurity culture

1

socudFtechnical

framework for securing e-government services. This chapter d analysis of the

survey profiles and responses, descriptive statistics for the

factors influencing information security. It also provideg

values obtained for each construct and each measured ¥

As a part of data analysis, the collected data were anaz zed
data preparation process ensured that the dat(S% t tl
presented in Figure 4.1.
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g - 4.1: Dita pre - tioness criteria

These were the con * ?tl;etmgn( multivariate analyses (EFA, CFA and
0 alid&e)the developed security culture framework.

Ay
SEM analyses). 1 Is
ied iﬂ%der to assess the validity and reliability of the

employed 1pstfyments. Additionallyd’ﬁctor analyses were performed to uncover and

confirm

\structures that represent the framework construct. Figure 4.2 shows data

anal ss. Following sections presents the analysis of scale reliability.
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The Exploratory Factor Analysis (EFA) was conducted to uncover the appropriat or

structures of the framework construct. Confirmatory Factor Analysis (

employed to confirm and refine the identified structure of each framewor %’uct to
G &r

ensure 1ts reliability and validity. Finally 1t summarizes and concludes the

Data Entry and Cleaning: Missing Data, Outliers, Normality |

Exploratory Factor Analysis (EFA)

—— m— — — — m— — ——

Confirmatory Factor Analysis (CFA)

Framework
Nevelonment

Framework Validation
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In thiS study, questionnaire response rate was 52 per cent which is satisfactory for
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research conducted 1n information security field. The following section details the profiles

of the survey sample respondents.

4.1.2 Respondent Profiles

The purpose of examining the respondent profiles is to determine, whe

could adequately represent the survey population. Generally spe

classified based on the following categories:

* Respondent’s job title.
* Respondent’s education.

* Years of experience.

relationship examination. Therefore, data ON variables

only for descriptive purposes. % :\

‘\
The demographic information about t ndents 1S § mmaﬁ in Table 4.1.

Table 4.1: phic M@riable

| “‘. m'r endy L} Percentage

-nvm—
DNV 46 (M| 1475
P‘Ekx

Bachelor
Master
Ph. D

Years of ¥

officers etc.; IT staff for Chief information officers, IT managers and IT staff; and Users for department

manafeggPperation staff and technical staff (not IT related).
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The demographic information about the respondents in Table 4.1lindicated that, the job

title breakdown for the respondents was 44.55% for Users, 40.70% for IT and 14.7
Security staffs. The respondents’ education, 60.5% of the respondents had % r’s

degree, 32.4% had Master’s degree and 7.1% had PhD’s degree. The & Spa
experience 1n their job, 47.76% had between 5 to 10 years, 28.52% mgre tha

Y,

Though testing may not establish a causal relationship betw enTgraphics and the
studied variables, the information may provide backgroun@ ellhs will give an
. The quakfi
job titles and years of experience were included in ord investigate
sample. These questions helped ensure that the%en ,_ --
organization. The data measured confirmed the eligw of
e

in the study and the sample could adequately reﬁw

4.2 Data Screening E
Data screening 1s critical to preparw Or

Data screening through explgrat
influential outliers and distn -

dents’

re 10 years

and 23.72% less than 5 years.

ion level,

@
bi& the
.kdiverse

additional perspective on the organization and the respond

ala

cs. éll ificant missing data results in
dJeflated fit indices (Hair et al., 2010;

PYS are@(ed to normality and skewness 1ssues

with observed varia : (along with skewness and kurtosis) i1s

tipn rgedrods are based on assumptions of normality

important becausQ ork psti
(Tabachnic#, 20 lg). Ofnorydt data may result in inflated goodness of fit

derestimated stand@’errors (Dimitrov, 2014; Mindrila, 2010). The

statistics a

followin Nm details the survey data screening procedures undertaken to ensure the

d@w for subsequent statistical analyses.
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4.2.1 Missing Data Analysis

One of the most pervasive problems in data analysis is missing values, since inggete

d % ave
ses: one

ywair et al.,

questionnaires could bias the results. However, it is quite common that

missing observations (Allison, 2012). Missing data are the result of two m
1s attributable to the respondent and the other external to the respond&g

2010). In some circumstances, a respondent might refuse to aw ome of the

g the sensitive

ly tle a data entry

error. As a result, 34 cases were removed as significant datgwvas 'ss‘hgd, due to
v&} 3

kS
@
significant incompletion), and the final sample retained fo lysis 12¢ eipo@s.
-\
4 X"
\ N
&
n m@ariate analysis.

- ﬂ?’its correspondence

AN
). @e are two types of
_ ‘Urﬁ ate normality’ refers to

va@le corresponds to a normal

nts an examination of univariate

questionnaire items due to organization policy or perceptions rég®

nature of the questions. Causes external to the respondent cou

4.2.2 Assessment of Normality \}
Normality 1s the most important fundammgsumptio

al joint distribution of more

onstration of the data distribution

}!)f wgefﬁc statistical analysis procedures.
&

gSed in Qo framework assessment using the Structural

Multivariate
Equation I\Ang (SEM) techniqug=Jdn general, the assessment of normality can be

carried E\ually or statistically (G. Garson, 2012). A visual inspection allows

res to observe and judge how well a variable’s data histogram corresponds to a

shaf curve. However, researchers commonly adhere to ‘skewness’ and ‘kurtosis’,

which are considered to be two important components of normality.
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Table 4.2: Assessment of normality

_ Ske;.f 4_: Kurtosis |
l -.719 | -474
_ -.727 -472

-.622

Kurtosis however provides information about the ‘peakedness’ or ‘flatness’ of a
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distribution compared with the normal distribution (Hair et al., 2010). Theoretically, the

value of both skewness and kurtosis in a perfect distribution is zero (however, thl?
_ SS

uncommon occurrence in social research). To have a normal distribution, bot

and kurtosis of the distribution should fall between -2.00 and +2.00 (G. GS 012).
The results of normal distribution tests indicated that the absolute values of'8kewness
and kurtosis of all variables ranged from -1.159 to -0.411 and from 3932 to 0.381

respectively, which fall within the aforementioned recommendedWs of -2.00 to
+2.00 (as shown in Table 4.2). These results provide suppo arWutiﬁcation for the

normality of the data set.

4.2.3 Assessment of Standard Deviations and Sta %
Standard deviation (SD) 1s a measure of how well theSean \eseats th Ha?erved data;
whereas standard errors of the mean (SE) 1s a N{)n f ho

represents the population (Field, 2009). !Nn%standard
scores cluster more widely around t ean, N
representation of the data. A small standaNbdevifftion, Wihe

dispersed data about the mean, shoW\ atel\‘iéyresents the data.

S
('D BN
Standard Error (SE) represents t var% tﬁ‘b nple mean. A large SE indicates

that there 1s a lot of vari mrwee the Tpeans pethe different samples, which suggests

that the sample is a pr

indicates that most st m

ell a‘:z icular sample
1at1 dicates that the

t ,q%ean is not a good
@ hand, indicates fewer

mean

sentah
¢

S

lthe gopulation. On the other hand, a small SE
sﬁibﬁ% the population mean and therefore the

e@ulation. The values of SD and SE of all
were 1 ati{el@all when compared to the means (Table 4.3).

sample 1s an = reﬂic on 4Ot
variables 1n : %E y
1

be reasonably c‘b&?luded that the mean value can be used as a

Therefore\
representatiye Score for each variable in the data set. In addition, the small values of the
S@ pthat the sample used was sufficiently representative of the population.
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Table 4.3: Descriptive Statistics
N ~ Mean Std. Deviation

Statistic Statistic Std. Error Statistic
ECI 312 3.63 072 1.276

4 —

3.67 072 1.280
073 1.292
077 1361 |
075 1323
074 | 1312
075 1317
070

"ﬂ 1 IE.T 1132
SC3 | O ol 9363 J| Pool o[y 1064
sca | 3P Y 30gL Jodg, T 1147

I‘M“Mﬂ
7 &,  Oed | 1.085
& | 1.089

3 2 "T'" Ne Il 1.126

\.
4.2.4 Prehmm@ngg F') {\
As describ, € previous sectlon e standard deviations of all 38 variables were not

large. As It, the mean values were determined to adequately represent the overall

each variable. A descriptive data analysis was done to provide an

blng of the characteristics of the data collected from the questionnaire survey of

Malaysian organizations. At the beginning of the chapter, an examination of the profiles
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of the 312 respondents revealed that the opinions given by these respondents provided

*

reliable information according to their current positions, qualifications and experies
Zmn

which they were employed. The data screen showed an acceptable normal N |
without extreme outliers and upheld the assumptions of normality, !"n riy an

homoscedasticity. In addition, the standard deviation and standard error o

€ Mmcan

indicated that a mean value could be used as a representative score for &V’ariable and
that the sample used 1n the study sufficiently represented the populatM a result of the

above, the data 1s considered suitable input for the subsgqu alysis, such as

esen'ed in the next

N
T

N

Y-'

es the dame way each

Ad@et al., 2014). For
el lp\ avakol & Dennick,
" m@ales consistently and
ana@ of scale rehability was
ptdncy abd inter-total correlations. The

isleg(?ln following sections.
RS,

multivariate analysis (EFA, CFA and SEM analyses), which Wr

5

Reliability 1s defined as “the degree to which Nme t

time 1t 1S used under the same conditions wit

c | is , 1t
Cl ¢

accurately captured the meaning 0% %_

performed through an assessmentvmajcon
assessment procedures and a% 'results¥are

<

3

sections.

4.3 Scale Reliability

eas

a scale to be valid and possess practical

2011). In this study, to ensure that suc

4.3.1 Internal Consis

Kline (2015) refe

across the ite

internal con&c

y which calculates\@vf estimated correlation of a set of items and true
SCOres. EW Cronbach’s alpha coefficient indicates that variables may be so

hete that they perform poorly in representing the measure (i.e. the construct).
Alpha, above 0.70, 1s considered as an acceptable indicator of internal

consistency and the values of 0.60 to 0.70 are at the lower limit of acceptability, as
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suggested 1n the literature (Creswell, 2013). Table 4.4 presents the Cronbach’s alpha for

each construct. However, Cronbach’s alpha is not a statistical test. It is a coeffic

reliability (or consistency) (Leow, 2015). Therefore, it has been suggested thatqm of

the inter-total correlations for the items should be considered (Kumar, 231 ; Jallant,
fro¥ 0.895 to

2007). The values of the alpha coefficient of all the construct scales ran%ed

0.958, suggesting good 1nternal consistency and reliability for the scales wih this sample.

Therefore, the measurement scales appear to be composed of a set of Istent variables

\N

ach ConSyuct

for capturing the meaning of the framework constructs

Table 4.4: Cronbach’s Alphas of Measurement Scale

NO l Construct I-Vleasurcmeni S_t_:;les NumBer of dtems

T Tk NG\
Legal & law (L) 4 7 Y TR
—Eompliaﬁce (lC)i i | ' ?" . - 0-9Y'
Top Management Support (TM) ‘.'h. = : ,
N

-
=9.958
0.895

0.942

N
0.910

38

, el - ——
&

Information Security Policy tIP)

Information Security Training (T)

-

IS structure (ISS) o

Security culture (S§

Security Effective BF)
All Construct Mgz

o

l suem@nt Scales

\ |
) ,! o,&
O

Qr of a variable, with the composite score of

€ measwte 1the?mstmct (Lu et al., 2007). In SPSS, the value of

all vaniables f;

the item-to elation 1s correcte@ he corrected item-total correlation excludes the

score of pole of interest when calculating the composite score (Koufteros, 1999). A

val > corrected 1tem-total correlation of less than 0.30 indicates that the variable 1s

urifff something different from the construct as a whole (Field, 2013). Thus the

results of item-total correlations presented in Tables 4.5 show that all of the variables
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within each construct measure the actual construct, as their corrected item-total

correlations were greater than 0.30. ‘

Table 4.5: Item-Total Correlations Of Each Construct

—=

- | N Corrected _(Sonb¥ch's
i Variables description ltcm-To-tal Alpha if
Correlation = tem
¥ Deleted

Item-Total Correlations of Ethical Conduct
In the course of my professional activities, I shall conduct myself in
accordance with the highest standards of moral, ethical and legal
behavior.

l always Identify, define and address ethical, cultural, and legal
issues related to work projects.

| will appropriately report any use of property of a client or
employer in ways which are unauthorized, and without the clients or§

880

emEloxer s knowledge and consent. 4
Item-Total Correlations of legal 2 Waw | - %

The legislations for e-government are in place. RE: 2 T

.80% 4 1D

L

88

i Policy is updated when legal & regulatory changes require it. T. "'ur. 5
Information security policies are written with thi pr > 933
| understanding of legal requirements. % '

[ The - policy covers the legal aspects of security ‘ 77 943
Item-Total Correlations of informMgioN securi coy liance ‘

| always adhere to the information security polic NSE 55&} .899

Information security measures comply with interfs®®al standard ‘“ £ 833

| There is a regular check on technical compliance w

ltem-Total Correls . anager

Top management takes security issues intSgccOgnt when ﬁ
corporate strategies.

Senior leadership’s words and actions deéiy W m_-
riority.

Visible support for security goals by*Seni Wm—“

security program.
security policy

Policy clearly defines infof 865 | 902
The mformatlon sec 881 200
The information se "f“

environment chang€s) 844 919

Item-Tefal Gbrreldgons of security training

E}’ng appropriate for

Users receive ad@guat® security refresher
their job fu
| am alway

Education ang@

941

916 935
909 941

Item-Total Correlations of security awareness

590 | 925 |
791 855
858 829

| am aware of any information security thcz in my orgamzatmns 838 836
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ltem-TEtal Correlations of IS structure

A culture exists that promotes good security practices. _
Security has traditionally been considered an important

organizational value. -
| Practicing good security 1s the accepted way of doing business.
Information security i1s a key norm shared by organizational
members.

‘ Item-Total Correlations of securit effecti;reness

The information security program achieves most of its goals. A 8N 921
The information security program has kept risks to a minimum. - m- 924

- mn -
| 860 | %

| Current information security measures provide effective protection
which 1sjA

= -

for electronic data.

‘ Overalll.. the information security program is effectﬂfe.

From the results as shown on Table 4.5, there is onc 4

¥

security awareness program exists) caused a substa

item was deleted.

4.4 Exploratory Factor Analysis

Exploratory Factor Analysis (EFA) Wgfiuce theMarge number of variables
to a smaller, more manageable _ @is particularly useful as a

preliminary analysis in the ab® 1 ' ta¥ed theory about the relations of

the variables to the unde % Gerbing, 1988; Tabachnick &
Fidell, 2013). Althoux&n

the constructs were derived from

vﬁ.%'}f the EFA was deemed necessary since
gaéxtensively within the Malaysian context.

getailg Of the analysis.
N
&

iv e,le

ali

previous research (afe

peen

provﬁ

these variables h

The following

)\

4.4.1 Fa@lity of Data

The fact@Pability refers to the suitability of the data to be factorized in terms of the inter-

correlation between variables (Pallant, 2013; Tabachnick & Fidell, 2013). As the
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variables included in the analysis were deemed to measure the same underlying construct,

a correlation matrix that was factorable needed to include sizable values fo

correlation (Field, 2013). The Kaiser-Meyer-Olkin (KMO) measure ofem
adequacy and Bartlett’s test of sphericity are generally applied to Mi

factorability of such a matrix (Pallant, 2013). The strength of the inter-corgglations among

ng
the

correlation

able 4.6, the

the variables within each construct was supported by the inspection of t
matrix with evidence of coefficients greater than 0.30. As prese ‘N'
* klz thgm well above
]‘itio the 312
XCcadeashe
I
nd CLQ ach
co@ct was

quat mtionships

values of Kaiser-Meyer- Olkin (KMO) of constructs was 0.873

the minimum acceptable level of 0.60 (Tabachnick & Fide

cases in this study satisfied the minimum acceptable samplg

minimum requirement of five times as many cases as t

construct (Hair et al., 2010) . Finally, Bartlett’s test qfy

highly significant at p < 0.001 level, indicating that ther
between the variables included in the analysis(%yl?,
factorability of the EFA conducted for each cm :

icity €0

F

results confirmed the

O

gt’s T &k

tlettTTest 3 4 Q-

Table 4.6: KMO and. B¥W
KM Ozaingub

N

Kaiser-Meyer-Olkin Meagyre 8gpamplirmidnddegiacy. ) .873
Bartlett's Test of Sphericity [“WpAppour€mPquare A~ 10094.255 |

| 561

- S LN [ oo

>
s
NS

4.4.2 Factor Extractiogan tat) '3/
é i 1 O
o Y IO o

EFA needs to follg ssenflal 7p to p@duce an appropriate solution that explains

factdr sent@ a construct: (1) factor extraction, and (2)
factor rotatiw nterpretation (P Y 2013). Factor extraction aims to uncover

factors bag a particular method ah criteria to determine the adequacy of the number

an adequate nul

eas factor rotation and interpretation aims at improving the interpretation

ctor solution (Tabachnick & Fidell, 2013).

of facta

of g g1v
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In the current study, factor extraction was performed using principal components analysis

(PCA) to achieve an empirical summary of the data set. PCA is an extraction methvd

widely for defining the factors needed to represent the structure of the varia N eral

criteria were used to achieve the number of factors that best describe .ﬂ&%erlying

relationship among variables, namely: (1) latent root criterion, (2) Catel%‘ge test, (3) a
. \he

priori criterion, and (4) percentage of variance criterion (Pallant, 2013) Latent root

Nsigniﬁcant, and

CGEOIS") . The Catell’s
er \faa's in their
cha®e of slope ¢hepurve

GOR i@‘he 2

eof fadt kn@' prior to
icula%‘ﬁseful when
. It 1s also an

irc er’s@rk and extracting
' Te L{é@lO). The percentage

2> .
f de@l factors by confirming
¥ (Tai¥nick & Fidell, 2013)

criterion suggests that factors having an Eigen value greater th

that those with less than 1 should be disregarded (Yong &

scree test employs a graphical plot of Eigen values agai

order of extraction. The point where there i1s a sudde

indicates the maximum number of factors to be ext

priori criterion 1s a simple criterion where the

undertaking the factor analysis. This approach is ¢

testing a theory or hypothesis about the num@er,
appropriate criterion in attempting to replicatygsit

the same number of factors that were pr

of variance criterion ensures practic

that they explain at least a specifie

X S
G J 'S
thg& ' ea‘ thod, since it was the simplest and

The Varimax orthogonal rptation#a
most commonly used r S(H rt&s, 2035). A@dimg to Malhotra (2010), it 1s quite

common to consider Wl
sear

in social science

pts (ﬁ}ﬂ per cent (or less) of the total variance

b/

i[EO flon 1n this area, by nature, 1s often less
y

precise. The —~ @ of the variance should be accounted for (G.

|OI W, SU h:
‘i

ett et al., 2003 owever, some 1ndicate as little as 50% of the

D. Garson, ﬁ : g
variance almed is acceptable (B%ers et al., 2013)

&

dings will determine the degree to which the variables load into these factors

Bctor

once the factors have been extracted (Field, 2013). In most circumstances, the initial
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factor solution does not provide an adequate interpretation, since most variables will have
high loadings on the most important factor and small loadings on the otherv

regardless of the extraction method employed (Tabachnick & Fidell, 2013).6\
factor rotation was employed to achieve simpler and more meaningfu& sol

specific criterion was employed to justify the significance of the factor loadin®s after the

S,
sult,

ons. A

factor had been rotated. A factor loading of 0.50 and above was consideMd significant at

the 0.05 level (Awang, 2015; Kline, 2015).

orme ushl;{igélo

ted t;ar 6.994 pewgent of the
\me

o, Q\T

* gniﬁ@t (factor loadings

h(é?tor 1s represented by

N, .
¥ allems measuring construct

Y on @{Pett et al., 2003). An item
1fthe lga@ding is 0.5 or higher and with

4.4.3 Exploratory Factor Analysis Results

Based on the above techniques and criteria, the EFA wa§]

program. The scree test 1dentified ten factors which actN
total variance, as represented in Figure 4.3. T

.V |

les wer

As represented, Table 4.7 indicates that a

greater 0.647). However, Simple structufg gasachieve e
several items that each load strongly onNkat fator

loaded lower on the other construcf’ Yoaded h

identT the §;
f 1, 201239;

.

o

is considered to be a good

Eigen values of greater tha frosgading on another factor greater

than .40 (Beavers et al 42013

suppressing loadings (@n :

% q t@ that these factors solutions were supported by
percentage of thegYdriance extracted, around 86.934%, and were
S

de‘[gs) the results of the analysis after

The Results of

the cumulat

conside Nisfactory solutions 1n the social sciences field. The Cronbach’s alpha

f1 f all scales were very high and well above the 0.70 threshold level, ranging
7 to 0.958, thus demonstrating internal consistency. Furthermore the factor

s was greater than 0.5. All items measuring construct were loaded lower on the
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other constructs and loaded highly on that particular construct. This confirmed the

construct validity. Y.
Table 4.7: Rotated Factor Loadings of the Research framework Construi:%\

[ | ﬁ - Component
s T 10 \g
L3 S
L. .
= z
- A\ |
T™M2
N RN/ 3 -
TM] .
T™M4 . C)\
EF3 1 \
EF4 ~ \3"
Y-'

ISS1

ECS

Wlml.%
AW Ny i P

AN 1y DI N
No XN IR 1P 20
AC ‘HII.]II-.
m-umi:

o A O R
_-= 75"
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These results therefore confirmed that the developed scales comprised reliable and valid

items, which adequately captured the meaning of the framework constructﬂi their

related factors. | %

_ Scree Plot

of :

| S5

T
ol

Eigenvalue

l

T Rs *
1234567 8 9101112121315 TOE

ompone
FigE%
4.5 Confirmatory Factor Analysis |

T N
% ufficiegt c dilie§ validity of the measurement
scales (Zikmund et al., 2Q12). #1s 1pn 0 {

Reliability 1s necessary bu

whether the collected data are

appropriate (fit) for @ot elized rame@( (proposed measurement) before
conducting StatiStiCQI St t'e §s a?@ as multiple regression analysis and
) §is. The sxﬁe@ construct validity is a critical element 1n

correlation matrixganalyyis.
measurement % *Tojil? DS')F to,N 1). Construct validity is “the extent to which
r

the (."Orlstl'ugj et of measured n(f;x;' actually reflects the theoretical latent construct
those itel\ esigned to measur™’ (Hair et al., 2010). To assess ‘construct validity’

adeqw% contemporary analytical method, namely the Confirmatory Factor Analysis
(CF i, Mic

h 1s a subset of the structural equation modeling technique, was employed.

pgrovides a stricter interpretation than those methods employed in the exploratory

analysis (1.e., item-total correlation, EFA) (Anderson & Gerbing, 1988; Brown, 2015).
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CFA 1n general 1s a way of testing how well the a priori factor structure and its respective

pattern of loadings match the actual data. CFA can also be used to refine an xm
theoretical perspective, support an existing structure and test a known 6\1@nal
structure 1n an additional population (Castro-Costa et al., 2014; DiStefano B&, 2005).
d on the

factors extracted and the pattern of loadings. To strengthen the EF , CFA was
employed to further refine and support the identified factor strv. This process

EFA, however, provided a preliminary factor structure for each construd

CS

involved assessing how well the factor structure of each con f ttedl the data and

ity. T, eWrs were

Qine Houyhe

examining the framework parameters to assess construct
treated as a CFA model so that they could portray a set of

measured variables represented a latent factor (Hair

between CFA and EFA 1is that in CFA the number o
the variables and factors, had to be known and sp

& Hutcheson, 2011; Suhr & Shay, 2009).

analysis.

N
The most important feature o @ne how well the specified

CEFAN
factor framework represents t&a, Uﬁ@,e by examining the model fit

indices. If the fit indices Kk\ be & e fra@nrk is invariably accepted. Rather
woYK will '

isfzu:@ fit indices i1s re-specified to improve

than being rejected, a {T#
¢

the model fit. Fit ind] ¥c alsp co m‘y lasSified as either absolute or incremental,
as described belo} Q’ b-) $’

&) v
1. Absolute fit Mdic¥®s are direct measg%Jtt how well the specified model reproduces the
observed N solute fit indices proVide the most basic assessment of how well the

theory f} ple data (Hair et al., 2010). The most fundamental absolute fit index 1s

a (X?) statistic, which generally includes the value of X2 degree of the

hi- |
fremf) and significance level (p-value). By convention, the non-significant X?

indicates that the model fits the data. Thus the model is accepted. On the other hand, a
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significant X* (p < 0.05) suggests that the framework does not fit the data and sh be
rejected. However, absolute indices may be adversely affected by sample s'&' e

2015). The significantX? (p < 0.05) is not applicable for large sample size n %m 200
Aquantify

(Awang, 2015). As a result, numerous alternative indices have been develop

the degree of model fit, including goodness-of-fit index (GFI), adjusted ness-of-fit
index (AGFI), standardized root mean square residual (SRMR), root w uare error of

w R)Y~

A\ the m

approximation (RMSEA) and the root mean square residual (

2. Incremental fit indices are concerned with the degree to dlel ofghterest 1s

common baseline model 1s referred to as a null m

variables are uncorrelated. Some of the most populany

fit-index (IFI).

3. Estimation Method requires accurate huati
indices, and an appropriate estimation m %’Nﬁre are g
available, including maximum likeli %), ral e:'i ﬁquare (GLS), weighted
least square (WLS), asymptotica ]\ibu on (A and ordinary least square
(OLS). The choice of the es B"ﬁ?tho ge rahy\bpends upon the distributional
property of the data, mOdq ' samrpégize (Grace et al., 2012). Each
estimation method has '& ior *

tage@ disadvantages. ML assumes data
are univariate and N t
violation of normalj n%}

t&tg_i} relatively unbiased under moderate
b they @l

t robust method ﬁ:equires no distributional assumption, but it is

igodgl ,écameters and fitting

ariefi=df estimation methods

5\7 S,and ADF do not require an assumption of

normal distribut] a very!’!rge sample size for accurate estimates. OLS

i1s considered t

scale invarfant

Goldstey

does not provide}f! indices or standard errors for estimates (Shah &

Si@mdy sample 1s 312, which is relatively good for CFA, ML was considered as
the most appropriate method. Although ML requiring data distribution is multivariate

normal, it was still found robust under the condition of moderate non-normality. In
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addition, these data characteristics also justified the use of the following model fit indices:

X?/df, TLI, NFI, CFI, IFI, and RMSEA. According to Rick H Hoyle (2012):h fit

gnality
when using the ML estimation method. For the framework to be consideréd=ighaving an

-

» X?/df< 3.0 (Awang, 2015; Kline, 2015). V

% cz I &lLomax, 2016).
NY.

N
-{.)
3

onvergent

indices were not found to be substantially biased under the condition of 3

acceptable fit, all six indices were measured against the following criteri

» TLI, NFI, GFI, CFI and IFI > 0.90 (Awang, 2015; Sch

* RMSEA <0.08 (Awang, 2015; Rick H.. Hoyle, 2

4.5.2 Assessment of Construct Validity

Assessing construct validity using the CFA involV
validity and discriminant validity. The convergen ent to which

the measured variables of a specific cons

common. The discriminant validity refee to
distinct from other constructs (Hair et a4
focuses on the magnitude of the stanﬂ d

As a guideline, Khine (2013)cuggqted thanact

In addition, variables should also Jave adef] aﬁab{]’ity, which can be determined by
\aultipl': c\tion,@t) values. A variable should have

an R? value greater thag 0.3¢ 1n “dem §ﬁate an acceptable reliability (Byrne,

2013). However, dis%n nt galfdit &
captures some pg ma othgl mgiis es$~not (Kline, 2015). Discriminant validity can

be assessed b 4

0) @l he asg Dof convergent validity
f 3
oaghngs ﬁimeir significance level.
N

1@@ should be greater than 0.50.

&’
O

inspecting the R? (or squ

l
ﬁvid%evidence that a construct 1s unique and

d corrql'ation coefficient between each pair of factors.
rrelation coefﬁcie@ﬁould be less than 0.850 (Hair et al., 2010).

ection oy

The value

4..@ matory Factor Analysis Results
The ™A was performed on each construct using the AMOS (version 23.0) program,

which is an extension program to SPSS. The results of each construct are presented In
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Tables 4.8. The factor loading, critical value and significance level of each variable

us elﬁﬂ
provided a measure with which to assess the reliability of the variables, andih ue of

the correlation between the factors provided an indication of the discrimir% dity, the

-

Table 4.8: The factor loading and R’ result N

shown 1n the tables provided a measure for the convergent validity. The val

correlation value between the factors less than 0.850 Table 4.9.

Factor loading
928

Construct N
Ethical Conduct

v
NS

Legal & law

| Compliance
Top Management Support TNAL
TV
i
Information Security = NI ‘
Policy WD

. |

srﬁ

Information Security

Training,
\{_

s
T

Security A

e
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Table 4.9: The Discriminant Validity Index Summary

SC IP ISS

s - N,
0302 - <«
™ | 0.174 | 0459 | 0535 [ 0321 {0202 [o1o1 | 1Yy ] NG

IC 0378 | 042 | 0.137 | 0.189 | 0.145 [ﬂ-l-ll
L 0.224 r_0.2_89 | 0.076 | 0.213 | 0.
EC 0.282 | 0.331 | 0.191 | 0.077 | 0.

_ {‘T
The CFA results of the Socio-technical factg’s {IT infly segurlty effectiveness
construct are presented in Table 4.8-4.9. Tﬁ%ork (Figu
\GF% NFI = 0.944, TLI =

adequate fit: (X2 = 587.194; df = 482; Exdf = 1.2
0.988, CFI = 0.989; IFI = 0.990; and All @actor loadings, ranging
vel o 050 and were all significant

from 0.928 to 0.947, were greater
JAll @{2 values were either greater

at p < 0.001 level, suggestin c : as
than, or close to, 0.50, IDQ | IO& variables. All the correlation

coefficients between eac& than 0.850, thus supporting the

discriminant valldlty 0
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Figure 4.4: CFA Framework For Socio-T@or

Table 4.10 Confirm@ig

actor e ot

 ltemwssPactor loading |
_ACIN '

- Construct
Ethical Conduct

g .

Legal & law (g ¥ By RI Y .7
JL2 (fed & & 860
" L3N Y (¥ | .89
BTN 2909 826
ComplidnCe

S S
YW 852

A K
wTNgl | 879
JTM2 NS 913 834
AAMIN 912 | 831
"TMaX[ 871 | 758

Q

r—

TO

4

aglWrmation Security | JRRY | 913 | .833
- Policy I | 932] 868
715
) formation Security Tl 936 877
* T3
Security Awareness, AW2 857
[ AW3 | 947 |  .896
866
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Fitness Indeéxes

P-Value = .0D1
RMSEA = 026
GFil = 900
IFl = 890

CFl= 989

0.944

0.907 |
l

0.940

0.934

0.958

0.895



. IS sfructure- - ISS1 11 831 0.942
. ISS2 - 935 875
ISS3 910 . 827

0.910
|
| SC3 - 870 . 157
SC4 _ .856 733
Security Effectiveness EF1 .89} .791]
EF2 | 880 q
EF3 | 897
EF4 .898 .807

Model fit X2 =587.194; df = 482: X*/df = ].21 RGT™E 0.900.
NFI = 0.944, TLI = 0.988, CFI =S&89:%1 = 0.990:
and RMSEA = 0.086

<

®
g
e .S
4.6 Chapter Summary p T
N
An examination of the respondents’ profiles r%aj th opinion en by these
respondents provided reliable 1nformatio din

feir qurrent positions,

qualifications and experiences in which they he dQscreen showed an
acceptable normal distribution without %‘n

erQQe
€ 0% % @ the assumptions of
normality, linearity and homoscedas‘% é y

“ 6
I 1g alun@he scree test and the a priori

The constructs of factors were by tht
C utions tﬂe@re supported by the cumulative

percentage of the variancg extr 695@( and were considered satisfactory

solutions 1n the socia@s B@C were removed 1n the awareness
constructs due to | Me ronbaed™ %}(’:oefﬁciems for awareness constructs.
Finally, the Cronj %pha oeffid\e 1 scales were very high and well above the
Arefore confirmed & ~~'~{ht=: developed scales comprised reliable and valid

v

criterion summarized these

ed,

0.70 threshold

These r
items, equately captured the meaning of the model constructs and their related

fa

In atwifion, the summary of the CFA results confirmed the factor structures derived from

the EFA of the factors that influence information security culture. However, the CFA
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restructured the research framework constructs. Construct validity was obtained \\T
each construct because all variables significantly and substantially loaded t tONO T

the

respective factors with an acceptable level of reliability. In summary, the resu&

rigorous CFA procedures yielded the final factor structures with adequate reliabMity and

X

In conclusion, the EFA and CFA developed and confirmed goo Cem':nt scales for

efmitiop®. These

validity for each of the model constructs Table 4.10.

the constructs, with very good reliability, validity and co tual

results form the basis for creating the factors that are used

the subsgque flil
and 6.

mew K
I

development and assessment, which is presented in chapf!
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