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CHAPTER 5

EVALUATIONS, RESULTS AND DISCUSSION c\z
5.1 BACKGROUND Vz

This chapter discusses and presents results for evaluat@ 'md classification
process using the proposed method. Then, the resulfs ard®an nyu\?ed and
compared to ensure the proposed model is usable an vide bftt r rgpultsLesides, this

zv N
chapter also presents experiments to proof the,con&pt o \ﬂ?etion é@' classification

using WEKA to help in understanding how@)cess 1 uﬁ machine leaming
tools such as WEKA and the difference l%en the\twgp fgs&es (i.e. detection and
3 7 N
&

classification). Another experiment is@oﬁ%ﬁrﬂlm&o report the performance
f agedrac

of proposed algorithms and methownns Q@d reliability in detection and
(

classification of the SMS messages, s &

>

O

EE—

co
S2P 2 OF \ / .R ;
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%

Five experimentagdye been conducl@ explore the concept and process of detection
(1e. cluss@) and classification (i.c. clustering) using WEKA. From these
experiggentsm gives more understanding on how to use WEKA and how it works toward

SMS messages.
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5.2.1 EXPERIMENT 1 (FORMULA IDENTIFICATION AND UNDERSTANY@)

This experiment is about the formula identification and understandiaglin R/EKA for

detection while for classification, results shows in term of number oNhStances in each
cluster. The aim of this experiment is to further study about fon%ailable in WEKA
for reporting detection results and how they are presen@ S f(‘und that WEKA

postive frate cfSQg’;recall,
F-measure and also shows the ROC curve area to comp¥g the p?’f 1 ce’ -flznssiﬁers.

The formulas are discussed below. \
1. Correctly classified instances /accul‘a% numb\lMi wi%es that are correctly

detected into defined group. u &
a. (No. of correct prediction) / (TotIWo %&15%100
i1. Incorrectly classified instanf /&or ratef= n 1*pc§instances that are incorrectly

detected into defined group.

shows results in term of accuracy, true positive rate, fal
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true class
NS
a. Value of 1 : fegfcragrd® e @11 agreement upon the classification process

by the ratg. g

b. Value nhc agreement not better than expected by chance.

¢k the classifier is doing better compared to chance thus indicating perfect
cenjent atk =1,

d. K=0:itdenotes the change agreement.
e. A kappa with the negative rating indicates worse agreement than that expected by

o

chance.
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f.  Formula =

K= (Pa-Pgr)/ (1-Pg) where,

P,= Observed % age agreement \Y'

Pg= the chance (hypothetical) % age agreement. %

In the above case, for calculating k, where: ‘\
Total Instances + TP + FP + TN + FN. Y.
Pa= (aa+bb) / Total Instances V
Pg= (Pr (Predicted A) * Pr (Actual g:(i’redicted B)EERr,
(Actual B))

. . [ ] o 4
iv.Mean absolute error = a quantity used to measureln§lose rec S’Or$31Cllons

/4

are to the eventual outcomes. P
v. Root mean squared error = a good measure ofther’ }91:{ cy

vi.Root relative squared error = the average ofewal

vii. Relative absolute error = similar to the rN

viii. TP Rate (True Positive Rate) = th(%on 0 ? w’énstances classified as
o S
Q

positive.

o
a. TPR=(TP)/(TP+FN)  “NQ Aj \A‘"
ix. FP Rate (False Positive Rgge) Xthe relon ltl@gative classified instances as
positive. , 4 &
a. FPR=(FP)/(FP+R}
.. Precision, P = (TP) / (A N
x. Precision, P = (TP) 'ﬁ\ p "' (’.)Q
xi.Recall = same valygaWitQTP (@)
% ) NS
xii. F Measure = ftasihe of @tst, ?c r&
a. (Z*R*I:E!R P) Q"T

xiii. ROC (:\Evcr Operating Characteristics) = for analysing and illustrating the

of various systems by using the four basic types / groups of

- True Positive (TP) = correct positive prediction.
- False Positive (FP) = incorrect positive prediction.
- True Negative (TN) = correct negative prediction.

- False Negative (FN) = incorrect negative prediction.
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a. The ROC curve is given by the TP Rate and FP Rate.

b. The area under the ROC curve (AUC) is a method of measuring the peglormance
of the ROC curve. \

¢. The AUC getting large means that the classifier is getting better. *%

d. If AUC is above 0.5 = the classifier is working and prediction is perfe®.
?ce of classifiers

If AUC below 0.5 = the classifier is anti-learning (i.e. perform

(¢

slower) or the prediction is random. V
xiv. Confusion Matrix = to visualize the performance ofaglo§rithm. Each column

represents the instances in a predicted class while e W rT enjggthe instances

in an actual class. ‘ \Y'
| .5
st X

Predicted

R ) v\\ Q\T

FP | TN | b <£K O<<
LS

ham and spam using f M) S, 0 N cag;@algorilhms that are Naive Bayes (NB),
’

Support Vector Ma e Qlcighbour (k-NN) and Decision Tree (DT).

These classiﬁcznﬁ&omhms

researchers ‘Ncclion process. The Tesults for each algorithm are shown below with

=1

'crércl@l because they are familiar and mostly used by

calcula
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a. Naive Bayes (NB)

Table 5. 1: Classification using NB

Naive Bayes

Correctly Classified Instances / accuracy 5306 @ 95.23%

Incorrectly Classified Instances / error 266 @ 4.77%
Kappa statistic 0.8046
Mean absolute error 0.0637

Root mean squared error 0.1947
Relative absolute error 27.43389
Root relative squared error 57.15Q2%
Time taken to build model 0.83 s

oy

| S
Correctly classified instances/ accuracy = (No. cg{' n) /@tal No of
pre 0 g

1064

=% AL

Incorrectly classified instances/ Error ra%%(l\]ﬁ %\Ep@'u&ctions) / (Total No of
predict] ns)&‘&()

S

Kappa statistic= (Pa-Pr)/ (1 l
= (0.9523 41 0. 7) ¥857) A
@)
= 0.19()@43 27 G
R ¢
7 N
YA

A= (aat

= (5306) / 5572

A\
e\ =0.9523
o Pi= (Pr (Predicted A) * Pr (Actual A)) + (Pr (Predicted B) * Pr

(Actual B))

= (4733/5572 * 4825/5572) + (839/5572 * 747/5572)

~ (0.8494 * 0.8659) + (0.1506 * 0.1341)

=(0.7355) + (0.0202) = 0.7557



=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision Recall
0.963 0.116 0.982 0.963
0.884 0.037 0.787 0.884
Weighted Avg. 0.952 0.1086 0.955 0.952

Figure S. 2: Results for each class of m

TPR (ham) = (TP)/ (TP + FN)

= (4646) / (4646 + 179)

=0.963
FPR (ham) = (FP)/(FP + TN)
=(87)/ (87 + 660)
=0.116
Precision, P (ham) = (TP)/ (TP
= (4646
=09

F-Measure (ham) = % EAP)
(a) .9<f*0.
F-Measure (spA =(2*R*P)/ @u P)

S

=0.9739

=0.83

ROC arc®

essa esv
L
TPR(span;! =VIN \4"\!
= (66
0 4

3
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F-Measure ROC Are%s
0.972 0.974 s

0.832 0.974 pam
0.953 O,T

N) @P +FN)
797 (4646 + 179=0.963

= (660) / (179 + 660)
=0.787

=(2*%0.884*0.787) / (0.884 +0.787)

= This result suggests that a value of ROC curve over 0.5 indicate that it is

perfect and classifier is working as it supposed to work.
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Il

Confusion Metrix =—= \R
B b <— classified as .\j

4646 179 | @ = ham Y-
87 660 | b = spam

TP | 4646 messages are correctly predicted as ham n
FP | 87 messages are incorrectly predicted as han

TN | 660 messages are correctly predicted as spa

FN | 179 messages are incorrectly predicted as § sgaecs. Thfactuakadessages are ham messages.

The number of messages that are \y classi @m and ham is 5306 messages
i . | ”

with the accuracy is 95.23 % ar rest< fc@&classiﬁed. For the kappa statistic,

the value is greater than @.S@ans classifier is doing better. About 660

messages from 747 S}%\L‘SS oés geor
messages from 4%%11 s an% {

nt m group. Time taken require to build the

model for dete; is less than 1 scc@show that NB is faster in detection process.

N
N

™
(ffy detected in spam group while 4640

&
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b. Support Vector Machine (SVM)

Table 5. 3: Classification using SVM

Support Vector Machi
Correctly Classified Instances / accuracy 5537 @ 99.37% i
Incorrectly Classified Instances / error 35 @ 0.63% s ;
Kappa statistic 0.9724
Mean absolute error 0.0063
Root mean squared error 0.0793
Relative absolute error 2.7043%

Root relative squared error
Time taken to build model

Correctly classified instances/ accuracy

= ().22%._27/ ’
= N
2% :E/‘ >
A= (aat+8Bb) ;T%Mnslauccs

\A =(5537)/ 5572&,
e =0.9937
0 Pi= (Pr (Predicted A) * Pr (Actual A)) + (Pr (Predicted B) * Pr
(Actual B))
= (4860/5572 * 4825/5572) + (712/5572 * 747/5572)
= (0.8722 * 0.8659) + (0.1278 * 0.1341)
=(0.7552) + (0.0171) =0.7723



=== Detailed Accuracy By Classz ==

TP Rate FP Rate Precision Recall F-Measure ROC Ax\&ss
1.000 0.047 0.993 1.000 0.99¢6 0.9% am
0.953 0.000 1.000 0.953 0.97¢ ~ gpam

Weighted Avg.  0.994  0.041  0.994 0.994  0.994 v

class oflnes&%l S%
o
NS
TPR (ham) = (TP)/ (TP +FN) TPR (@ = (TN) I’ *ﬁ)

= (4825)/ (4825 +0) Y-. R( > /(353'712)
X
= 1.000 C}’ 4 .95g‘e

Figure 5. 4: Results for each

O
FPR (ham) = (FP)/(FP +TN) &wa teN) / (TP + FN)
0 EX0) / (4825 +0)

=(35)/(35+712) é AP
&
=0.047 Y.\ ,¥ \A=0.000

[
Precision, P (ham) = m%v + FPp @igB P (spam) = (TN)/(FN+TN)

- /(482\55) é’ = (712) / (0 + 712)
\o. 3 ' é" = 1.000
F-Measure (ham) =12 *[i *‘P (&6
s PN
Q'—(%i‘bﬂ Y/ (1.000 +0.993)
:% _oo¥ 2 % 9
N

F—Mcz@vm) —i(@ HRE B/ (R D)
0 = (2% 0.953*1.000) / (0.953 +1.000)

=0.976

113
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ROC area =0.9766

= The result shows that the value of ROC area is above 0.5 ing that

the classifiers is good in performance and working as it s% to work.
=== Confusion Matrix =— Y"

a b <-- classifie BY.
4825 0| & = ham ,
35 712 | b = spar \d
[ ]

9
i ‘é\ J %
Figure 5. 5: Confusion Matigfor SV)A Y.

Table 5. 4: Explanation resK onfision atrix{gr VM

y -
m 4825 messages are correctly predicted a$ ;m sages. .

A
o

35 messages are incorrectly predic s ham megsagesy e messages are spam
messages. A\
712 messages are correctly pre es. N

No messages are incorrect

&

i :
}‘lkgéd statistic, the value is greater than 0 (1.e.

with the accuracy 1'CN7 . Jrol
0.9724) means Qﬂx sifidr 1 inééietter. About 712 messages from 747 spam
% ’
OITLC

S8
messages nl'c! tly detected i@%m group while 4825 messages from 4825 ham

MEessages ™ ham group. Time taken require to build the model for detection 1s more

than TNeechds show that the process using SVM require more time to proceed.
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¢. k-Nearest Neighbour (k-NN)

Table 5. 5: Classification using k-NN

k-Nearest Neighbour
Correctly Classified Instances / accuracy 5564 @ 99.86%

Incorrectly Classified Instances / error 8 @0.14%

Kappa statistic 0.9938

Mean absolute error 0.0026 )
Root mean squared error 0.0349

Relative absolute error 1.1078%

Root relative squared error 10.2444% ]

| Time taken to build model 0.01 secor ! r
Correctly classified instances/ accuracy = (NG @ct prefii n)’/ (.{aal No of

predl )* J
= 6 /(9?7 100

\ 86 %
Incorrectly classified instances/ Error ra %Tg lre.;cuom) / (Total No of
? preglictior 10@‘
\ &

Kappa statistic = (Pa-Pg)/ (1 %
~ (0.9986 M89) AT

?: )
?} nstances

go "

=) 9986

§ Pi= (Pr (Predicted A) * Pr (Actual A)) + (Pr (Predicted B) * Pr

(Actual B))
= (4833/5572 * 4825/5572) + (739/5572 * 747/5572)
=(0.8674 * 0.8659) + (0.1326 * 0.1341)
=(0.7511)+ (0.0178)
=0.7689



=== Detailed Accuracy By Class ==

| TP Rate FP Rate Precision Recall F-Measure ROC Area (Class i
1.000 0.011 0.998 1.000 0.999 1.000 ham \
0.9€8 0.000 1.000 0.9€9 0.995 1.000 sp

Weighted Avg. 0.999 0.009 0.999 0.999 0.999 1.000 A

Figure 5. 6: Results for each class of messages in W:
TPR (ham) = (TP)/ (TP + FN) TPR (spam% / +4N)
= (4825) /(4825 +0) =1739) / (S 730N~
‘é ! -\§
=1.000
L
FPR (ham) = (FP)/(FP + TN) T m)°‘= )/ (@™ FN)
= (8)/ (8 +739) \ )/6'25 +0)
o011 &
o A
Precision, P (ham) = (TP)/ (TP Precisiafl, P

I

Asj @“?ﬁ;) — (TN)/ (FN + TN)
= (4875% & 8),v} ' § =(739) /(0 +739)
=0.998 P ¥ ) = 1.000
F-Measure (ham) = (&EP) /[R %
O
F-Measure (spa (2 *ﬁb‘& (RV%
A = (2% 0.989*1®) /(0.989 +1.000)

%\ - 0.995
ROC@ - 0.
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=The result shows that the value of ROC area is above 0.5 which is 0.9997

indicate that the classifiers is good in performance and working as it

supposed to work.
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——= Confusion Matrix == Y.
b <-- classified as 30)

Y
4825 01 g = ham

8 739 | b = spam Y'
: I
\tf.

| S
Table 5. 6: Explanation results for Confu atnx fo A

Figure 5. 7: Confusion Matrix for k-

wils P \‘F
4825 messages ¢ 8Cs. :

RN MESSages.

8 messages are mcoruct]

739 messages are correctly pILdlClLd as spam 1

No messages are incorrectly
The number of messages that are con assiﬁed alzo 1 am 1s 5564 messages
with the accuracy is 99.86 %. Fo 1c,$value is greater than 0 (i.e.
(
0.9938) means the classifier mg bgtler, 1t 39 messages from 747 spam

messages are correctly d@1 l) am roup 1e 4825 messages from 4825 ham
\.
messages into ham g tak rgq&éjlo build the model require only 0.01
: 11 pr) ; $

seconds, faster m A

A N
N
N3

e
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d. Decision Tree (DT)

Table 5. 7: Classification using DT \z
Decision Tree *v__

Correctly Classified Instances / accuracy 5416 @ 97.20%

Incorrectly Classified Instances / error 156 @ 2.80% y
Kappa statistic 0.8706 g
Mean absolute error 0.052 V
Root mean squared error 0.1613

Relative absolute error 22.4013%
Root relative squared error 47.3398%
Time taken to build model 32.79 seconds

Correctly classified instances/ accuracy = (No. @:t p}ev'fﬂg)

Incorrectly classified instances/ Error rate% (No 0\% @Mions) / (Total No of
N

2. '/o
Kappa statistic= (Po-Pg)/ (I—Pg\:vﬁ&o
M) / @6) =
&

=(o.9720—& )

=0.188 2104 [
' ! ? N
% = (atb o@slances
! =(5416)/55 ‘Z\Q)

\ =0.8706
§ Pp= (Pr (Predicted A) * Pr (Actual A)) + (Pr (Predicted B) * Pr

i )

(Actual B))

= (4945/5572 * 4825/5572) + (627/5572 * 747/5572)
= (0.8875 * 0.8659) + (0.1125 * 0.1341)

= (0.7685) + (0.0151)

=0.7836
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=== Detailed Accuracy By Class ===
TP Rate FP Rate Precision Recall F-Measure ROC Area Cz\t

0.99¢6 0.185 0.972 0.996 0.984 0.939
0.815 0.004 0.971 0.815 0.88¢ 0.939 &

Weighted Avg. 0.972 0.160 0.972 0.972 0.971 0.93%

Figure 5. 8: Results for each class of messages inw

: |
TPR (ham) = (TP)/ (TP + FN) TPR(spam)% M\I

)
=(4807) /(4807 + 18) = (609)/ (1 'L (;
S F
=0.996 = ()¢
FPR (ham) = (FP)/ (FP + TN) T@m 1= )/ + FN)
= (138) /(138 +609) \ X 18) Q307 + 18)

Y
=(.185 % 0 A\ = @4
% “ &
Precision, P (ham) = (TP)/ (TP +N %J,P @3{%) =(TN)/ (FN + TN)
- (4807@1 13£} ' § = (609) / (18 + 609)
ke P ¢ F 4

(‘JQ =(0.971

F-Mecasure (ham) = (&P) ‘R +D) <$

= The result shows that the value of ROC area is above 0.5 which is
0.9385 indicate that the classifiers is good in performance and working as

it supposed to work.
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=== (Confusion Matrix ===

b <-- classified as 3%

18 | g2 = ham

609 | b = spam Y'

Figure 5. 9: Confusion Matrix for DT Y.

Table 5. 8: Explanation results for Confusion

3]

'._i

N
(3]
L O
=]

co

TP | 4807 messages are correctly predicted as ham messages.

FP | 138 messages are incorrectly predicted as ham messag e JM®actuh csPhp,

FN | 18 messages are incorrectly predicted as spam megsa sageS®ge ham messages.

TN | 609 messages are correctly predicted as spam messgges. 21
he acthal
L]

\ N
The number of messages that are concct 531ﬁe ,@ham 1s 5416 messages
N
with the accuracy is 97.20 %. For l a tatxs e‘za ue is greater than 0 (i.e.

0.8706) means the classifier is bc er. out messages from 747 spam
messages are correctly detect; ,sp 1\ &éq}g 807 messages from 4825 ham
messages into ham Oloup&}al\ 1'16 e 1o d the model is longer which is 32.79
iy
second. %\ ,‘l (')
Q- &
& ¢ >

>
w t, it helps us in L@crslanding what the results will be presented after

)
4

From this ex

detectu s in WEKA and how to calculate them using formula provided. Besides,

this ex ent assist us in making the comparison of performance between classifiers in

WEKA in term of accuracy, time taken and statistics of result. Different types of

classifiers algorithms used will give different results due to concept and theory of
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algorithms. In other way, this experiment gives an idea on what formula and results that

should be shown for our proposed algorithm and method in detection SMS me%

5.2.2 EXPERIMENT 2 (DETECTION USING LABEL AND UNLABQ:ED

MESSAGES) \,
: !

This experiment was carried out to identify the capabili KWtecting SMS

messages using label and unlabeled messages. Label me@gge mea{s that e ch,j’x;sage in
1ogfa

dataset has been labeled into ham and spam wls'% abg ge‘\}f' the dataset

contains only text messages without knowing w r tﬂﬁ m age% spam or ham.

Usually labeled messages are used for lrainma unlabel mes@es for testing but in

this experiment, we use both types ofd %gas%”jngéq&see their capability in
“ Q-
00 m s \@9 chosen for this experiment
=

(i.e. 200 ham messages and 140 s zl mesgagesy. Sq@ as experiment 1, five different

. . d & .
classifiers algorithms were Kd 1@ ve B (NB), Support Vector Machine
X 'De" <'<{1 Tree (DT) using three different test

(SVM), k-Nearest NeightgQur¥k-N

C—m v .5 . .
stgfisanvolves in this experiment:-

options to classify ll@ ges Scyzr

1. Dataset u:; d ¥s UCI dataset {d¢" contains 5572 messages but only uses 300

mcss‘%x

detection. UCI dataset was used and

2 S of data cleaning is needed in order to filter the format of text messages

from String to Nominal due to some classifiers algorithms cannot read the content

of dataset that in the form of String.
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3. The dataset are run in WEKA using three different test option for detecting (i.e.
use training set, cross-validation and percentage split. Y'

4. Results are shown in term of time taken, accuracy and number @ages that

<

a) Label messages z '

N
Figure 5.10 shows example of label messages. This data /as clgan b'/ .fL@Y;g from
fc

or% option are
T

are detected into spam and ham.

String into Nominal and was tested using three te n e
g g 3\

discussed as follow.

{
5 e
Oy,

ham,'Ok lar... Joking wif u oni...'
spam,'Free entry in 2 a wkly comp to win
to receive entry question(std txt rate)T&

Figure 5. IO%:Hcssao
NEW)

i.  Use training set | o
One of the test of &H) WEKAZo c@iﬁcation process is “Use training set”. This
Q ( v

option is for ll'ililsg 1¢ dataset (i.c. nguild the model and for learning) and the results

: 1p @pal t v 2005. Text FA to 87121
apply 8845281007 Leyer] 8\'s'

as indicated ¥lc 5.9.

S
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Table 5. 9: Use Training Set

~ Test Classification Time taken to Correctly TP | FP NY FN
Options Algorithms build model (s) Classified K
Instances (%)
Use Naive Bayes (NB) 0 seconds 100% 200 1%0 0
Training | Support Vector 0.04 seconds 100% 200 | O 00| 0
Set Machine (SVM)
k-Nearest 0 seconds 100% 200 100 0
Neighbour (k-NN)
Decision Tree (DT) 0 seconds 66.67% 100 0 0

classified instances, means they are good in performa

From the Table 5.9, it can be found that NB, SVM and k-NN OWtaingd 1 for ?.rrectly
% \

as com}aa e
of True Positive (TP) is 200 (i.e. about 200 SMS m¥age \al\g

ham messages) and 100 for True Negalive&%e. a
ig=percentage of accuracy

correctly classified as spam messages). Fq DT&?‘[
N
is 66.67% and it was found that 100 I\@s ' s clg$@ified as ham. Overall, NB,

k-NN and DT are faster in build thvl th'n S

ii.  Cross-validation \

COIT! ch classified as

o

S messages that are

59
-
47
b

sﬁf’assiﬁcalion into several times by dividing

téduce the estimation of results. The default of

training < last piece for testing. Result is reported in Table 5.10.
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Table 5. 10: Supplied Test Set

Test | Classification Time taken to Correctly TP FP | & N
Options Algorithms build model (s) Classified
I Instances (%)

Supplied | Naive Bayes (NB) 0 seconds 67.33% 200 | 9 0 | 2

test set Support Vector 0.04 seconds 67.33% 200 8 9
Machine (SVM)
k-Nearest Neighbour 0 seconds 67.33% 20 9 0 D
(k-NN) (N

0 0 0

S [ Decision Tree (DT) 0 seconds 66.67% %0

Results from Table 5.10 shows the percentage of correctly clasHfied ins
classifiers is in between 66% - 67.33% and DT is S In pe}‘f
others. Meanwhile, for the time taken to build th mogi,

different with SVM that need 0.04 scconds@OO m

as ham messages for all algorithms.

iii.  Percentage split ‘ : z

Percentage split is used @ t wcsg training and testing. The default
offts ONo f@r gaim 1(}&1:1@'@4 for

percentage for splitting testing (for this experiment, 198

messages for Iruini:&()ZAl  tegfil v),ﬁfc 5.11 shows result using percentage split.

"
9
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Table 5. 11: Percentage Split Y'

Test Classification Time taken to | Correctly Classified | T TN | FN
Options Algorithms build model (s) Instances (%)
Percentage | Naive Bayes (NB) 0 seconds 62.75% 63 W38 1 0

split Support Vector 0.04 seconds 62.75% 38 0
Machine (SVM)
k-Nearest 0 seconds 62.75% 38 1 0
Neighbour (k-NN)
Decision Tree (DT) 0 seconds 61.7 39 0 0

By using percentage split, it already divided the dataset fnto (®ting an m'nquataset
S
and result will show for the testing dataset. From e 5.11 SUMs s ":V that the
¥ 4
V
or VM and k-

accuracy of these four classifiers algorithms is betwweg 63

3 essages that are

incorrectly classified as ham and 63 mcss%thal ar\ﬂ' @ssiﬁed as ham. So, it
? o N,
[e

can be suggested that 63 messages a\ and 39 n s‘!ig@e spam messages. Time

taken to build the model is samge fw, k—T'N DT @ich is 0 seconds, faster than
(
) 4 s

SVM.

‘ 1 @ (')
From this c.\'pcrimc@ megsagys /cre@ted using three different test options for
e W : e ST
detection process J (est optebn fas Re~oOwn function and will give different results
S’

although usi MIC dataset. Thereford™making comparison results between test options

used 1s patible as it 1s a requirement to continue the detection process in WEKA.

Between ¥Wsc three options, the performance of detection using “use training set” is

better in term of time and accuracy compare others.
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b) Unlabeled messages

For this experiment, label in each message was removed as shown in Figu@K

2.'Go until jurong point, crazy.. Available only in bugis n great world la e buftet NCine

there got amore wat..."
?'Ok lar... Joking wif u oni...' i
?,'Free entry in 2 a wkly comp to win FA Cup final tkts 21st May 200w Ato 87121
to receive entry question(std txt rate) T&C\'s apply 084528100750v%
|

?.'U dun say so early hor... U ¢ already then say...
?.'Nah I don\'t think he goes to usf; he lives around here though'
\d, v
Figure 5. 11: Unlabeled SM&ges | _\"}
’
s

¢d n@b‘.rs of spam and
s

Fiter

[ Goese |stringToNominal Rlasst

Curent redaton

Instances: 300
Attrbutes

T

SIS SRR SR IS A SR A |

Figure 5. 12: Interface after entering dataset in WEKA

Figure 5.12 shows the numbers of spam and ham messages are zero because the label has

been removed. WEKA cannot identify the number of messages based on label provided.
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Q Weka Explores S S

N TR S lm] b

| Preprocess| Classty | Custer | Assoaate | Select attrbutes Visualize |
Cuassfier

| Choose  NaiveBayes

Test options Classifier outpat

© Use taning set === Evaluation on training set = \:
) Supphed test set

{ Time taken Lo teat model on training data: 0 seconda

¢ Crossvaldation  Foids |10

7 Percentage spit % 66 | Summary ==

t More epveNG. .. j | Total Number of Inatances o

s S .| Ignored Class Unknown Instances
| mwm Deteiled Accuracy By Class wwe

] Stop |

> | TP Rate FP Rate Precision Recall sure

R esut { tchak for bons|

Floma Set our E getiand) s 0.000 0.000 0.000 0.000 0.0 .00
18:36:21 - bayes.NaveBayes S oo

19:29:31 - bayes.NaveBayes 0.000 0.000 0.000 0.000 .00
i i 24 — | Weighted Avg. NaN Ran Nan NaN Ka.
| === Confusion Matrix ===
| <-- classified as § ,

suitable to be used for vahdatmo work’, estlgq e ‘raw’ dataset. Besides,

unlabeled dataset only can be Etestmg hasg. | o

' &
e

wlé{'pes and format of dataset that can be

This experiment gives U\&s
dw

used and read in W@ W
WEKA. Besides pcm cbjs u

text or numl s arrects the pqunﬁhcc and results in WEKA. For example, dataset

sh(jg be taken if dataset cannot be proceed in

3$ut how the structure of dataset such as label,

AR

containg ncssages need to be filter from String to Nominal in order to continue the

next s g detection phase. However, we cannot make the comparison of results
between both types of dataset from this experiment as WEKA cannot run unlabeled
dataset. So we can conclude that unlabeled messages only can be used for testing phase

and not suitable in training process. This experiment gives us suggestion about using
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various structure of dataset (such as clean and unclean dataset) to see the different results

in our research. Y'

5.2.3 EXPERIMENT 3 (CLASSIFICATION CONCEPT USING WRKA)

This experiment was conducted to study and understand the 1ca'1on (also known as

clustering) process using WEKA. DIT dataset containg 133psp nMs Q@S tested

with three familiar clustering algorithms; k-Meang® rarchic (,’ob\eb. Dataset

used is different with previous experiment (i.e. ex rime N 2) k&zuse it contains

only spam messages as we want to do Ch\%;roce g S@ﬂ messages only. In

addition, ten groups of spam from this %et hav '@Eed manually to help in
clustering process. Using our own \%d nders ndu@hoe content and meaning of
each messages in dataset, we con 1atrler l@up of spam available from the
dataset. Results for clustcrm% dlSCll Il&t,wo different cluster modes. Steps
involve in this C\pcnmcx 0 0 -l
1. Dataset mcd 18 ‘m el ( luo 52 spam messages).
2. Process (% 3| agu tnccd@ order to filter the format of text messages
hom to Nominal due @6111(, clusterers algorithms cannot read the content
of dg lhal in the form of String.

@(umscl are run in WEKA using two different cluster mode for clustering (i.e.

usce training set and classes to clusters evaluation).
4. Results shown in term of time taken, correctly clustered instances and numbers of

instances in each cluster.
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. Use Training Set

Use training set is one of the cluster modes in clustering. Table 5.12 shows th Wfor
clustering using use training set. The number of cluster is set into 10 cluste hanually

identified the group.

Table 5. 12: Output of clustering using Use Trainin

Yv
“’?\"

Cluster Mode Clusterer Time take uild

Algorithm model (s) ' .
Use Training Set | k-Means 0.02 \4\ | \Y-
Fg |0

Hierarchical 11.57
Cobweb 399.59 s
erfqznznce because it

From the Table 5.12, it can be found that k-

requires only 0.02 seconds to build the

seconds. Cobweb is the last in perfo

399.59 seconds. Outputs for eacl §
algorithm. Figures 5.14 to Figur®S.

for each clusterer algorillm&mrcd
each cluster. %\ ’

Cl ?Ences
0 ‘Y‘é? ( 47%) : 3
1 3( 09 : :
2 2+ (S03)
: 3 2 ( 0%) :
4 4 25 (5 0%) :
S 5 1 ( 0%) :
¢ ( 6 422 ( 31%)
7 1 ( 0%) -
7 1 ( 0%)
8 3 ( 0%) 8 1 ( 0%
g 6 ( 0%) i )
9 279 ( 21%) =
Figure 5.14:k-Mcans Figure 5. 15: Hierarchical Figure 5.16: Cobweb
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ii. Classes to clusters evaluation

Classes to clusters evaluation is another cluster mode for clustering using W R It first

ignores the class attribute and generates the clustering, then during t %phase it

assigns clas o the clusters based on the majority value of the cl ribute within

cach clusters. Similar with previous experiment, the number of CILM set into 10 and

results are shown in Table 5.13. z ,
o
Table 5. 13: Output of clustering using Cla%s@melsj _{'J\Y‘

Cluster Clusterer Time tak
‘Mode Algorithm |

Classes o k-Means

clusters Hierarchical

evaluation Cob\\'d)

o Q—
Table 5.13 indicates that the lnﬂhesx Nyiﬁ‘s‘ered instances is k-Means
rl

mi nlu 1me to build the model, 0.01

with the percentage is 78.48 rcqul

seconds. Cobweb is the las

process which is 385. )t\
algorithms. :%

Using bo%‘uh of cluster mode for clustering gives different results as their function

and is different towards dataset used. For “Use training set”, results show in

term of time taken and number of instances, different with “Classes to clusters

evaluation” that also having the accuracy of clustering instances. Besides, the number of

spam messages in cach cluster is same for both approaches
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This experiment helps us investigate about the process of clustering (or %zalled as
classification) using two different approach (i.e. using use training s¢ anDClasses to
clusters evaluation as cluster mode) and identify what the results m using three

different clustering algorithms. It help us improve our proposed awlms for clustering

spam messages in term of correctly clustered by understandi (onc‘ept and process of
each clustering algorithms in WEKA. \d.
’

T
524 EXPERIMENT 4 (PERFORMANCE Wo@oz STECTION
@)

AND CLASSIFICATION) \

N

ssigf@ion process using UCI

This experiment was conducted for%;lonﬂ
mp csspges :’\‘Q used. This experiment aims

dataset. 5572 messages contain haY
to identify the performance of% ms n} E é fa/ etection and classification.

‘ \ ¥ ! (.g)
a) Detection ’ {;
Y N
Detection 1s the %as ¥i i 3% tlﬁ. message into spam or ham. Four types of

>
clnssiﬁc;uion@\nns arc used; Nawe Bayes (NB), Support vector machine (SVM), k-

ur (k-NN) and Decision Tree (DT) to test their performance in this

Nearest
experl Dataset was filtered from String to Nominal since some algorithms may not

be able to read the dataset because of structure of the messages in string. Table 5.14

shows the performance of four classification algorithms using SMS messages dataset for
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use training set and Table 5.15 using cross-validation. The process for this experiment as

follow:-

1. UCI dataset contains 5572 dataset was used (i.e. 4825 ham and

o

3. Running dataset using two test options.

Pre-processing by filtering the dataset from String to Nominal.

&
&
X

4. Results shows in term of time taken, accuracy and u%er of ham and spam

NY.

messages.

There is different between this experiment with pr

and 2). Experiment 1 is just to show formula

<,
&

I <

(_}Y'

(i.é\Xperiment 1
T

%Nati nw’or tpu@ietection while

experiment 2 is to see how detection pro e&n’ N0\ L eq@aset (i.e. label and

unlabelled messages). After understandin

the performance of algorithms in WE% ,

bath ¢ nqept,
§E
>

A

Table 5. 14: 1>crfonnanmssit® cOrill)élm WEKA using Use Training Set

o

experiment aim to see

Ay,

_

Test Classification m«r to, | Correctly Classified | TP [ FP | TN | FN
Options uil(ﬂn el (&  Instances (%)

80 7 28693 4825 [ 728 [19 |0
Use 3206 Y" 100 4825 747 |0
raining oV
set 0.84 N 100 4825 | 0 747 |0

0.09 86.59 4825 [ 747 |0 0

Table 5.19%hows the performance of four classification algorithms using use training set

as test option in WEKA. In term of time taken to build the model, NB is faster than other

algorithms while SVM requires longer time. For accuracy, SVM and k-NN are the
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highest accuracy in classification with the percentage of correctly classified instances is

100%. The different percentage of accuracy between both NB and DT is OKEM %.

SVM and k-NN have correctly classified 4825 messages as ham and 7 n:;sages as

spam, same with the original messages from dataset. Overall, k-NN ivest classifier

algorithm as it has highest accuracy, correctly classified into ham Wam and required

less than 1 second to build model. S z ,

e
‘ i ¥
Table 5.15: Performance of classification algorithms in W, uSing Crpss li‘anb(?
4
o

A v md

Test Classification Time Taken iied | TRNY FP | TN | FN
Options | Algorithms build model (s)
Cross- Naive Bayes (NB) 745 | 2 0
validation | Support Vector 588 1159 |0
Machine (SVM)
k-Nearest Neighbour (k- 588 1159 | 0
NN)
Decision Tree (DT) 727 10 0

with different time is 0.0&01 ds /!lilc /M @rc longer time. In term of correctly

e N Rl gl
classified instances, SV 10 k I c;!;zmh)crccntagc of accuracy and the highest as

L
compare to NB 3@7\11 phldscMut algdrithms manage to detect 4825 ham messages

into correct € ham, similar wit @'Qmal class. However for spam messages, cach of

lem havagessswrent number due to th formse . _
the he performance and function of each algorithm.

O\'c@ is better in detecting spam messages using cross-validation as test option

because it require little time and highest accuracy compare to others
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From experiment of classification SMS messages, it can be conclude that k-NN is the best
classifiers in term of performance and time for both approach (i.e. use train?t and

cross-validation). The different results in each algorithm depend on El%heory and

concept, hence they give various output of detection. ‘

b) Classification z '

Nd.

Classification or known as clustering is the process ouping da '10—@5 nts into

similar groups. This experiment was conducted to w ‘i21\5 essa&' into several

types of message using three types of clusterechhn‘ql e obw erarclncal and

k-Means clustering algorithm. Only spam m¢e w d ﬁ@ UCI dataset. There
are 10 groups of spam messages man %eﬁ%’ﬁlls@tasel (i.e. by using own

view and understanding the content he ﬁlps are Competition/Game,

Chatting, Dating, Prize, Ser\q@;ce, Rihgt elN@%Advemsement and Voicemail.

P 4

The results of performance how1] 1

Hierarchical Cobweb

Clusterer algorithm

Figure 5. 17: Time taken to cluster dataset using Use Training Set
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Figure 5.17 shows the performance of clusterer algorithms using WEKA. It c?‘found
that k-Means is good in clustering the dataset with time taken is 0 second@rchical is
the last with 2.88 seconds and cobweb use only 0.11 seconds. However, Wis experiment
was also carried out manually to compare the number of messa SR.ch cluster using

a
WEKA for k-Means algorithm. The process of manually tes dwowz—

1. Dataset used is UCI dataset (i.e. 216 messages fronTg7 Mges are used)
3

spp1
- . | S
View each messages to understand the mean nd*conteft. A
. . s b S
3. Result by grouping the messages into cluw ‘de\ the @Yerstandmg the

3 \ ®)
| S K |
Table 5.16 shows the number of me n efh clf IS @mnually tested and Figure

5.18 shows the number of messag : $
z 'S
Table 5. 16: Nu\mb fm&{ n E. luster manually tested
Ll
Cawcory O
C

o

content of messages.

Number of message
pdlition/ Game | 21 messages

htinga N 28messages
aflinged ™ 13messages

73 messages

35messages

1 1 messages

Ringtone

17messages

News

Omessages

“luster 8 Advertisement 10messages
Cluster 9 Voicemail 2messages
TOTAL 216 messages
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From Table 5.16, result shows that cluster 3 (i.e. category of prize) has the highest
number of spam messages while cluster 9 (i.e. category of voicemail) has ol&wgspam

messages, less than others. :%
Clustered Instances V

8]
]
=]

W~ WO
e ST =R S S S S S N

Figure 5. 18: Number ofi:% i

There are some differences betwevb r(:s,.\

(
the results from WEKA using %ns. Thedi rln;egre discussed below.

- The types of clus@l '@re SI)Q/%H in form of number, so user cannot
\) N
identify what %}  f $a {pr cgélJnumber. For example, cluster 0 can be

r categories. Different with manually tested,

=

categorizeghas Wgize QOp

we ide urselves the calq{w’ 7 of spam in each cluster.

- Theg \crs of spam messages in each cluster are different between using
WEYPA and manually tested. This happens because our dataset contains messages
that in form of text. Although pre-processing has been done but there are several

characters of messages that are categorized into one group while the different is

other group. So WEKA automatically detects the messages based on
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characteristics or symbols available in messages. Different with manually tested,
we do clustering the spam messages based on our own understandi@ontent
of messages. ‘b

- The numbers of spam messages is not accurate in each clust luster 2 until 9
contain only one message while the highest numbers owages in cluster 0.
Cluster 0 may have characteristics that mostly msiages contain that

character, so that it has highest number of spam me S. E

,é\ J | S

’ T
From experiment of clustering, we can make the CCWS \um clus@ér algorithm is
better in term of time taken to cluster. Howev@KA °§S itat@ term of number

cy. C.3&sides, we can know how WEKA is

assiffaor (ﬁ our research, this experiment gives us
N3

knowledge on hofghgPBrocatsyadligtec(iBn and classification happens in WEKA besides,

>
helps us to néﬁdanon of dataséwHat we will use for our experiment.

performed for det
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5.2.5 EXPERIMENT 5 (TRAINING AND TESTING DATASET FOR DETECTION

AND CLASSIFICATION) Y-

This experiment discussed about the process of detection and clé tion SMS
messages using training and testing phase in WEKA. UCI dataset c?ﬁl 4825 ham and

747 spam messages was used and divided into training phase andeg phase as shown

in Table 5.17. Classification is supervised learning that ne inq and testing phase.
Training phase is for algorithm to leamn the structure of da ile se is to
build the model after learning. Different with clus hat isfu pel\ﬂ%e learning,
means it need to find the structure of dataset 1tse1fa reque tes ﬂg-phase The aim
of this experiment is to see the results afl v1de ti tralnmo and testing
phase manually (i.e. manually chose h man -éemmo and testing). As

\
from the previous experiment, datas 1s not divyded 1@30&1 phase as the purpose
of each experiment is different’ Tsu s n ed to filter the structure of
l
messages from String to Nor%as se %i)WIlls from WEKA cannot read the
N
\ ¥ ' (.g)
’

NS

3
S

dataset.

S
&
S
N
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Table 5. 17: Dataset in training and testing

Training phase (70%) | Testing phase (30%) essages
Labelled as HAM | 3377 1448 ”
Labelled as SPAM | 523 224
2

Total 3900 1672 V.Sﬂ

All 5572 SMS messages are used both for training and testingv with the fraction of

7:3 (7 for training and 3 for testing). 70% of both ham a 1 ﬂ&?s are used in
rt N0

training phase, as the more the dataset use for trainingg the be ﬁ(—, ould be
ot

when it is applied in the testing phase. The other 30% h han¥a spaninessages are

V
used in testing phase. Vz 1\ g

a) Spam detection A
l N

The aim of this experiment ig*to 18ntify fhe gbiy* and performance of WEKA in
by, et s ¢ & .
detecting messages using w‘mtﬁk *oué(w:thods were used namely detection
ti

i \ f oy )lining and testing separately, detection

¢ (,)
using one message JNesuig pl sc7n «{c@on using different size of dataset in training
e

E s : .
phase. Only fou st are n{l}?s experiment because we want to see the ability

of WEKA N{cctmg spam messages using various size of dataset. Naive Bayes (NB),
\!cér Machine (SVM) and k-Nearest Neighbour (k-NN) are three algorithms

S“mb
used (vt their performance in detection process. Only these three algorithms are

chosen as their popularity among researchers for detection process. Table 5.18 shows four

training and testing sindyltam®ou

methods in detection SMS messages.
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Table 5. 18: Detection method

abeld®wessages in

stix%nl.asc,
Y-

N

Method " Training Testing Description

Detection | 3900 messages 1672 These two phases of To de Ae the
training and labeled with ham unlabeled spam detection are run perfQmanet and
testing and spam. messages simultaneously. outpu detection by
simultaneously V both phase

. siultaneously.
Detection 3900 messages 1672 These two phases of T@%emonstrate the
training and labeled with ham unlabeled spam detection are ru rformance and
lcstinuv and spam. messages separately. outpgt of detection by
scp;u;wl_\' rupning both phase
pcharatedy.
Detection using | 3900 messages lunlabeled | These two phas \dﬂstmte the
one message in | labeled with ham messages spam detecty n ougpu ofd >t¥ﬁ0n
testing ph;;sc and spam. separately. whin fisi ly one
‘D-

.

Detection using | 100 messages 1672
different size of | labeled with ham unlabel
dataset in and spam. messa

performance of

1\& classifiers algorithm

ose 2 )hasck

A R N ~y o 1ffar ~g = af
training phase | —————— sfing phgs 1,6 using dlvﬁuept size of
1250 messages NESSE are dataset In training
labeled with ham - lysufth a phase in term of

t siz¢ atabase | accuracy and number
stogfd ﬂu@ -aining of messages correctly
plfsg classified.

L

and spam.
2500 messages
labeled with ham

and spam.

\ >

i. METHOD 1 (Dl

This uppmncl@m ning and testir desc simultancously using percentage split as the

Xninu the dataset. The function of percentage split is that it can divide the

test option

dataset iTNraining and testing based on the percentage. In this method, 5572 messages
was used (i.e. 4825 ham and 747 spam) and divided 70% of the dataset for training and

30% for testing. Table 5.19 shows the results detecting training and testing

simultaneously.
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Table 5. 19: Results for method 1

CLASSIFICATION | Results of Accuracy | TP FP TN cessing
ALGORITHM prediction Time

0.01 seconds

\ : . 1
226 spam

k-NN 1446 ham; 94.80% 1445 | 86 1
226 spam

NB 1446 ham; 94.56% 1383 | 28 198 0.91 seconds
226 spam ?
'SVM 1446 ham; 98.21% 1444 | 28 9 2.48 seconds
1
|
l

Table 5.19 shows results after running the training and t@aging phas sir limegry using

percentage split as test mode in WEKA. The resul(s onW sho e mbe f messages

,\4 @g accurate with

for testing phase (about 1672 messages). In lem {f agtu

the percentage is 98.21%, then goes to k 1 ond pla wth@f%O% and lastly NB

with 94.56%. The k-NN is faster in d the I o@m@d to other with time
]

require for this process is only O onds® can correctly classify the

‘u

messages into ham (i.e. TP) a t 45 m4 aa},ldl m only 1 message with SVM.
mt

For TN (i.e. correctly chs@%t C "un) both NB and SVM have the

same number which 1s 08 > 11 bc said that the performance of all
algorithms is oood 11 tareous ]y 11{ 1@ both raining and testing phase and they

s —
s

\

give readable Kw ’ f‘\q’v
%\
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ii. METHOD 2 (DETECTION TRAINING AND TESTING SEPARATELY)

This method separately run the training and testing phase; with 3900 mes@ed for
training and 1672 messages used for testing. Similar with the method@et needs to
do preprocessing process. There was a problem when running datw testing phase
because data used to train model and test set was not compatiblg, Ner to run it, it need

to choose “InputMappedClassifier” that was recommended ’as shown in Figure

5.19 and Figure 5.20. Table 5.20 shows results for methgd \d. X

Pregrocess Gisfy | Guster | Assecate | Seiect atbutes | Veniakze | Parael ¢
Classler
Clocee  Narvebayes

Test apdors
Uxe arwg et

¥ Svked st set el

O Cussvaldaton  Fods 19

Reaflist (gntdd for sptars)
{17:45:13 - baves revesayes

Swie

o i) e 0

Figure 5. 20: Train and test set are not compatible
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Table S. 20: Results for training phase

Training Phase v

Classification Results of Accuracy | TP TN FP FN Proce
Algorithms prediction
NB 3377 ham; | 95.03% 3245 | 62 461 | 132 | 0. ds

523 spam
SVM 3377 ham; 99.33% 3377 | 26 497 |0 l.q seconds

523 spam
k-NN 3377 ham; 99.85% 3377 | 6 ST7R8150 1 seconds

523 spam

Testing Ph

NB 1449 ham; 94 .38% 1399 | 44 17,

223 spam
SVM 1449 ham; 93.78% 1394 | 49

223 spam \Y-
k-NN 1440 ham; | 9348% | 1447 | 107 6 2 -

223 spam \T

Y:’
Table 5.20 indicates that, in training ph\ N 18&?11@%01‘1113“06 with the
accuracy is highest than others which is Vo alm ¢ time require only 0.01
(]

seconds. Although SVM has higher. “lcy thag NB, gl&%e taken to build the model
\

is slower than NB. However, gv" ph4e thyfre i rocessing time shown because
any 1;

this phase focus on how n a to éldetected into ham and spam after

O‘lhe'()?vo. From this experiment, it shows that
\

reen both phases.

\}ll has&{'&ihows that k-NN able to detect more
i

Marison between method 1 and 2 for training set, it shows that detection using

Making
training Md testing phase simultancously give better results in term of accuracy and

correctly classified the messages into ham and spam. Less connection and relationship

when separately run training and testing phase gives difficulties for algorithms to learn
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and remember the structure of dataset. That is why results of detection using training and

NJ
O

iii. METHOD 3 (DETECTION USING ONE MESSAGE IN TESTINR’HASE)

testing phase simultaneously has better than separately detection.

In this method, 3900 labeled messages were used for training amV!! unlabeled messages

for testing. Then this method was repeated using diffe ne sa&ﬁ?esting phase.

L
ter thefmes gfs. g'ilar with
| A
other method, It need to choose “InputMapped sif¥er” tfag w, r@mended by
WEKA. Table 5.21 and Table 5.22 show results%g iniﬁ% an estha&hase.
N )
. \: A
n tr. 1

Table 5. Zg . ﬁ? é;?
N A

This method also required dataset to do preprocessing t

Iy

Classification Results of Accu TP N SN FN Processing
Algorithms prediction | ~\$ Time
NB 3377 ham; ,Ja} -~ 1401 132 0.78 seconds
523 spam ‘()
SVM 3377 ham; 497 0 1.58 seconds
523 spam P ‘Q,
k-NN 3377 haptNg 517 P 517 0 0.01 seconds
523 spd b 2 (')
Q& O
< : " : l%nlls in testing phase
A J}y.
THam | ClygsilicRtion Results of ™ Accuracy I'P | P | TN | FN | Processing
unlabeled | ? \hms prediction Time
messages 1 ham; 0 spam 0% 0 0 0 1 -
1 1 ham; 0 spam 100% 1 0 0 0 -
' il 1 ham; 0 spam 100% 1 0 0 0 -
§piun 7 D 0 ham; 1 spam 100% 0 0 1 0 -
unlabeled SVM 0 ham; 1 spam 100% 0 0 1 0 -
messages k-NN 0 ham; 1 spam 100% 0 0 1 0 -
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From the Table 5.21, it can be found that all three classifiers algorithm have the highest
accuracy which is 90% and above. k-NN is the best with the accuracy is llthe n NB
and SVM besides time taken to process the clustering require only 0. 1ds fastex
than others. Besides, the number of messages correctly classified &TP) 1S same

with original dataset, about 3377 ham messages and the numbefagf pfessages correctly

classified into spam (TN) is 517, less 6 messages from origir d%set.

..

S
This method is tested using only one unlabeled me and g 1 sage‘%an be from
22 e
ham or spam. From the Table 5.22, result plcsenl that usn§ N message as

unlabeled messages in testing phase, S VR@N 11‘1 a d&TCClly identify the

message as a ham (TP) but NB detect l%cs age ?l }@N) When using spam
| 0 S
messages as unlabeled messages n t\ hasg, all thtdt

fiers manage to detect the
message as a spam (TN). T N
'S
s &
' NN @

From this L\])Ll‘lnlult, 14gan wWe sa

”éé

testing phase, WEK maffag i
4 . u) s
based on learni w\\ from am‘ng N’msc.
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iv METHOD 4 (DETECTION USING DIFFERENT SIZE OF DATASET IN

TRAINING PHA

SE)

This method uses 1672 unlabeled messages in testing phase and these me

v-

\\’EI € run

repeatedly with different size of dataset in training phase. The purpos of using different

size for training phase because we want to sce the performance

because data used to train model and test set are not co

size of dataset increase. Same problem occur like method tw lee'm training phase
ible A; e to choose

d’lt@ in this

“InputMappedClassi

fier”

that was recommended b

method also need to do pre-processing process.

Table 5. ZSN%'& es

Classification | Phases

Results

algorithm

Naive Bayes

From Table 5.2

the detection is also

Training
phase

Ruults of

<—>>,v

rithm when the

>
100 megsage 4%0 2500 messages
\ﬁlcssagcs
v 5(] hamj(’spam%\ 1002 ham; 2275 ham; 225
I 248 spam spam
%o CNY 194.96% 96.08%
Iy 959 2209
N A 20 32
o &> 228 193
CL.’lll\’ i i 43 66

Wy ed ﬁ,?jg .
Auu

0.25 seconds

0.48 seconds

(W
lflm 0.0%8yconds
)&j ham; 224
m

1448 ham;

1448 ham; 224

lrdl\; l’
True! ,\]“
Talsel ‘u:dll\g

£ gs, | 224 spam spam
6 .()()" 0 93.06% 94 .92%
1248 1374 1411
PEE | 48
| 201 182 176 |
200 74 37

Processing Time |

523, it was found that if the size of dataset is bigger, time taken to process

increase in training phase. The accuracy between three size of dataset

is different depend on the number o f messages in each dataset. However in testing phase,
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the accuracy of detection increase as the size of dataset in training phase is bigger. This
happens because the bigger size of dataset in training, it give huge change fox 1ine

learning to learn the structure of messages so that the accuracy in testinﬁmf using

higher size 1s bigger. A
]

Table 5. 24: Support Vector Machine V:
5 |

Results 100 messages 500 messages

Classification | Phase

algorithm essades
- N Results of 50 ham; 50 spai 1802 hm; 2975
prediction 248 sppm
Accuracy 100% I
Training | True Positive X075
phase False Positive [
True Negative 218
0

False Negative

0.49 seconds

Processing Time

SVM [ Results of 1448 ham; 224
yrediction spam
Accuracy 92.76%
Testing | True Positive 1386
phase False Positive 50
True Negati 165
62

False Ngmativ

Process!

From Table 5.24, it prct‘ \‘lhzll lh:‘
use bigger size of (@
messages in czuﬁ%scl. In (&t

classified 1 \n and spam messages 1is increase from 100 messages to 1250 but

500 messages. The decreasing result happens because when using 2500

decrease
lere are variations of types messages that will effect the performance during

Messages,

detection process.
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Table 5. 25: k-Nearest Neighbour

Classification | Training | Results 100 messages 1250 () zessagcs
algorithm phase messages K
Results of 50 ham; 50 spam 1002 ham; 22 ham; 225
prediction 248 spam am
Accuracy 100% 100% 0 .88%
'I‘mining True Positive 50 1002 D27
phase False Positive 0 0 2 3
True Negative 50 248N 222
False Negative 0 0
ey Processing Time 0 seconds 0.01 seconds
k-NN S = s
Results of 1448 ham; 224 448 ham; 224
prediction spam
Accuracy 88.76%
Testing | True Positive 1448
phase False Positive 185
I'rue Negative 39
False Negative 0 2 :
Processing Time - 4 ) !\

? f\a’clcction is increase as
N

25, result shows that the

From Table 5.

we use bigger size of dataset. HOWC\K
messages in each dataset. In \mmsc the@nimbegdf accuracy that is correctly
‘ a (
m meFs

dg X : g€ 1% é}lom 100 messages to 1250 but

0)
accu* i 1'1'&@3’ depend on the number of

classified into ham and sp

decrease for 2500 nkss h 12 16 happens because when using 2500

: 1 ns 0 1\' )0 l]{\\clﬂ s that will effect the performance during

\

messages, there are

detection pmu?%

~

73 until Table 5.25, it can be found that SVM has higher accuracy in

From

detecting messages into ham and spam using all three different size of dataset for both

phases except for dataset contains 2500 messages, k-NN is highest in training phase with

different between SVM is about 0.16%. However, k-NN is faster than NB and SVM in
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term of time taken to detect the messages for all three different dataset. Overall, this

experiment can be suggested that increasing size of dataset require more = for
.

algorithms to learn the dataset. However, it gives benefit in testing phas‘c it can
give huge opportunity to produce accurate results in testing phase. ‘x
b) Spam classification R '

Classification was conducted to cluster spam message, intoXcategori

© It 1s
E}’?”

ri
supervised machine learning and only need testing se. 2}4 pa mq"&is ges were

, . R . v
clustered using Cobweb, k-Means and chmrch% WE \a le 5§R'§ho\\fs results

in clustering spam messages. \% é
Table 5. 26: %ls inc u\i\\g &\
S
Q-

el e e r f Pa_
Clustering Results of prediction \ N & Processing Time
Algorithms | AN

0.6 seconds

K-Means Clustered Instagges
Cluster 0 : 124%g
Cluster 1:1 (0% \

Cluster 2 : § 4%)
Cluster 3 0) l
Cluster 4 5 2%
Clustg®5 : (
Clug b (¥
(‘)% 6
Tyst S 10p
- 2

)
Y .
-0 :

0.18 seconds

Hierarchical

Z
o
Q
o,
=
=
ZA'
=
(e}
9]
4]

ster 01212 (95%)
luster 1:1 (0%

Cluster2:1  (0%)
Cluster 3:2  (1%)
Cluster4:3 (1%
Cluster 5:1 (0%
Cluster 6 : 1 (0%)
Cluster 7:1  (0%)
Cluster 8: 1 (0%)
Cluster 9 : 1 (0%)

0.92 seconds

!

Cobweb Clustered Instances

Cluster 0: 224 (100%)
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From Table 5.26, k-Means algorithm is the best suited to cluster 224 spam messages into
10 groups in 0.6 second. Hierarchical is in second place with time taken is 0 wer
than k-Means while cobweb require much time. Hierarchical and k-Me$ the
output for all 10 clusters. However cobweb only show the messages intd'&luster only.

ification process in WEKA, we need to define the nuzber of cluster in

k-Means and hierarchical but different with cobweb that no neTnumber of cluster.
That is why cobweb only show one cluster. However, it d% Lh@ used. If we
-
cobw

w lot}xﬁult n

When doing class

have bigger size of dataset or different format of dat

several cluster. Besides, the function of cobweb thatyic[®wa clugtefingiendRggram called

\ \)
classification tree cause it automatically cluster lw sageﬁ end OQ&I‘CG form.
All these three algorithms have the higheg mbér of !n mgdefiges in cluster 0 because
WEKA identify and cluster the nygssates b he @'aclcn'stics or structure of a

fferen® ch 'acltcralc of messages in dataset. So

messages. Each cluster repr

majority of spam IllCSS:lgm&Nﬁlz]st‘t udstcont the character (such as terms) that

represent from cluslcrc. Ve\pTgit }Chdegjlc function of algorithms itself on how
they cluster the dajgs \(J
'S

&

From ths ment. it can be say that WEKA can be used to identify which algorithms

is th%estIh term of time processing. However, WEKA has the limitation in giving

accurate result in each cluster besides it not shows each cluster represent which category

of messages such as prize or service. This experiment can help in our future research by
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making comparison between results of clustering using WEKA with our proposed

algorithm.
and how WEKA will oulpuhhe result of

various method and size of dataset. We can agg t capability and

Overall from experiment 5, it helps us underst

detection using

usability of algorithms in detecting SMS messages and !)W?CII' performances are

effected by different number of messages in training and ® phas

5.3 DISCUSSION PROOF OF CONCEPT Y' N

Five experiments were carried out in the proRg¥ concep unc@tand the process of

%‘Cl‘il WhS caﬁducled to understand
ﬁ% g the

formula used to present output aﬁclw jon prvecsy and {4V the results are calculated.

W N
Correctly classified, incorrcqgly < ssified,facc afy@r rate, kappa, mean absolute

or, relative absolute error, TP rate
ﬁ'(m, recall, F-measure ,ROC (Receiver

detection and classification using WEK

1@'ix are examples of output for classification.

Operating Charact
em suclas Jvrrcq'b' classified. TP rate and FP rate can be used for

However, seve w
S

clustering. wderstanding how llhcsult is calculated and steps required calculating, it

ining the results. Each classifiers algorithm will show different results using

same Pula and calculation. In addition, the performance of each aleorithm can be

compared based on time taken to build the model, accuracy and correctly classified.
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The purpose of doing experiment 2 is identify the capability of WEKA in detecting
different format of dataset (i.e. label and unlabeled dataset) in testing phase angmigw the
performance of classifiers algorithm between both dataset. For label dat%\v and k-

NN are good performance in term of accuracy and time taken to buil$10d61 for all

three set options. However, for unlabeled dataset, the output shows ZI results in zero.

This happens because WEKA could not identify how many mes from ham and spam
as we removed the label in each message. So, we can cox@t uplabeleggl dataset only

5 .
can be used for testing phase. ’ (’,Y'
f
S
f C 51ﬁc (or known as

The aim of experiment 3 is to understand t ess
clustering) using WEKA, what the output t 1esenled er tl@nocess Three types
of clusterer algorithms were used nam can. 111c 1d Cobweb. k-Means is

good performance in clustering 101 Mcluste (1&‘&;15%5 to cluster evaluation
1§ ® ] is faster than other and has

and use training set) with tigfe tazn to Jlild
-'

highest accuracy. Howeveighe mi‘ N this ess is the number of messages in
cach cluster is not ac d&md zl‘éﬁlcring process in WEKA to test the
performance of g]a nn dr

r {esuli giter clustering.
<<J f
A N

S
ducted to l\st UCI dataset for detection and classification to

d\ con

wh :1lgorilhms has the best performance. In detection, k-NN is the best
classi#and good performance compared (o other classifiers algorithms. Besides, the

number of messages that are correctly classified into ham and spam (1.e. TP and TN) also

accurate as compared to others. However, the performance and results for each classifier
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may be changed using different dataset because each classifiers algorithm has their own

theory that suitable for different dataset. In the classification process, k-Meags is good

performance with time require to build the model is O seconds, faster thc1

and cobweb. In addition, a test is done manually to identify the numberc&im messages

rchical

in each cluster by view and understand the meaning and contents olnessages and the

results was compared with WEKA. The numbers of spam meS% each cluster using

k-Means is not same and accurate with the number manuall&tcSped Qt?he limitation

of WEKA itself. | : q\r
3 A
Y. &y
Experiment 5 was conducted to test the lrai'nwg d g Sphased detection and

?ll @‘eﬂccted the supervised
O)

set ,377 ham and 523 spam

th?ugh a few ?f ex@assiﬁcrs separately. Then, for
?'{wi urfx.b e training level, a set of unlabeled

‘siﬁé‘{/ n spam detection process, there were

messages were nmninw eh
four methods to lCQ‘ nl':D

c;iltljc?ling phase. In method one, 3900 messages
N3

N Pspam* Wi siarltancously using 1672 unlabeled messages and

oy
NS, they were run separately. For both experiment,

sing same messd
"that k-NN is good performance in term of time processing. In method

three,: labeled messages were used in training phase and one unlabeled messages for

testing phase. The unlabeled messages may be a ham or spam messages. Again, results

show that k-NN is good performance for time taken and accuracy to detect spam and ham
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messages. In method four, 1672 unlabeled messages in testing phase were run repeatly

with different size of dataset in training phase. This method is to demonstra link

between spam library (developed during training) with unlabeled message i testing

phase, also to find the influence degree of number of messages used iI&ing with the

result of spam detection, in term of accuracy rate. As the number of m&ysages in training

phase increase and larger, the accuracy of classifiers for dete tin?m“/er, same with the

performance of time, it require more time to process the t. The rﬁjsult for accuracy
. ‘ ; . e
and time processing only show for training phase as ifwgant to frain fhg d t using

classifiers and see the performance of classifiers,

- clas@ga.tion, k-Means

shows the results for detecting messages into h?

is fasters than other clusterers algorithms.N /er,

t function and role of

Jélcrsmnding how to use WEKA using
we can suggest that, the main function

n classifiers algorithms and clusterer

of WEKA is m:&‘ﬁ‘ petiogh
st the validity lataset used.

algorithms, bggld® 10 1

N
N
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5.4 PROOF OF PERFORMANCE

The aim of this experiment is to investigate the performance of the proposég afgorithms

%

for detecting and classification spam messages. This subsection is di d #hto 2 main

%

sections; namely detection phase and classification phase. Detection 1s the process

|

to detect the SMS messages into ham and spam while classiﬁchMase is the process

to categorize the spam messages into defined group.

5.4.1 DETECTION PHASE ? e
N

Detection is the first phase of IMSM. Seve%xyeri 111‘ aved&een conducted and

results are reported and discussed in ﬁveehaMn 3 'eg detection of messages

for detc?™g SMS messages into ham and spam. These two algorithms are tested using
WEKA using three different dataset (i.e. DIT, GIT and UCI) and results shown in Table

S0



156

Table 5. 27: Comparison of Results between Negative Selection algorithm with Danger Theory

From the Table 5.27, it can bg

values for all mca%tuemem e.

accuracy) for three dala

WEKA to build llu

(70

ﬂ om

1110

hm va

: %9

ted th,l th Np%
; F 4
‘f

algorithm

B DIT ‘\
Test Classifier Correctly Incorrectly | Roc Accuracy eaken To
Option Classified Classified Area Model (S)
Use Negative 94.60% 5.40% 0937 0.946 04
training Selection
set Danger 45.75% 54.25% 0518 0.458

Theory 0.17

GIT

Test Classifier Correctly Incorrectly | Roc Timg Taken To
Option Classified Classified Area # Model (S)
Use Negative 99.64% 0.36% 098 ¢
training Selection [ ‘(_}
set Danger 78.49% 21.51% 0 0.09=N

Theory \%f-

UCI o~

Test Classifier Correctly Incorrect Mme Taken To
Option Classified Classifi ¢, | Build Model (S)
Use Negative 100% 0% O‘ 0.02
training Selection &
set Danger 82.95% 17% 0. / 2¢:‘ 0.7

Theory (’..}

% =

lhc‘d} nger Theory. Also, the time taken by

ncKQ}nn the Danger Theory which indicates that

the Negative Se %modc{ e qul ast and is evaluated even faster than the other
>

model. Apa

Negati

where 1

classified than the values in the other theory.

N)m that, from the rchlls of comparison Table 5.27, it is shown that the
ction algorithm is much better than the Danger Theory in performance

ws all of its values of correctly classified are higher and lower incorrectly
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Having obtained these initial results and to improve the performance of Danger Theory

for detection, we introduce three features; length, special characters and kev.l for

age, wWe assume messages that are more the 1%\1 length

assified as spam. SMS spam normally use standar® and formal

detection. In length of mess
could potentially be cl

language to attract users and it give understanding to user about thegon®nts of messages.

Secondly, in terms of special characters, spammers prefer t US¥u11lbers or digits like

phone number or code to attract users. Lastly in keyw sp nwn, there are

L
some familiar terms that are used by spammer to d@ate bgtwee rpieaq;d ham
messages. These three proposed features were stipuYQ IO% ’ enf.{&?)rithms and
then. tested with three different datasets for thtwy loqqel Spam&w used datasets

k
named UCI Machine Learning (UCI), British glngl\% OKQ (BEC) and Dublin

Institute of Technology (DIT) respcctivc% Py 0}
“ Q—

% z (
ii. Part 2: Dataset Validation v_zl ‘?

and read for testife \’Lk:l

DIT, BEC zA‘l. Table 5.28 py\\ﬁ}ﬂls results of experiment conduct for validating

datasets.

S
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Table 5. 28: Results in WEKA using four classifiers

Results in WEKA

Dataset Classifier Correctly Incorrectly iLP- FP
Classified Classified

DIT NB 1353=100 % 0=0% 0 353 0
Ham =0 SVM 1353=100 % 0=0% 0 1353 0
Spam = 1353 k-NN 1353=100 % 0=0% 0 1353 0
DT 1353=100 % 0=0% 0 ¥W 1353 | 0

BEC NB 804=9189% | 71=8.11% 419 4 391 37
Ham =450 SVM 868 =99 2% 7=0.8% 45 7 418 0
Spam =425 k-NN 872 =99.66% 3=0.34% 3 422 0
DT 750=85.71% | 125=14.29% 34 100 [#316 16

uCl NB 5306=9523% | 266=4.77% 46 660 | 179
Ham=4825 SVM 5537=99.37% 35 =0.63Y 4825 3P ] TR 0
Spam=747 k-NN 5564=99.86% 8 =0.142 4825 % M| 0
DT 5416=97.20% | 156=2.8 | 4897 B8 |xpol9 18

TS

From the Table 5.28, it can be found that the twassim:r he best detection

n 191 messages and 1s 1t

‘D.I
duc{eg
9

rate where it managed to detect the highest nuMyber Q

also found that all classifiers managed t ct@pam 1’:5&@(TN) of the DIT dataset.
“ QS

As majority of chosen classifiers mm N of%m and spam messages in a

‘good’ manner, it can be sugglg at the hosin &a@ls are appropriate to be used for

testing the proposed algori \

K

Ny
i9 =
N
'_l (_)(J
s
4
\q}"

N\* the results of detection using three proposed features. These three

different qatasets for their ability to detect spam. Five algorithms were created depends on
the use of these three feature either using only one feature in an algorithm or by

combining all the features. These features are included as the improvement for the
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performance of Danger Theory in detecting spam and ham messages. Table 5.29 until
Table 5.38 show results and explanation for detection process using all ﬁve?ﬁthms

and dataset used was not requiring any pre-processing or cleaning prg@o remove
de

punctuation marks or symbol because these may help in proces tection. The

summary result of detecting spam messages for three dataset is shw able 5.29.

i \J
Detection Phases Process DIT EC ’ ’@
features

SRR PaM J HANR™ [ SPAM
Actual ~ ~/
b Messages ) 1353 450\\g- 3325 747

PHASE I | Spam i

(spam ToHam
keywords) \
Spam-Spam - 129 ]

e N3 1192_| 724
”(‘ﬁ}\“ ToHam-Ham 59, ¥1 s 3501 | 20
keywords) e }- 2 132 3

Spam

3501

1324
727
20

’é(-J 357 @7933% | 3369 @ 72.56%

Keywords

RESULTS | HA
Mgfsa I\ h
\ N
5 B A \\ﬁy@ 9{} 7o | 409 @ 96.24% 727 @ 9732%
% 95 &

L 1 % ) (} o 87.54% 75.88%
3
& A E

Table 5.29 shewg¥esults of dclcclﬂ&}?’or Algorithm 1. This algorithm uses only one
feature \\'1%\0_\'\\'01115' and 1t requires two phases; phase 1 is for spam keywords and

phasdg folpham keywords. The explanation for process in each phase is discussed in

Table 5.30. From Table 5.30, it can be stated that Algorithm 1 manages to detect 95.64%
of spam messages for DIT dataset while for the BEC dataset, it can detect 357 ham

messaces from 450 messages and 409 spam messages from 425 messages. For UCI
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dataset, about 3369 ham messages can be detected from 4825 messages and 727 spam
messages from 747 messages. Algorithm 1 manages to detect accurate numb pam
messages for all three dataset with the average percentage is 96.4% co%\ to ham
messages with the average below 80%. Spam keywords are used in firsthase of the
algorithms, so all messages will be scanned in first phase then wtm e to the second
phase. So several ham messages may incorrectly classified swn.messages (i.e. FN)

lead the accuracy for ham detection is lower using this alg ; \d
L

g
15
Table 5. 30: Process in each phasg forWlgoritjm
\/ \ \T

. N
Whlanatpngd
ors of spamragg) lasﬁ as spam.

4
PHASE 1 | ToHam SMS messages do n%ﬂain any 'ds)@m are classified as
ToHamand continffggo sc& p ! C}
% & a
e edc

y
d @!ying as spam messages in

Phase Process
Spam SMS messages contair

Spam-Spam No process ocClggaS®hey ar

T in phase 1 will go to second

T
phase one. v ' é\
3 LNy
ToHam-Ham | Messag e cla?mcd ol
dctc%l ifg | H& rds. Ham messages match and contain ham
v e chassi

e

PHASE 2 ke . the

ToHam-Spam Sipd ?ﬁ?hm in phase 1 will go to second detection

df 1 TOMam messages do not contain any ham
rwords, thgy aje cl&" ed as spam messages and the process end.

<
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Table 5. 31: Results for Algorithm 2 using raw dataset %\

[::ifl‘r'g: Phases Process DIT BET uCl
HAM SPAM HA SRAM | HAM | SPAM
Actual Messages E 1353 4%25 4825 | 747
PHASE 1 (length | Spam - 1108 3 367 486 660
and spam ToHam 245 4
s - 2 z '58 4339 87
PHASE 2 (ham Spam-Spam ) 1108 36 L 567 486 660
Mo ToHam-Ham - 218 09 4178 72
: ToHam-Spam - 27 5 P &l 15
oty v : 05 I
3 : FN 2 41 647
TN 11 P ST N 675
RESULTS FP 218 Y 72
HAM Messages - 4178 @ 86.59%
SPAM Messages 1136 9%, 675 @ 90.36%
Accuracy N 87.10%

Algorithm 2 uses the combination ol&icatur
and ‘keywords’. Two phases i

each phase as shown in Tabld\.'}v :

manages to detect

spam keywords while ph\

e @ of
messages in BEG, w
to be detecteg % 747 message

betweel

detectio

86.59% for UCI dataset.

@scs

t. Mean

Gy

hvy/o
NEN

']

Q—

I
tle\&fdl

lv& as shopvn igpthe e 5.31 and the explanation for

S

ures are ‘message length’

out 90.89% of ham messages manage to be detected for BEC dataset and




Table 5. 32: Process in each phase for Algorithm 2
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N4
K\e

Phase Process Explanation
I Spam SMS messages contain length more than 100 words alikeyword of'spam
are classified as spam.
I A S
PHASE] ToHam SMS messages do not match the features used ssified as ToHam and
continue to the second phase. '
B Spam-Spam No process occur as they are manage ing aspam ggssages in phase
one. -
2 X

ToHam-Ham | Messages that are classified as ToHa tv' safend detection
using ham keywords. If ToHam i keywQrds, they are

PHASE 2 classified as ham messages an ‘QL
h -

ToHam-Spam | Messages that classified as Wi go t&deond detection
using ham keywords. If g t contdms any ham
keywords, they are Cl& S process end.

Table 5. 33: Results Yoy AlgQ usiuéaw dataset
3l
Detection % BEC UCI
features
F R HAM SPAM HAM SPAM
e b 450 425 4825 747
20 383 213 696
(Character
and sp: ¥ o » 138 430 42 4612 51
IYNERA o B
Spam-Spam N 1215 20 383 213 0696
ToHam-Ham  NJZ- 132 425 38 4454 40
ToHam-Spam - 6 5 4 158 5
Characters ™ . i 425 4454
_ and IN : 25 371
SN N 1221 387 701
EP 132 38 46
-SULTS Al
RESHED: H HA Y L 425@94.44% | 4454 @ 9231%
Messages
SPAM o o 040
1221@ 90.24% 387 @ 91.06% 701 @ 93.84%
Messages
Accuracy 90.24% 92.80% 92.52%
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Algorithm 3 uses the feature of ‘special characters” and ‘keywords” in detection process.
Phase 1 uses the combination of special characters and spam keywords while pw uses
only ham keywords and the explanation for each process is discussed in -34. From
Table 5.33 it shows that this algorithm can detect 90.24% of spam essages from 1353

messages for DIT dataset. For BEC dataset, it manage to identif¥agb 94.44%o0f ham

C

messages out of 450 messages and 91.06% of spam messag O:Rof 425 messages while

for UCI dataset, about 371 ham messages that are inco clagst spam and 46
.

spam messages that are incorrectly classified as han@ 0, i *ﬁuggested
that using two features can give better performanceYdectmg\ and'haw.n messages.

Table 5. 34: Process i b}pl o tw
D o S
Qe

—=
F

Phase Process l‘maw
Spam aract nd keyword of spam are
PHASE 1 | )
ToHam t’cfi}tures used are classified as ToHam and

#

~ =
y ams\ﬁfdnaocd classifying as spam messages in

ty

s ToHam in phase 1 will go to second detection
ToHam messages contain ham keywords, they are
m n?;:ages and the process end.

Spam-Spam

ToHam-H uxaﬂl\ th?
usin m
40 }a

PHASE 2 th

L

Messages tlm%siﬁcd as ToHam in phase 1 will go to second detection
using ham keywords. If ToHam messages do not contains any ham
keywords, they are classified as spam messages and the process end.
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Table 5. 35: Results for Algorithm 4 using raw dataset
S A w _J
';““(‘ s Phases Process DIT BEC &1
SPAM | HAM | SPAM SPAM
Actual Messages 1353 450 425, 4 747
PHASE | Ham - 225 314 49 VZC) 76
(length) ToSpam - 1128 136 1096 671
PHASE 2 Ham-Ham - 225 314 4§ 3729 76
(characters | ToSpam-Spam - 1064 10 349 141 640
and spam ToSpam-ToHam
kcv\vgrds) ; i . =
PHASE 3 Haxll—lial11—Hal11 - 3729 76
Length, ToSpam-Spam-Spam - 141 638
S (ham
Character et ToSpam -ToHam-Ham - 55 33
and : ToSpam-ToHam-Spam - 9 0
Keywords TP = 4 L N84
FN . I [ IR\ X1
TN 106 4 3 - 638
AP ) 2? ?‘-‘I Y 109
ST HAM Messages i 97.78° ﬁz\?‘ﬁ 4684 @
m ik 3 97.08%
SPAM Messages , 638 @ 85.41%
Accuracy 95.51%

Table 5.35 shows result of detection p%zes;u%l‘%’rmm}_?ﬂﬁs algorithm uses all

u Q-
three features which are 'mcssagew ", ‘splwd chq&%(ers’ and keywords’. Three
N
phases involve; phase 1 uses g€ngtifymessages, ;1;15@65 the combination of special
1€s

s
characters and spam kc)’“’&j (oM keywords as explained in Table
5.36. Algorithm 4 mana@gg 0
81.88% for BEC d: %

messages. For :% 1€ dagrset manage to detect 440 messages out of 450

while UCI et manage to detect 4584 out of 4825 messages. Algorithm 4 can detect

78.¢M% of spam messages for DIT dataset and

)

C{dmascl, it manages to detect 85.41% of spam

[¢]
—_
@

highest Maer of ham messages compare to spam messages because the first feature
b L= l <

used in se one is length of message. If the length of message less than 100 words, it

classified as ham messages. However, this algorithm gives good results in detection

o

phase.
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Table 5. 36: Process in each phase for Algorithm 4

Phase

Process

PHASE 1

Ham

ham.

Explanation
SMS messages do not contains length more than 100 wordere sified as

ToSpam

SMS messages contains length more than 100 words_are clasSified as

ToSpam andcontinue to the second phase. T

PHASE 2

PHASE 3

Ham-Ham

No process occur as they are managed classifying n messages in phase
one.

ToSpam-
Spam

;-
ase ' will go to second

Keywopdshlf To@pam messages
spdn mes 3

. s‘anﬁbe
| &

SMS Messages that are classified as ToSpal
detection using special character and
contain all features used, they are classifie
process end.

ToSpam-
ToHam

Ham-Ham-
Ham

Messages that classified as ToSpam Mgphase ,w'll gdfto sedmd detection
using character and spam keyw = ToSpam rsSages ot containall
the features used, they are classi as NEeSSaZes gld continue to

third phase of detection. V

ToSpam-
Spam-Spam

ToSpam-
ToHam-Ham

ToSpam-
ToHam-Spam

4s ToHam messages from phase two will
process using ham keywords. If they do not
worgSNThey are classified as spam messages and the

assifr
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Table 5. 37: Results for Algorithm 5 using raw dataset

. Avw_2
lt)’::(tfltrl:: Phases Process DIT dataset BEC ‘ UCI
HAM | SPAM | HAM | SR AM | SPAM
Actual Messages - 1353 450 | o a; ¥ 4825 747
PHASE 1 ToHaml - 225 314 4 3729 76
(length) ToSpam - 1128 136 1096 671
PHASE 2 ToHamI-Tohaml - 225 314 49 3729 76
(characters | ToSpam-Spam - 1064 & : 349 141 640
and spam ToSpam-ToHam?2
e P . 64 27 | 955 | 31
PHASE 3 ToHaml-Tohaml-Ham - 11 4 |, 20 3715 27
(;;)am E ToSpam-Spam-Spam - 1064 l 349 141 640
Dl ToSpam-ToHam2-ToHam2 - 126 2 955 31
keywords)
i ToHaml-TohamI-Spam - 11 o 4 49
Length, ToSpam-Spam-Spam-Spam - 64 Lk 2R 640
Characters Tospam-ToHam2-ToHam2- g g 8
) and PHASE 4 Ham = 6 - 126 2 N 955 33
}\ei;\;’c;rds ) ‘(4}1'am . ToSpam-ToHam2-ToHam?2- 0 \’ ) 0 0
eywords) | Spam - N X~
ToHaml-ToHam1-Spam-Spam - 3TN0 14 47
ToHaml-ToHam1-Ham-Ham 1 kl 314, 20 3715 27
TP - N K0 4670
FN v - el Cho 155
TN 7 =377 687
RESULTS | FP % A, 48 60
HAM Messages ¥y OM40@97.78% | 4670@96.79%
SPAM Messages 117700 86.995A%F 377 (@ 88.71% 687@ 91.79%
Accuracy 99% 93.37% 96.14%

é\
The process of detection in m 5§ sa cpWyl algorithm 4 except it require 4
N @)

phases and for the third pjfiscNgpam lkey 'ds asg™ised again. Table 5.37 shows results

—

N
for cach phase in AlgogfthMy whide y SE,giﬂlows the explanation in each phase. By

using algorithm 35, 'Qﬁgcs’l de

dataset. In addilits apout 97.78% ha Yssagcs can be detected from 450 messages and

88.71% sme\issagcs from 425 messages. For UCI dataset, the different of ham

1&1}3111 messages from 1353 messages for DIT

“O

()Y actual messages is 155 and 60 messages for spam. From this result, it can

st that the combination of three features with repeating one of the features in

o
-
o
izl
=

gs
o

Algorithm 5 still can give better performance and readable result.
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PHASE 1

PHASE 2

PHASE 3

PHASE 4

Phase

Process
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ble 5. 38: Process in each phase for Algorithm 5

Explanation

—

ToHaml

ToSpam

| ToHaml-
ToHaml

SMS messages do not contain length more than 100 words are cl s ToHam1

and continue to third phase of detection.
aVS ToSpam and
I\

SMS Messages contains length more than 100 words are cl
continue to second phase of detection.

(Ngo to third phase of

SMS messages that are classified as ToHaml in phase
detection. No process occur in this phase for ToHam

ToSpam-Spam

ToSpam-
ToHam2

ToHaml-
ToHaml-Ham

ToSpam-Spam-
Spam
ToSpam-
ToHam2-
ToHam2
ToHaml-
ToHamI-Spam

ToSpam-Spam-
_Spam-Spam
['oSpam-
ToHam2-
ToHam2-

second detection
ges coaffain all features

2ot

Messages that are classified as ToSpam in phase
using special character and spam keywords#
used, they are classified as spam messages and

Messages that are classified as ToSpam in
using character and spam keywords.
features used, they are classified as

of detection.

(&

- .

hase two will go

'dﬂfy\\'ords of spam
ceywords available in

1d tﬂe cess ends.
£
oo

No process occurs

phase two will go to fourth phase
oHam?2.

SMS messages

at
of detection. Nopxss 0

SMS 1 i‘oﬁl—fmm phase one and phase two will go
*SCHI Wk using only two keywords of spam
it

ith the spam keywords available in the
as SPA ssages and the process ends.
y

ed classified as spam messages in phase two.

s are m&g

|
sﬁalch‘ﬂh the keywords of ham messages available in the
sagdks are @}eiﬁcd as HAM messages and the process ends.

NS

1ot match with the keywords of ham messages available in
‘ESSiﬁCd as SPAM messages and the process ends.

", they .ug§




Table 5. 39: Summary result for raw dataset using five algorithms
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[ Dataset Algorithm Detection Simulation Results
Feature(s) Correctly | Incorrectly TP FN ¢ \ Fp
Classified Classified 4
1 Keywords 1294 = 59 = 0 Q 1204 59
95.64% 4.36% M
2 Length and 1135= 218 = 0 1135 218
Keywords 83.89% 16.11%
3 Characters 1221 = 132= 132
and keywords 90.24 % 9.76%
DIT 4 Length, 1063 = 290 = 290
Character and 78.57% 21.43%
Keywords
S Length, 1177 = 176 = 176
Character and 87.00%
Keywords
(2x)
1 Keywords 766 = 16
87.54%
2 Length and 788= 46
Keywords 90.06%
3 Characters 812 = 38
and keywords 92.8 %
L) 4 Length, 78 87= V.4 10 348 79
BEC Character and 90. @°94% &
Keywords ll I 5
5 Length, 4\ Y40 10 377 48
Character and % 3% N
Keywords q , [ §.
(2x)
)
1 Keyw, K 278 1 = 3501 1324 727 20
& _ .88 & 12%
2 Lc% 3 o= 4178 647 675 72
L s e 820050 G712.90%
3 Targhters NT=¢ ) 417= 4454 | 371 701 46
%%or )9 .52‘& 7.48%
uCl 4 engthl seat 53221 250 = 4684 141 638 | 109
yharacter nn‘P- ’0 S¥o 4.49%
Keywords o)
e \ Length, 5%57 = 15— 4670 | 155 687 60
Character and 96.14% 3.80%
Keywords
5
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Overall Results of detection using five algorithms are shown in Table 5.39. From the
Table 5.39, it can be stated that Algorithm 1 manages to detect highest spanYESages

(TN) as compared to other algorithms for all three dataset. Here we can % t that the

messages as it gives better performance for Algorithm 1 compare4g o . For correctly

keywords of spam messages have the highest priority in detectipg ph!se for spam
3:

classified messages into ham and spam, each dataset has ¢ fe%t algorithm that give

highest accuracy in detection the messages. In DIT data gori 1w1ore accurate
L

in correctly classified messages than others with perce is 9p.64¢ .’A.I@thm 318
more accurate for dataset of BEC with 92.8% whilwprith{{ uce&}gre accurate
detection for datasets of UCI with 96.14%. T M‘cnt ‘aer 1anc£f each algorithm

due to different number of messages availa m&cly as:i esides the different
rfor

structure and contains of messages that n? 1’1( fTgeTthe

the of detection.

S [

test its capability 1 &fngjh spfn zu@m messages using three features. Table 5.40

~
4

until Table 5.4& Row the results of d'gicllon using clean dataset and Table 5.45 shows

\sulls using clean dataset.

the summary



Table 5. 40: Results for Algorithm 1 using clean dataset
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Detection
features

Phases

PHASE 1
(Spam
keywords)

Process DIT BEC
HAM SPAM | HAM | SPAM SPAM
Actua 135
Messages - 3 450 4 4825 747
Spam - 1287 98 1214 721
ToHam 5

PHASE 2
(Ham
keywords)

Spam-Spam

ToHam-Ham

ToHam-Spam

Keywords

RESULTS

LR

FN

TN

FP

HAM Messages

SPAM
Messages

Accuracy

2@ 71.13%

ay
V724 @ 96.92%

74.59%

Table 5.40 shows the result of detectior

process in each phase shown in Tabl

detect highest number of spam me

95.53% for BEC dataset and &)q for

detect about 347 message, ut

of 4825 messages 11

Né
%3
-

4 (I mes

’

s1ng Al

&

Slﬁl 1mn

f01

@

agcs

N
I(_)(}

/C

dat

|
O

BEC

1{71

es@ Algorithm 1 manages to

ﬁhe exp

lanation of the

(1 e. 95.34% for DIT dataset,

&22/ or ham messages, 1t manages to

dataset and 3432 messages out
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Table 5. 41: Results for Algorithm 2 using clean dataset

DEI oL Phases Process DIT BEC TCX
features ‘
Rk T S HAM [ SPA SPAM
| Actual 450 4 25 | 747
DI Messages
PHASE 1 | Spam - 1084 35 478 643
(length ToHam - 269 415 7 4347 104
and spam
keywords)
PHASE 2 | Spam-Spam - 1084 o 355 478 643
(Ham ToHam-Ham - 240 5 4127 87
keywords) | ToHam-Spam - 29 3 220 167
L’cngth and P - 7 27
Keywords N . —’—é—"\ 03
TN 113 3gs @ 1 A7 660
= =c|EER 740 w87
RESHER HAM Messages - 7% W'4127 @ 85.53
SPAM 1113 @ 82.2% 59 660 @88.35
Messages P é
Accuracy 2% % \ 85.91%

\ 4&
From Table 5.41, it can be found tl o1 1t%§an@ to detect 1113 spam

&
messages out of 1353 messages f dal%j ham messages from 450
messages and 368 spam mes iom 44 m sgo anage to be detected for BEC
: R AT
dataset. Lastly for UCI dilm&th d' fhal(y essages after detection from actual
messages 1s 698 and S74tor spam S.
.9
has been explained Q’ll 5:88: §J
& v
\ S
N N
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Table 5. 42: Results for Algorithm 3 using clean dataset

Detecuon Phases Process DIT BEC TCI
features
HAM | SPAM | HAM | SPAM SPAM
Actual - 1353 450 42q 25 747
Messages
PHASE 1 | Spam - 1214 22 214 695
(Characters | ToHam - 139 428 B 4611 52
and spam
keywords)
PHASE 2 | Spam-Spam 382 214 695
(ham ToHam-Ham 39 4394 47
) keywords) | ToHam-Spam 4 431 5
€ h;}raclcrs TP LY
and Keywords N 8645
TN A2 700
el ) w47
RESULTS | € essazes 6% N394 @ 91.07%
SPAM 82 700 @ 93.71%
Messages
Accuracy 91.42%
Table 5.42 present results of delecl; Algorithm 3 and the
explanation of process in each pha& i 3&/This algorithm manages to

detect 90.17% of spam messa€ fr
03.56% of ham messages S

SQS
messages from 425 m % T

detected from UCI seigtilso @iffeye
e



Table 5. 43: Results for Algorithm 4 using clean dataset
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Detciion Phases Process DIT BEC
features
HAM | SPAM | HAM | SPAM SPAM
Actual - 1353 450 4 4825 747
Messages
PHASE 1 | Ham - 249 337 3809 92
(length) | ToSpam - 1104 113 36 1016 655
PHASE 2 | Ham-Ham - 249 337 3809 92
(characters | ToSpam-Spam - 625
and spam | ToSpam-ToHam - 30
keywords)
Ham-Ham-Ham - 809 92
ToSpam-Spam- - 623
PHASE 3 | Spam N
Length, (ham ToSpam- - X7’ 32
Characters and | keywords) | ToHam-Ham
Keywords ToSpam- = 0
ToHam-Spam
TP 4686
FN 139
N 623
e [GRE 30N 9 ) X 124
RESULTS ~
HAM Message 8D 97.33% | 4686 @ 97.12%
SPAM 78.? gf@ 7953% | 623 @83.40
Messages R
Accuracy - A 88.69% 95.23%

From the Table 543, it can pe sta

messages from 1353 m% § 11

messages with 79.5 34

dataset, it can d
outof 747 n §

=

N

jov)

pang mgs

(=} ‘\
apout &) ! ofé}

nanages to detect 78.57% of spam

97.33% of ham messages from 450

425 messages for BEC dataset. In UCI
5 of ham messages and 623 spam messages

The cxplzmulioﬁ:‘proccss in each phase is shown in Table 5.36.




Table 5

. 44: Results for Algorithm 5 using clean dataset

Detection
features

Length,
Characters
and
Keywords

(2x)
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From the Table 5 4,

messages {ro

messages {ro

data

messages from 747 messages

Table 5.38.

2l a

{ 4681 ham messages can be detec

p

Phases DIT BEC
,. SPAM | HAM | SPA HA SPAM
= | Actual Messages - 1353 450 425 25 747
PHASE 1 ToHaml - 249 337 3809 92
(length) ToSpam - 1104 113 36 1016 665
PHASE 2 ToHam!-Tohaml - 249 337 60,¥ | 3808 92
(characters | ToSpam-Spam - 1045 12 139 625
and spam ToSpam-ToHam?2 5
keywords) : i 01 “6‘ o i
ToHamI-Tohaml-Ham - 127 25 3804 33
i « = ' = < ot ) ‘)
pase s 1oSean S S Rl
(spam 0P Shi - 59 26 887 P~ 30
keywords) 1 EED B
ey S
e ToHaml-Tohaml - , Ly
Spam ] l _‘5 o
ToSpam-Spam-Spam- H
S - ‘q{ 9 #9 625
= Tolama- S
Tospamﬁl oHam?2 y 0 1 0 877 32
. ToHam2-Ham Y =
PHASE 4 — =
i ToSpam-ToHam2- w 0 0 0
K ( 1?“‘11 ) ToHam2-Spam Y
i ToHaml-ToHaml- ) A '34 5 57
Spam-Spam N "o
ToHaml-ToHaml- ENG
E ) 2
Ham-Ham o '] é;? - Sl ik
TP SN )T 437 4681
FN T\ N 13 144
N 186 373 682
FP 1807 o 52 65
RESULTS | HAM a3es s R = 4681 @
-‘f & 437 @97.11% ety
o 373 @ 87.76% | 682 @ 91.30%
cm. v (\2‘.’18% 92.57% 96.25%

80 messages and 87.76% of spam me

sages from 425 messa

ted from 4825 messages and 682

San l}bﬂil vorithm 1 manages to detect 86.18% of spam

A’ messages \vhlﬁ.}dn BEC dataset, it can detect 97.11% of ham

es. For UCI

spam

;. The explanation of process in each phase is discussed in



Table 5. 45: Summary results of detection in clean dataset
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(29

& ) Simulation Results s:
i o etection "
Dataset | Algorithm Feature(s) Correctly | Incorrectly TP N%FN FP
Classified Classified
. 1290 = 63 =
1 Keywords
eywords | 953437% | 4.6563% g z il
p Length and 1113 = 240 = .
i Keywords 82.2616% 17.7384% § . il
3 Characters 1220 = 133=
) and keywords | 90.1700% 9.8300% 'O = e
DIT Length, ;
4 (‘har;l::técr1 and 7./.]9?)8720 2235(6);)8:1 1046 309
Keywords e § : \ 4 ‘, %'
Length,
s Character and 1166 =
& Keywords 86.1789% 23]
(2x)
& imtim e v 753 =
1 Keywords 86.057 19
> Length and 776 = o
z Keywords 88.682% 1aN3% gV B Y 42 | 368 | 5T
: Characters 80K 68 }6‘ £ .
?; and keywords - 9 a-’714 & = il 2
noth, ] C4
BEC o G s e = 99 (3' -
raracter and 3% _:\ 438 12 338 87
Keywords b
Length
Character . ;(! _0
»— K‘ ¥ ,d: i ~ ~ A1
5 Lz:\ox S y- 7 o 437 13 373 52
v. i =
d[}‘?r;/i(l’; 3432 | 1393 | 724 | 23
\ &I & C
' 785=
14.0883% 4127 698 660 87
R 692 = .,
3 Uy e 700 47
uCl A [ 3
I j 2063 = 3 i .
\ Character and 03 2800% 4.7200% 4680 139 623 124
N Y | Keywords el i
Length,
P Character and 5363 = 209 = % o ; 0 -
¢ 2 Keywords | 96.2491% | 3.7509% R S s o
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Table 5.45 shows the overall results of detection using clean dataset in term of correctly
classified into ham and spam. Algorithms 1 is good performance in term of a y for
DIT dataset and algorithms 5 i1s more accurate for both BEC and UCI dat%\ne of the
factor that give different performance of algorithm in each dataset is beca®se of the size
of messages with the content in dataset is not same each other. IngQIT ¥ataset, Algorithm
| has highest accuracy compare to others. Three features re?eﬂ in detection phase
which are length of messages, special character and ke 0 pWham. As this

L ]
ance #f al I’tfl@x;lat used

experiment using clean dataset, it gives effect the per

good for DIT dataset. However, for BEC and w aset

as the best performance because the algorithnTging epe j ke.@rds of spam in phase

two and three for detection. Besides, § AIaae%l n@contain ham messages is

“ Q-
another factor why it is different withET an ¢ ter %’faccuracy.
v. Part 5: Comparison h@we m\\lan ean d@sot
o

The comparison 18 me ) compar J])& rmance of five algorithms using raw and

% ] 3
clean dataset fordQyedWatad :DIT,%EC and UCI) as shown in Figure 5.21 until

Figure .'.23.&1[:15& is dataset &"@ contains all symbol and punctuation marks while

5. THaty hyaMMgorithm 1 is

T
fth ave algorithm 5

/4

clean da Wdatasct that only contains world and has gone through preprocessing to

c]cu@wmml data.
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| Comparison Results between Raw and
Clean dataset for correctly classified usinKY'

DIT dataset (—)
1500 +1294-1290— 12211220 1177 4
. 1166
g 1135 1113 1063 1046
8 1000 +— S
g o
.E S 5 B [N Raw dataset
o]
E ol H Clean dataset
el
£
=
z

Figure 5. 21: Comparison rewWI
Figure 5.21 shows the comparison msulls@wcllon usg

five algorithms. T his 1s because lulN

Y

&hwhest accuracy for all

o

ue@sc 1th <éélal character is two features

,.—
)
—
—
o,
b
)
—
S
o
77
o
-
T
—
]
=
=
=
bt
-
Q
-
=
=
p=
kll
\)
—
—
=t
—
=
=]
o
=
(9]
7]
)
A
Zy
(D ﬂ
—t

that are used in these aluonll 1ul lh e f lqr '1pplled using clean dataset, it

affects the puiommnw%
punctuation and symbo Mg th®mes?

en} th of messages as we remove the
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Comparison Results between raw and clean Y.
dataset for correctly classified using BEC(\

dataset .\
850 i T e 812807 817810 T
800 = =

SV
""" 70

=
750 7'& B Raw Dataset
700 — : ,& Clean dataset

Algorithm 1 Algorithm2 Algorithm3 Algorithm 4 AlBagithm - Y'
Algorithms for detection ’ (—}

~

~
D

Numbers of messages

. N
Figure 5. 22: Comparison resultSgor Nset g N4l

k

From Figure 5.22, it can be found thap raw Wat g'Te ggate results and higher
t‘) N

number of detection compared to CIC@SGLMS d t remove the punctuation

(

&
and symbol in the messages, it fM‘ecl ath $lessage that is why the raw
fer .L

dataset has better results. Hht lhe} 2

lbe\)een both types of dataset is not
&
huge, hence it can suggcs&&lcan liala alsog?sc fair performance and results.
y Wi o T
) N
aIAES
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Comparison Results between raw and
clean dataset for correctly classified using Y'
UCI dataset N

6000 [ 48534757 51555094~ 532253095357 5363 .k

’4228 4156
4000 +—

| L
2000 +— s = ‘ﬁwaw Dataset
0 L \

_S— i Clean Dataset

R

Algorithm 1 Algorithm 2 Algorithm 3 Algorithm 4 Algori '

Algorithms for detection \d‘

Numbers of messages

Figure 5. 23: Compansonl%lt r
From Figure 523, it can be stated th m i

messages into ham and spam for Al 1 1 fintil

more accurate with small differer ' nesag

bigger size of dataset wilh%l 101}\1 ar
performance of algorithr &t c@l gc ‘%‘

for Algorithm 5 due l%\ﬂll 19N l¥lx essages in dataset with different contents

and style. Hum wh,l g 1%&&(569 and special characters give big effect

towards the get manw of dulw@ process for clean dataset, but the content of

Messages tlu\? ¢ many keywords cause it has better result compare to raw dataset.
From this experiment, it can be suggest that using ‘length of messages’, *special
character’ and ‘keywords™ as the features in enhancing the performance of Danger Theory

for detecting SMS messages give better results and has reliability in term of performance
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and accuracy. However, their performance is different when using different size of dataset
as the content is different. It is hoped that these features can be enhance nother

features and algorithms can be introduced in order to improve the prociQtectlon n

SMS messages

\r

As the first phase of IMSM is to detect spam and ham me ; the‘ second phase is to

classify or cluster the spam messages into several groups catggor! pankmessages
are chosen because we want to identify which &,10 spam mgss&ges {kra\always give
harm and loss to mobile users. Next section d sses oof g@erfonmance for

classification process. \%V O“
<N
o S

542 CLASSIFICATION PHAS é}'
&

This section presents several ofcl ifi t‘p t are divided into six parts. Part 1

Q

reported the results for tg mﬂlc )rl)pos al m called HICNA and part 2 discusses

the results for \'zlliml(@al reth

@
part 1 and 2. Th :&K\lo} A@lgorilhms are used in HICNA is discussed in
part 4, with \A\]

process sim\cously and lastly the comparison results between HICNA and k-Means

N

mpares the results between experiment in

ows how HICI‘@'gives output for both detection and classification
e

oorithm are discussed to evaluate their performances.
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1. Part 1: Testing

The aim of this experiment is to test the proposed algorithm which is HIC Rview its
capability for classification (i.e. clustering) using different dataset. Thmalree phases

involved in this part. In the phase one, it clusters the spam messYFusing common

Mords are grouped

e's have familiar and

keywords (Appendix C). The messages that do not match with

to cluster “Miscellaneous”. Common keywords mean that tht

frequent keywords for different dataset. Then all messages 1

luster ¢ e&laxﬁous will
‘—)

be clustered again in phase two using uncommon ke ds.
Y' \)
Phase two uses uncommon keywords (A e ) to ru ed spam messages.
Uncommon keywords are keywords lh’l ncw 1 al 1 Every year, spammers
: : : 4
will update their style of spam mess ng or 6!:!5 and term so that they can
avoid any software of filter span agc B Vil @13 phase, the messages can be
(
clustered although new upd'lle 0 pal cd uced.

Y-

few that are Aull) classified. @pmblcm occurs because some messages contain

Keyw md%‘mun cluster although the meaning is different and it called as False

Pos iy " FP). To overcome this, all messages from FP and also messages from cluster

‘Other” are clustered again based on expert judgment (i.e. messages are s structured into
correct cluster based on the understanding the meaning of messages). The results of

clustering in these three phases are shown in the Table 5.46.



Table 5. 46: Results of classification using different dataset
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British Duﬁu%.SMs\r.o.l
English In

PHASE 1 PHASE 2 PHASE 3 UCI
machine
Leamning Corpora hnolgoy
qP FP 1P FP FP | TP FP
Financial 30 0 22 0 81 0 8 0
Offer 56 |0 |36 % 0 _[20 |0
Prize 179 |8 59 5 08 9 120 |3
Service 130 0 18 50 0 12 0
Games/Competition 59 1 34 57 7 25 1
Ringtone .| 69 6 4 3 75 6 26 2
Chat | 69 6 3 98 1298121 3
Date 120 T2 2 3 10 |1
Sex (41 T 3 ‘¢ 5 1|3
Voice mail |12 | 0 *lL 4 0
Mail message |2 2 0 A [0 0
Claim 2 2 0"i19d =40 |0 0
Entertainment 19 68 « 0 16 X 10 [3 0
Miscellaneous 14 2 0 49 0
Financial 2 2 5 3 4 0
Offer NS FAaE 0 |1 0
Prize |4 8 (3) ] 20 9 |8 5
Service - WoRN3 9 Al3 [35 4 |8 0
| Game/Competition | 14 JA T2 4 |3 1
Chat e N E 10 | 1 3
Sex ‘ M, 1 2 |1 0
Date 0 é$ 0 0 |o 0
Advertisement 05 0 0 |4 0
Entertainment @ 7 1 4 1 0
Job |0 0 0 |0 0
 Voicemail 0 1 1 0 0
Mail message 0 0 0 0 0
Claim 0 0 0 0 0
Other 2 0 0 9 0

PGantt/Conipetition

IE‘E‘IOE\S,\L
Chat

Date

Sex

Voicemail

Mail message 2
Claim 2
Entertainment 31
Advertisement 19
Job 0
Other 21
Total 747
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Table 546 shows the results for clustering SMS spam messages using four different

dataset. True Positive (TP) and False Positive (FP) were used as a measurT to

measure the clustering process. TP measures how many messages are co@ssjﬁed

in right cluster while FP measures how many messages are wrongly clagsified.*In the first

phase, it was found that six clusters obtained FP which are “Prize”, ‘@(:ompetition”,

“Sex”, “Ringtone”, “Chat™ and “Date”. This happens because mssages may have
l

same keywords that exactly with the cluster but with differ espffces that do

not match with any keywords in each cluster will go to @“Mis ell o‘m_{%?d- they
’

3
SR

In the phase two, two new clusters were creithed QQ m ncpeywords available

will be clustered again in phase two.

A
el yeaﬁ}he contents of spam
u” Qs
_
nevK sters were created due to

messages will change using new tenns& w]r -
updated spam messages. All s%lzssage in Iu!;tob‘Miscellaneous” continue the

s &
process of clustering into K wn pro

: Me&es that do not match with any
keywords were grouped ter pQhews medl(y in the phase three, messages labeled

’
as FP and messages 4 usterf Othe
&2 7

and the clusters are “Advertisement” an b’

<

]

ﬁ‘bc clustered manually in order to group

them into identifiedgai®ories. Q"T
The ovégll rdlts of clustering SMS spam messages showed in phase three using two
combination techniques which are keywords and expert judgment. It was found that

majority of spam messages are categorized in cluster “Prizes” as all four dataset has the

highest number of spam messages in that cluster. The gift, money and prize that are
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offered have interest and attract users to believe and they feel curious to try it. Cluster
“Job” has lowest number of spam messages as normally users know how to fir¢=yely in
right source or website and are aware that usually company will call or sen%\lail to
offer the job. The second highest is cluster “Game/Competition™ for da&CI, BEC
and SMSv.0.1 but for dataset DIT is cluster “Claim”. However, alw g through all
three phases in HICNA, there are some messages that cannoigbe Yfouped and they are
classified as cluster “Other”. This is because SMS messag iffekgnt variation

Yr:and

]
of text and style, so it gives limitation for HICNA to cl themjusin ('0&

common keywords. Although human judgment is 10\u me@es based
T

1‘1?0' essaf 1s not clear. In

understanding the content, sometimes it is hard atweani
summary, different numbers of messages fOM’l dqtase

messages in each cluster, therefore all clusteg 2 ew&e h@'s different number and
20

“ &
ed \asgqbenchmark for clustering

Q
e &Qt the number of

results. For this experiment, Delaney et

spam messages into several type%{n. Ho tllen@re limitations in their research

F 2
that has been discussed in Chw@, S@.
i

S |3
ii. Part 2: Validation fb) é
Y 5

>
The purpose of QIS ®®periment is to m}n a validation whether the results of combining

all spam da

%n give accurate results or same results with previous experiment (i.c.

experime sart 1) and to see the reliability of HICNA in classifying spam messages.
FadhilahSpam dataset was used to cluster the spam messages into several groups. This

dataset is collection of spam messages from four sources of dataset (i.e. Dublin, UCI,
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BEC and SMSv.0.1). FadhilahSpam dataset contains 2847 number of spam messages and

they were tested in three phases. Table 5.47 shows the results for clustering S m

messages using all three phases. (\:

Table 5.47 shows the number of spam messages using three phasesMCNA. Again it
can be verified that the cluster “Prize” in phase one has the\gh th nllmber of spam

messages while cluster “Job “is the lowest one. Message relateOWg pri eMcted user

g
to try and subscribe it with many offer provided to u hat is why Aed(g?ize get
’ X
}che S thal%ﬂ not match

1s a;klster will be run

O

% messages cannot

higher number of messages compared to other cluster. §pam

with any spam keywords will go to cluster “Oou -

again in phase two. From 2847 number of @mes %\Tl
\ . .
be clustered and there are also several n the® wr y c@ﬁcd in certain clusters

(i.c. FP). %Y} 'v} ' §

* 4
S
aNL0 clus(\Josl‘Miscellaneous” and cluster it using

leglgr “Service” get the higher number of
N3

messages while clui ; icerfatj=not g any messages.

c\’_:
\
\

“Whows that cluster “Prize” has the higher number of spam messages, then

The final §
goes to cluster “Game/Competition” and “Chat” with the different number of messages

between both clusters are ten messages. The least messages go to cluster “Job™.



Table 5. 47: Results of classification using FadhilahSpam dataset
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PHASE 1 PHASE 2 PHASE 3 FadhilahSpamDatas
IBP,

Financial 141

Offer 175

Prize 566 %5

Service 110

Game/Competition 175 9

Ringtone 314 7

Chat

Date - ,

Sex S

Voicemail ‘ _l

Mail message i

Claim

Entertainment

Miscellaneous 551
Financial
Offer 1 o N
Prize 8 25
Service 80 .73 10
Game/Competition (@) 10
Chat X 23
Sex 147 A~ 4
Date 3O
Advertisement 2R
Entertainment o8

Job

Voicemail
Mail message

Claim

Other

Ho|olo|wlo|a|olo

J_ z
wyc/Competition
ngtone

"hat

¢ Date 118
Sex 172
Voicemail 97
Mail message 10
Claim 202
Entertainment 96
Advertisement 56
Job 7
Other 110
Total 2847
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iii.Part 3: Comparison between experiment part 1 and experiment part 2

The purpose of making comparison between both experiments is to see ﬂl@lllty and

capability of the proposed model (i.e. HICNA) in clustering spam messageusing various

datasets. Figure 5.24 shows the number of messages in each clus@:periment 1 and

2 Y'

Comparison between Experimggnt’ Pgrt n'(g?'
Part 2 Y-'\

& Experiemnt Part 1

Number of messages

Offer
Prize

@ Experiment Part 2

Financial

experime xperiment part 1) with the experiment part 2. 1t can be concluded that the
proposed algorithm can be used in clustering phase with convincing results although

using different dataset.
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The top five clusters that have highest numbers of spam messages (i.e. above 200 spam
messages) are “Claim”, “Service”, "Chat”,” Game/Competition” and the high uster is
cluster “Prize” with the number of messages are 622 messages. From the 8t Mhese five
clusters, it can be suggested that majority of spammers choose to send Ages that offer
prize, gift, money or any offer that give convenience to mobile ui%sY.i: easy to attract
them to involve with the content of messages. Cluster “Mail mwgcs” and cluster “Job”
is the lowest number of messages as users nowadays abw how to find
the right job from legal sources and receive corre émes es r?ugg;lall not
SMS messages.

b
S
iv.Part 4:Immune Network Theory and@ Yo i

[ty

e et
In classification phase, two types algoriyms e“u@'namely Immune Network
N

Theory and Clonal Selection. A n orlim i op@ named HICNA by combining
? (

both algorithms. In HICNA tl c)n

is cluster the spam Ille u omgfon l\\ ords and phase two using uncommon

keywords. Last Phﬂ% ) lh exp J&io noAt based on the understanding the meaning

AQ" &

Immur %oxl\ Theory occurs in all three phases of HICNA. When the spam messages

&yster the spam messages. Phase one

of messages.

are scat using common and uncommon keywords in each cluster, they will attract and
grouped into cluster that has close relationship and interaction based on the keywords.

Same goes with expert judgment, when we understand the meaning of messages, we can
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identify which cluster that has similar contents of messages. In BIS, Immune Network
Theory occurs when there is interaction between an antibody with an antige tween
themselves. In HICNA, this theory happens when there is interaction be@messages
with the keywords and meaning of the cluster. “

Clonal Selection happens when the cell is cloned into two ezof l:ell namely plasma

cell and memory cell. Plasma cell will fight the bacTBg v iM.orvell will

N
remember the structure of bacteria and prepare whe@ds attgck ;’en\ 1 HICNA,
s X
it occurs when spam messages are clustered intRse've W ers a@." categories. In

addition, it also happens in phase two wt e@e v\:s arqd'nstroduced. Besides,
memory cell happens in phase two whgn sevcrat ?e %cannot be clustered in
phase two will be clustered again in se. 80 HIEHA @memonze the structure of

messages during first phase and wy ac}idn n eco@mse of HICNA.
& J N

v.Part 5 : Detection and

¢
The aim of this A@Cnl l tg) 1 gd\vhether the combination of detection and
. ’
classification pfigccy on!

can be u@ HICNA. Only three dataset contains ham and

spam mess M"crc used namely l}l, BEC and SMSv.0.1 and the results are shown in

Table ‘M8 Whe discussion of process using HICNA for combination of both processes as

follow:-=



a.

o
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The purpose of this experiment is to see the capability of HICNA in detection and

classification simultaneously.

The number of spam messages is shown in three classes namely TP,&;am.
True Positive (i.e. TP) means the spam messages correctly‘*siﬁed into
identified group. False Positive (i.e. FP) is the spam @ es incorrectly
classified into identified group while Ham is for the han nWes.

If spam messages managed to identified into correc, er, th@lassiﬁed as
 J

TP, I (;,X'
=

If spam messages incorrectly classified into v% clustdraih wi@assiﬁed as

o AR
FP. %}1 (é\

If ham messages classified into sevenm r availa the}®i11 classified as FN

1ea %\rx n]%étgeS).

&N

If ham messages managed to Msifie lusg ¥Miscellaneous” or cluster
\

“Other”, they are classiced aZTN (ife. tl} m@es are correctly classified as

ham). &\ ' \

(i.e. the ham messages incorrectly’




Table 5. 48: Results using HICNA for detection

191

Phase 1 Phase 2 Phase 3 UCI machine British English 19v.0.1
Learning Corpora
TP FP | HAM | TP FP | H FP | HAM
Financial 1 30 0 22 22 0 8 0 0
Offer 56 0 9 36 0 20 0 1
Prize 179 [8 139 [59 |5 ?' 120 [3 |5
Service 30 0 . 18 12 0 1
Game/ 59 1 115 34 0 25 1 9
Competition
Ringtone 69 6 4 0 26 2 0
| Chat 6130 ¥y I ET
Date 221 1 US 100 [1 |4
Sex 6 11 3 10
Voicemail 12 0 il % 0 0
Mail message 2 0 O 0 0
Claim 2 0 1 e 0 1
Entertainment 9 0 0 0 1
Miscellaneous 140 | O 412¥] 49 0 959
Financial 110 1 2 8 4 0 18
Offer 1 N 2 0 &1 1 0 [0
Prize 83 € )12 8 5 |8
Service 7 3 8 0 6
Game/ 12 3 1 10
Competition c}.
Chat 4q 713 24 1 3 |32
Sex 189 %' 1 21 1 0 66
Date 9 el 0 |1 0 0 |0
Advertisement 29> 5 0 |3 4 0 |5
Entertainment 198" | 7 1 21 1 0 42
Job ‘23 0 0 4 0 0 1
Voicemail 0 1 0 0 0 0
Mail message 0 0 0 0 0 0 0
Claim 0 0 0 0 0 0 0
Other 3360 | 20 0 297 9 0 771
Jlinar ial 132 23 19 12 18
Qv Offe \ 10 40 1 24 1
P#iz & 199 122 [ 16 129 13
Servile ® |59 44 39 3 20 i
A Game/Compgtlieh | 89 2220 1|53 22 36 19
Ringtone N~ 69 4 44 0 26 0
\ Chat L B77 152 31 23 43
Date 22 30 11 4 11 4
Sex 45 241 33 28 12 76
Voicemail 16 0 11 0 2) 0
Mail message 2 0 2 0 0 0
Claim 2 5 2 1 0 1
Entertainment 3 200 20 21 8 43
Advertisement 19 29 9 3 9 5
Job 0 49 0 4 0 1
Other 21 3360 17 297 7 771
Total 747 4825 | 425 450 322 1002
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From Table 5.48, it indicates that, there are ham messages that can be clustered into
categories and these messages classified as FN (i.e. ham messages incorrectly ified
as spam). Although detection process using common and uncommon keng:am,
some ham messages may have the same keywords as spam even thoug eaning is
different. The ham messages that are grouped into cluster “Other” re¥31essages that
correctly classified as ham (i.e. TN). From Table 5.48, it ¢ b?!!hd that 3360 ham
messages can be detected as ham from 4825 for UCI data r E(i&?t, only 297
ham messages managed to be detected from 450 messagesgagd lastlyfin S iv(.)(_, ataset,
771 ham messages out of 1002 message manage to ct¥cted. & 118 Qﬁ?en'ment, it
can be suggested that HICNA can be used for b $ess.°‘{ox\ver, @HICNA uses
Immune Network Theory and Clonal Select&%s not th uital@to be used during

s R@%ﬂl n@e of themselves since
their main function is to categories, no&

\ 'S
s &
Overall, from experiment p& pcr‘ann ce uﬁssmcatmn, it can be concluded the
g

smQL }&d qé%luster spam messages into identified

by\ icHNYpes of messages that are always sent by

categories and help, &w'ec?
Q ) b 4
Y1‘;111m E

spammers. For H}c!‘uu re, hoped this ¢

N g
cluster the spa?i ssages.

detection although it capable of doing it:

proposed algorithm cald

an be improves using other features to
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vi. Part 6: Comparison between HICNA with k-Means using WEKA

The purpose of this experiment is to make comparison between the perfo of

HICNA with k-Means clustering algorithms in WEKA for classifying s@ssages

into categories. k-Means is chosen as its performance is better and faster aS\ompared to
other classifiers algorithms in WEKA. DIT dataset contains 1353 %agmessages were

used in this experiment. Table 5.49 shows the compari onYEHlts between both

techniques. \d
"3

| &S

Table 5. 49: Comparison results of classification usin A axﬁ KK Mghns iWEKA
A, Y\"
Types of Cluster Number of Messages \ of \N er of Wlessages
using HICNA ster u k- ns

Financial 111 8
Offer 77 P L SN P1) A
Prize 232 E——g 2 S 1785
Service 90 (4] 1.&
Game/Competition | 88 »na
Ringtone §'
Chat

| Date
Sex
VoiceMail
MailMesage
Claim

Entertainment
Advertisement
Job
Other

P 4
Y'
N
N

'w, results show huge different between both techniques. The number of

From the Tab

spam meage®yin cach cluster is different using HICNA and k-Means in WEKA. This is
because, main function of WEKA is to see the performance of algorithms in term of
time taken to build the model for classification, not see the results after classification

process. Besides, WEKA shows types of cluster in form of number without knowing each
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number represent which types of cluster. In addition, only cluster number O contains
highest number of spam and the rest of cluster only having one spam messag ne of
the reason is because WEKA may cluster the spam messages based on th@ re and
characteristic of messages, different with HICNA that using keywo‘rkf the spam

message. So, most of the spam messages contains characters that glo%zv.vith cluster 0 as

our dataset in form of text messages. Y.

? )
5.5 DISCUSSION PROOF OF PERFORMANCE ’ '\
\’ \T

Proof of performance is another experiment ewed i?l\ thasdrese to identify the
performance of detection and classificatj n&ag p all&oghms. For detection
phase, there are five parts of test have c@yrie ;qt tc@bof the performance of

detection.

Sing algorithms (i.e. Negative Selection

and Danger Theory). E\Is cheggly ~gholv &)ﬁ# Negative Selection model has higher

accuracy in detec '%m:a d }}1

Negative Sclccli(& m¥del in all of thr x}iasels are nearly accurate to the actual number

of ham and ¢ Xin datasets. It can be concluded that the Negative Selection algorithm is

i%\éﬁasets. The values of accuracy given by

muchbc@ %n Danger Theory in terms of performance. Having understood to improve
the performance of Danger Theory in detection, three features are introduced for
detection; length, special characters and keyword and these features were stipulated into

five algorithms.
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From the conduct of experiments, it was found that the detection feature that is based on

keywords (i.e. spam and ham) is still producing good detection results. For W (5)

algorithms, Algorithm 1 (i.e. using our own keywords of spam and ham)@ms well

and better in detecting spam messages for both raw and clean dataset. Herc e argue that
in order to have an optimum detection result that method needs t%Za ‘sound’ list of

keywords. With respect to the clients’ mobile environmen itY‘Meferable to have a

minimum list of keywords due to their limitation. On r axkifameant to be

implemented in servers’ environment, it should be&dng erfe )' [\addition,
detection using keywords is sometimes ‘unscmpulov’b to_vafiqus ng@% styles.

N
N

The number of messages in each dataset ca affect t dete@)n rate as different

(—a %)
datasets may have different number 1S ﬂa%’n a@also contains different
“ &
ﬁaw, Q‘ﬁ(s suggest that Algorithm 5
J N
1

produced high accuracy for UG dagta¥pt as cqmpaged t ers but Algorithm 3 performed
s s
i \fﬂg( WO

2|

[}

message structures. In term of accura

1e proposed features. The similar

better for the BEC dataset w usl

IT Iy .lln léodalaset, Algorithm 1 produced higher

’ ? (,)
rsfaltpukh tisralgorithm used only one feature; which is
keywords. We : Mm diffe m"dc& fon results are due to the ‘immature’ of the

algorithms ¢ N‘rc is a need for improvement. When it combined with the machine

condition is occurred 1‘0@

accuracy as compatj (0] 1

—
v

We reported that our model produced a ‘fair’ detection results and we expect this 1s

caused by two conditions. First is due to the way we do our detection. Specifically, the
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algorithms work on a ‘phase-by-phase’ basis and they were non-iterative (i.e. static
detection). Using static detection might limit the detected results, as messagﬁt are
less than 100 of length were not detected at the first stage (Algorithm 2, 4 %\ Second
is due to the nature of the messages itself, as not all messages contam?&l characters

(Algorithm 3). However, from our second validation, we can sugggst tzt our algorithms

managed to detect all spam messages that contain ‘spam’ sp ci?ﬂracters and greater

.
%
' Elean&l in d&éctlon using

spéﬁial arac&.e one of the

of 1®sages (i.e. another

—}\’ &

e ergage can suggest that our
@ &

&

than 100 in length.

Besides, a test was conducted to identify the capabi

feature for detection) , it still can pro

algorithms applicable and can be use tection e N

s
From clustering point of vi \%\vas at tl‘lé.éy%posed clustering algorithm named
HICNA using the comb uo of ¢ lc@%’ and Immune Network Theory based

on features keyworg®§p{ #pamfmeysaes 4&}[111 producing good and better clustering

results. Four ¢ 1:%& have cc{coﬂzlﬂctcd for testing and validation the algorithm.

Experiment mduupd to test lh&lﬂonlhm using four different dataset contains text

spam n ;. In term of accuracy, we can say that our proposed algorithm can give a
better roM# as majority of spam messages in each dataset is clustered to their dedicated

categories. Experiment 2 is done for the validation purpose using the combination of four

dataset used from experiment 1. Again the results show that our proposed model can give
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better results for clustering the text spam messages. Experiment 3 is carried out to
identify the capability of HICNA in detection and classification simultaneou sults
suggest that HICNA enable to detect the messages into ham and spam alth@\ is huge
different number for ham messages with the actual ham messages. The&xperiment is
to make comparison of classification process using HICNA a c eans clustering
algorithm in WEKA. Results can be concluded that the limigati WEKA give affect
towards the performance of k-Means clustering algori AT at it produces
- ' N4
different results between HICNA. (_,
’
The purpose of doing clustering process is to i he ?ﬂotl fsp ers sending the

messages. Maybe their motive is just fork r to get ofit @n users. By doing

O

clustering, we can identify the patterns Oé' a § eI é%okmﬂ which group that
Fro

having larger number of spam mess 101 ond@"of experiment 1, it can be

s s
dataset. From this scenauo, can qar \n st cgpmmmers send the spam messages in

<</

form of prize because tl c cye b 'ng sages that offering prize and money or

suggested that cluster “Prize’% e higlfest gurh f spam messages for all four

'3

)
J"

any voucher, it gan tuac peQpl lo@that prize. Cluster “Game/Competition™ is

the second hwlm er ofm bsaBes (§all dataset except DIT while Cluster “Chat” is

the third hig Nl dataset UCI, BLC“\nnd DIT. The different number of spam messages

in cach v for all dataset depends on the size of dataset itself. The lowest number of

message®cluster “Job” for all dataset except DIT because mostly users will find the job

through the Internet and not SMS in mobile phone. Overall from classification spam

messages, it can be said that mostly spammers aims to send spam messages for the
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purpose of obtaining money and stealing personal information from users. They believe

that by sending attractive and interesting messages, user tends to believe g t any

Two types of experiment were conducted in this resear S nless es. The first

experiment is the proof the concept of detection and $ng uging * \W'EKA 18
e

an open source for data mining and it is normallyus y regeatchyfts inetection and

Y' v
classification. However, the main function of \ME@ S torl y th@gt performance

f @osed algorithms. In

of algorithms. Another experiment is to proNJerformal
detection phase, there are five part of t %ed o@ietc t&omessages into ham and
o )
CNPIO

']
spam and to identify the usability 0[\ pos on'@'md AIS algorithms used in
\
this phase. Meanwhile for clagsificd{on, thdre age fhreSpart of test available to test the
P 2
r th

capability of HICNA to clu& nl

that the proposed algorit ﬁictc ' cl@ﬁcation can give good results.
¢
. o
\

doubt.

5.6 SUMMARY

—

o

L= S

nf (Mis experiment, it can be suggested
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