CHAPTER 4
SYSTEM DESIGN AND DEVELOPMENT Y’

3
O

This chapter presented the design and development of the HMS system. The uniform

4.1 INTRODUCTION

modeling language UML was used to illustrate different modules andyprocess involved

in the system as well as the data flow and the conception of daaase'using Microsoft
er2

SQL server through the user interface of Visual web OW edition.
@

NS
rid
4.2 USERS REQUIREMENTS Y' N <

Basically, there are five types of user rﬂui nts fa r chez;s stem such as
below: \
t

Administrator: The system allo %rr}u t% rekﬁo or&\)iﬁaff nurses and patients,
q
%:tor, ff, tier&& nurses.

N
Patient: The system a g ts to \‘ew d m@new appointment, as well as to
. ' g
ical

en
view all his or her nd\ cords:

Doctor: The sy&q&ow
@

medical recokds. $
Nursz stem allo nu&es t(RView patient’s medical record.

S
\c..,

SéNhe system allow staffs to view doctors, nurses and patients information.

as well as editing information
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4.3 SYSTEM DESIGN

There were two types of diagrams explained in this section that are use case dia

and flowchart diagrams. C}
4.3.1 Use Case Diagrams Vz

The use case diagrams are charts used to defining system reunmts, as well as tool
to collaborate with clients by explaining the behavior @re Jtem, nd how it
suits the client requirements. It is also useful for generating te cMnacki}wgs
" _ j 1S
within the system. Figure 4.1, 4.2, 4.3, 4.4 and 4. s use case didgram forusers in
HMS prototype. Y. \" Y\}r
D

Figure 4.1, shows the Admin use cas di%ﬂ 0 t egistéQtaff or patient or
view the audit, the Admin need to | he terthat the Admin should
logout to secure the system. % () § $

N

Register/Edit patient
Reqgister/Edit patient
.. Register/Edit nurse
Register/Edit staff

=~ N
;\ Figure 4.1: Admin’s Use Case Diagram

A

Admin
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Figure 4.2 shows the Patient's Use Case Diagram. In order to view medical record or
make/view appointment, the Patient needs to login to the system and after wﬂe

Patient should logout to secure the system. C}

Patient

View medical record

Patient

&.Z:P '!nt' ' TDia ram
% { e G2 Diag
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Figure 4.3 shows the Doctor's Use Case Diagram. In order to view the medical record
or view appointments or describe treatment, the Doctor needs to login to the sysw

after that the Doctor should logout to secure the system. (ﬁ\

Figure 4.4 shows Nurse’s Use Case Dlag . In rder ? ew t
Nurse needs to login to the syst r t r

system.

56



Figure 4.5 shows Staff’s Use Case Diagram. In order to view medical record or view
doctor/nurse info, the Staff needs to login to the system and after that the Staffvud

logout to secure the system. C}

' TN
Figure 4.5: Staff’s Us ia%\o.] \,T

o
S §
4.3.2 Flowchart Diagrams \ \X -\O
&L

Flowchart diagram also known as ramw represe tat@e of different algorithms

9 Q-
, 4.9&0 and 4.11 shows flowchart
N

—X

3

and process within the systen’ ki 4.6,



Figure 4.6 shows the Login Flowchart Diagram. Before using the system, any user

needs to login to the system. After giving his credentials the user will be Ioggedv'

N

View home page

Brows pages

If Doctor I Staff
If Patientc
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Figure 4.7 shows the Admin’ Flowchart Diagram. After the Admin has logged in to the

system, he or she can register/edit patients, doctors or staff, and then logout. T

Admin Page

No
Regizter
?

Yes

—

F Y

Edit ==ff, doctor, nurse and patient Register staff, doctor, patient and nurse

v
&
&

{ ’J N
é Aa.7: in’s Flowchart Diagram

N
\c.,

&
N
S
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Figure 4.8 shows the Patient’s Flowchart Diagram. After the Patient has logged in to

the system he or she can make/view appointment or view medical report, awm

S
7

Patient Page

A

No

?

makelview appointment View medical record

| /]’ %S
&' 4.8: ient’s Flowchart Diagram

N
\c.,

&
$
S
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Figure 4.9 shows the Doctor's Flowchart Diagram. After the Doctor has logged in to the

system, he or she can view his appointment or make treatment, and then Iogoutv

—

Doctor Page

F Y

(Chacek sppointments Givetraitemant

P logour

Q reﬁl.\?lgptor'@owchart Diagram
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Figure 4.10 shows the Nurse’s Flowchart Diagram. After the Nurse has logged in to the

system, he or she can view medical report, and then logout. Yw

.

Medical
record

R

Yes

View medical record

<j\

{ ’ N
{: e4.10:Nurse’s Flowchart Diagram

S

&
N
S
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Figure 4.11 shows the Staff’s Flowchart Diagram. After the Staff has logged in to the

system, he or she can find staff info or view medical record, and then logout. Y'

i A

st=ff Paze

Y

View =taff info View medical record

Yes

P logot

ugh the GUI of Microsoft visual web developer 2010 express edition, where the
S

ps are as follows:
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e In Visual Web Developer, open the Solution Explorer, click the right button on

the App_Data folder, and then click Add New Item.

4

e Or if one’s application does not have App Data folder, click t rlgh,mouse

button on the root folder of the Web application, click Ad

and click App_Data.

Y

dQSP‘ T Folder

e Click SQL database, type a name for the .mdf database g and then click Add.

e Two files are created: DataBaseName.mdf and D

aseName™

isual

gf.

N
Web Developer automatically moves the f; to'the Data C eclimé?ection

of the Server Explorer window and selewn

The first database to be created
NE&Z.

relation diagram as shown in

N v

aspnet_Users

Applicationld

&

) 4

ES

{

4.4.1 Entity Relation (ER) Diagrms\ \?
Doy b
Ex :

aspnet_UsersinRoles
¥ Userld
¥ Roleld

n

d

? 4

ewly.crea

K

“ &
¥

A

Y-v
ata base.
Yw
h
O

following is its entity

aspnet_PersonalizationAllUsers
@ Pathld
PageSettings
LastUpdatedDate

&

¥ Userld
UserMame [E—
LoweredUserName
E MobileAlias ﬁ
IsAnonymous
LastActivityDate “ aspnet_Profile
? Userld
PropertyNames
pnet_| bershi PropertyValuesString
Applicationld = PropertyValuesBinary
=

aspnet_Paths
Applicationld
¥ Pathld
Path
LoweredPath

2 Userld

PasswordFormat
PasswordSalt
MobilePIN

Email

EN

L
PasswordQuestion
PasswordAnswer
IsApproved
IsLockedOut

LastUpdatedDate

aspnet_Roles
Applicationld
? Roleld

RoleName

LoweredReoleMame

Description

£

I
aspnet_Applications
ApplicationMName
LoweredApplicationMame
? Applicationld
Description

~

v

Figure 4.12: First Database Created

aspnet_PersonalizationPerUser

@ Id
Pathld
Userld
PageSettings

LastUpdatedDate




The second database to be created is data base.MDF and the following is its entity

relation diagram as shown in Figure 4.13.

traitements

Pat

Doc

< >

2 id -~

HospitallD
Gender

MNMarme

Mational D

Figure 4.13: Second Databas

4.4.2 Data Flow Diagram (DFD)

A data flow diagram represents the syste

during different processes and modulew

shown in the entity relation diagra

for HMS prototype.

LN\

Figure 4.14 shows Data IoWram ') I
;)r her médigalrepo {Q

and the patient can view hi

stem. The

0

e

\

&
S

dmin can insert/update patient,

Informaticn

ed
\dO T

S

Sl

e and’\ables ndt w of the data
rts ‘ﬁated to the tables

ure 4.14 tpt ?2 sﬁ‘o-}vs data flow diagrams

l@
Yv
Y\.’

A.F

Imsert info

Fatient

il 1.3

Update patient

i
| Admin Panager i—_. Patient
1 Wiew medical record
| Patient |
| oL Patient table I—-
——— ‘\v

)

re 4.14: Data During Different Processes and Modules of the System



Figure 4.15 shows Data Flow Diagram for Staff. The Admin can insert/update staff, and

the staff can view his or her profile. T

7 o
Staff info 2.1 Information 2.2 |
Admin Manager - Staff 7| update info

.

Staff info
2
SR
| Other users I Al =| Update |
| D2 Staff table i*" Staf

Figure 4.16 shows Data Flow Diagra

appointment, and the patient/doctor@j

-,
. ~ 3.1 . 3.2 w
Appointment Information
Admin Manager . Appointment o Update info J
e

Appointment

r

( > |

e j i _

| Other users ’_..m..l.n.m.un.nm - ——
Information

"

\Appointment table

-

. Vs Figure 4 16: Qa\’hd Flow Diagram for Appointment
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Figure 4.17 shows Data Flow Diagram for Treatment. The doctor can insert/update

treatment, and the patient can view his or her medical report. T

r_

g “ ' ‘1
Traitment 4.1 Information 4.2

Admin Manager

- Traitment

Update info ‘

. . L
r
e
I other users IJ.E'A'A' - - 4.2 \ﬁ
Selectthe
[ D4 ‘ Traitment table I-:: L Traitment

| S
Figure 4.17: Data Flow Dlagr r reat -
Y-

Figure 4.18 shows Data Flow Dlagran\alle The u ani <<f/update profile.

7 B
Ny . "
Profile 5.1 Profile info 3-2 l
Admin Manager aspnet_Profile Update info |
.S
Profile

!
| User Hm.&m.hls - 5.2 ‘

Update Profile

\ o | \./
Figure 4,18; E;cztaQFJ w Diagram for Profile
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Figure 4.19 shows Data Flow Diagram for User Personalization. The user can

personalise his profile through ASP.Net website configuration. Y.
A
6.1 6.2 |

personalization
-

user

Admin Manager

¥

aspnet_Persona o Update info ‘
lizationPerlUser

S

e

user

¥=

Update W
)

| User i_‘._lﬂ.._u_etﬂln.ﬂl.lm

aspnet_Personalization PerlUser i‘=

b 4 L] - \YW
Figure 4.19: Data Flow Diagram f ersonalization )
? 4
\ \/‘Z~
X
in

Figure 4.20 shows Data Flow Diagram fﬁ%w Té Ti Adngg an create roles

L

personalization
| DG

through ASP.Net website configuration. enw rokigpending on their

privilege. ‘S) 0>y §

Y4

5 7.z ‘\|
user 7.1 Role
Admin Manager - aspnet_Usersin o Insert info
Roles
..

Check user

o

r
| User i_..m.._l.l.ﬁ.ﬁl’_ﬁ_[‘ i s role 7.3

Chek role

¥
(N

|D?

aspnet_UsersinkR oles |r—_

4 "DJ <
Figure 4.20’: D{t?T:Iow Diagram for User in Role
S

AV
N
S
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Figure 4.21 shows Data Flow Diagram for Personalize All Users. The Admin can

personalise the profile through ASP.Net website configuration. Y.
A
T Yy -
Allusers 8.1 8.2 |

personalization
Admin Manager - Update info ‘

aspnet_Persona
lizationallUsers

el

All users

¥

r
4 8.3 W
User R AT lzation _
Personalize |

|D3

aspnet_PersonalizationAllUsers |

4 NV, &
Figure 4.21: Data Flow Diagram for nalize All Us rs' c}

=
? 4
&y

Figure 4.22 shows Data Flow Diagram foE he ﬁdmin an cr update/delete
. W, N

roles through ASP.Net website configuration.<T he roles e atted to users based

on their privilege. {f) n>\yT §

! ] )

Roles 21 Infermation 2.2 ‘\I

Admin Manager - aspnet_PRoles o Update info J
.

Roles
-~ -
9.3

| User ’_‘..I.ﬂ...l‘.o.lﬂ
o Add role
L
| [n =] || Roles | -

{ 4 {‘
£i®'(tZZ: Bata Flow Diagram for Roles

<5
S

F

NG
N
S
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Figure 4.23 shows Data Flow Diagram for Aspnet_Path. Each time the user visits a page

the asp.net save the page name to personalize user experience.

Information

X

1.2

\\\—\—

Package

Information

Select

-

103

~

T
Path ol
Admin Manager - aspnet_Paths
el ..~
| User I Wiews the path

| D Ly || paths

Figure 4.23: Data Flow D|¢ Pat

new user account, the information i
s

Y.

11.1

Figure 4.24 shows Data Flow Dlagra\%mbers w\

aved in V%Tpt

v T N

info

rem bersh ip

Admin Manager

aspn et Meaember

b
~

s

| &
\,‘T

{\T

Select th e path

en 6‘admin registers a

11.=2

~

¥

Updat e info

ship
—e
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| User i PMembership - 131.3 |
Update ‘
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O
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Figure 4.25 shows Data Flow Diagram for Users. When the admin registers a new user

account, the information is saved in Membership table as well as in the aspne?!s

table. \C}

- -
I

12.1 - 12.2
users users info
Admin Manager -~ aspnet_Users " Update info ‘
N o0

users

r

( 12.2 w
| User |_view Users

Add users |

¥

D1z

aspnet_Users -

"’ —

Figure 4.25: Data Flow Diagram.for-tsers 3
e
N A

@*. x/h r)éqe website is created the

Figure 4.26 shows Data Flow Dia gﬂy App
C.)
t

L
name of the website as well a\ Information s"ave@' the aspnet_application.

. AN

oy ; . ! -
Application 131 Information 1=.2 i

| Addmin MManager aspnet__Aapplicat In sert info
ions

Application

12 = 1

| User e Application
Wpdate
| [ = \ aspnet__Applications I_ application

N IR
Figdr. ; Da@ow Diagram for Application

%
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45 SECURITY IMPLEMENTATION IN THE HMS PROTOTYPE

4.5.1 Triple DES Implementation Y'
In order to encrypt and decrypt the medical record in the proposed system & c lled
CryptorEngine is developed. This class contains two procedures: Encrﬂ&d Decrypt

9

which uses the Microsoft “.net” object: “System. Security. Cryptogra

The encryption key was stored in the web configuration file a plication settings

under the name “ SecurityKey > as shown in Figure 4.27.

o @ T

6 <add name="System.Data.5qlClient”
= 17 type="System.Web.Security.sqlMembershipProvider”
13 connectionStringName="ASPNETDBConnectionStringl”
19 maxInvalidPasswordAttempts="3"
28 passwordAttempthindow="3@" />
21 ¢/providers>
22 </membership>
23
24 </syste
25 B <appsettings>
26 <add key="SecurityKey" value="012345678901234567890123"/>
27 </appSettings>
28 | </configuration
29

4 4
) %CQ
The result of the &tion iS*showfi'in the‘\ﬁRatients” table (Figure 4.28).
& :S 2! C‘)(J

ery (. ATANDATABASE.MDF) >

userName NationallD HespitallD Gender BurthDate Address HousePhone Handphone officePhon ~
+0rdGgeWEX- OyB+BBOgPhE=  9UGabNsgShv=  kv1vMHNMab0= Vif+jraTllhFzpa... jroeQIBHSBI= HIPSU36ZNA=  MZIGIXCr+
Zdm7ykOBaw IglpgmyV+ilos  KEUIBmwKGIA=  kVIvMHNMa60= QePFNHTWOF] jroeQIBHSRI= uTSFn+q7jwQs=  E7xRXAhIfz
PlluewvEs zgwBaVIHI7Tg=  QdAGThwmBuE=  Ojmq7do80Ke= FAIWmBGTRCAY... TR2ILLQA= plkkdInwFIE=  k2xldCXCsk
*CPQUBGMt8g=  sPE24verNQM=  QdAGThxmEuE=  kVIVMHNMat0= T+4/FKDpbRO=  /bpvVtLB2BZ«. BdnkuGkhiZg=  SdnKuGkhiZg=  TQioy/RS|
HZMIEFVneE=  U/MONy+ERE=  QAAGThxmEuEs  KVIVMHNMa60= xI2MIEFVneE=  Vif=jraTllhFzpg... LCHCToXIHg=  wewisDtiHzo=  /GduV440C
LalmZDorpr KMsisb1e6fM=  QAAGThxmBuE= Ojmq7dol0Ke=  LnlmZDorpdQ=  UenBhQVIAThL... ovmemxZ/MnE=  w2FtqdaqFxE=  GzavBaliiv
rBWIiAaGRSg=  Fk3XRGtR8mc=  QdAGThxmBuE=  KWIVMHNMabD= w/ZCODBNhG.. BXeMxUjQ79u... aUqSwamZwiQs=  YHgOwzyP+WA= 6zwvGa3My
xoHpPM3TYbs=  z3bRPtE/ghc=  QdAG7hxmBuE=  Ojmg7do80Ke=  3HjilG45140ghB... NANTOFBNWO, .. Zie/iYZNQXE=  w2FtqdaqFxE=  kX4+izKFLn
NEMWPGCAMB...  c1GWK9A4cO0=  QdAGThxmBuE=  KVIVMHNMaG0= dsdes2lyb8DLb..  iYOStXSpWPEX)... QPRKCHIyuXB=  AaNTUnZTVas=  GuzBxdoldt
LK/QONhOfdw= QdAGThamBuE=  Ojmq7do@0Ke=  TSkDydcQEMY=  limROT7HXFy.. ERI-bxMNQSEQ=  quwaMbTubVA=  pBrikklxoet
BxkQr1VSull= QdAGThxmBuE=  Ojmq7dof0Ke=  QPVBIsWS3KSk.. DLCAABHNZO.. TQIoy/RSlew=  TQioy/RSlcws  weF/XEd/vF
WTwNdIQChus=  wdbnfiUNs+4=  QdAGThxmEuE=  KVIvMHNMa60= wTwNdIQChus=  khHMI2NopQG... tf0ODQedXDs=  NGoTde1q0m...  h46MbvdOIDI=  F+ixIPjqsls:
/QINFEZOVIY=  qukbYexTO70=  QAAGThxmBuE= KVIVMHNMat0= /QIhFEZQVIY=  VO5CIFWODZQ.. tfOODQedXD jroeQIBHSEI= w2FtgdaqFxE=  ERI+bxNgst
E79c)elNaCw=  XMsisblebfM=  QdAGThxmBuE= Ojmq7doBKe=  d/qSoVaZrZiM= HOODQeXD! CHEEOECTIVA=  tMcAUtZoZPE=  Zis/iY2NQ?
*N3eTA+jFO0g.. MevelcF2amd=  QdAGThxmBuE=  kVIVMHNMat0= xN3eTA+jFIQS. HOODQedXDs=  pAlbIglioEE= Zie/iY2NQXB=  Gy10Zj+kgf
MUIKTWiwros  ha6NbvdOIDI=  QdAGThxmBuEs  KWVIvMHMMa60=  +gSIAIPFEXbL..  VISCIFWODzQ.. HOODQedXDs=  2wpxlVPSK+0=  FQChdWEUTs=  FeaXkHhOm
28Ai1cligBe= EIPHE30S:uU=  QdAGThxmBuE=  Ojmq7do80Ke=  ZTWRBUICUFM.. +X:DeMT2q0.. HOODQedXDs= P54

IDBckd)fRmM=  UNOPYfzMic=  QdAGThxm@uE=  KWIvMHNMa60= Zkqdwy/Qojd=  Chi7gbWxUOJ.., a574t01roc= Zi+/iY2NQXE8=  UFTKICIRNs
FAQAWRITAB: KEWAPJUOWAQ= QJAGThxmBuE=  Ojmq7doB0Ke=  1EGAVKmAMNR.,  DLCnABHNZO, bHLkzKrVepQ=  KNOhuEtanRE=  Y/nBLaOuh:
ML/ TxTz0Wk= QAAGThxmBUE= KW IVMHMMat0= qfapinbStRwKB.., WESIONCTr +Oi.., yalVhledhlo=  QuANV7ISGCY=  laGft/mghi
nrriaLEIOYE= QdAGThxmBuE=  Ojmq7de80Ke=  BIISSNXsSVyk..  ZIcKiKNON+gXj NULL dxAZDXaBMIg=  2819u+OMy
S P, PP S I VOB PP P PO o PP VP o e PO, e

of 129 | b Bl b Cell is Read Only.

Figure 4.28: Encryption Results
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First of all, the “Register new patients” form is displayed. Then, after filling the form

N

Register new patient T —
Q Login Now

Photo: | Choose Flle | No file chosen
National 1o: | |

“Create User” button need to be clicked as shown in Figure 4.29.

Gender: [Male ¥ |

[ | h
i
1 ,
‘ l Useful Links ‘/
—

| Create User |

4 \VO\Y-

Figure 4.29: “Register New Pa

AdmgRegister.aspx.v BT

patients: Qu

~| iZ] (Declarations)

End sub

Protected Sub SqlDataSourcel Inserting(ByVal sender As Object, ByVal e As System.Web.UI.WebControls.SglDataSourceCommandEventirgs) Handles Si
e.Command.Parameters(“@useriame”).Value = CryptorEngine.Encrypt(CreatelUserWizardl.UserName, False)
e, CompandeRacaneters("@Photo”) . Value = getImage()

ationalID”, e)

HospitalID”, e)

EncryptParameter( Name”, &)

EncryptParameter("BurthDate”, e)

EncryptParameter("Address”, e)

EncryptParameter("HousePhone”, e)

EncryptParameter(“Handphone”, e)

EncryptParameter("officePhone™, e)

EncryptParameter("Fax”, =)

EncryptParameter("Email”, =)

EncryptParameter(“allergy”, e)

Dim DropDownlListl As DropDownlist = TryCast(FormViewl.FindControl("DropDownList1"), DropDownlist)

If DropDownlListl IsNot Nothing Then

e.Command.Parameters("@Gender”).Value = CryptorEngine.Encrypt(DropDownlistl.Text, False)

End If

End Sub

Protected su{EncryptParameter(Pyval p As String, Byval e As System.Web.UI.wWebControls.SgqlDatsSourceCommandEventargs)
Dim txtBox A = ryCast(Formviewl.FindControl(p + "TextBox@"), TextBox)

If txtBox IsNot Nothing Then

e.Command . Parameters("@" + p).Value {’yptc’EnginE_En[r'ypt(t)(tBox_TE)(t, FalsE)>
End If

End Sub
Function getImage() As Byte()
Dim Image As Byte() = Nothing
If ImageUploadToDB.PostedFile IsNot Nothing Andalso ImageUploadToDB.PostedFile.FileName <> "" Then

: Figure 4.30: Encrypt Parameter
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Figure 4.31 shows the Encrypt procedure that takes the application defined key stored

in the application settings to perform the triple DES encryption using the M?v\

object: “System.Security. Cryptography”. %\

App_Code/CryptorEnginexh % [ e patients: Query(...ATA\DATABASE.MDF)
i (General) -| 2] (Declarations)

1z " <param name="useHashing >use hashing? send to for extra secirity</param>

14 "' <returns></returns>

15 E Public Shared Function Encrypt(ByVal toEncrypt As String, ByVal useHashing As Boolean) As String

16 If toEncrypt = vbNullString Then

17 Return vbNullString

18 End If

19 Dim keyArray As Byte()

20 Dim toEncryptArray As Byte() = UTFEEncoding.UTFS.GetBytes(toEncrypt)

21

22 Dim settingsReader As System.Configuration.AppSettingsReader = New AppSettingsReader()

23 " Get the key from config file

24 Dim key As String = DirectCast(settingsReader.GetValue("Securitykey”, GetType([String])), String)

25 'System.Windows.Forms.MessageBox. Show(key) ;

26 If useHashing Then

27 Dim hashmd5 As New MDSCryptoServiceProvider()

28 keyArray = hashmds.ComputeHash(UTFEEncoding. UTF8. GetBytes(key))

29 hashmds . Clear()

38 Else

31 keyArray = UTFSEncoding.UTF8.GetBytes(key)

32 End If

33

34 Dim tdes As MNew TripleDESCryptoServiceProvider()

35 tdes.Key = keyArray

36 tdes.Mode = CipherMode.ECB

37 tdes.Padding = Paddingtode.PKCST

38

39 Dim cTransform As ICryptoTransform = tdes.CreateEncryptor()

48 Dim resultArray As Byte() = cTransform.TransformFinalBlock(toEncryptArray, @, toEncryptarray.Length)

a1 tdes.Clear()

42 Return Convert.ToBase64String(resultArray, @, resultArray.Length)

43 End Function

VU C
Figure 4.31Q t Proce O
\ Y
&
[} =
Since the Patients table is enc then before sp"ayAi(@'he patient medical record

in a table in the GUI, it is irvmt to decrypt first th ormation to avoid displaying

(
unreadable encrypted t efore before ;dax(ig?each row in the table in the event

RowDataBound t NdurelDec\f from{zie%} class CryptorEngine is called. After

the decryptionfw able (‘j)?

x

*
KN S
D

N

*
4
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2l Admin/Edit.aspxvb X [RRes ptorEnginexvb patients: Ques

Figure 4.33 shows the Decrypt procedure that takes the

# GridView! -] 7 RowDataBound
37 End Sub
38
39 Protected Sub al sender As Object, ByVal e As System.uWeb.UI.WebControls.GridViewRowEventArgs) Handles GridViewl.Rowh
a0 If e.Row.Row ataRow) Then
a1 e.Row.Cells(2).Text Row.Cells(2).Text, False)
a2 e.Row.Cells(3).Text e.Row.Cells(3).Text, False)
43 e.Row.Cells(4). Text e.Row.Cells(4).Text, False)
as end If
as End Sub
a6
a7 Protected Sub FormViewl ItemUpdating(ByVal sender As Object, ByVal e As System.Web.UI.WebControls.FormViswlpdateEventArgs) Handles FormViewl.
a8 Dim WebIn As TextBox = FormViewl.FindControl("NationalIDTextBox")
a9 e.NewValues.Add("NationalID”, CryptorEngine.Encrypt(WebIn.Text, False))
s8 WebIn = FormViewl.FindControl("HospitalIDTextBox")
51 e.NewValues.Add("HospitalID”, CryptorEngine.Encrypt(WebIn.Text, False))
52 Dim ddl As DropDownlist = FormViewl.FindControl(“DropDownList2")
53 e_NewValues.Add("Gender”, CryptorEngine.Encrypt(ddl.Text, False))
54 WebIn = FormViewl.FindControl("NameTextBox™)
55 e.NewValues.Add("Name”, CryptorEngine.Encrypt(WebIn.Text, False))
56 WebIn = Formviewl.FindControl("BurthDateTextBox")
57 .Newvalues.Add("BurthDate”, Cryptoringine.Encrypt(WebIn.Text, False))
58 WebIn = FormViewl.FindControl("AddressTextgox")
59 e.Newvalues.Add("Address”, Cryptorngine.Encrypt(WebIn.Text, False))
68 WebIn = FormViewl.FindControl("HousePhoneTextBox")
61 e.NewValues.Add("HousePhone”, CryptorEngine.Encrypt(WebIn.Text, False))
62 WebIn = FormViewl.FindControl(“HandphoneTextBox")
63 e_NewValues.Add("Handphone”, CryptorEngine.Encrypt(KebIn.Text, False))
64 WebIn = FormViewl.FindControl("officePhoneTextBox")
65 e.NewValues.Add("officePhone”, torEngine.Encrypt(WebIn. Text, False))
66 WebIn = FormViewl.FindControl("FaxTextBox")
67 e.HewValues.Add("Fax”, CryptorEngine.Encrypt(WebIn.Text, False))
68 WebIn = Formviewl.FindControl("EmailTextBox")

N

Figure 4.32: Cryptor Epgine ® Y'
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in the application settings to perform, thestriple’ DE cryption using the Microsoft

29

object: “System.Security. Cryptography”. \ &_\
S
“« Q-
&

App_Code/CryptorEnginewh X JiEREIHONE,R
[ (General) 'l 2 (Declarations)
58 = Public Shared Functicn Decrypt(ByVal cipherString As String, ByVal useHashing As Boolean) As String
51 If cipherString = vbNullString Then
52 Return vbNullString
53 End If
54 If cipherstring = "&nbsp;" Then
55 Return vbNullString
56 End If
57 Dim keyArray As Byte()
53 Dim toEncryptArray As Byte() = Convert.FromBaseg4String(cipherString)
59
60 Dim settingsReader As System.Configuration.AppSettingsReader = New AppSettingsReader()
61 "@et your key from config file to open the lock!
62 Dim key As String = DirectCast(settingsReader.GetValue("SecurityKey”, GetType([String])), String)
63
64 If useHashing Then
65 Dim hashmd5 As New MDSCryptoServiceProvider()
66 keyArray = hashmdS.ComputeHash(UTFEEncoding. UTF8.GetBytes(key))
67 hashmds.Clear()
63 Else
69 keyArray = UTF3Encoding.UTF8.GetBytes (key)
78 End If
71
72 Dim tdes As New TripleDESCryptoServiceProvider()
73 tdes.Key = keyArray
74 tdes.Mode = Ciphertode.ECB
75 tdes.Padding = Paddingtode.PKCST
76
77 Dim cTransform As ICryptoTransform = tdes.CreateDecryptor()
73 Dim resultArray As Byte() = cTransform.TransformFinalBleck(toEncryptArray, @, toEncryptArray.Llength)
79
88 tdes.Clear()
81 Return UTFSEncoding.UTF8.GetString(resultArray)
82 End Functien

Figure 4.33: Decrypt Procedure
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The result of the decryption is shown in the Figure 4.34 which shows data from the

Patients table. Even though the data was encrypted in the database, however itYm

decrypted and readable to the user.

id
Select 12
Select 13
Select 14
Select 15
Select 16
Select 17
Select 18
Select 19
Select 20

Select 21

NationallD
234444
45673

HospitallD Name
158 mostfe
152 mone
1E2 ahlm

15 edma

15 yosf

15 zera

15 mohdesed
15 njow ali
15 frj mohd
15 Rbhe

123456789 10..

S

Photo: | Choose File | No file chosen

NationaliD: 234444 |

HospitaliD: (158

Gender: | Male v

Name: |

\
mostfe ]
|

BurthDate: [1978-02-12



Home » Main page

-ospital Management System

Contact
Loginis required P S —
Please log In to access this page & Login Now

Login

User

|

Name:

[ |
[ Login

Figure 4.35: Front Login@‘ '
\di Y.

i
However the logged in user can see only its own , not :h other use enu as
\ NV

shown for the admin in Figure 4.36.

Password:

S

Home »
= e Hospital Management System
Edit patient
Edit Doctor
Edit Nurse
Edit Staff
Logat —~—
- Register patient LoweredUserName LastActivityDate G LOQ in Now
Select Repicter i abdelh sufen 25/11/2014 5:03:41 PM —
selece | OUCOrNOTRGISIaT abdo ahmed 16/11/2014 3:25:23 PM
Select abdreman abdreman 16/11/2014 10:46:23 AM
Select ABDSELM abdselm 16/11/2014 10:44:45 AM 5
Welcome: admin
Select Abdulh Abrek abdulh abrek 25/11/2014 5:43:14 PM Logout
Select Abdulhde Mohmed abdulhde mohmed 24/11/2014 7:17:08 AM

Select Abdulkedr Almjrese abdulkedr almjrese 16/11/2014 2:54:19 PM
Select Abdulkrem Al abdulkrem ali 24/11/2014 9:02:41 AM \\
Select Abdulsalm Mhmud abdulsalm mhmud 25/11/2014 11:40:17 AM }
o I l) \k_)
% 2 :q re@ﬁ: Menu for Admin
A \c}'
@assword Attempts Limitation

Qe configuration file is adapted under the membership key. As shown in Figure 4.37,

the number of attempts is limited to three.
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3
)

<?xml version="1.8"%»

<add name="DatabaseConnectionstringl” connectionString="Dats Source=.\SQLEXPRESS;AttachDbFilename=|DataDirectory|\Databas

<add name="ASPNETDBConnectionStringl” connectionString="Data Source=.\SQLEXPRESS;AttachDbFilename=|DataDirectory|\ASPNETD

:E:T 2 Ei<configuration

® ENC| <connectionStrings»
4H
5 l provideriame="System.Data. 5q1C1ient" />
60
7 provideriame="System.Data.5qlClient"” />
8 | </connectionstrings>
9 H  <system.webr
10 <sessionState timeout="988" />
11 ¢<roleManager enabled="true" />
12 <authentication mode="Forms®/>
13 <compilation debug="true"/>
5 <providers
16 H <add name="System.Data.SqlClient"
17 type="System.Web.Security.SqlMembershipProvider”
18 connectionstringlame="ASPNETDBConnectionStringl"
19 maxInvalidPasswordAttempts="3"
20 passwordAttemptiindow="3@" />
21 <fproviders>
2 b </memberships y
23
24 <fsystem.web>
5 M <appsettings>
26 <add key="SecurityKey" value="812345673991234567890123"/>
27 </appsettings>
28 | </configuration>
el

Figure 4.37: Pas@tempt

If the user fail to enter the corre
will be locked. Even if he g

system as shown in Fi .

I\ |

Login is required

Please log in to access this page

N4

N

@

asswwr‘e‘ t&@ﬁree attempts his account
e correct or r that, he cannot log in to the

€ : 0
\\"*j'c‘y

ﬁ Login Now

Log In

User|doctor

[ ————

Your login attempt was not successful

Name

Password:

Please try again

Logln |

—

=SSN

Figure 4.38: Failed Login



Figure 4.39 shows that Doctor’s account is locked because of more than three login

failure attempts.

Log audit

UserName LoweredUserName LastActivityDate ﬁ Login Now
Select Borneh Seadue borneh seadue AN2014750:17 AM
Select bved bved 17111/20141213:20PM
Select Cocen Mohmed cocen mohmed 201172014 80331 AW
Select Debal Shire debal shre 2401172014 £:03:02 PM Welcome: admin
Select Denas Elbrsei denas elbrsei 251120014 11714 P Logout
Select doctor doctor 10/12/2015 8:32:22 AM
Select doctor2 doctor2 6/12/2015 2:16:42 PM
Select Dueda Alien dueda alien 4M2014 121941 PM
Sdect  Dunh Meusimn dunh meusimn 25/11/2014 53624 PM Useful Links
Select Ealbrke Goslne ealbrke goshne 25/11/2014 435:02 PM

12345678910..

Details of log audit e

e ¥
IsLockedOut: ¥l
PS5 1:15.24 P
LastLoginDate: | 1012/2015 §:32:22 AN
LastPasswordChangedDate: |5!12fZl115 11524 PN
LastlocoutDate: 1012201583621 AM
FawledPasswardAttemptCount:|5

® About us

u Contactus

Therefore the Nnee to u c" Ithec%?ount and then click the update button, as
shown in @0. §
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Select Debal Shire debal shfre

Select Denas Elbrsei denas elbrsei
Select doctor doctor

Select doctor2 doctor2

Select Duedz Alien dueda alien
Select Dunh Meusimn dunh meusimn
Select Ealbrke Goslne ealbrke goslne

24/11/2014 6:05:02 PM ‘
Welcome: admin

251112014 1:17:14PM Logaut
10/12/20158:32:22 AM
6/12/2015 2:16:42 PM

2471112014 12:12:41 PH
25/11/2014 5:36:24 P Useful Links

25/M12014 43502 PM

12345678910..

etalls of log audit

CreateDate: (611222015 1:15:24 PM

LastLoginDate: | 10122015 8:32:22 AM
LastPasswordChangedDate: 6122015 11524 PM |
LastLockoutDate: 101122015 83621 AM
Fai\edPasswordArtemptCount:|5 |
FailedPasswordAttemptWindowstart: | 10/12/2015 8:36:21 AM
FailedPasswordAnswerAttemptCount: (0
Fai\edPasswordAnswerAttemptW\ndowStart:‘1!1!1?54 12:00:00 AM |

Comment:
Update

" Home

 About us

¥ Contactus

Mo O
Figure 4,40: 0 cco

4.41.

A
N

[} ",
q
\% N &
After the account was unlocked dmi er car@in again as shown in Figure
Q" S
' &
@



Hospital Management System

Patients o S—
Name Appointment date  NationallD HospitallD Gender BurthDate allergy Select patient ﬂ LOgin Now
ahlm 03/11/2015 678 15 Female 1990-04-07 we Make prescrition
ahlm 24/07/2015 678 15 Fernale  1990-04-07  we Make prescrition
ahlm 23/07/2015 678 15 Female  1990-04-07 we Make prescrition
ahlm 22/07/2013 678 15 Female 1990-04-07 we Make prescrition Welcome
Malns Abdulh 02/01/2013 UM1975 15 Male 19750812 noermel Make prescrition Logout
SELEM MOHMED ~ 31/12/2014 12345 15 Male 1976-04-07 RF Make prescrition
TOFK 25/12/2014 6576 15 Male 1086-03-08 JH Make prescrition
Somah Ahmed 251212014 Dw1977 15 Female 1977-03-08 noermel Make prescrition
Somah Ahmed 25/12/2014 Dw1977 15 Female 1977-03-08 ncermel Make prescrition
TOFK 2301212014 6576 15 Male 1986-03-08 JH Make prescrition
12345
= Home
v ? -
Figure 4.41: at t

45.2.3 Login Audit
To create the login audit, a %}Neta'

with the user table. Ea

red i

For each user M
b

shown in the form,

the user s

“isappfo ’ #isLoc

N
N

S.

N\
@ ,.>YT
: g%;‘j & -
sed ‘té@mbme the table membership

usér ih ‘ab&rid, the user’s log audit detail is

e sele

a
A42.

t‘h? m, tl;%@gin audit shows useful information about
'

edast 1$ date; last lockout date.

S
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Log audit —

UserName LoweredUserName LastActivityDate ﬂ Logln Now
Select Abdelh Sufen abdelh sufen 25/11/2014 5:03:41 PM 4
Select Abdo Ahmed abdo ahmed 16/11/2014 3:25:23 PM
Select abdreman abdreman 16/11/2014 10:46:23 AM
Select ABDSELM abdselm 16/11/2014 10:44:45 AM
Welcome: admin

Select Abdulh Abrek abdulh abrek 25/11/2014 5:43:14 PM Logout
Select Abdulhde Mohmed abdulhde mohmed 24/11/2014 7:17:08 AM
Select Abdulkedr Almjrese abdulkedr almjrese 16/11/2014 2:54:19 PM
Select Abdulkrem Ali abdulkrem ali 24/11/2014 3:02:41 AM

X \
Select Abdulsalm Mhmud abdulsalm mhmud 25/11/2014 11:40:17 AM Useful Links )
Select Abdulselem Sherdk abdulselem sberdk 16/11/2014 1:31:38 PM

12345678910..

Details of log audit

= Home
IsApproved: ¥
IsLackedout: £ = About us
CreateDate: 26/11/2014 5:01:17 PM
LastLoginDate: |26/11/2014 5:01:17 PM » Contactus

LastPasswordChangedDate: 25/11/2014 5.014TPM |
LastLockoutDate: [1/1/1754 12:00:00 AM \
FailedPasswordattemptCount: ‘U ‘
FailedPasswordattemptWindowstart: | 1/1/1754 12:00:00 AM
FailedPasswordAnswerAttemptCount: |0
FailedPasswordAnswerAttemptWindowStart: |1n’1ﬂ?54 12:00:00 AM ‘

Comment:

Update

Desktop Help” which respectivé coa:

researcher couldn’t afford the\

4.6 CONCLUSIO \"U
The design of @ as

é

uniform medellinglanguage L) sed to design the system.

A%,’é\
>
S

S

82



