CHAPTER 1 \z
BACKGROUND STUDY Aj

1.1 INTRODUCTION

Interaction and communication are vital in every; new It is proven that

Islam has the basic foundations for communication in ra an% As Allah
says in the Holy Quran: ! ’ ’c}‘r
2 2% 4 2 e % -~z A _o

dee 3SGET O WhIad (o5 Gk 2SUaeg (ST WSt (S

"O mankind, indeed, 0 KQ and female
S
@w one another.

and made you pec%
Indeed, th }n o] @Ilah is the most
righteo% . Indeed; All is' K@lng and Acquainted."!

s ¢ &
\ @)
From thls lla ncou ges e to socialise with each other, rejects
any kind o m m eua?\ﬂleg d something that may bring people to
d

vainglory. m s that t9 ions of true standards of values are only for
fear o 4 X
NV
S N

! Al-Quran, Al-Hujuraat 49:13 (All Quranic translations in this writing are based on Mufti Taqi
Usmani.through The King Saud University Electronic Moshaf Project, http://quran.ksu.edu.sa/)
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As time goes by, people are always trying to improve their way of
communicating with one another. When face-to-face discussions seem impw,
challenging, or difficult, they devised a lot of creative solutions.? @edia

represents a new revolutionary trend that interests the world, partlculaﬂ;‘dren

Social media can be viewed as a group of users who use avebsites or electronic

applications to create or share something and commu mYH'I'bugh the internet

it aptiyating and
7. N

perhaps even addictive for many reasons including Malaysian citizen. N\
| S
When the COVID-19 pandemic struck‘is rid m.Q 9, eople,‘éﬁpeually
soc

children, rely heavily on the utilization e|r é&‘]g process,

reaching out to friends and playing on&c ates a rm @(e more activities

and transactions are digitised, whic ontrlbute \thg c @d use of social media.
N,

The Internet Use Survey 20%% ed ﬁy th Cr\/@stablished those online
&

media. Nowadays, it plays a crucial role in everyon

m

children aged 5-17 has s ted pt erceusfrom 2016° and that was
exacerbated further ‘%.Iemelt“ay of A@ement Control Order (MCO).
Unfortunately, the rve at 56(3 jper cent of children surfing social
media on the n |ce 6 per Ei@/of them accessing social media without
using any pa con oI %Wthout any proper guidance from parents,
children suse'th o) d@bcommlt cyber delinquencies.

gers posed such a&,(;?yberbullymg, online gambling, cyber pornography,

UICIde and cyberstalking have become national epidemics that are sometimes

endricks, D. 2013. Complete History of Social Media: Then and Now, Small Business Trends,
ttps /fsmallbiztrends.com/2013/05/the-complete-history-of-social-media-infographic.html
3 MCMC. 2020. Internet Use Survey 2020. Malaysia, p.p. 88
4 Ibid, p.p. 135
® Ibid, p.p. 136



committed by children. The number of children involved in cyber delinquencies has
increased from time to time and this can be a disturbing trend. It is getting wor&?ﬂm
social media is used by children who are not properly guided by adults @they

cannot simply comprehend the risk, the laws, and the consequences of ctions.

Plus, anonymity and modern technology also make t e gy exposed to

strangers who may induce them to commit delinquent acts. instance, WeChat
application made it easy for children to find ne nds” b ;lrovi ing many
interesting features. By using a simple effort, as,easy as s Nhh\ or
searching for people nearby, children may filter t@r, then/contact tée‘gth%r user

4
i hind %ke identity

through chat rooms without any censorship. Theyalso \hldg
and offend other children without fear of pei ported to &

What prompted the researchier to und Sr s,@ch was curiosity and

) N
concern about recent negative%nenaﬁn children ga\&mularly in social media.
Many unreported instances % vo]i aysi children who becoming

‘?ﬁdis@and viral through social media
ed t

&
and online news WWO bet' )-Tepo the

0
even thousandsé& ori

ebo@ges where children can share their
obscene phot@ vid osra
about seQ/%Fanq’r an :e tirg.s}ch other for sexual gratification.
Ansequently, the reseaaer feels responsible for investigating this issue and

‘%io contribute to society by providing an additional source of reading about the

ildren cyber-delinquency from Malaysian law and Shariah perspectives. Alongside

"perpetrators™ of cyberfdelingtency ar

authorities. There are hundreds or

|
sg’ so{ti—&re and hard-core materials, talking online

X

the niche of USIM, this research will analyse this study according to the integration of

‘agli and nagli, which focuses on the general phenomenon of children cyber
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delinquency, followed by a brief study of its social and legal position under the

legislation and the Islamic principles and regarding this issue. At the end of thi ,

it will also examine the guidelines from Shariah perspectives. (’}

Apart from that, this research aims to contribute structured_information in
terms of Malaysian Legal and Shariah perspectives and Shaq'hw ideline to the

readers and increase their knowledge on the issue of cy erWuencieS on social

media usage so that it can help them to raise their awar: '
"X
1.2 PROBLEM STATEMENT ' _\c}
’ N~

\SQQ ise Withz\eﬁe another,

ideas g{] connection of

Social networking sites have changedm
acting as a giant digital coffee shop f Nch
individuals regardless of geographica%s. wa

not only happen among adults bu rpE}in%l chil

Ie‘@th of social media
s well. Now, learning
process through social media4q sChools is Widely used %can help students extend

[7]
the way they learn and c icate. W ver-ﬂ;} pandemic Covid-19 hits the
N
com

world, social media be he maifi uim (t}r,teaching and learning process. E-

learning process }@vide& telephony @are program, assignment submission
N

through e-mai Wis ssion }vwlee cators and students through WhatsApp

group, are es that elaborate h hildren can use social media as a platform of
_ s

their ISr rocess. X~

O
S

evertheless, this explosion of information without boundaries sometimes
brings negative effects. As many children are involved in online activities and some
e more advanced than adults, they sometimes misuse the social media, especially

chat applications such as WhatsApp, Telegram, and WeChat. The criminal justice



system faces a dilemma when children break the laws. Children are considered as

minors and have less communication experience, making them not legally respwﬂe

for their faults committed on social media. (’}
Many incidents reported in daily Malaysian newspapers related to children
who committed cybercrimes such as cyberbullying, cyber pornographyy frauds, online

gambling and cyberstalking where sometimes these onlin cr??!an lead further to

offline crimes such as cyber suicide. As we kno
mistakes in the real world and in cyber world. They, some
who offends their peers or other children. They @
bullying others, convincing their friends to inyolve

more. Unfortunately, the children are no@'o

=

gs bgzagse they cannot

distinguish between right and wrong. Thuspthis swo? dt e@enomena.

e JINS
Hildren-i '@edia was clearly of the

Then, the problem of deli t children-in; soci
utmost gravity. The lack of K Iir the @gers, risks of social media

misuse, related laws and eligious knowled uld be the factor to children’s

involvement in socw 1a cri N s therefore incumbent upon us to give more

attention and e@em

t ethzét(e, values and religious knowledge as an

effort to prev m fram beidd involved’in such negative issue.

% N
%’s aga owfzﬁtur% how the law responds to the child offender who

- N - - -
co rongs or dellnquem\%as on social media,® as some of the literatures tend to

‘%)k the protection of children from being victimised on the internet.’

6 Hendun ARS, Syahirah AS, Norfadhilah MA, Abidah AG, Nisar MA, Nabilah Y., & Nurul Atira, M.
(2018), “Child Delinquency on the Internet”, International Journal of Engineering and Technology,
7(3.30), pp. 321




1.3 RESEARCH QUESTIONS

Research questions in this study are; \z

1) What is the nature and extent of cyber delinquency am

Malaysia? Y

2) What is the criminal responsibility of delinquent childwv

ildren in

3) What are the measures to curb the cyber delin y? ‘\d
| 2

| S
1.4 RESEARCH OBJECTIVES {
? ,\}Y‘

The objectives of the research are: Vz o\ \ S’
% &
1) To study the nature and em cyber deli queanmong Malaysian
AN
children. % >\v <\
% o S
“« Q-
2) To examine the crimw po[siw delinﬁfént children in Shariah and

N
law. i ( Q
’ $ &
3) To identi ures tf c d pre cyber delinquency from the Shariah
and leg rspectives: ) &
‘ @ 2 C.)
H j oLe6Y
‘v’

15
Yv
4.1 Information ga&}?ing

This study employs a qualitative method, based on library research and
thop review. The researcher utilised the library research as to collect data an

7 Ibid, pp. 322




information from library sources such as books, article journal, kitab turath and legal

provisions. Y~
Plus, the researcher used a desktop review and exploratoz :me’md in

exploring the current situations of cyber delinquency that commonly occurred among
Malaysian children. As the issue is related to social media usag the ra@searcher relied

heavily on the materials on internet and social media such as i book WhatsApp,
WeChat, and blogs to get some useful information an@ e thefreal scenario of
children cyber delinquency. Despite that, the information is only n “fro
| | l.b
authorised person’s website and pages. e
NV

1.5.2 Primary Data \}

"Zq

The researcher analysed somN y3|an Ieg rows@, that relating to

.\
internet such as the Penal Code ild 1 o ter Crime Act 1997,
Communication and MulUm@lg the exua ences Against Children
2017 and so on to study th?gul wexfs of def of children, the provisions
l

related to crime or cyb% and thes puni r]reqbl posed to the offender.
é’

For the Islamic pri es Quran and Hadith, Islamic traditional
. !
scholars’ text ita t:%g beﬁ'fo referred to examine the Islamic principles
hild

%

4
|n|5|,o of .t{e. minimum age of criminal responsibility, the

of social medl a lamic views on cyber delinquencies.

regardin

permlss
\? 5.3 Secondary Data

@



Meanwhile, secondary data may assist in the analysis of the primary sources.

They consist of, among others, previous survey, commentaries of law an?m

databases, and internet sites of relevant organizations. q

Some supporting data from a survey conducted by the USI earcﬁ team are

also included in the chapter.® The data were collected through, fieldwork study by
questionnaires to 20 schools in Nilai, Bangi, Putrajaya d?mndings, involving
1900 primary and secondary students. However, the @rwe ely used it for the
purpose of supporting data and to show the knowledge of the risks seci ed‘wl\tr-the

N

o | S

usage of social media. p e
\d N

Other than that, the contemporarygbooksy textbo rticl%!grbnals, social

media posts are also some secondaw@s which einéélerred to explore
the additional information regardin@he cyber %}y §@\

@ S

1.5.4 Analysis Information “A<8¢
N

For this study, the researcher a‘opte qu@ysis technique to establish the

relations between tv0\set f h
responsibility of A’d‘

' g . .
acts, @the law to determine the criminal

en fo nsiv@uct in social media. For instance, the

legal and sya%w\lys of s Jp'm\ﬁsu)ns are conducted in Chapter 3 and 4 such

O
as on t %Siop Jb Qg}tquency and the minimum age of criminal

4
responsibility. \,T
S
\?part from that, the comparison between Malaysian legal perspectives and
Ga iah principles also will be examined in this study. The limitation of childhood

8 Hendun ARS, et.al. 2018. Developing a Social Media Legal Guide for Children, FRGS Grant,
Ministry of Higher Education.
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age, minimum age of criminal responsibility and the method used to combat the issue

of children cyber delinquency will be discussed in chapter 2, 4 and 5. YV

1.6 RESEARCH SCOPE : )

Overall, this study focuses on current cyber delinquency ations among
children from Malaysian and Syariah perspectives. A survey QE done to explore
the reality happened among children which covered aro i arld surroundings,

including 1900 students from primary and secondary ols art |n this

survey. Hence, the researcher will only use some of t dlngs la olth @dy

Besides that, this research also analys gen Ehe{ With cusmg on

any specific act of delinquency. The%m and |rel

examined through the desktop rewew& Malaysi turi me of provisions

from the other countries in this re cE)re 8”% pa@e purpose.
é “ Q-
i N i
Finally, the researcher uset al prin€iples from Islamic Law that
can be applied to t |n tels 0 chlkbi minimum age of criminal
’
|cs

l from the Quran and hadith. The

Islamic scholar ns f aI Jamaah mainly from the four sects;

lega rOVISIOHS are

responsibility, g |d ines a d

sect of Hanaf , of I|k| ctch hc'ﬂee and sect of Hanbali also being analysed

in det% :M agé\f criminal responsibility. Since this is a
contm issue, there aretgy many published articles and books written by
I

cholars related to dellnquent children on social media.



1.7 LITERATURE REVIEW

1.7.1 Social media and children \z

Social media plays a crucial role in the lives of networked tee hough the
specific technologies change, they collectively provide teens with a space to hang out

and connect with friends.® Danah Boyd in her article stated teens“eve turn to social

media sites for sociality supports amongst pre-existi d g oups, Mmaintain

connections with their friends and for entertainment, an e fo so eurlsm

Research conducted at the University oﬁ@mmster P!ngsdom has

classified online children into eight Wpesvlrt , explorer

investigator, self-stampers, social climbers, fi rs, collec

ons power users,
life-system builders and nurturers. 11N/mo S co m nicat@over the internet

allows our children to open their h media. As a medium

for finding friends, many soo\ ork%}end &/eal information, such as
name, gender, photos, and?'ﬂﬂh it Some em even share their contact
l
number and sexual preb \uj‘_ 49
@

D. 2007 “Why -Youth (Heart) Social Network Sites: The Role of Networked Publics in
Social Life.” MacArthur Foundation Series on Digital Learning — Youth, Identity, and Digital
ia Volume (ed. David Buckingham). Cambridge, MA: MIT Press.
auntlett, David and Lizzie Jackson. 2009. Virtual worlds - Users and producers, Case study:
venture Rock, Communication and Media Research Institute (CAMRI), University of Westminster,
K.
12 james, P., Lawler, John C. Molluzo, 2010. A survey of First Year College Student Perceptions of
Privacy in Social Networking. Journal of Computer Sciences in Colleges., 26(3): 36-41. Consortium of
Computing Sciences in Colleges. USA. http://dl.acm.org/citation.cfm?id=1859168
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1.7.2  Children delinquency in social media

Kids love to explore and experiment as it is the way they learn.* While online

computer exploration opens a world of possibilities for children, eﬁa‘rﬁﬁ their

horizons and exposing them to different cultures and ways of life, th%be exposed

to dangers as they hit the road exploring the information highway. As well as the
‘illegal and offensive content’ of the social media may ha too. Sometimes
they have that curiosity in exploring cyberspace witho p gui@ce?m adults,
which can easily bring them into children cyber-delinguents.** ¢ X~
| &
-

Some kids are more susceptible to some of them, other kids to p\t/Ré?s of the
dangers. Realistically, the cyber environmw@; &i N threat'that it poses to
children. Most risks fall into the f@categor : er-t@éer, inappropriate

content, lack of understanding of g©nline priv \fgi%s r)éoutside influences of
N

third-party advertising groups. ral ﬁars, us a@@ocial conduct, including

N
several numbers of defamatihnses, ‘a}'d other offences have been
found in many social medi thorms luch ic@ﬁ and Twitter.™® These offenses

s
may manifest conduwo erl \'bog Ipegw,}?ﬁy disorder, or various other forms
N

of psychopathol é&
C\ eyl c.)(-’
Re@' nducted berécurity Malaysia showed that the average age at
& v <
AN s

O
S

! i &r D, 'Juvenile cyber-delinquency: Laws that are turning kids into criminals' (TechRepublic,
th

%

6, 2012) <http://www.techrepublic.com/blog/it-security/juvenile-cyber-delinquency-laws-

re-turning-kids-into-criminals/> [Cyber-delinquency]
arshal Morwale, ‘Juvenile Cyber Delinquency — Evaluation of legal implications, S.N.G. Law

llege, Akola.

Murray, Andrew. 2013. Information technology law: the law and society. Oxford University Press,
Page:139
6 Hinduja, S. and Patchin, J.W., 2010. Bullying, cyberbullying, and suicide. Archives of suicide
research, 14(3), pp.206-221.
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which a child in Malaysia sees porn is eleven.!” In the worst scenario, children,
especially teenagers not only view pornography materials, surprisingly th
contribute to sexual images and materials to the internet.*® And to some @N/hen

they misuse the chat applications, they not only contribute to inter iction but

also sex addiction. *° Q .

Apart from that, in cyberbullying cases, some te ns?g!%ted that it is the

mediated nature of the communication that contribu in ,lnsul ing teens

from the consequences of their actions. One high scheol boy‘respondedsto e‘qu\wcmn
,32\ | &

p nced'ﬁ.\ People
Y-

think they are a million times stronger because W hind t@f' computer

monitor”.?° ( \’

Based on a study on sexting"behaviour ?d en Abd Ghani et.al.
) N
which involved respondents fr an Johor, it testifi at the modernization of

o N &
communication technology an d? ted L@growth and development of

whether he had heard of cyberbullying: “I’ve h

1 Cybe W\Aalaysm, do Porpe=http://www.cybersafe.my/pdf/kids/Porn.pdf

18 Hendum ARS, Syahirah AS, Norfadhilaft MA, Abidah AG, Nisar MA, Nabilah Y., & Nurul Atira, M.

2018 Delinquency on the J,@'net”, International Journal of Engineering and Technology,
23

; PP
x ARS, Syahirah AS, Norfadhilah MA, Abidah AG, Nisar MA, Nabilah Y., & Nurul Atira, M.

hild Delinquency on the Internet”, International Journal of Engineering and Technology,
0), pp.323

enhart, A. 2007. "Cyberbullying and online teens.
28 Abdul Ghani, S., Ahmad. R. & Khan, A. 2017. “Sexting Phenomenon Among Teenagers. A Case

tudy in Pontian, Johor”, Studies in Applications of Psychology and Counselling in Asian Context.

Serials Publications Pvt. Ltd. (Chapter in book),
researchgate.net/publication/325735503_Sexting_Phenomenon_Among_Teenagers_A_Case_Study _in
_Pontian_Johor
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commit crimes. The identified risk factors include being brought up by criminal

parents, growing up in a family with multiple problems, poor parentin

discipline in the family or at school, truancy and associating with delinquefit friehds.?

Children and teenagers need attention and tend to explore their identities and

test how to fit into the world of adults.?® When they feel inadequate, iselated, rejected

or misunderstood, they make an effort to obtain that acceptanc ove, and crime is

one way of getting that attention.?® According to T L Lw with the
availability of technology and social media, the eas could c it & ({lqwe IS
c.)
also to blame for this upward trend among youth. ' -
s \/Y'

1.7.4 The solution to child delinquencyipro

% &

Now, youthful social networkin& aising\ma safet ncerns since the

young are still developing the bd embv 30 E?eﬂcies to manage self-
6

expression, intimacy, and relationghips.?®~Evidence of ne bullying, harassment,

late ,@iuct and contact adds support

! Q
in qptixf/ managing online privacy and

intimacy, the cost&ﬂﬂg’r safety an eII-be‘é'rjnay be considerable.?’

grooming, and potentially | or irapp

to the view that, if wuser

/Z

&

| . .
,eom&'t)ooks that show the Muslim scholars’ view

The r@

22 Ho i . Yﬁre Excuses: A New Approach to Tackling Youth Crime in
England‘and Wales, pp 1-14 ~V
23 &

ey Vijaindren. 14. Rising Wave of Juvenile Crime,
.nst.com.my/news/2015/09/rising-wave-juvenile-crime, 14 December 2014.

Audrey Vijaindren. 2014. Rising Wave of Juvenile Crime,
Jhwww.nst.com.my/news/2015/09/rising-wave-juvenile-crime, 14 December 2014.
oleman, J., & Hagell, A., 2007. Adolescence, risk, and resilience: Against the odds. Chichester:
iley
27 Erdur-Baker, O. 2010. Cyberbullying and Its Correlation to Traditional Bullying, Gender and
Frequent and Risky Usage of Internet-Mediated Communication Tools, New Media & Society, 12(1),
p.109-125.
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about social media, such as in Tarbiah Al-Awlad fil Islam written by Dr. Abdullah
Nasih 'Ulwan?. In this book, the writer has prepared some guidelines of prep

how to educate the children physically, mentally, and spiritually. At orﬁ%ﬁ, Dr.
Abdullah has clearly mentioned that parents should not let their c watching
movies and read magazines that contain the element of vicious, obscehe and atheism
because there are the main factors that bring children to perve%ﬁ delinquency.?

This guideline also can be applied by parents in guiding theig.c 'Idrer' whenever they

surf the social media. ‘\d
X

)

N
The punishment for the juvenile offen ould be corregtive Q%ﬁwer than

0 4

punitive and it needs to be enhanced.*® The juveRes'we \pla:@ at the @ﬁy Gurney

and other rehabilitation institutions inste son a:\m of tt& were managed

to be rehabilitated after being released.™! o
SIS
N

Obviously, children es@ tho§e whe, are age cannot understand
&

delinquency on cyber. To son}&tentI em assuming that it is okay to

n knowl ey are doing. As they develop

do anything on the intérn 0 one
s 2
their knowledge, thaught and r \Ongh s, the Il do anything to explore more and

more. Thus, w@s the"respo %

(D§UI|Ity to guide them, especially for the
!
government. %cess ry%o ovide acﬁ?oper education as they are very advance to

%
use the r% The syste :su h a%he existing laws also need some improvement to
righ

ensm ts of the childrert%B;ot deprived.
N

S

Q\!asih U’lwan. 2005. Tarbiyatul Awlad fil Islam, Dar Al-Salam

29 I bid

Haikal Jalil. 2018. “Need to Review Juvenile Laws: Ahmad Zahid”. The Sun Daily. 9 January.
Retrieved from http://www.thesundaily.my/news/2018/01/09/need-review-juvenile-laws-ahmad-zahid

31 Haikal Jalil. 2018. “Need to Review Juvenile Laws: Ahmad Zahid”. The Sun Daily. 9 January.
Retrieved from http://www.thesundaily.my/news/2018/01/09/need-review-juvenile-laws-ahmad-zahid

13




This thesis is expected to give readers information about the related laws
regarding children cyber-delinquency in social media from the eyes of Malays
and Shariah perspectives. The researcher has put some guidelines on @edia
usage following the Islamic principles as it can help people especiall en to use
the social media in proper ways and prevent them from exceedingithe Islamic and
Eastern norms. Although some research has been done thiswissue, it is still
important and always relevant to be highlighted due to t Qmmis problems and
the correlations of social media to the youth. More rtantly, blem that

®
exists due to the misuse of social media by children e prevente \&e @ware

of the driving factors. Therefore, it is essential ISCUSS heﬁ g pQ}W;ions and

oS

Shariah principles to avoid cyber delin % n svfia edia @ecially among
o &
Malaysian children. \ O

[&E') S Pl
1.8 LIMITATION OF STU o c}

“ Q-
\d &
In recent years, seve%e_ rc}l ee Ioremgﬁbut the protection of children
on the internet. Unfort%, here |‘§ limi e‘g'nur@er of research done from Islamic

perspectives espe Nrelatel
applicable to tw to 'a, whtéﬁ/about 60 percent of its population are
& |27 S

Muslim. s

&
Y A
k of Islamic rﬁe@e regarding delinquency in social media has also

be@thallenge to the resﬁher. The literature pertaining to this matter have not

wilo TN o
|Idre$oyber-dellnquency, which is more

ated scholarly in Malaysia as much as victimization and protection of children

Qsocial media.
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Finally, the limited access of data from the government institutions. As any
data and reported cases related to juvenile delinquency are considered as prithj
confidential, it is hard to get the actual data and official report of cyber d@wcies
in Malaysia. However, it just simple and general data without details a t of them

are  taken  from  newspapers, blogs, and social edia  posts
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