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INTRODUCTION \,Y*
1.1 Background Y. l

With the current advancement in modern techpology, tWaction among

@
people has become easier with the advancement in th e of com iqatb@A mobile

phone (also known as cellular phone, cell phon ha% IS a\ga%mon device

that people own these days and can conne@ easH‘K re Iessqi)lace and time as

calls can be made through a radio link ving aro the graphlcal area and in

places where connection can be ma &gy. ’\@93 \@s first demonstrated in the
0 e,

year 1973 by Motorola, a huge munieation omp > With the convenience that

have, telephone has become de <,f co? unl@n where people can send text

messages, Multimedia Mess S shm;brange wireless communications such

as infrared and BK llun hotography and many others useful services
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Mo% .ps S|g&\flcantly, not only limited to transmitting and
b9

rece|V| s, sending text me@'és and some other features, but also they offer many

(Dunnewijk, and Hulten ,2007)

benefl services in a compact device. Therefore with all these advantages, they
@ remain under what is so-called mobile phone. They are now best called smart

phones, because they have features superior to traditional phones. The first appearance of



the smart phones were in 1993 where their features and services were @o the
requirements of companies and the actual launch of the first smart ph %the market
was in 1997 by Apple (West and Mace ,2010). Apple distinguish %phones from
traditional phones that the smart phone works as a traditional p@maﬂer, a smart
phone is considered a computer in your hands. Attributes mnes provide mounted
with an operating system as a set of commands and 4 tions @k together to

manage the phone and various components such a gsplay, roc (f Eg;ﬁ%?a, or in

other words, it links the Hardware and Software thatsallow me ser'to ututrie the phone
operations, because the users choose to run @ g\ﬁa h as @Xﬁ]n applications,
games, the interface screen and everyt %de the @Q phones have better
functional value in terms of the advanCe ent, c%y WS q@so the features where the
computers functions can be f n aﬁ‘y srart p these days. Latest and
sophisticated smart phones ca e vrﬁp}; vices such as wireless network
connectivity for example 4 W| F and t‘hér ices. Different applications can be

installed in smart p Wltho'Jt g an strlctlons With the current available

&
services, many tr n dpne @h as banking, through wireless network,
sending emall ssaJs a vm@nvate and confidential messages.
Ma te nce in terms of %egﬁr- ty and protecting important information is vital in
case t or hacking mformatlon Having reliable security system can help users to
rd all data and it will also protect the phone from other major virus attack. By

hIS users will have better way of protecting all their confidential information and

this will allow them to enjoy all services in a better way (Jeon et al., 2011).



1.1.1 Time line of smartphone \i

'} Q-
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Flgw Tm,e lin sm hones
As depicted from FIK FJ sed IBM phone in 1992, Simon phone
can perform certain, functions tabu@?ﬁf time, world time, e-mail and it was the

only device th e:rfa es t s" in @;{Jnlted States. In 1996, Nokia has launched a
range of p S|gn€ :bu smen. In 1997, Ericsson Company produced the

first seone called Penelo@and in 2000, the company has developed Penelope

ph@ Symbian phone, which operating system was working with touch-screen.
0002 to 2005, Sony Ericsson smart phones dominated the international market over

other smart phones, whereas,_Sony has launched a smart multimedia phone. It was the



first Apple smart phone that has latest global sensation, Apple estaby{g IPhone

Company in 2007. In 2008, the first smart phone with Android oper!t&)ystem was
i

established from HTC. Apple in 2010 released the fourth versionﬂi iPhone. In 2011,
ple was the most

apple filled the versions of smart phones from all the companw
important and one of the best phones produced. In 201 irw year apple produced

iPhone 5s which works with 10S 7 system and contai ture Ii%print to open

L

the phone. In 2014, Sony released a series of versieps, Z to Z3 e'w resistant
-
n

feature. In March 2015, the latest Samsung phone version 6s was'rev. aIed.\Z~
Y
YV \ <
1.1.2 Growth of Smart phones \/ °" é\
Q
t?)

Smart phones have become the owerful and Iat@ modern technology.

\x A
Recently the number of smart phon ina é')o@increased quickly, where
% 6

(7]
the number of users of smart ph& s reached more t&d&ne billion people around the

world. This situation has led tWase ’f co lu@n' any while the communication
S tH >e

via smart phone improves the cep.@ communication using social sites. There are

several types of Smg&}oﬂes; @s of t@ost known smart phones are the iPhone
g
manufactured by@k and the 'h!(y(sgﬁes by Samsung. A conflict arose between
he

O

o uc}@h and modernization of the smart phone.

P 5
ing to a report by @son in 2013, global mobile device subscriptions will

increas;g 9.3 billion by 2019; the report also claims that out of the 9.3 billion

@ptions, smart phones will account for 5.6 billion, which is over 60% of the total of

these compa &Hudi‘gg

subscriptions. As shown in Figure 1.2, today, the majority of mobile subscriptions are for



basic phones. It was observed that subscriptions for these devices were on@OlZ.
However they will remain high, slowly declining from around 4.5 billio 6@, to around
3 billion in 2019. This is because a large part of growth in subscrib %ome from the
smart phone subscriptions. Total smart phone subscriptions had 3: 9 billion at the
end of 2013 and it is expected to grow to 5.6 billion in 2019. Qﬁ the main reasons for
this is because the subscribers change basic phones h n'es inp Asia Pacific,
Middle East and Africa, and also due to the avai Ia of these sm i)ho n lower
price. In 2016, there will be smarter phone subscr ns globallythan BQese for basic
T
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phones.
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?\ Figure 1.2 Smart phone subscriptions.




1.1.3 Risk and threat of using Smart phone

1.1.3.1 Threats of a smart phone Y*
Smart phone is a gadget that can be used nowadays to awish many different
tasks. Smart phone users are exposed to various threats w hz use' their phone. These

threats can disrupt the operation of the smart phone a ans it‘bg@ify user data.

@

Yw
Threats are usually potential danger that can b@bd in 8m ptforl@y people,

professional thief or hackers, or something thre ha.dr\\ﬁa sofmf';e, if they are

not protected by some functional security IEM ph

phone are by two groups, first one threN ed by att
A,
@ack and the attacker can

alter or expose private information i g@t phgbﬁyxor
%, 0 v,

]
corrupt, modify information 0\ wirel ne ork<&o can an attacker risk the

~\

availability of smart phon to??deniil of ?rl ic&-@ck to wireless network and web

server. Second one is the threats cag ue'eé}qnawareness such as malfunction; the

user can disable o@mctio@caﬁo@ mistake which results in the loss of
N
e

important data fr@r S a%?'(\]@g'} tal., 2011).
~
b 4

1.1.3.2 Riskofismart ph

sificaal threats of smart
&

ers s as malware who can

users think that sm@'phones are just like normal phones to make phone
callsi ?\‘ is a wrong concept. That’s because the amount of sensitive data store on
ph iIs truly staggering. A smart phone provides direct access to information, data and

checking accounts. What could happen if a thief gets his hands on all that data? This is



risk; the real risk is the lack of awareness of the danger that surrount{& aspects.
Unawareness causes smart phone user of having risks of installing g&@tions from
unreliable sources,  connecting to Wi-Fi networks, Bluetooth %’[irys and browser
settings. According to the report by (Giles and Dekker, 2010@} security of smart
phones, some risks to the smart phone user are described b O\R'
1- If the smart phone is stolen or lost and its memonrywis left un@?, allowing an
; (3
attacker access to the data stored on it. \Y'
| O
2-  Sometimes smart phone user unintentionally disClgses data on t sm@phone.
N
3- The smart phone allows an attacker of haying a essug{) taon phone.

&

4- An attacker collects all the data relm; user (suchas p ords and credit card

\ Y
numbers) by using fake programs o emai c}&
(|
g
5- Can installed smart phone spm : v’h ing{a\f‘ﬁttacker to access or destroy

change, personal data. z | 0
s F &
N

6- An attacker keep@ggiﬁc I.ISGI‘ der sué(ei’llance through the target user’s smart

2

N
phone. \ s :l C.)(J
D, O
7- An attacker S m9n from th@r by malware a program that makes hidden use
‘D-J s
g

SMS services or numbers.
é S
S-Qrt phone is infected with malware which is specifically designed for stealing

cre ard numbers.



1.1.4 Security functionality of smart phone Q
Security functionality for the context of this research is th od it used to
protect the smart phone could be called functions because the main f this method is

protect smart phone. The biggest security threats to smart phone are™est or stolen or leave

the phone in public places. The best way to protect data aft ing a hone is to not store

Inro

i

sensitive information on it. If you want to store sen on_it, use a

password on the phone and encrypt the data. Use @ passwor at’ a_\ﬁanger can't
. . 4 Y

guess it. Advances in technology mean that ph S pro@e services and

features similar to laptop computers. Sn&t) nes mua sup B'Flt\a wide range of

functionality, web browsing, email, voi nd&sta essaging over the internet,
capturing, storing and transmitting $|d£ rito%\;érablmg social networking,
multi-user games, banking and fmanywother a S. H&ﬁever many of these tools and
features introduce new securi sues 0 incr s¢ ri eX|st|ng issues. So smart phone
must kept smart phones% pro

confidential messa@ |aI c@’dg to protect the messages and details.

:
Security functlo m t phone are tﬁO'Qe functions related to the protection of smart

| &
phone in e% ect }h se n thé\are password, data encryption and PIN. It works
a, Inf

|f.@y have certain data or private and

v

to prote ormation and Sd]gvcard If it failed to protect the phone, it may cause to
have% nes hacked by someone for wrong purpose. The risk in using smart phones
ng way may confuse someone, where they can download certain information

o,
is large or with an unfamiliar trademark or not having any kind of knowledge in

the security function and applications may risk the users. Such users must be completely



aware of the risk involved although they may enjoy some benefits in smarﬂges these

days. :(‘)
1.2 Problem statement \)

The number of phone users is increasing, as sm nes c l)ine e advantages

of traditional phones as well as the advantages of computer.” But'the i nh@'leakage
c,,

%

and obstruction of business results in so-called cy -attacks‘.o ne ork§?>h there is a

o Y
S

There are some users of smart p s who do not realize @t they are at a risk of

they \ag n’e_g\' because of theft or loss
0 S

of most cases as malicious pro SO $ dbn@ve enough knowledge about

how to deal with functions secrityson s1art eor to protect their data from loss.
[ Q

So it may be caused by% user awar e,ps@ unctioning security for their smart

phone. As well as Ias@arenkss ofthow t%:d?hl with software and malware, which are

threats on smart abg ¢ :l C.)O
D | 737¢
Related wc% 2 .é\

X

Mohile%phones have become@mmon among large corporations, universities and all

N
orga \&15 in terms of usage. While there are many opportunities to increase the
an

g

need to strengthen the awareness among users.

4

data loss and important information

c
wn
D,
e

1, A

A\

c d efficiency of the staff and workers in the various areas of concern, but the

risk of attacking the privacy in the corporate world can limit these opportunities. In 20009,
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the mobile phone users have exceeded four billion users with the availabil'&& features

and the functions available in smart phones, this makes it the best gadse(ﬂ?ilable now

T

In the end of 2011, the number of subscribers for Communlcat nternational Union

(Frank and Claudia, 2010).

(CIU) surged with an estimate number of subscribers in Thone service up to

5.9 billion subscribers which means that it is equivalent %0 trw S populatron

This gives us an indication that mobile phones h@mme Very i o}tq@tese days

and play an important role in daily living in evervect ( efrg : 012')\,

A study by Furnell (2005) discus s th ntte ers in the United
States. More than half of the respon nts c I ani% differences between
anti-virus and the fire-wall protectlo urate y, W ch re ed to almost 67% had no
anti-virus software on their sys an ked.én accurate configured firewall.
Furnell study was conduéted i he Unr/ers Df@%nna on 454 respondents. In this
survey, all respondent ere tuii 4 frondj.% to 24 years with 53% of them men
and 42% women. Jhe eI cern to awareness among men and women has

|
revealed that w re m re 0 eﬂfr tb(?nen (59.8 % vs. 53.6 %).

dz student mﬂ'orln‘g'm science seems to feel more concern toward the
appllc at

a third person c\cl;?d know precisely when the users turn on or off their

ones. Statistical analysis showed that women seem to be more concern about
bportunity than men (55.7 % vs. 41.9 %). losif and Dimitrios (2008) in their study

revealed the fact that a person can be deprived from the ability of using hand phones
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(73.7 % vs. 62.5 %) in favor of women. Regarding the level of concerr{Rh likely
occurs by interceptions kind of science, it is obvious that all students arim of the fact
that communicating through cell phones may not be safe. Accor%) the statistical

analysis of the results which were obtained from men, Men% ore secure than

women (13.7 % vs. 3.1%). Y'
N
1.3 Research Questions é ' —f)
L 4 \}Y*

1-What is the level of security functio\iiwt waﬁnes monggg/l students?

2-What are the factors affecting evel of aware sec@y functionality?
3- How security functionali%ctorsih}sp e Qfél' of security awareness
o )
among students? \ " 43'
a\
S
(,)z J N
1.4 Research aim \“ "CJQ

The aim of this &‘is tQ “propase a s@ phone security functionality awareness
¢

=9

model. \ ." C‘)
44? d l-): §J
f..}’

15 ives of research

éh roject, the objectives that need to be achieved are as follows:
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1. To identify the current level of awareness security functionality iIS\ﬁrt phone

security functionality. c')
ffect

2. To identify the relationship between the factors that migr%.

awareness. \,

3. To design a model of smart phone security functio IitWeness.

1.6 Hypotheses ' ‘c\)‘f
Below are the hypotheses for this study. Details of the‘Ja torstwill @xplained in
Y

chapter 2. \,z SY”
Hla. There is a positive relationship be@e, gender.a ué(’ attitude  toward

smart phone security functionality. \T &-\
: , S
H1b. There is a positive relation%weeﬂ edu n l@ and users’ attitude toward

&/
smart phone security functionq' Etf i Q\
Hlc. There is a positiv% ship betw I‘l-
attitude toward smart M&secuqit tlona&J
& N
m reﬁticns P&hﬂ%’lj security system and users’ behavior toward
it

the level of

—X

[th‘b&pe of item or service and users’

H2a. There is a

smart phone s

rd smart phone seCu(.Ei’ty functionality.

e is a positive relationship between users’ attitude and security knowledge
to smart phone security functionality.

unctionality. \(J
’ <
H2b. The; positive fela on%‘ﬁ)' between the type of item or service and users’
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H3b. There is a positive relationship between users’ behavior and securK&owledge
toward smart phone security functionality. (,)

H3c. There is a positive relationship between users’ training and security knowledge

toward smart phone security functionality.

H3d. There is a positive relationship between age, gender and ity knowledge toward
smart phone security functionality.
H3e. There is a positive relationship between education n:j\esd ty Wledge
toward smart phone security functionality. é
H4a. There is a positive relationship be ecuutk Ied%ygnd security
functionality toward smart phone securlty fu |ty
H4b. There is a positive relationsh en auth catloOnethod and security
functionality toward smart phone sec unctlo ,Q\

c}
H5a. There is a positive relatio e secu y‘kn@'edge and level of awareness
security functionality toward fur@allty

H5c. There is a positiv en u " attitude and level of awareness

'p.'

security functionality NQ! sm ecu é@nctlonallty

H5d. There is a pw elatl ?husers behavior and the level of awareness
security functlon owa ph\'orej&urlty functionality.

itivedrelati h|p een users' training and the level of awareness

security fu tlo ality toward sma(r,shone security functionality.

3
S
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1.7 Scope of the res@ Q
The scope o% ject inclu s’the ing areas:

Qe &
I.  Thiss il focus 'on smart pbéhe users.

1. Thg&ents of USIMs’ ar@‘respondents do USIMs’ students represent youth.
1. ? hone security functionality and the awareness among users.

Q s study don’t cover this study does not cover varieties students discipline.



1.8 Synopsis on methodology

15

X

The study was conducted by using quantitative approach. A surve@nducted to
collect data from respondents. The population of USIM students s about 11000. The

questionnaire has been distributed to approximately 500 studentsyand ;e returned usable

response for this study is 375. The study sample is consist: oant age groups (20-35

years old). Data were analyzed by using the SPSS to

th ol}je\ti\ﬁ of this study.
@

se riiy aq‘ﬁionality

The results contribute in designing a model of rt phon
A
awareness. The details of the study methodology are shown insTable 4.1. \ &

N

N

Table 1@ch me

& -

oS
A

Objectives Approach

Data

Data collection .
analysis type

1-To identify the current leve

-

AN

“Questionnaire | Mean
[

awareness security function in
smart phone security fu(ctign ity
rel

awareness

Questionnaire

2-To identify the ionship, | Correlations
between the fact ?\%at n]@’rt\ Questionnaire Analvsis
affect the level of &n SS y
3-To design Nel ofs sm Literature .
: - . Regression
phone  se functi review/ X
Analysis

Qtudy revealed the factors and designed a smart phone security functionality

awareness model.
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1.10 Significance of the Study \q

This study is significant because the proposed model helps the us%ognize the

attributes in increasing their smartphone security functionality av%e_ss. Furthermore
igh

the model gives insight to the smart phone manufacturer, by highlighting the factors that

increase the level of awareness. ? .

1.11 The structure of the thesis \d
e
| &
The detailed organization of this thesis is describ he Ta?’le 2 §ifucture'ef the

% 5
thesis. Table 1.2 Structure of the iesns \ &
A ) °\\| <SS
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05 5 It is the final chapter which consist the main findings and future




