CHAPTER 4

GEO-KEY METHOD A
The enhancement of encryption and decryption key g Wprocess of this
research by implementing the adopted method into the key acn pvlocess in existing

symmetric AES method. Figure 4.4 illustrates the proces ener ti.erdgeo-key to
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Figure 4.1: Process of generating AES geo-key to be used in encryption and

QE decryption process.
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In general, any GPS-enabled device should provide the latitude and long f
its whereabouts. However, in this research, used a Raspberry Pi 4 w T
Module board (Pi-GPS). There is no limitation of which hardware caﬂ-&hoose but
instead, the important data that it requires are the coordinates o W gitude and
latitude from the devices. The main objectives here are method use r generation the
AES and validation based on user location to obtain the purpose of

encryption and decryption of data. In Figure 4.1, illustrate,the da S|ons and

events for the generating the encryption key using @M sedlcrypt r'p&cf)
S

a
Based on Figure 4.1, there are three m m o‘m.ot\ the tlon based

cryptographic which are discuss in detallsemllom gs chapégss.\

4.1 User’s account and connec

The first part is the initiation

@D
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C
[
wn
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be used for encryption.

%

The pre-requirement at initial stage,in Fi equw&user to register its credential

on for the Pi-GPS box t0 re |%r its ial | %e note that the Pi-GPS box will

‘:

sini
not be connected to ny L 0 N etwor , owever it requires the device to be

|

connected via U he u | su computer and server. A local database
is created Wlt PS or'stai g‘t e entlal and initial GPS location.
T e mfl ur 1 re \o key that will be provided by the Pi-GPS and

user dace AC address whij Q?éy B refers to the user's password. These keys

¢ tlon described in this research known as Geo-key. Next, the setup of the

: nce threshold. The threshold is recommended to be set up within the range of the

er residential or specific building office sizes. In this research, we used to set the

threshold in range of 5 meters up to 50 meters.
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GPS location retrieved via Pi-GPS is denoted by Point A and Point B where

Point A represent origin location of where the file is been encrypted while

represent request point of decryption location. For the geo location vali@'s\,ietail

Yv

4.2 Conversion of GPS longitude and latitude to X and ‘I coordinates
pp

process is briefly described in the following section C.

rojection we will

t fw Equation
X
3.1. We can simply use the horizontal axis x to denot itud yrtlc@ x to
- 4
denote latitude ¢. Y- \ \T

x = R(A wl \T
# S
& ‘&
Where: A :isth itude i, dians of t@aﬁon to project;
Q: % tude in ;& 'pﬂ‘ tf‘abcation to project;
s &
N@ the Ta arall&
\’&5 the erid'&‘}%’f the map;

(3

or{al@rdinate on the map;
Ny

%l: y 7 ‘artica ordinate on the map;

Y-v

A R :isthe ra@'of the globe.

\e ratio between should use cos @1 as the aspect ratio, where ¢1 denotes a latitude

@ to the centre of your map. Furthermore, to convert from angles which measured in
a

dians to lengths is require to multiply by the radius, R of the earth (which in this model

Firstly, on converting GPS coordinated into flatte

ﬂ

use the Equirectangular projection method (Weisstein, in
e

&
7y
o
/.

el
@D
L )

is assumed to be 6371 km). The central meridian Ao is 0. The algorithm 1 provide the
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pseudocode as a detailed step in the process of developing a program based on equation

4.1. &
Algorithm 1 Conversion longitude, latitude to X, Y b
Eart

1: Initialization radius < 6371 . usiin KM
2: Input GPS longitude, latitude

3: Output Coordinates X,Y

4: procedure CLASS REFERENCEPOINT

5: procedure INIT(longitude, latitude) . > C& ersion to radian
6: radLng « longitude * pi/180

7 radLat < latitude »pi/180 V

8: procedure LATLNGTOGLOBALXY (radLng,radLat)

9: X « radius »radLng *cos(0)

10: Y« radius *radLat '

11: return XY

12: procedure MAIN \d

13:  po « re ferencePoint(longitude, latitude) ¢ Y'
14:  po « latingToGlobalXY (p0.radLng, p0.radLat) J ' (,}

15:  return po .

' X

Yb’
4.3 Validation of user location WItK up t h
Next, to create a distance radius threshol ed XA\LC ordlnates obtained

A

from the longitude and latitude coo s 'ﬂ\ Initi e cry@on location of the person
denoted as Point A and the req ryption on oﬁtﬁd person denoted as Point B.
The validity denoted asgV, if s equal’o 1 F e decryptlon request was inside
the distance radius thresho h|I qu;b it determines the decryption was

request outside t@e r 'ust shold in Equation 4.2.
(4.2) c\’

S

> .
W?\ Dy : the dlstanc:o'é threshold limit

‘é (x,y) : set as coordinate location (lat, lon)
Q A : original location
B :requested location

A T variant distance between 2 point of A and B
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V' : Distance validity
The algorithm 2 provide the pseudocode as a detailed step in the provf

validation of user location within the setup threshold based on equation 2. %\

Algorithm 2 Validation of user location within the setup threshold
1: Initialization

2: DT« 1. > distance‘threshold in KM
V1. Nlidity of position
4: Input

5 A—AX Ay T

6:B— Bx, By

7: Output variant distance T l

8: procedure MAIN
9: T« sqrt((Ax — Bx)*>+ (Ay — By )? g Y"

10: if T<DTth

11: | Vel o % J ' _\(’}
125 else .' Y'
13: Veo0 \’

N @)
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