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CHAPTER 11

RESEARCH METHODOLOGY
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3.1 INTRODUCTION \d‘
Ng

| S
The main purpose of this chapter is to descri etl‘uo\dﬁl at i@éd in the
T

: ene@: comparative
ica@%swords that have

study to collect the data to achieve the rw obj

evaluation was conducted to determiwat kind of
the ability to resist the social engi@yg attac_h\_\ﬁhgm

literature review and survey questi ire. This chapter a@e plains the structure of the

guestionnaire. \ R

Y. N
% l 0
'3 5
Social engineering a&ksa u' \MQQ by ref@ﬁg to the literature review, there are
ﬁ&g

various methods enti abling su@i trusted e-mail source, confidence-

building, rev&y mlin@n ng (Réa, piggybacking tactic, techie talk tactic, a
phishing &'&1 saeaufﬂhi g @( a whaling attack, vishing (voice phishing)
s

attack,xm networking sitesca_.’n};ks, neuro-linguistic programming (NLP) attacks
\

essing attacks. In this study, the impact of these methods on traditional

ho‘éb'logy is based on the
o

word and graphical password will be determined, in addition to its impact on the
S

phical password types.
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3.2 PROCEDURE OF THE STUDY

T

The primary aim of the study is to determine the best graphical passwo@ that

resists the social engineering attacks. To achieve this aim, a specifi dure was

followed at this study. The research procedure is classified into four&g% (Figure 5),

ey Y
Y'.

1-Phase one: By referring to the literature reviews, Soci |ng attack
techniques were determined, and later, study its th t@e ‘@hlcal
password (GP) and traditional password (TP) eX|st rchdflterature

search). o\ g
2-Phase two: The social engineeri ack t%%t t@re collected in phase

one, were classified into four de (91d|n n th I0|tat|on of one of the

weaknesses; The first group,_co sts i e techni u?}that exploiting the victim’s
tec

confidence, second gn%w ists of techni u § on greed, third group based on
}N t £ &

the curiosity and the“final grou;i hegman psychology (classification).

\ ! )

%

3-Phase three: IS age ;to(e}o pare and evaluate the effects of social
N
engine attacks tec on @hlcal password types by conducting a study to

L _ o
r I|ck based and chmce}ésed methods to obtain an answer of which is more

ré& to the social engineering attacks techniques (comparative evaluation).
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Start

Phase 1 * Literature Research Y.
Phase 2 * Classification (n}
Phase 3 e Comparative Evaluation A

End \/Y.

Figure 5: Study procedure Y'
3.3 DATA COLLECTI \d
X

! _@
This section highlights on the procedure f(Y. ti% . ima,[x, ata was
second

obtained by using survey gquestionnaire, v\h;
literature reviews. \: ,

3.3.1 Participants

N

The role of participan% guess'ge}lphisa:fjﬁssword (click-based graphical
password and choic%sed gr ﬁ‘l':g swor“ enerally, each participant has three
attempts to geté&ice- @phic&i}&sswords and three attempts to get the
click-based r%al pa/swz% b ' (37
) 8

el -

Sim eﬁm sampling Wasc@e‘z(; to determine the participants; the questionnaire
Q AN

ributed to 50 participants; as each participant has 6 attempts to get the correct

G ords then the overall attempts are 300 which are enough to examine the data via
PSS.



40

The participants are university students; they were recruited from Universiti Sains
Islam Malaysia USIM (Islamic Science University of Malaysia) and UVT
Kebangsaan Malaysa UKM (National University of Malaysia). They
undergraduate and postgraduate level. The questionnaires were di d to the
students during their lectures after took the permission from the univ&t.y'.
Y
This study based on the paper to collect the data and pers ﬁi ws, it not based
on the online questionnaire. Consequently, this needs to%determi e‘E\Jst‘tudy area
to facilitate the collecting data. For this reason Univegsiti,Sains Isla a’a&@SIM
and Universiti Kebangsaan Malaysa UKM we sn as €a test.th effect of
social engineering attack against graphical W d. 0\ \ é\v
&
QS
3.3.2 Structure of the Questlonna@) T ,<\
n S
‘&
Based on previous studies ch Jal . (2011) @Aljahdall & Poe (2013) the
}‘lall

questionnaire was d% Alja 'Peb'(2013) tested two groups of
4

participants from w«ablzi ed om Each participant was asked to

answer a shortgek nai 'n to e a graphical password by choosing 4
¢
pictures froe%)f 10 p:::? ' (j)

D&

\co

aI (2011) evaluated usability performance when two graphical authentication

(%2

t ods (clicking on image and selecting from a set of images) were combined by
ng a questionnaire. The questionnaire was distributed to universities students. The

questionnaire contained various image so the students can select among them to guess
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the password. As a conclusion, they suggested that the method of clicking on images
and choosing a series of images can be combined effectively, without mg?um
impediment to users. However, although the results have shown that e ility
was maintained, users’ clicking accuracy was high, timing was reasoﬂknd users’

preference were positive, the trial had also found serious problems. ?

The steps used to investigate the users’ image selection are: Yv

a) Frequency of the most popular themes chosen by u alculaw
]

b) For the most popular themes, the most popular im deter y I _\q
c) ldentify participants’ click areas towards pop |ma N T
d) Determine and investigate the cllck@an

\

o
=
o

The questionnaire contains fo (@e a d|x \The first part of the
questionnaire is an mtroductlon, pr i tlons-ﬁxe participants must follow to
I is

answer the questions. fThe seeond pa omt @artlmpam s demographic; like
E a S
name, email, study rogr ‘(’a-n{ radu é"t‘)r postgraduate), the participants’
university and &The t@ is re.@ed to guessing choice-based method. It
% e
has nine obje%

ur f) (ch epaseﬁ'@raphlcal password). Finally, the fourth part
related t e(}g

@,

aI pa@rd method that has a photo with various click

points 5 lick-based graphltzgjz;ssword) (Figure 7).

N
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%articipant had three attempts; at each attempt they must try to guess the needed

sword. For the choice-based graphical password method, participants had to guess

five most popular objects, as there are nine objects.
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For the click-based graphical password method there is a determined T
participants had to guess five most popular points in the image. To guess ick-
based graphical password each participant had also three attempts. SoAyarticipant
had six attempts. Since the survey has 50 participants so the oveWempts were

300; 150 attempts to obtain the click-based graphical passwgrd ane’150 attempts to

NY.
The survey was conducted by using a questionne@termin the i #aciégocial

engineering attacks against graphical pass ypes{ i -bas%yaraphical
rds); si \S

passwords and click-based graphical pas ; t choic%&sed graphical

cho@@ from a specific

password and the click-based graphicalpassword depen
)@rs.

photo unlike draw-based which crez@;snew draw
N
‘% il
The needed choice-based graemas:l/ click-\ ed graphical passwords were

determined previously, before the questiohnair \Mer@ ributed. Each password consists

obtain the choice based graphical password.

‘S 4
of five objects wi%s uel \QQ . Theéfr%t password; is the choice-based

graphical passwm/hic , but@jy, flower, o’clock and house); the

participants h(‘;/vri dow, syr(ﬁ‘ﬁbl for each object. Therefore, the sequence

order m@kcts’ sy bo :is; 0, , Sand E.
: Q/‘Z‘
g

T \pnd needed password is the click-based graphical password, which are (orange
w

hite bud, green bud, nose and eye). Therefore, the sequence order of the

jects” symbols is; E, F, G, C and D.
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3.3.4 Data Analysis

Data analysis was conducted by using SPSS version 18. The data were @53
the questionnaire analysed by using descriptive statistics to get the ccﬂ%asswords
that the participants guessed. Also, it was used to get the patterns repetition; the most

objects that were used by the participants to guess the passwoc%sw

3.4 SUMMARY ‘\d
@

NJ
| &
This chapter presents a methodology for dat : thr{g;\re three
phases, based on the research objectives; pha:\es ; pha@&; and phase

three. In phase one, literatures re)@somal enoi mésrtacks, password

authentication and graphical passw thenticati gre j@ted and reviewed.
# S

g
&
In the second phase, cl fIC ] engi *é‘lng attacks techniques was
ploita

developed depending % on ‘gﬁe he weaknesses; the first group
&

consists of the te&lﬁges thz]t the m’s confidence, the second group

consists of tech que ase

, th| oup based on the curiosity and the final

group based hum ps

F.W&" s

the phase three, a c@ﬁparative study was conducted to obtain the most

""7/

r graphlcal password type towards social engineering attacks. The next

0 ter, Chapter 1V presents the results and findings from phase three.


















