CHAPTER 1: INTRODUCTION
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Recent studies have been conducted on cloud worm attacks because the worms keep
on changing, and this affects the detection rate of cloud worms (Shahin, 2014).
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confidentiality are designed to prevent sensitive information from reaching the wrong
people and ensure that the right people can obtain such information. Access must be
restricted to those authorised to view the data in question. Data are usually categorised

according to the amount and type of damage that could be done should they fall into
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flexible cloud installations which could cause huge data losses. They are malicious
codes designed to compromise the confidentiality, integrity and availability of the

cloud computing system (Yadav & Gupta, 2013). They destroy application,
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functionality and systems in a cloud environment by attacking hypervisors and VMs

(Singh er al., 2014; Chou, 2013; Qaisar & Khawaja, 2012).
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Accuracy dasggon tends to suffe\ﬁ}fn having incomplete optimisation; in turn, this

phenome \akes detection naccurate. Another weakness for the accuracy and
classz xaqy for worm detection 1s not having a continuous learning ability in their

te gase which leads to the high worm invasion of the system (Fouladvand er al.,

2016).

Therefore, based on the implications of the cloud worm attacks, developing a new

cloud worm technique that detects and responds worm attacks in the cloud computing
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environment 1s needed. Enabling cloud worm detection approach 1s crucial to protect
the functionality of the cloud environment against any worm attack. Thus, finding a

way to detect and respond to the cloud worms within the cloud computing system 1s

important. \2
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Figure 1.1: Mapping research objective with research outcome



1.5 Scope of the study

The scope of this research 1s to do a study on detection and response on the wa
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attacks for Windows operating system platforms based on a CIS i Pmputing
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1.6 Research Contributions

The contributions for this research are as follows:

1) Development of cloud worm classification. \z

2) Development of a cloud worm detection technique by integrating Wge enhanced

oenetic algorithm. q

3) Development of a cloud worm response techni qsed on threat levels
representing the impacts on confidentiality, integgas av@y measured

by the security metrics. E
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4) A better accuracy rate for the cloud worn?u:tio.Q e cQE)ared with

existing work.
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infor a't'io@ the cloud computing

@1 attacks and improve the
'S

discusses related topics on the fundamental

Chapter 2'\ literature reviews

he subject matter, such as the cloud computing architecture, worm

knowle%
attac@ ud environment, worm detection and response techniques and GA.

Chapter 3: The methodology chapter discusses in detail the research methods used to
achieve all the research objectives. This includes the lab architecture and the whole

analysis and statistical data mining evaluation methods.
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Chapter 4: This chapter presents a new cloud worm classification in detail. It consists
of the worm cloud classification and experimental results which include the frequency

analysis and statistical analysis.

Chapter 5: This chapter explains the cloud worm detection (EGA) techigtle psing GA

in detail. It consists of experimental results, different testing technMues and a

comparison with existing data mining algorithms, conducted{to prove the
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p |

(CIA). -
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0 'déuggestions for

effectiveness of the EGA cloud worm model.

Chapter 6: This chapter discusses the cloud worm respef

Chapter 7. This chapter summarises the k

future research.

1.8 Summary
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