CHAPTER 3

RISK CONCENTRATION FOR CONTEXT ASSESSMENT (RiCCY.

3.1 Introduction %\

The purpose of this chapter is to illustrate the design and initial gvaluation of the
proposed model named as Risk Concentration for Context Assessi 161&3{@ CA. The
design of RiICCA is evaluated and verified via a series of sin NS conducted in
Section 3.8 of this chapter. The design presents and illustra %a ment between
natural dendritic cells (DCs) and the artificial DCs used ir end 'itwf\lgorithm

(DCA) to demonstrate the principles behind the RiCCA gorithi. Tt ]1(?‘/%_’ not a

classification algorithm, which does not indicate ther t}e abgormality of an
antigens, but the abnormal degree or concentralion.Y. \ Y\_f

A series of simulation is conducted as nin

rin@o exhibit the

designed model, RiICCA. This simulationw red to sma@ale because the
)@s of messages. The

number of datasets utilized for testing pu% is just
N,

measurement of the identified risk is%d vl m 1 CQ/ ation. Once the result

is verified via this testing, then awl i elo for this task. A further
experiment is executed using tes prglotype fo ev upt model in an automated way
with the deployment of the larger ge o% sgtéy

This research that @d to lppl ang@heory in assessing the risk level of
spam text messages idg Nd that thexgHrg t\@) focal points to address the research
interest; risk concel 109& nd gonsex ag‘se spent.

~
eensfh cke‘z@ & Cayzer (2010), concentration refers to

>cules of signal petgvm volume. In this case, risk concentration can

N

Accordin

the number ofgn

it employs the dangerousness of an antigen. Hence, in this study, to differentiate the
dangerousness, the malignant level is referring to the risk density based on three (3)

levels of categorical data (high, medium, low level of risk) that comes together with a
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numerical value (in between 0 to 1). The closer the calculated value to 1, the higher the
potential risk is anticipated. This concept of risk measurement is aligned with the
Mature Context Antigen Value (MCAV) calculation as suggested in the Danger Theory.
In addition to the risk measurement concept, Greensmith & Aickelin (2008) suggested
that the generated real value for anomaly score may assist in the polarization of ‘mal
and anomalous processes. %
As articulated in Chapter 2, the Danger Theory is not only able to e%danger
but in addition to that is its capability of measuring the maliciousness. This¥nalignant
state is commonly referring to the context of antigens. DCs that becon’§ the main role

in the Danger Theory are known as professional antigen preseny s and have the
ability to process and collect signals and antigen. Its algorithr ﬁ.performs filtering
of input signals, correlate between signals and antigen, a ally cJaSqficgghe antigen
types as normal or anomalous (Greensmith & Aickelin§8Q09). Tt

signals are measured and the greater of semi—mature&re 0 g ecomes
the cell context for antigen assessment. This cell Wxt '\Q l%,"all antigen
collected by the DCs with the derived contex(%wf 1 8{\ 0 ‘een(i%], Aickelin &

Cayzer, 2010). \ 'e)
On the other hand, multiple Siﬂl%hat co\(ﬁgb @ are combined and
, ,é.m&x tl o

tl'\éf’gﬁtput

processed. This produced context i 18t Grep ts the status of the

environment. The state of environmegs € either’.‘as semi-mature that implies

N
4 ‘safe’ context or mature jat g;lies 'd?gfr@context (Greensmith, 2007;
5 t

Aickelin & Greensmith, 2007). Inghis SOQ essment is referring to the phase
where antigen (content &M merage is bewg® assessed to identify the malicious

level or dangerousnes. i | (—)O
The RiCC n; 'ptua megc)is ddpicted in Figure 3.1. This model is designed

\
based on theorefg dersland gof s‘l&al (translated as concentration) and antigen
wAw‘xt) correlation fr
N

(translated ¢ he Danger Theory. Signals are categorized from

differentid® f its strength and every antigen has its own signal value. The state of

SurTo will be determined by correlation of this signal and antigen information.
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In this study, eac x‘aob { as 1t éﬁvn particular task to ensure the
ul

achievability of the targ & ul l lis @nphslled‘ Every phase of the task

is consisting of a tux hap arcy 1 0 be executed. All of these works are

conducted phase by n a fimé ana®d# Details of the milestone of the research

work and its pmfw 1 beds # Agpendix D.
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3.2 Immunology-based System’s Design And Development: The Life Cycle

Other than Conceptual Framework introduced by Stepney et al., (2005), a cycle
of immunology simulation approach also can be applied. This is introduced by
Figueredo, Siebers, Aickelin, & Foan (2012) and the authors articulated how a
simulation in immunology could be translated as one of the approache% ied in

problem investigation. The approach has been referred as a general fram \%0 design
and develop the RiICCA prototype in this study. It basically covers thekl testing to
verify the functionality of the RiCCA design is developed and exec as projected.
This guide has been utilized in this study since the base theory apwis an idea that is
related to the immunology field. The process is iteratively @ 1Rc§ until the absolute
design with an effective result is comfortably achieveése rCh isgparticularly
i

guided and coordinated via these processes as depictgd in Yigufe 3 g tl{q-entire
description is tabulated in Table 3.1. | ,\c"
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Table 3.1: The Application Of Simulation Study Processes In RiCCA Designation

And Development

Process in
immunological References
No simulation Process for RICCA implementation for further
(as depicted in descr e
Figure 3.2)
Objectives of this research are defined and
discussed based on identified scenario as the %
1 Define the objectives | motivation of the research. According to formulated
problem statement, the research objectives are R
developed with the intention to have a fina
outcome of risk assessment prototype.
The description of the system is elaboratedwr
2 Describe the system (%Cﬁn.ed b.)/. e e Qf l'eS?al’C}] b Cl -
) functionalities and limitations of the sys also apter 1
identified.
Meticulous reviews of the pas
conducted. All possible related papers \d
are validated and studied to build >
i s extension version as an imprqy Fh 2
In\'csnga.lc SR already been established. -\
3 theories and q&pler 3-
established models Research objective #1: T tion ’:3_
Danger Theory of A }‘h?.ﬁl and 3.5
identification and (@ssgas™ent
messages. \,
The dataset from the ' Chapter 2-
identi Section 2.9,
. Chapter 3-
4 Use experimental data i Sectiopn 36.1.
e@ efficient |  Chapter 5-
- Section 5.2.1
weer Theory of
4 pon for spam risk
¥ Phg biological idea that
Bk asses :ﬁs(nt is articulated and
5 Build conceptual iCCA mody is desi ! Chapter 3-
) model {9 Section 3.5
Resgargh OeCtlv =O%Q)o propose and develop a
moflel thali€¥rglated T the assessment of spam risk
levgl us 1 intg&ration of the Danger Theory, text
i Psdessment methodology.
S, elements in Danger Theory
s (theoretice del) are identified and mapped with Chapter 3-
6 aggiagalcy M lready the desidng conceptual model. The biological Section 3.6,
S N in theory | behaviour is articulated and clarified in spam 347
| problem environment.
All related elements for the proposed conceptual
. : 5 model to function properly are identified and tested. Chapter 3-
opriate simulation These additional elements include risk assessment Section 3.6
approach M mining. i
Series of experiments are executed to ensure the
Bepies clcmcnts OF | most appropriate simulation approach is effectively Chapter 3-
8 pariesR i lhc applied for the proposed model. The results from | = Section “;7
appropriate simulation | ;g preliminary simulation determined the design 3.8 and‘3..9.
approach L_ELLL'O“/
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Table 3.1, continued

Process in
immunological References for
No simulation Process for RICCA implementation further
(as depicted in descri
Figure 3.2) .
( Biliidhe Sl aion The ﬁ.ndmgs hc?m series of.expellrn@ts are Elsed Chaped
) del to build the prototype for the purpose of the | Se - K
R automation process. hap®€r 4
The computational model (in silico) is verified to
10 Verify the model ensure the algorithms are aligned and as hapter 4
delineated in the original DCA algorithm. i
Validate the model The model is re-validated with the biolog
with existing theories | theory (Danger Theory) and the source
2 and if available real- | dataset is confirmed. The authenticate Chapter 4
world data established at this point.
The design of the prototype is rg
source of the dataset for the initial po
testing phase are confirmed and ggllect ‘ Y'
of experiments are determine ' (:;“
12 Experimental design | identified objectives. C@r 5
Research objective #3: to WL t Y\.’
of the proposed modeldgith (§¥ ain V
90% accuracy rate.
Once the pro i
developed as the pro ‘\pen )
with multiplc%‘s to \e ? S
13 Experimentation CERep S 0 Chapter 5
ResearcigoUiagtive #3 4 uale ccuracy
of the )ro& \e ail h&more than
90% a / rat
. e reslits are afalys@fl ds gmiglitcome of the I z
i Result Analysis mudel B he effigigney @i ghg,mel is identified. Bl
15 Report Findings flndlllN concluss ‘Sfe reported. Chapuﬁx 5and
¥ e fi s e vali and verified if it is
16 Validate an‘d_add L e B logical inspiration izlea Chapter 5 and
L R anfl filtus L%nl is identified if any. ]

g ) p-) é\
3.3 lﬂorm Spam M‘mag
N

to Brownlee (2013), supervised learning deploy an input data that is

data and has a pre-defined label or result, for example spam, not spam
Nrice at a time. A model is arranged through a training process where it is
obliged to make predictions and 1s corrected when those predictions are wrong. The
training process continues until the model achieves a desired level of accuracy on the
training data. In managing spam, spam classification is applying this type of learning.

In contrast to supervised learning, unsupervised learning has an input data that is not
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labelled and does not have a known result. A model is prepared by deducing structures
present in the input data and example problems are association rule learning and
clustering. Clustering spam into category of its’ content subject-matter is the sample of
unsupervised learning.

A preliminary study conducted for this research includes various ma
learning algorithms dey reloped for numerous applications. A different alg x
meant for the different purposes, for instance, an algorithm designed and m d for
a classification task is not fit for a clustering task. This is due to the f: hat every
algorithm is unique in terms of its mechanism and functions in its gwn $pecific way.
These algorithms usually end up developed as a tool for ease of Cl nent specially
to test on a large size of dataset automatically.

The initial test in this study is conducted using data ging ool EdMiner

and Weka to classify and cluster the same set of SMS mes s, a colllecti nfron%%-CI

Machine Learning Repository. In this simulation, three (S\giffergat hlgghithn aive
1 N)) are
gor ﬁ (kMeans,
.\Qg as depicted in

esearch, shown as

dotted line. These algorithms were since t the well-performed
algorithms for SMS spam filtering as d M;n@et al. (2017); Choudhary
& Jain (2017); Lota & Hossam%} Aragd et Seth1 & Bhootna (2014);
Warade et al. (2014); A. K )’Sal, a\ 'géﬁlmal (2013) and Narayan &

Saxena (2013).

Bayesian (NB), Support Vector Machine (SVM) and KNear
applied for spam classification and three (3) dif]

Cobweb, Hierarchical) were applied for clusterl 65@:1

Figure 3.3. The phase for risk asswsmem ) foca

This simulation 3 te sgpal ell/ueg-gdala mining tools, RapidMiner and

red tifat 1s@besl algorithm for spam classification,
ori

1%t suifh 10 cluster spam messages. The results are

Weka. The final resu
while K-Means is
referring to the st accuracy mle e classification and clustering task. These

\1‘01’ both in RapidMiner and Weka data mining tools. In addition to

results are ap
that, this, tion also showed that the more the dataset is used in the training phase,
the bett algorithm or classifier performed and gave a higher accuracy rate but as
the size of datasets increases, the time taken to learn and classify the spam messages

also increases in both training and testing phases.

73



K-Means Ric%’

| |

! 1

Tools: ! 1

WEKA & .Cobwe!) | using Dafger :

RapidMiner Hierarchical : :
1

‘ MACHINE LEARNING ALGORITHMS % o -&;(;\c}v
d o

i '%nedline
ndicate the focus

O<< of the research

Indicator: Y
= Phases in spam management Samples ofa% gori

Types of machine learning Samplgs 0%)3 e autor
= tools
Ijo

Figure 3.3: Integration Of Spa la%c nenyPr es With Machine

Learning Algor'\ nd Expgfithe Tools
S
This preliminary stu identi

3 edt atlsp@ should be treated the same as
other mobile or online tRreats¥ha cidially éﬂles with the effect of risk. An

integration of risk ma@t 1t l sysl\ of managing spam is elaborated in
Section 3.4. \ ’ { (,g)

’
With refe

Figgre 33 the@se of assessing risk is using unsupervised

learning metl s is d{e elgent of DCA that there is no dynamic learning
Is attemptg ence its algorill@ not relying on a training data. Gu et al. (2011)

and Gu e 008) justified that the knowledge of normality and anomaly is acquired

thro sic statistical analysis. For this study, that analysis is retrieved from the
appghn of term weighting scheme and risk scale. In this spam risk assessment, the

sampling of initial population is later fed into the testing phase and executed as in the

following Figure 3.4.
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In this \:( pre-det®mi ed\le scale is applied as the knowledge expert to
dislinguish& ferent levels oi"i‘s?)ul and output signals. In addition to that, a

questiongaseisas been distributed to develop a list of expert judgment on how to map

Figure %\ns plryg c?l'L mning Of RiICCA Model

and lab&bLd calculated risk qualitatively (high, medium and low level of risk). This

part is W#borated in detail in Section 3.6.3 and 5.3.1 of this thesis.
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3.4  Treating Spam As Part Of Risk Management

Blank & Gallagher (2012) produced a guidance document about conducting risk
assessments under National Institute of Standards and Technology (NIST). Risk
assessments are a key, part of effective risk management to facilitate decisimvng
that includes processes of identification of risk, assessing risk, l‘espondin%\ <. and
risk monitoring. A

Theoharidou, Mylonas, & Gritzalis (2016) and Yeboah-B & Amanor

(2014) proclaimed that SMS spam has been observed as one of g mgbile threats due

to its malevolent impacts. Since spam is needed to be treat d a r threat, then it is

required to be managed as proposed in most of the risk man nt s‘andards in order

to prevail over it. There are three (3) main processes involVggin njna® pam which

are spam classification, spam clustering, and determi

n levdl o pz’n@verity
which also includes the options available to the regponNwagaig8t Spyfl. |~
. N
The spam management model is depicted'§p Fi \0 andh¥¢ integration

~

qurgd.b. The phase for

between risk management and spam manage sh
XS r oandoued line.

risk assessment for spam is the focal point oT'Wk e%?
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s
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Table 3.2: Description Of Phases In Spam Management Model

Spam
management Justification

model

.In spam management model, classification of spam messages is the initigl phas
identifying whether it is legitimate or spam. The detection of spar ; l =
Classification executed using various techniques such as machine learnin z;lp’ i meSsa‘ ;

and unsupervised), linguistics, graph pattern and many othe%S gorit rvised

The detgcted spam is clustered according to the respective grou egory (based
. on SLl'b_]CCI-mattCl‘). The spam categories such as compeitl freey i ‘e‘
Clustering advertisement, and financial assistance have a different level ofgffsk a’ccordingplnztels’
w o the

impact loss of identified threat. V

risk category:

The phase of determination of spam’s severity lev lTsWd into three (3) main

i. High — spam event could be ex
j Xpecte . e ;
effect pected to scWre gr Catastgophic adverse
n Medium — spam event could be expect ekion N
Determination of iii. Low — spam event could be expected t ‘e a limfted ofjn l'k t
severity level effect ? 1 adverse

As in a common risk assessment, theisk

function of impact and likelihood of ideRG#ICH threawtha xpg?u]nerabilities

Basically, risk assessment is the ggiti

. , Sses ical phas he ev i e

influence the decision on how to M it. e
&

h(. aCliOH 1a k(.n (6] l‘CSpOIlSe .S ing (<] i 1it's dkg}
1 Ing to r 2 e -()n (3.[ ner t 1o
P 1 t Cl I 1 1 1 (0} loll()re.

delete or even escalate the 1
ven es S aytho tAQd )
Response message with high and m sk la wnplici )és suy(,gzl;ﬁ%%id o ¥
2ges e recipient

(R

————

3.5  Mapping Biological Ficgs Of{ 'I‘h@&ry And Spam Management
Prior to desigl@e
understanding of h(tw

e . '3
consideration thcoQMi anglc tually js implied 1 g -
p .g)s implied in the framework and translated
op¥systén glgh ocesses of abstraction and modelling. The

into an algorit
conceptual work is then verif@»'via preliminary simulation before the in silico

(compuleéx? ype or the prototype is developed.

S
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Table 3.3: The Conceptual Mapping Between Immune System Model, Danger
Theory And SMS Spam

Abstract property in risk

R Danger Theory
Biological property assessment of detected SMS
property
spam
~teria, pathological .
bt - - Antigen SMS spam or thpea
cells '
ot ignals around n - ?
Collecting signals arc Dendtitaell SMS spam'foldem'hm vith
damaged cells weight value
>rts — indicate . High risk — si : ~
PAMPs alerts 11.1d cal PAMPs signals igh risk — sign of likely
the presence of microbial a%
-otic alerts — indicate ’ Medi R S
Necrotic alerts -indic Danger signals edium ri irW¥icate potential
the damage of tissue maly
iC re () 'tS . . L W 'i
L Apoplqtlc aler : Safe signals ow risk
indicate of healthy tissue
Antigen Presenting Cells Context
Peptides Peptides
Inflammatory cytokines —
indicate general tissue Inflammation
distress
Information collection by Antigen and T
dendritic cells signal cigBalue

base Mbrary / sampling

!;ui gAbdyitial population
Lowrrisk Lyidicate an absence of

) ‘6 anomaly
Higlgsk — signature of likely
§ anomaly; or

IMQium risk — indicate potential
% anomaly

Major Histocompatibility
Complex (MHC)
Represents the dendritic
cell of likely safe

Represents the dendritic I\W sigifal
cell of likely danger %

Antigen

NG
N.acl;jr% ;ﬂpl"gngor this proposed model, RiCCA is
Mg Fi 33

The biologic

simplified in the { . Tlélﬁgure illustrated the mapping of Danger

Theory biologifw

model.

N
5

g Fipur
"actidn ra RiCCA, spam severity assessment proposed
X
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3.5.1 Theoretical Versus Conceptual Consideration Of The Proposed Model,
RiCCA
From the understanding of how the Danger Theory behaves
theoretically, a conceptual consideration in the real case of this%rch is
required to be constructed. Dendritic Cell Algorithm (DCA) that e%

the Danger Theory detects differences in antigen based on the t, which is

d from

derived from a signal (Greensmith, 2007). A detailed look\@n" this concept

establishment is elaborated via prototype implememationwlbed in Chapter

Yv

Antigen identified as malicious or normal

Theoretical understanding

N
:l (_&J Pre-process into tokenized words
G l
) S
Iden W \lglsl:{) 4 X Calculate weight of every term
(PAMYg, DWhger, sale C’v using term weighting scheme. The value
l ~N represented as input signals
coegye the danger concentration l

qture or semi-mature ; ; :
(e ) Assess the risk concentration (output signals)

(Figure 3.9) (Figure 3.9)

l

Spam message tagged with High, Medium or
Low level of risk

Figure 3.8: Theoretical Understan@ing I.n Contrast With
The Conceptual Consideration
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The theoretical understanding as depicted in Figure 3.8 is further
elaborated in Figure 3.9 which identified biological abstraction as reflected in
the process of signal transformation in spam risk assessment. In Figure 3.8, the
theoretical understanding is portrayed in contrast with the COWU
consideration of applying Danger Theory in assessing the risk con@on for
a text spam message.

The key feature in DCA is the application of Matur ent Antigen
Value or MCAV defined as the mean value of context per type. In SMS

m term existence

ev@ ranking is
I "3

spam environment, this value is the frequency of pogsib
according to a category that finally will rank the sev@&

reflecting the degree of impact or loss.

! with LOW
. impact

pr———
| Siesimar | -presentantigen
i -produce costimulation
-provide tolerance cytokines
-in lymph node  SMS message
. with MEDIUM
Mature impact

i SMS mccsagc .

~collect anfigen - ' ““_‘! A \
ecene Sinais
:nnssue \‘k ‘{y

fresent anbgen %

UCH timulation HIGH risk
p::: nuakO)klnesl b
-in xie AQ,
NV utin? p!

Hignel The ogmti Pet\‘@n Signals In Dendritic Cells (DCs)

O

LUlﬂth \Y \13’5;50 defined as in numerical value which later

according to 111(?&%nge of risk value scale. The potential impact

L

cd with the calculated risk is also defined, which is further described in

. %n 3.6.3.2.1Risk Scale Value Range.
The initial version of the algorithm for this research is depicted in the
following Algorithm 3.1. The detailed algorithm which elaborated the whole
process of danger assessment is explained in Chapter 4, projected with the

development of the prototype, in silico algorithm.
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Input :
Output:
Begin

Identified risk =2

Assess risk level 2
Prioritize risk 2

end

S = set of spam messages to be labelled as high, medium or low risk
L = set of spam messages labelled as high, medium or low risk

Create a database of spam with risk indicator, D (database library)
Create a folder to contain risk-labelled spam, M (folder for spam with risk level

indicator)
for all spam messages, S in P do \
Create a set of spam messages from sample in D, P (spam f
for all spam messages in P do 3
Add data itemin D
Update information on high, medium and low-ri
Update risk level of spam cluster with related spaffterm

Migrate S from P to M and create a new data iw , if current information
not available

S then become L Y'
end '
end
forall Lin M do \d
Label L as to be high, medium or lo I . Y'

w rigk
end
for all spam messages, S do %
Calculate the risk value accordin 1t the sﬁl C

e
Label spam messages with the hi%di risk >
elIndi N g

Add spam messages with rislalev cafor M
end 6‘ &

Algorithm 3.1: Pseudo-co p@IT Ris —Ib Algorithm
Bas engric DA &
K R
With reference to?!!‘ic CAY Cha.l&' 2 (Algorithm 2.1 and 2.2),
{
the initial version ()i'%slgned:ﬂ J}l@epicted in Algorithm 3.1. This

algorithm is dcsiﬂ&%ﬂd @ bas%ﬁ Figure 3.9, which inputs (antigen

system 1s the

and signal) ay«{b ing

&

ncoxt@é messages. While the output of the

! . o o
megbage Rraufls ﬁtg,'ged with the associated risk level that it is
S @m as a cause-and-effect relationship that is

eltects that potenliﬁy result from the implicit cause of antigen (Gu et

potenti }Q Ted i
bcliewﬁ o%Kist betwcen svg,@ and antigen. In this correlation, signals are the
1

The calculation of risk level for every spam message is further defined

™S to enhance this algorithm. This calculation essentially reflects the MCAV

measurement that is introduced in the Danger Theory. Term weighting scheme

that applied statistical calculation is employed to assigned related weight to the

content of spam messages. This content of spam messages is treated as an
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antigen and the weights derived from the schemes and risk scale form the three
(3) input signals.

This initial version of the algorithm is further enhanced to measure the
hazardous level of identified spam and articulated in Chapter misk
assessment technique is integrated with this algorithm in order lé}gn and
develop an enhanced version of the existing Danger Theory #®8ghm that is
applied in this field of study. Y-

The general algorithm depicted in Algorithm 3‘Nnhanced in this
proposed model. Integration with other technique 'S%sted to fulfil the

l

requirement of the original algorithm, which incl
i. application of text mining that co ) m, iMo

VErs,two
Ny
- the pre-processing phases ' ,k(')
- the use of term weighting sc 0 i€ he agportance of

relevant words that is repragentg a
ii. the application of risk s e%stingu € eryéﬂel of risk
iii. the mapping of risk a Ch\t T ctjss in many standards
of risk management 8&Q liag, par $
‘é &
A\

In addition to thaTenh ncegeht n@ in this proposed algorithm

includes mature cell unhe.; 1vi ?l iﬂb’ high and medium risk level to
\b\ rea ‘%own in Figure 3.9. However, to
ntegron between the Danger Theory, risk

@wted in Figure 3.10 and articulated
S cﬁc articulation of DCA and dDCA version,

according nble 3§4 :
: ] . .
a desciétl f this al 01‘1‘1111\1}?'6){})lamed in Chapter 4.

\ \G’
=

indicate the malig

have a better €

B, W |
xt fmini ;s

assessment,
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Antigen

=== Humoral immune response throughT

generation of antibodies by B CC‘K
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B cell antibody class switching

CD4~
g T-cell
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.o 2T
3ii ”
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MHC Class I &

iCo-stimulator_\;' molccules J ' -{"
X

Maturation
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Table 3.4: The Integration Of Danger Theory, Risk Assessment And Text Mining
In The Mechanism Of RiCCA Model

; . . Generic
Bjological process adapted in-Daugek Description for integration with Risk ithm
SR Theoeyaliaty . : Management and Text Mining icted in
no. (chain of command as depicted in !
2 process gorithm
Figure 3.10) 3.0)
The antigen is captured by immature \
dendritic cell (DC). DC is well known as
professional antigen presenting cell | At this level, a procegs OR risk
(APC) and crime science investigator | assessment is applied. SpN&sage
that survey its surrounding to assess the | represented as an antigen 'ed and
situation. APC is a process in the body's | processed as a thr potentially
immune system by which DC | could cause damage. els @f risk
capture and process antigens that later ?s differentiated W
recognized by T-cells for activation or impact: o
suppress the immune response. In | 1. Highriskr phe@ffect Sltine6
1 Danger Theory, the signals are that is diffj handIg; ' J(‘)
distinguished based on its | ii. Medium is less?'t an high b%,
anomalousness: still ? s; and!
i, PAMPs signal signify abnormal |iii. The Il o gd\ r lo %
behaviour which highly w vefy mimynal o%ﬁr]y
indicates of an anomaly; S vithwo Isi cant dantage.
ii.  Danger signal is less than PAMPs; \ Q
and Thegetails, of isk lling is
iii.  Safe signal released to indicate cribed 3\1‘5{1? 3
safe context. A 63\
The DC then has its maturation pr q &
that involves processing of antigN A
display peptides on i N
histocompatibility — complex . HC) T 2 %king ezt
class molecules togeth ¥ c ; A s
slimulalql'y molculesg 10 2 proceégintext mining for a spam
(Cytotoxic T—cglls orl o T-cell i N
The e funcuo.n ofJReC bl iy are known as tokenized word s
2 to bind to pcplld%_ nts f the peptide in biology. Term nc20
from the palhpgc% isplfty w?m w&‘gning schemes then are applied to
i CC.”. surfagQ TWJ regblols : @ulate the weight value of every
EecOBIHON b%propr 1% ~ WPkenized word which represented as the
While CO%, ry Poeghs ar input signal.
required :1 ion to e aftigeryY
specifigge s nal from their an
| T-cells (killer) or CD8+
yze and destroy infected cells | The measurement of risk level via
recognition peptides  from | MCAV determine the damage level that
the cell. These peptides are | potentially caused by the antigen. In this
displayed on MHC class 1 mo]ecu].es. case, the antigen .is _assessed as
3i Presentation of appropriate peptide m.allc1ous that ﬁnally. is killed by the T- Line 21
epitope on MHC class I molecules by | killer cells. In RiCCA, the spam
matured DC results in a cellular | message is classified as malicious and
response. This type of response does not lllal‘}ged as I}igh or medium risk (as
involve antibodies. depicted in Figure 3.9)
IR
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Table 3.4, continued

3.6

the Danger Theory is potential to be magniﬁew
sophisticated metric. Hence, in this study, 1%1- of p
may amplify the results of algorithms are¢ entilie S

1.

ii.  With text mining, eac

iological process adapted in Danger Generic
Blolgzic p’;“(l)LCSS g fKIS = Description for integration with Risk | algorithm
Process e 1(01':\ (:i SSdsoictedan Management and Text Mining (depicted in
no. (chain o co‘rfmmn g P N e
Figure 3.10)
L ")
Helper T-cells (TH) or CD4+ cells
>cognize ides iV from . y ,
ru:ogmzlul _pep%l?t.bw ds;l\ le: R At this stage, the antigen is asses
£ u‘:‘:uH IJIT‘LlIlés On‘IgC}s‘/ CD4+ safe by semi-mature DC. As adaptatio
3 MHC Cle= modg‘c.u Af i Ai;nmune in RiICCA model, the spam me¢ Is Line 21
= ‘m, comdm?m dL}te 1 ractanand most likely will not cause harlp and
TESPOIRE et I S the content is safe (negligiaw.
sounds the alarm for both initiating T-
cell and B-cell responses.

Potential Influence Factors For Spam Classifi i—,

Greensmith & Aickelin (2008) declared tha -ged from

other more

0
o)
=
) =
o
—
[¢]
o
Go
=
A,

i The role of pre-processing My ]
sparseness (Section 3.6.&

E :
1 1S pssigsefl wi

l. :
‘bt% chemes. These terms and its

n associated weight value,

accordingly to 111%

weights (antigg
the algorithgl. w

c) am&@resented as the input signals for

1v.

"vﬁmm the schemes also act as signal
normaliz‘ér te BC(@ f23.63 10):
The i &Efo} gs @&I{d multi-weights for signal transformation
analy tl{:

=1
is &0 % itivity of different weight value set in the
u(%\ms as proposed“hga’Greensnﬁth (2007). Greensmith, in her thesis,
%ovcrcd that DCA is sensitive to changes in the weights (Section 3.6.3.2);
and
The effect of antigen multiplication to verify its reliability to overcome the
issue of antigen deficiency or insufficiency that caused a signal decay
(Greensmith, Whitbrook, & Aickelin, 2010; F Gu, Greensmith, & Aickelin,
2008). The signal decay occurred due to the absence of an activating

(danger) signal. The DCA required both activating and inhibitory (safe)
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signals (Greensmith & Aickelin, 2008) for danger detection. The absence

of activating signals causes the danger to impossibly to be detected (Section

S

All of these identified factors have been studied in a preliminary tf’iwc he

findings are elaborated in the following section that later is ConSiﬁi'ed

development and implementation of the prototype.

3.6.1 Dataset Of SMS Spam Y'

As elaborated in Chapter 2, there are thre%min 'es dataset
sources. For this research, a dataset that is publiclgshardd aidd avgil bﬁaé)gﬁne
seems the best option. Besides, it is the lachﬂlecti r tge"\EngliSh

4
a

language, the findings from this work coTe mm{
S

empirically with other methods for risk ¢

Sy P
o
O,

Spam Collection v.1 can be accessed eJCI

(Almeida & Hidalgo, 2012). Thisgcallec iOﬁ\ﬂQ X @.total 5,574
ffer

messages which are collected fronTeuf (4 tso S.
= i
\ NS
Table 3.5: Origin S o o1 § am Qellection V.1

Spam
Messages
425

0

0
322
747

13 hitp://co.uk-www com/erumbletext.co.uk. accessed: 29 March 2016
http://co.uk-ww\

@alysed
taset‘@wn as SMS

L@ ng Repository

SMS

4 http://www L‘UIHD.nLl,\'.Cdll..\‘L’,f’L‘Hll'L‘Dl'CI]CLlI‘ShiD"‘inno\’ﬂli011/'0Sl'x"COI‘DLlS"'. accessed: 29 March 2016
NUp. /WMWK

15 hitp://etheses.bham.ac.uk/253/1/Tagg09PhD.pdf. accessed: 29 March 2016

16 http://www.esp.uem.es jmgomez/smsspamcorpus/. accessed: 29 March 2016




In another collection of SMS datasets such as British English Corpora
(BEC)*, the collected messages are in a smaller number of total messages which
is 875 SMS messages only. It has been collected from the same sources of UCI

Machine Learning Repository collection that are Grumbletext and Tagg’s Ph.D.

But in Dublin Institute of Technology (DIT)** SMS corpus, the col@

o
o

consists of 1,353 SMS spam messages, some is not in the UCI Machine ]%
‘U;QPI

Repository collection. This DIT spam collection has been utilized any

Buckley, & Greene (2012) for research in clustering the spam mes nto ten
(10) categories of spam clusters. Via checking with WCopyM 17 out of
1.353 SMS spam messages are identified as unique m&e’ to the UCI

Machine Learning Repository collection.
\d‘

Table 3.6: Statistics Of Instances In SMS S
Number of
instances
747 5

Spam
Non-spam (ham) g
Initialization phase 18 1 to¥the xces reducing noise,
indexing, and to assign a term w 16,48 d weldlit value via statistical
N
base f

Total 55
calculation. This is kept a*a d - th 1l]ra1 he self-collected dataset
is used to verify the 1'eliabilitaf th% n&@sing the risk of a previously
unseen spam messaQ l Q/é

N
tasetfUsediPOfInjMMzation And Testing Phase

&J Description

All essa®s used for initialization phase. Then, a

SM \, very small pogtipn ‘11'0111 *.ths dataset (10 spam messages)
randomly séQted for testing the functionality of the model

and also as the preliminary requirement to verify its

capability in assessing risk.

Used for testing purpose and not included during the

initialization phase. These spam messages are used for

testing the reliability of the model for classifying the risk

of the unseen pattern (spam messa ge).

= https://mtautignzz.w m'dprcss.cmnbrilish—cnulish—sms—corl)ora"‘. accessed: 29 March 2016
2 http:/www.dit.ie compu[inu"rcscm'ch/rcsourccsr’smsdams". accessed: 29 March 2016
p];mi;u'ismbl«mmﬁcldmcdiu.com:"\\'ol'dDrcss software/weopyfind/. accessed: 31 March 2016
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0

= http:




However, because spam messages continuously increase, data should be
added constantly for a precise analysis (S.-E. Kim et al., 2015). Hence, unseen
spam messages earlier can be used to create the initial population database
especially when it is classified as false positive.

Other than that, different set of data may present different ri SW
This is due to the content of the dataset, which dataset with more spa 1% ges

may retrieved numerous number of messages with high and medi isk level.

3.6.2 Data Pre-processing V
Greensmith in her thesis (Greensmith, 2007 d tliat the DCA

demand the raw input data to be normalized ar atgeorl iptq_ the

, : . : N
corresponding signal categories. This process is | as the A' &@ not

consist of a training phase. In text mining, wg n@ o1 1-00{’&'(;311 be

nt 'gs that do not

e .’ﬁg: or execute the

executed via pre-processing phase.

SMS messages may contain xd\%’NaS
cq

contribute in mining the context. It is r

ed soc\l

text normalization via pre-process Ol-éahi.
In the process of text IIMMQE, PresRroc iﬂg St e
{reatment process is one o%mrrl ar tag@he entire cycle of text
categorization that imvolg ta 'gg p@aration or collection of data
or documents, PrefQEcsSin \Fsa\l S i'(C§{<ing, feature filtering, text

classification wil@'uh n erfo@ce measure. Messages usually

g \,ario% s gt worgdd, )\'hiﬂ%ﬁ're known as parts of speech. These

texts may cw@i advierb
g

possibly QU ificant { “he co t assessment. They are usually considered

OV : , :
as irrchev meattributes and elﬁ&hated during the pre-processing phase in text

—

nnaé?he text contents.

ges Incl

apticlgssConjunctions and many others that are

_Hassan & El-Alfy, 2015; Eshmawi, 2015; S.Kannan & Gurusamy,

bulated in Table 3.8. Hence, pre-processing is a process that could
distinguish between relevant and irrelevant attributes.
Samsudin, Puteh, Hamdan, & Nazri (2012) and Samsudin, Hamda,

Puteh, & Nazri (201 3) regard pre-processing as the normalization of the noisy
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text. This process somehow reduces the high dimensionality of the data that
commonly turned out to be the main problem in text mining. This issue can be
overcome by executing pre-processing that alleviates the data sparseness
problem (L. Zhang, Zhu, & Yao, 2004). This effect of noise is reduced by
eliminating any irrelevant words during the stage of pre-processing that_is
necessary prior to text mining process. i

Table 3.8: Part Of Speech %\
Part of Spccch4W Examples A

adverbs quickly, as
articles a, an, the

conjunctions and, but, however V

interjections hooray, ouch
on, over, beside

prepositions

she, you, u

pronouns

Greensmith & Aickelin (2009) articulated i |
size of the feature space increases, the number 0 1e0101;
cover such spaces increases exponentially. In zCUCiI .
problem somehow will increase the con%w]

memory that are required in data processl

Table 3.9: The Word

747 Spam

Messages

86,911 words counted excluding label
of ham and spam

xt pre-processing such as tokenize,

and filter stop word. Final counted as 5,209 word vectors.

All the messages have run the te

stemming,
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Table 3.9, continued

Spam Description for Number
Probability, Frequency of Term of Tokens Sample Tokens (Keyword)
Sp Occurrence in SMS Calculated
erminEatite {ininant ) cl;im. tone, prize, \'ouc}?er.
1.00 S 745 rington, bonus, http, quiz,
messages only . - .
£ J winner, freemsg, discoun
www, award, txt, late ‘["T
statement, draw, cash, N
Frequency of term auction, sex, win, offj %
0.51-0.99 occurred in 207 chat, reward, date, {r e,

spam > ham messages access, profit, sms, SeXThlirt,

luck, game, logi wt. call,
[ s congrag
0.50 indicate that the V
ton, refun K¥. gold, allow,

term frequency equally 34
occurred in both ham and t, news, msg
spam messages
Frequency of term
0.01-0.49 occurred in
spam < ham messages
0.00 indicate that the
0.00 term occurred in ham
messages only

TOTAL Word Vectors

)r(icgmg for 5,574

ads (81,702 words).

Referring to Table 3.9, it 1S %hoxu 1%
D) o

This reduction of high dimcnsi% /1

the risk measurement complLV—
To demonstrate jort:

messages has tremendously reduc

nificant in reducing

%

T¥quency of terpRyecurence in spam

h vy .
requency of termyoccurence in all messages

(3.1)

he calculated value of Sp that is closer to | is defined as the higher the

detected: this is applicable to the concept in the Danger Theory that

involved MCAYV calculation.
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3.6.3 Signals And Antigen: Identification Of The Reliable Term Weighting
Schemes With Various Range Of Risk Value And Weights For Signal
Transformation

Other than noise reduction via pre-processing, there are many potential
factors that could influence and discriminate results of the simulation. Thege
identified factors need to be verified for its reliability in contributing optinu eR
result for assessing the risk concentration for text spam messages. :%

3.6.3.1 Input Signals Calculation With Term Weighting SChV.

In text mining, there is a requirement to apply the tergveighting

schemes. This scheme is assigning an appropriate

o1 oS vaiue to the
cise wted
schemes for further testing, it is mandatory to ientif if thfe sclggn es’a,KE('

competent to offer the following criteria: é ' _{‘)

i. the higher the weight of an allwl. thdzgo lev‘a%:un is

associated with the spam g ). an

ii.  the weight calculated 1N

the requirement with naliciﬁ\u@%m

With the al‘orcnwm'@ harfeteristi 5. II@G) pre-selected
a

schemes have been decide licNwdflis mﬁﬁhesung Inaddition

s?mcs haye b 1lsu *%fully applied in spam

detection, as discussed 1gChaptes i 2,8 These schemes are Term

Frequency (TF&mmmlon ain R;}éJ(IG Ratio) and Chi-square

CHI? N

(CHE):" S , (?Q
. » - -~ @

known as term strength or word
N3

< :11 ueng: }eas Y the number of feature (term) in a
: Yategory that ;11)13%3711 a corpus. TF alone is the unsupervised

\ term wcighling}or example, the probability of a word that
§ possibly presents in spam messages can be measured as a ratio

attribute of text contents. Prior to choosing

to that, these three

or proportional to word frequency in spam messages divided
by word frequency in both spam and ham messages.
i Information Gain Ratio (IG Ratio) used as one of disparity

measures and the high gain ratio for selected feature implies
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that the feature is useful for classification. It applies
normalization to information gain score by utilizing a split
information value.

cee . 2 . .
iii. Chi-square (CHI") measures the association between the word

Using RapidMiner, the same set of SMS messages 00&11;15

been deployed to calculate the term weight employing with t ee (3

pre-selected schemes. The top 10 of spam words is labw in Table

l.vted without

the pre-processing. This weight value is subsequen P 'elq as jnput
signals in the proposed model of RICCA using eghan G

feature and its associated class or category.

3.10. executed with the pre-processing and Table 3.

antigen to be correlated for the contexggd ; is Ydy,
tokenized term is treated as an antige d \\@is the
input signal.
Table 3.10: The Top 10 Spa Yocessing
TFK CHE
Weight 7=
Term (il(l;;lt \(\l;;;:l[l
antioe antice
(sntizen) signal) B Ll
claim call 1.0000
prize Ixt 0.8607
tone free 0.7476
guarante 1°8gQ0 ! claim 0.6518
Hpm 000 (,5%81 mobil 0.6474
cs 1.0000 § 0‘5.8578 Www 0.5703
Hhobox 00¢0 * tphecj 0.8448 prize 0.5181
ringt 1.0090 ppm(v, 0.8381 text 0.4745
vl 190 CANY 0.8242 uk 0427
»
&
N

N
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0.9

0.8

0.7

Weight

0.6

0.5

0.4

0.3

N & & ¢ ¢ ¢ ¢ ¢ o o
clailin pgge tonguarantppm c¢s pobosingtorentripoli, 1

prize
www & e
txt uk H m -
txt &
i tOnguarantgpm = T
cQs, 0.8206 \
free %
$TF
) I IG Rati
claimmobil
@

WWW prize T '
text \d‘ .
stop,o41‘é J | -{:}
p) 3

Spam Term T \ é‘?

Figure 3.11: The Scatter Plot
With The Pre-proces

Table 3.11: The Top 10 Spamgl s, Wi he <élﬁ)locessmo
ati

TF CHE

Term \ Term Weight
(antigen) (antigen) | (input
signal)

p A 1.0000
claim p 0.6837
prize call 0.5111
co Call 0.5063
 ppm 0000 ww |y 0.7798 FREE | 0.4034
Cs 1.0 rizetNY  0.7721 to 0.3920
URGIN 1.080 STQPY 0.7440 WWW 0.3899
tor 1.0000 AQ 0.7157 or 0.3647
1.0000 m 0.7127 mobile 0.3390

1.0000 Cs 0.7065 claim 0.3157
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0.9

0.8

0.7

Weight
o
[e)]

0.5

0.4

0.3

0.2

N & & & & & & & ¢ ¢
A clgim prize co ppm Cs URGENTtonewardeBox, 1
p
|
FREE
€O pprgs, 0.7065
p
& CHI2
call call
FREE pant e
Spam Term

Figure 3.12: The Scatter Plo
Without The w

3.6.3.2 Weight For Input Anc%;Si
Greensmith (2007) reNed i -
Jffer

tly various weights. For

a weight value and jris acted
sensitivity analysis of weights, % ke executed a various range

of risk scale and& eig
output signals No jgct

sign nsformation from input to

qid@r which value is producing an

( : ¢
optimized Qt the propo d’al\o jithm and model.
& <>
> .
\ b3.2.1 Risk Scal&ﬂlue Range, S
% This testing is applied in two (2) different range value

e §

0 for risk scale as tabulated in Table 3.12. This is employed during

the malicious measurement. These risk scales are used for
translating the numerical value into three (3) different levels for

input and output signals.
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Table 3.12: Two (2) Different Ranges Of Risk Scale
Risk level
S1 S2 Input Output Description
signals | signals

Reflects catastrophe effect that is
difficult to handle. Spam message
1.00- | 1.00 - PAMPs High with high risk usually consists of

0.70 0.80 more than one spam term. It also
containing text that request user
access any given URL.

The effect is lesser than hizh ut
p

still dangerous. Spam es
0(')6;)0' 06730_ Danger | Medium | contains with less weight of spdm
: i term in its context such a ack
or reply SMS.
The level of hazard be very
minimal or nearl e with no
0.39- | 0.49- P !? "
Safe Low significant d eQpam message
0.00 o commonly co
weight o

3.6.3.2.2 Weights For Signal Tran nsion,

Weights to transform w ign

are one of the mandatmy\%usites 8&

intentionally for the alggrithm¥ T iTr tl/]&transfonning

weights are depicted asé aiclép e illugsrated in Figure
1

7]
2.5 of Chapter 2. Tl 1ghts™wglu artﬁied in Ding, Yu,
& Yang (2013); wa (2P11)gaild Bentley, Wallenta,

Ahmed, & H%Z 06). Jg*he 3g£(<)lg'ing weight applied for

this tcstinﬂ’ﬁulat e 3.$Ihis weight is only applied

for risk gdseSsgnen CA éée dDCA mechanism does not
| )
1‘equir%\gn r:s‘i?&'a& rmation.
Q— N
Tab Two“(_ 1fere$atrices For Transforming Weights

WMINS WM2
PAMPs | Daiwet Safe PAMPs Danger Safe
1 1 0.5 125 2 0 R
C 0 0 1 1 0 1
mDC 1 0.5 155 2 3 3




3.7

3.6.3.2.3 Anomaly Threshold, tn And Tk

For the simulation explained in this Chapter 3, the
given value for anomaly threshold (both for DCA and dDCA) is
set to 0.1340. This value is derived from the dataset proportion of
the initial population, and the number of spam messages, i
divided by number of total messages (747 divided by 5,%\

a

There are a few more options to set and test the value for

threshold, which is further explained and tested in Chmv.

Y,

The Classifier: Empirical Differences Between DCA An DEE

y

37.1 Dendritic Cell Algorithm (DCA) And DeterminiSNg D anl
Algorithm (dDCA)

As elaborated in Gu, Greensmith, & Aicklgin i
versions of DCA extension in its development pathw&y w otot RDCA
E>8uied DCA
m ! vexsmn has
been applied specifically in certain Im% it &% recqrded l@eltam versions
of the DCA is successfully applic particules S(m domains such as

classification and robotic. %
N
d the ®cioi

This research only enIplo \ a,\Q)SIOIl of DCA and dDCA

with the following justifi N é’
i. The develo v¥sion hax‘(’&A and dDCA has loads of
1 ) g&q ¢

(pDCA), Libtissue DCA (ItDCA), Detenn\
(xDCA), Robotic DCA (rDCA) and Integffa

stochasti cigionsy (ran nfy e‘;t%mnned) and they are complex
algori recs! hit :& Aldin, 2009). For instance, in Gu et al.
(701 CA contained 1 any arbitrary and random components

\adg it behave as an\lfeasﬂ;le algorithm;
and dDCA is suitable for anomaly classification compared to
hers which
e pDCA applied to binary classification problem and capable of

performing 2-class discrimination on an ordered dataset;
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e ItDCA applied to problems in computer and network security
including port scan detection and sensor network security. With
some modification ItDCA is also applied as a robotic classifier for
physical security;

e rDCA is applied to solved problems in the robotics field O?’
Kendall, & Garibaldi, 2008a). \

iii. dDCA that is a simpler version than another version coul enfially
minimize the computational cost since a large amount OYdomness
e

has been removed. DCA and dDCA are much siw han other

variants and dDCA has reduced numbers of payar compared to
%01}) identified
that complexity has been reduced in dDCA t ke fit N1 egsi%l_e

and amenable to analysis. And even tho@nero p n}ls@’as

been removed, there is no reductiogn Mgoritifh '011@6 as

DCA. Greensmith & Aickelin (2008) and Bro

clarified in Greensmith & Aickeli% ). \ \ &
N o)
3.7.2 Antigen Multiplication c \T &\
N,
The antigen multiplicatiq%plieﬁ wi he Q‘Ective to verify its
effect in optimizing the accuracNe, ated{§ Gu, Greensmith, &
ionygs i

@wnted to overcome the

Aickelin (2008), the antigen 1¥1tiplic
1 t#kigens that are supplied to the

iplicg®ph makes several copies of each
Jto @Tiple dendritic cells. However, a
stl\@yn that DCA could not be optimized

l]]ﬂ&“sting, the same 7q~lspam messages (antigen) are multiplied or
1 \ 1 2 . ., . A
copicdgw, 40 and 100 times prior to creating the initial population. The
préggS QT severity assessment is repeated with multiplied antigens and the
Mot JT it is identified.
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3.8 Experimental Setup For Testing The DCA And dDCA

Prior to the prototype development, the design of the RiCCA is required to be
evaluated and verified. This can be done via conducting a series of simulations. This

simulation executed with the following arrangements with all of three (3) pre-selected

term weighting schemes are applied at all rounds using DCA. \Y'
Table 3.14: Four (4) Series Of Simulated Experiments %
: Range of Weight Matrix
Experiment No. |\ pio value Scale (S) (W]\R-
1 S1 V%l |
2 S1
3 S2 1
4 S2 2

L ]
The testing as tabulated in Table 3.14 then %ted, t h'tll{%CA
classifier. This is conducted purposely to execute sgme Sempaghle aly%‘i‘between

DCA and dDCA. Finally, the test is conducted with DZI‘[ipl 'geng&')loying the

best-identified risk value scale and weight n% d f egnmem process
N

flow is depicted in the following Figure 3.1

O ST
SVE
Process Flow : =

. Pre-processing (tokeniza ion); an
. Calculate weight fore ’enized'
words using Term WéigWggg Sche

Notebook specifications:

* Samsung RV411
2. Every SMS messag N in g differe agﬂ + Windows 7, SP |
: file. one file .txt con¥F0Yone SYIS me gJ (yersién 6.1) + Intel® Core ™ i3 CPU
onl;' - + 2.00 GB RAM
3% Calculate thelgg S méb ?'ﬂg &icrosoﬁ Office
" pcaand digA J' Excel 2007

4. SMS mgssToesmre labelled accordingt&&

measigd Ngs-
#*Proces or 3 is executed manually using Microsoft Excel.

Figure 3.13: The Process Flow Of Simulated Experiment
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3.9 Results And Findings Of Initial Simulation

The designed model is to test for initial simulation and the experimental setup
is arranged as described in Section 3.6 — 3.8 and simplified as tabulated in Table 3.14.
In this simulation, a metric of True Positive (TP) is used to measure the

performance; which total number of spam messages is identified precisely asKa 1ous.

i matured cell consists of high and medium tokens; and A

edium Tokens

Malicious is defined with these two (2) conditions:

ii. matured cell consists of high tokens only.

Table 3.15: TP Rate For Matured Cell Consists Of High A

Scale, S and TP, with pre-processing TP, t [’ -processing
Signals Weight (%) o)
Matrix, WM TF IG Ratio | CHI? I
S1and WM 100 69.2 30.7 .6 61Y ) | N4
S1 and WM2 100 76.9 30.8 % % ' N5 4
S2 and WMI 84.6 69.2 23. 467 o W
S2and WM2_ | 923 | 462 23\1, e’ 35 77
il
100
90 |
80 |
70 |
o 60 |
£ 50
£ 40
30
20 |
10
$2 & WM1 52 & WM2
mTF 84.6 92.3
=1GRa . 69.2 [ 46.2
m e i DE | =

(a) mate, with pre-processing
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Figure 3.14: TP Rate With Different Weighting S nE
For Risk Scale And Transforming Weigl hese
ol

And (b) Corresponds To

Table 3.16: TP Rate For Matured Cg

s, Mult 1'3 Yves
Figuffs (
V

4

Scale, S and TP, with pre-proc m ut-i)rocessing
Signals Weight (%) o
Matrix, WM TF IG Rati HI> ™ Ratio | CHI?
S1 and WM 76.9 30.7 Sl ; 0 7l
Sland WM2 | 769 30 154 }6‘1-51. A0 7.1
S2 and WMI_ | 46.2 30; $34Y 0 7.7
S2and WM2 | 462 15.49 7.7 77
N
e
100

—

—

mcH2 |

S1 & WM2 S2 & WM1

S2 & WM?2

i ORIl 62 | 462 |
307 30.8 30.8 { 23.1
15.4 15.4 A AE T

(a) TP rate, with pre-processing
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Figure 3.15: TP Rate With Different Welght@eme dp].{'}alues
S -

For Risk Scale And Transforming Weights
Corresponds To Ta

\l

Referring to Table 3.15 and 3. 1() L 1S silown tl

resulted for the highestrate of TP. Thera wen Op T.
the process is considered the pre-proces ? hage and nt@both high and medium
M|

1ange and transforming

&hk classification when

tokens as the mature DCs. Other th#

weights also giving significan cl 1he igh .@emse classification.
(

Then, the test is con w1th c.? weighting schemes and best-

identified risk scale (S1 )m @fhg is employed with dDCA as the classifier.

&

N
Table 3. \pgrifor f"l'P Réé Between DCA And dDCA

~ dDCA

Weighti
(Kd)

. I\‘Cdl
MC/\W

With Pre- | Without Pre- | With Pre- | Without Pre-
Processing | Processing | Processing | Processing

' 4
(High

SChCHS

T 100 | 846 100 100
69.2 61.5 76.9 84.6
30.8 15.4 69.2 23.1
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Figures (a) And (b) Corresponds To Table 3.17

Figure ;
Q)ldmb to the simulation result, as tabulated in Table 3.17 and graph depicted

in Figure 3.16, the classifier dDCA shows a higher and optimized TP classification rate
compared to DCA, especially with TF as weighting scheme, both with pre-processing

and vice versa. From these simulations, it is obvious that CHI? is not a suitable
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weighting scheme to be applied in this field of the domain (spam risk assessment). With
referring to the top ten (10) of calculated weights using CHI? (as tabulated in Table 3.10
and 3.11), this scheme demonstrated a weak value for almost all spam terms and this

caused a signal decay (less availability of activating signals) that is not appropriate for

risk assessment in detecting danger. Y'

Finally, the test is continued with antigens multiplication for creatu%; nitial
population with 10, 40 and 100 times, both for DCA and dDCA.

Table 3.18: Comparison Of TP Rate Between DCA And dDw th Antigen
Multiplication Of 10, 40 And 100 Times

Weighting Antigen multipli‘er .A xu tiplier
Classifier Schbcmes with pre-processing W, t Preprocesping
10x 40x 100x 4Px Ox_ |
TF -na- -na- -na- 0 2 308
DCA IG Ratio 0 100 | 100 0gf "o’
CHI? 0 0 VAR J
IG Ratio 0 100 W0 w50
dpea CHI 0 0 S

n a t}{&l multiplier has a

sionificant effect of increasing the clasS\gcfltiopy accur acy vﬁh’e, both in DCA and
o

eale&‘&at it is able to contribute

its corresponding value for the der ig a@ The saturated value is the

factor of 40 times of antigen nr% & p—%) essing. However, this antigen

multiplier does not ai'i'ect@lll of iR I scé'ﬁe. This shows that CHI? is not a
bt s o AN R S8
suitable scheme for the w on u
% v >

These series of latiof hav 11&11@) utcome as tabulated in Table 3.19. For

a sample of com 1%: any is fettve CA and dDCA, some messages of risk
concentration t‘o&o Xt assessment i@)wn in this table. The characteristics for the

experiments l\up are stated as folloks:

weighting scheme: Term Frequency (TF)

ohnurcd content referred to both high and medium tokens

e Text pre-processing: Applied

e Using Sl as risk scale and WM as the transforming weights

e Antigen multiplication: Not applied.
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Referring to the risk concentration value as tabulated in Table 3.19, it is clearly
proven that dDCA produced a better risk level classification in terms of numerical
granularity’ The combination of more than one risky term may result in high risk such
as firee, call, text back or messages that contain URL requesting users to access it.
Considering these messages that contain information requested users to respo@lﬁ

sages
d alow-

text, and accessing URL link) are in the precise risk, high and medium. Wlﬂ%
uc

that contain no need to response (for instance a message with ID 15.txt) ju

risk concentration level or perhaps can be considered as a legitimate Tge.

3.10 Summary q '

The creation of AIS involves the translation of basi nunplods hodels into

| ]
feasible algorithms. Chapter 3 defined the original [%WO an gnhanyeg V_f}wo.n for

risk assessment of text spam message and namely as A ogpREk onceqtration for
snnsl?ﬂon with the
deggl the model and

manually test it prior to developing the pro e usin tOprogramming for

Context Assessment. This is executed with conductQe a

deployment of the small size of the dataset foftt Q.

automatic simulation that afterward wi

Once the prototype is develo

with performance measurement which¥w artp n Cl@ter 5.

From the simulation gffesenfgd in thiis C cnté@:re are a few discriminatory
e

factors that control and influence’th ‘E{ '(: k classification and ensure the
success functionality Of&( sifiet. These fap@'s are considered in the design and

: N
development of the R Nro P ﬂclkﬁgﬁ

] LXe
i. the })Qc' ssing O
l‘% onz“ f 4

(t Kf'ously returns a higher TP rate of risk
) ¥
ii. Accise term weig 1(%"; schemes give the effective weight for input

xals as required in the Danger Theory. For instance, findings from the

. 2 . . . .
esting remarked CHI® as an unreliable scheme for this task since it
showed signal decay even for important spam words. Application of

. . . . ~ ) . . .
antigen multiplication for CHI” also showed that this scheme is unsuitable

for input signal derivation;
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iii. different risk value range and weight for signal transformation (from input
to output signals) does have its significant effects on the accuracy of risk
classification. This is showed that the DCA classifier is sensitive to weight
value changes;

iv. matured cell that consists of both high and medium tokens re in

higher accuracy rate compared with consideration of high t@mly as

matured cell; {
v. the variants of the Danger Theory (DCA and dDC s a slightly
different in terms of calculation for risk concentratidang®complexity;

vi. dDCA produced a finer grained risk conce trwvvalue (numerical

information granularity) compared to DCA; an

vii. antigen multiplication is applied to overcomMgthe fpro Qf@tigen

deficiency and also contributed in accu@ssiﬁc tio ' _\"}
’ X

The taxonomy of research that becomes Qe fo M \ts @{is study is
represented in Figure 3.17. It shows the intercwion bdtw, phz:{é‘ of SMS spam

management and its relation to the dataset er subse entb@d as input signals

for the DCA classifier. Considering the l%ure pre\'e?' apter 2, the taxonomy

N
of direction of this research is cons%as Bllov hir@]e filled box with bold

font is the focus of the study. ~
, f0‘§mplifying the testing with the

The RiCCA prototypegs deWloped fh J
lareer size of the dataset. The ECD lopn.Q - 1i€€'}|0t01ype is elaborated in Chapter 4
and further tested (in Ch@ to \lgr
chapter. c\ .

s as claimed and discussed in this
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Figure 3.17: The Taxonomy Of Research Direction
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