APPENDICES

APPENDIX A

Worm Analysis Process

A.l: Cloud Server

Hyper-V Manager l" . n| »
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A.2: Own Cloud Platform
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A.3: Web based Analysis Tool
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APPENDIX B




Infection

Finding 1. Results for relationship between Root privilege and Other users resources.

Rootprivilege * Otherusersresources Crosstabulation

Otherusersresources €
| Yes | No oW
0

Count 41 Al *411

Expected Count 245 1 1658 ™™ 411.0
Ves % within Rootprivilege 0.0% 10002 100.0%
T
Otherugem::ources 0.0% 40.4%
clarivilane % of Total 0.0“ 40 7 40.4%
Count 60 0 60/
Expected Count 361.1 - 245'1 607.0
No % within Rootprivilege e 0% 100.0%

% within R
Otherusersresources 0.0 C.0% '5?‘\
% of Total _ﬁgs%
Count 018
Expected Count v » 1018.0
% within Rootpriviiege % 100.0%

Total

% within
Otherusersreso
% of T&

100.0%
100.0%

Pearson Chi-Square
Continuity Correction®
Likelihood Ratio
Fisher's Exact Test
Linear-by-Linear Assocaation
N of Valid Cases

Approx. Sig

-1.000- .000
1.000 .000
1018

Phi
Cramer's V
N of Valid Cases

Nominal by Nominal
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Finding 2 Results for relationship between Root pnivilegeand  Hypervisor

Rootpnivilege® Hypervisor Crosstwulation

_

Count
Expected Count
Yes % wathin Rootpnvilege
% wathin Hypervisor
% of Total
Count
Expected Count
No % wathin Rootpnvilege
% wathin Hypervisor

% of Total
Count

Expected Count
Total % within Rootpnvilege
% within Hypervisor
% of Total

Rootprivilege

Pearson Chi-Square
Continuity Correction®
Likelihood Ratio

Fisher's Exact Test
Linear-by-Linear Assoaation
N of Valid Cases

a. 0 cells (0.0%) have expecledt®unt legs that®p5S! Thegeimum expected count1s 71 06

bSComputeli onl CHFI4‘; able
'3

Afric MefsQOfes
“:--ﬂm-
281

281

1018




Activation

Finding 1 Results for relationship between HummanTniger and Schcduﬂgnccss
HummanTriger * ScheduledProcess Crosstabulation

53<2f1(3(253|(}chJIE)(;g}g;:_

P

Count

Yes Expected Count 995 O
% wathin HummanTnger 100 0%
% within ScheduledProcess 97 7%
HummanTnger
Count
Expected Count
NoO

% wathin HummanTnger

% wathin ScheduledProcess
Count

Expected Count
% wathin HummanTnger
% wathin ScheduledProce

Total

Exact Sig (1
sidad)

Pearson Chi-Square
Continuity Correction”
Likelihood Ratio
Fisher's Exact Test
Linear-by-Linear Assoaation

N of Valid Cases ‘Y. ,
a. 0 cells (0 0%) he @ ed coufit lesgfthgn e minimum expected count 1s 10 62

b Co? led W& 2x2 table
- _
N @
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Finding 2 Results for relatonship between ScheduledProcess and - Self Activation

ScheduledProcess * SelfActivation Crosstabulation

Ve Tt XS
2

Count 449

Expected Count 423 8 4700
Yes % wathin ScheduledProcess 95 5% 100 0%
% wathin SelfActivation 48 9% a6 2%
SakadiledProcoss % of Total 44 1% a6 )%
Count 469 H464
Expected Count 494 H48 0
No % wathin ScheduledProcess 85 6% 100 %4
% wathin SelfActivation 51 1% ] 3 B%
% of Total 7o 53 8%
Count | 1018
Expected Count 918 0 1018 0
Total % wathin ScheduledProcesg o 2% )0 0%
% wathin SelfActvation 100 O0°%4 00 0%
% of Total 90 2°¢

Chi-Square
Exact Sig (1
sidoed)

Pearson Chi-Square
Continuity Correction’
Likelihood Ratio
Fisher's Exact Test
Linear-by-lLinear Assoaation
N of Valid Cases
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Pavload

Finding 1. Results for relationship between Destructiveand  Steal Information,

Destructive * Stealinformation Crosstabulation :
I =\ e il
Count 5 2 587
Expected Count 537 4 /

Yes % wathin Destructive 97 4%
% wathin Steallnformation 61 4%

Bstiiictive % of Total 56 2%
Count § !
Expected Count 394%
No % wathin Destructive 33 Ko/ 18.5%
% wathin Steallnformation 38 09 B2 G'A
% of Total d> 4% 7 O°A
Count s, P
Expected Count 9320 2
Total % wathin Destructive % 916% |
% wathin Steallnformation 100N 100 0%
% of Total, N\ 6% 100 0%

- xact Ssg (1.

Pearson Chi-Square

Continuity Correction”
Likelihood Ratio

Fisher's Exact Test
Linear-by-Linear Assoaation
N of Valid Cases , 101

PN

a. 0 cells (OO%)pect
Lir'Measures

m--t“_m

fvﬁ‘dcﬁ'
N

BSS than &The minimum expected count s 36 41
ed only s a 2x2 table

COUN
OMPLk

“ oMiNaled

K>
R
N
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Finding 2. Results for relationship between Backdoorand  Destructive

Backdoor * Destructive Crosstabulation

Deslructlw-
No

Count 169
Expected Count 375 4 2756 “®

Yes % wathin Backdoor 74 0% 26 0
% wathin Destructive 82 1% 39 ?.'"'/n
it obons % of Total 47 3% %o G'.i f;“/
Count 105 o F. 364
Expected Count 2116 v 367 0
No % wathin Backdoor 28 6% \ v A4A% 100 /e
% wathin Destructive 17 Kk 50 8%
% of Total 7%
Count
Expected Count
Total % wathin Backdoor a, /%
% wathin Destructive

0% f nr

Exact Sig (1-

s1ded)

198 407°
196 550

Pearson Chi-Square
Continuity Correction”
Likelihood Ratio
Fisher's Exact Test
Linear-by-Linear Assoaation

N of Valid Cases

a. 0 cells (0.0%) have expectic coun ' 44 minimum expected count 1s 155 38
Us .-,. only fc(_; 2 table

N

mm m.

No al by No&ina s ﬁersv 441
~ 1018




Operating Algorthim

Finding 1. Results for relationship between Stealthand  Polymorphic

Stealth * Polymorphic Cmsstabulation

Count
Expected Count
Yes % wathin Stealth
% wathin Polymorphic
% of Total
Count
Expected Count
No % wathin Stealth
% wathin Polymorphic

% of Total
Count

Expected Count

Total % wathin Stealth
% wathin Polymorphic
% of Total

Stealth

Exact S (1

s10ced

Pearson Chi-Square
Continuity Correction”
Likelihood Ratio
Fisher's Exact Test
Linear-by-Linear Assoaation
N of Valid Cases 1014

a. 0 cells (0.0%) haWaexpecteg cougltess thanS~The minimum expected count s 14 43
0 ‘Compyted onjy ¥or a 2x2 table
A

iiy¢ Measures
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Finding 2. Results for relationship between Stealthand  Antr anti- virus,

Stealth * AntiantiVirus Crosstabulation

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.IIIIEEEMQEEHE!IIIIIIIIi'ﬂIII

Count /789 196 GH
Expected Count 787 6 197 4 G4y O ‘
Yes % wathin Stealth 80 1% 19 9% 1 \
% vaAthin AnthantVirus 96 9% 96 1% %
Stealth % of Total 77 5% 19 3% (o) F
Count 25 8 &
Expected Count 26 4 66 QPO
No % wathin Stealth 75 8% 24 2% 100 0%
% wathin AntlantiVirus 3 1% 3 A
% of Total 3 24
Count 814 1018
Expected Count 1018 0
Total % wathin Stealth o 0%
% wvathin AnhantiVirus 7 (Lf}%
% of Total 00 0%

Value & 1 5 XAt Sig
) nicded)

Pearson Chi-Square
Continuity Correction”
Likelihood Ratio

Fisher's Exact Test
Linear-by-Linear Assoaation
N of Valid Cases

a. 0 cells (0 0%) have expecte3gQU

t less tha N 7 he mi u expected count1s 6 61

putegi € yfo a?xée
mneetric e!lsﬁé

ol




APPENDIX C

EGATechniquefor Worm Detection

Results

E.1: Naive Bayes Results from Weka

=== Run information ===

Scheme:weka.classifiers.
Relation: Classifica

Instances: 1195

Attributes: 6
Infection
Activation
Payload
Operation

Propagation

worm
Test mode:10-fold cross-

stratified cross-val
summary ===

n
[
i

Correctly Classified Ins
Incorrectly Classified 1
Kappa statistic

Mean absolute error

Root mean squared error
Relative absolute error

Root relative squared error

Total Number of Instance

=== Detailed Accuracy By CI

TP Rate
0.995
0.96
weighted Avg. 0.99

= Cconfusion Matri

a b <--

1013 5 |
6 171 |

bayes.Nai1veBayes
tion_result

algorithm

validation

1idation ===

rances
nstances

S

F-Measure ROC Area cClass

0.995 0.981 worm
* 0.969 0.981 Benign
0.991 0.981
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E.2: J48 Results from Weka

—== Run information

Instances: 1195
Attributes: 6

worm

=== Summary ===

Kappa statistic

1008 10 | a
3 174 | b

scheme:weka.classifiers.trees.348 -C 0.25 -M 2
Relation: Classification_result

Infection
Activation

Pay | oad

Operation algorithm
Propagation

Test mode:10-fold cross-validation

=== Stratified cross-validation ===

Correctly Classified Instances
Incorrectly Classified Instances

Mean absolute error
ROOT mean squared error
Relative absolute error

Root relative squared error
Total Number of Instances

=== Detalled Accuracy By Class ===

TP Rate FP Rate

0.99 0.017
| 0.983 0.01
weighted Avg. 0.989 0.016

=== Confusion Matrix ===

a b <-- classified as

worm
Benign




E.3: IBK Results from Weka

21

—== Run information ===

-A \"weka.core.EuclideanDistance -R First-last\™

Relation: Classification_result
Instances: 1195

Attributes: 6

Infection

Activation

Payload

Operation algorithm
Propagation

worm

Test mode:10-fold cross-validation

Stratified cross-validation ===

i

i
I

summary ===
ICorrecﬂy Classified Instances 1185
Incorrectly Classified Instances 10
Kappa statistic 0.9674
Mean absolute error 0.0121
Root mean squared error 0.0753
Relative absolute error 4.7874
Root relative squared error 21.2049
Total Number of Instances 1195

—== Detailed Accuracy By Class === %V
Precis

TP Rate FP Rate

0.991 0.006 .99
0.994 0.009
weighted Avg. 0.992 0.006 .9
=== COHfUS'iOﬂ Matl’“i)( —+—3— e
a b <-- classified as \

| .
oo
®
-
)
o

1009 9 | a = worm
1 176 | b

N
_{,)
3

scheme:weka.classifiers.lazy.IBk -K 1 -W O ~A"weka.core.neighboursearch.LinearNNSearch
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E.4: OlexGA Results from Weka

=== Run information ===

scheme:weka.classifiers.rules.0lexGA -Y 0 -P 60 -X 0 -R 1.0 -M 0.001
200 -A 1 -E 0.2 -Cc 1

Relation: Classification_result
Instances: 1195
Attributes: 6

Infection
Activation
Pay]load
Operation algorithm
Propagation
worm
Test mode:10-fold cross-validation

=== Stratified cross-validation ===
=== Summary ===

correctly Classified Instances
Incorrectly Classified Instances
Kappa statistic

Mean absolute error

Root mean squared error

Relative absolute error

Root relative squared error

Total Number of Instances 119( |
=== Detailed Accuracy By cClass === \
TP Rate FP Rate P@#ecision
0.656 0
1 0.344 EE?Y (S“

ROC Area Class
0.828 worm
0.828 Benign

1
weighted Avg. 0.707 0.051 902 ' Ox 0.828

Y\' _

——= Confusion Matrix ===

a b <-- classified
668 350 | a = worm
0 177 | b = Benign
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E.5: EGA Results from Weka

=== Run information ===

Sscheme:weka.classifiers.rules.EGA
Relation: Classification_result
Instances: 1195

Attributes: 6

Infection
Activation
Payload
Operation algorithm
Propagation
worm
Test mode:10-fold cross-validation

Stratified cross-validation ===

= sSummary ===
correctly Classified Instances 1192
Incorrectly Classified Instances 3
Kappa statistic 0.99
Mean absolute error 0.0025
Root mean squared error 0.0501
Relative absolute error 0.993 %
Root relative squared error 14.1052 %
Total Number of Instances 1195

=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision

1 0.017
0.983 0
weighted Avg. 0.997 0.014

——= confusion Matrix ===

a b <-- classified as
1018 0 | a worm
3 174 | b = Benign




