CHAPTER 1V : RESULT AND DICUSSION
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4.1 Introduction

This chapter explained the findings obtained based on the rese stionnaire and in
depth semi-structure interview. The main focus of the study refer, ed data generated from
the questionnaire for verification of the framework. All the ather la alyzed using

—\

ive stg.tls ics and st Ql-stlcal test.

N
Then, for validating the framework, the data athe fro sengsfa cture interview

W y5|81he results of all data

£

n >

4.2 Response Rate and missing a AQ}—
\

In this research, about 2#2 q stlonnahj lbe&n) istributed to IT experts and the
pon

respondents answered all que tlonn es used for further analysis was 272
according to Krejcie and I\@t abl ba;) the @Iaﬂon of 600.

Statistical Package For The Social Sciences (SPSS), Vers%or Window: r esearch

question are discussed in the discussion parts consisted desc

in qualitative approach are analyzed by using S%j conte
analysis in this study will discuss in this chap&s

-—o

I
Table.1° S&%\'/}y Response Rate
Q| 7)
\ 2 A rvey@’eturn Rate

we \j\’" N Return Rate
o) Percentage

Distributed N 600 100%

onnaire Collected 272 45.3%

stionnaire - 0%
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4.3 Demographic profile of respondents

full time employees and key stakeholders comprised of 272 respondents. Bas@%aniversity
category showed 64 respondents (23.5%) are research category, 62 respon (22.8%) are
comprehensive university and 146 respondents (53.7%) are technical university, It showed that the

WV

highest are technical university and the lowest are comprehensive uni

Then the full time employees showed the majority of the re

employees with 134 respondents (49.3%) and followed by between®001to 2 mploqees with
)

133 respondents (48.9%). Then the respondents who are en 101 to'50 nd’ between 501 to

2
s @n 100 with 1
&

1000 are 2 respondents or 0.7%. While the minority o?he r M
respondent (0.4%). c;, ‘1

Moreover, referring to the key stakehqglders sho 14 0 Qs (54.8%) are CIO or
CTO, IT Director with 116 respondents (‘4% T Manage K re ﬁondents (1.8%) and other
key stakeholders are 2 respondents (O.m i rg%ﬂéd th\éﬁﬁ'l’ghest number of respondents
are CIO or CTO and the lowest oMey Sl];ej 50‘,%

d
NN
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Table 4.2: Company Profile

Company Profile Frequency Percentage

University Category

Research University 64 23.5
Comprehensive University 62 22 g,
Technical University 146 ST
Full Time Employees
Less than 100
101-500
501-1000
1001-2000
2000+
Key Stakeholders

ClOor CTO
IT Director

."Ifq

IT Manager
Others

%4
i u

\ A
Table 4.3 below shows the dl?mon i;‘\p?I |g@wee Based on job title showed

10 respondents (3.7%) ae Dir ade respondents (0.7%) are IT

Consultant/Specialist, 48 r )@& @arel 7% demician/Researcher, 117 respondents

(43%) are IT Englneer/ \!ve/ taff, ?gpdnge’nts (11%) are System Administrator and 3

respondents (1.1%) s. It showed a@ﬁlghest are IT Engineer/Executive/Staff and the
go 4 b 4
It st.

O

lowest are IT C Speciali \,T
S
Next ars of experience showed the majority of the respondents are between 6 to 10
year respondents (40.1%) followed by between 11 to 20 years with 92 respondents
(33. 8° more than 20 years with 47 respondents or 17.3%. While the minority of the

respondents less than 5 years with 24 respondents (8.8%).
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Table 4.3: Profile of Interviewee

Profile Frequency | Percent

Job Title \i

IT Director/Manager 10 3.7 O)

IT Consultant/Specialist 2 0.7

IT Academician/Researcher 48 17.6

IT Engineer/Executive/Staff 117

System Administrator 30

IT Technical Assistant 62 4

Others 3 ,1 ~N .
Years of Experience , ' c}‘r

g | X
Less than 5 2 8.8 o
6-10 %’
N
11-20 |
20+

) N,
Table 4.4 shows the distribution %natigh security e@%nment. Based on company

ana em@SM) showed 163 respondents
(

implemented a formalized informat%uritl
(59.9%) are implemented but 8% e 9% 5320 mplemented ISM. Meanwhile 101
respondents (37.1%) are do@ abopt - It showed that the highest are implemented and

nts ('2

&)
the lowest are do not im Med SM. i C.)O
’ 4

Based on the the ;y\o edé\ ajority of the respondents are IT Director with
176 respondents (64" foIIovJ\:e y{t

IOQr'CTO with 59 respondents (48.9%), ISM Manager
)

with 20 respow 7.4%) and IT Ma&er with 15 respondents (5.5%). While the minority of
the resp e outsourced to a third party with 2 respondents (0.7%).

@ver, company adopted of ISM standards or frameworks showed majority of the
respondents have company adopted of ISM standards with 151 respondents (55.5%) and 106
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respondents (39%) do not know about that. Meanwhile the minority of the respondents are no and
were are not planning to adopt of ISM standards with 2 respondents (0.7%), no but ht in
the near future with 6 respondents (2.2%) and no but we are in progress with 7((%&‘(13 or
2.6%.

Lastly about the ISM standards showed majority of the respondeanot about ISM
Standard with 126 respondents (46.3%), 1SO 27001 with 106 respondents (39%), ISO 27032 with
16 respondents (5.9%), ITIL with 13 respondents (4.8%) and CO r’espondents (2.6%).

Meanwhile the minority of the respondents are RAKKSSA with pondent 5%

’Y*

Table 4.4: Distribution of Informau% Urlty E irﬁe’lt.\
b
Information Security Environment \ wency\) Percent
‘
Implemented
Yes v \| ]Q3 59.9
No O" 2.9
Don't Know -7 101 371
Manages % /
ISM Manager 20 7.4
IT Director 176 64.7
IT Manager 15 5.5
ClOor CTO 59 21.7
Outsourced to a third party .' \y./ Py (fj/ 2 0.7
Company I :
Yes & 151 55.5
N
No but we are in progres; \ | C-&'J 7 2.6
No but we might in the r%re ( v’ 6 2.2
)
No and were are ry lards 2 0.7
Do Not Know 106 39.0
b
ISM Standard (.}’
LS -
1SO 2700 ~ 106 39.0
16 5.9
7 2.6
13 4.8
R A 4 15
Don't know 126 46.3
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44 Reliability

Table 4.5 showed the result of reliability data. Based on the result, th asset
identification showed Cronbach’s alpha of 0.887, security breach identificati%\.%& IT
security offensive protection are 0.881, IT security defensive protection are O.Qéwd IT security
objectives are 0.978. Every questionnaire items are said to be valid becauseRC'ronbach’s alpha
greater than 0.7. Please refer to Table 3.2, page 69 in Chapter 3. So, in this study can be

classified as good and adequate for this research means.

Table 4.5: Test of Reliabili
Factors Cronba pha o of Items

\"ad

IT Asset Identification | W

d!g: NN
Security Breach Identification \29 8 "‘ 3
IT Security Offensive Protection \Q)).881 E CS‘- 3
IT Security Defensive Protection - %? A'\' 7
IT Security Objectives . VN 3

y Obj g’ R A

&
Q

45 Normality Test \ 'l’}‘j

fac 55‘ Baé'd on the results, that all factor have
&
a mean and median are verw and|ba n the of significantly found that each factor
<0

showed significant level 05. T ed t a%’t is not normal distribution and is suitable
g \ P C‘)O

for further analyzed f@;udy. OWeVer, th@kewness and kurtosis showed the result between

-2 t0 2. Thus, the s ormaf D); Yg\

X
Ny
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Table 4.6: Test of Normality for Each Factor

Factors Mean | Median | Standard | Skewness | Kurtosis Si?jgant

Deviation \

IT Asset | 8.398 8.500 0.815 -0.213 -0.079 0.000
Identificatio

n o
Security 8.313 8.000 0.966 -0.257 wy 0.000
Breach Y.

Identificatio l

n

IT Security | 8.631 | 9.000 0.796 @s ’1.2 | _\‘*ﬁooo
Offensive N~

) v
Protection
IT Security | 8.69 0.000
Defensive
Protection
IT Security | 9.203 0.000
Objectives
4.6 Descriptive Statisti
Descriptive statis N a c&l)@tion and summary of the data in the simple

(‘( B s
461 To analxzahe actors influencia:gd;e IT security Maintenance
%\w o
There e factors influence the IT security maintenance such as IT asset identification,

security identification, IT security offensive protection, IT security defensive protection

and IT security objectives.
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46.1.1 IT Asset Identification

Table 4.7 represents the frequencies and percentages for the IT asset Identi fon. As
shown in the Table 4.7, a substantial majority of the respondents chooses(%?g about
“Identification of information generated, consumed, processed or store jieved by the
information system is important” (41.1%). The respondents also chR:scale 8 about

“Identification of information generated, consumed, processed or sto ieved by the computer

d, cclnsumed, processed
L
wardsthe IT Asset

Sy
Identification. The highest mean showed respondents ag% abo \Idg ificztiq%of information
tion system is important”

generated, consumed, processed or store retrie@'the i

(M=8.697, SD=0.912). While the lowest mean ‘sho ed\th

server is important” (40.7%) and “ldentification of information gene

or store retrieved by the network technologies is important” (33.7

As seen in the Table 4.7, the respondents showed us reactigns

“Identification of information generated, co d,gorocessed or &B‘e retrieved by the network
7]
technologies is important” (M=8.165, qu 412 era@%an for IT assets identification

is 8.398 and standard deviation O.%. The ﬁn spondents agree about IT Asset
) ’ F &
identification. \ @ {;
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Table 4.7: Frequencies and Percentages for IT Asset Id E‘Qtion

g

Statement 1 2 3 4 5 6 \T 8 9 10 Mean | SD
Identification of information generated, | 0 0 0 0 1 3 94 122 57 8.697 | 0.912
consumed, processed or store retrieved | (0%) | (0%) | (0%) | (0%) | (0.3%) (10@@%) (31.6%) | (41.1%) | (19.2%)
by the Information System is important ' .\?f‘. X
Identification of information generated, | 0 0 0 0 2 é ' g o114 125 26 8.471 | 0.85
consumed, processed or store retrieved | (0%) | (0%) | (0%) | (0%) (0.7%)\(@.3%\ : %‘Pr(38.4%) (42.1%) | (8.8%)
by the software is important C‘})’ lﬂ) ’&é\
Identification of information generated, | 0 0 0 1| ",\§ AQSZ 121 89 28 [ 8.259 | 0.96
consumed, processed or store retrieved | (0%) | (0%) | (0%) (0.3%~)£;I)<’/3)—->§2 0) 5’5(17.5%) (40.7%) | (30%) | (9.4%)
by the computer server is important 6 .A_} i Aé}-
Identification of information generated, | 0 0 0 ?' w: 0%99 58 100 95 25 | 8.165 | 1.0412
consumed, processed or store retrieved | (0%) | (0%) | (0%) °|/o_)§-‘\ Ai):;}(GA%) (19.5%) | (33.7%) | (32%) | (8.4%)
by the network technologies is important
d i - (}&Ollef‘;%f'? %50 8.398 | 0.815
L,
2% 5
&
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4.6.1.2 Security Breach Identification

Table 4.8 represents the frequencies and percentages for the security breach |dew5t|on
As shown in Table 4.8, a substantial majority of the respondents choos 3 8 about
“Requirement of the vulnerabilities analysis to secure IT environment in the “0rganization”

(37.7%). 1t was followed by “Requirements of the threats analysis to secure ITenvironment in the

organization” (33.3%). Yv

As seen in Table 4.8, the respondents showed various reacti aw?curity breach
identification. The highest mean showed respondents agree @about “Requirements 6f the"threats

analysis to secure IT environment in the organization” ( 424, SP— 047). W,@@ the lowest
mean showed the respondents also agree about “Requw ents oss e?.l‘ttack (exploits)

analysis to secure IT environment in the organi. 2 07

The overall mean for security breach identificatio 3 a i&ndard deviation is 0.966.
These shown the respondents agree abou b t| i \n
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Table 4.8: Frequencies and Percentages for Security Breach ! \Ication

Statement 1 2 3 4 5 6 7 Y' 8 9 10 |[Mean]| SD
&
Requirement of the threats analysis | 0 0 0 0 0 13 99 98 47 8.424 | 1.047
to secure IT environment in the | (0%) | (0%) | (0%) | (0%) | (0%) | (4.4%) %) | (33.3%) | (33%) | (15.8%)
organization , v, 205
Requirement of the vulnerabilities | 0 0 0 0 0 J€~ 45’ ll@ 99 30 8.309 | 0.971
analysis to secure IT environment | (0%) | (0%) | (0%) | (0%) | (0%) | ( (J{ %8_5'7%) (33.3%) | (10.1%)
in the organization ] °‘>
g NANE
Requirement of the possible attack | 0 0 0 0 415 610 93 86 36 | 8.205 | 1.078
(exploits) analysis to secure IT | (0%) | (0%) | (0%) | (0%) ) m ( <§6%) (31.3%) | (29%) | (12.1%)
environment in the organization d <§'
8.313 | 0.966
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4.6.1.3 IT Security Offensive Protection

Table 4.9 represents the frequencies and percentages for the IT securit;Wnsive
protection. As shown in Table 4.9, a substantial majority of the respondents cho Qe 9 about
“The requirement of doing vulnerability assessment to secure IT” (44.4%) and%requirements
of doing security audit to secure it environment in the organization” 3.43: he respondents
also choose scale 8 about “The requirements of doing penetration testinecure IT environment

in the organization” (37.4%). l
As seen in Table 4.9, the respondents showed vario; reactions tov.v\gm ,QQ'Security

| S
r@i rements of

offensive protection. The highest mean showed respondents, agree ip t “The
Y
doing security audit to secure it environment in the organizatio =8.8654,SD=0.897). While
h ;

the lowest mean showed the respondents also a@T

testing to secure IT environment in the organigation” ( M ‘,0&18*97).
The overall mean for IT security‘@ge pfotection is 8@ and standard deviation is
N & .
0.796. These shown the respondents agree*about; | ty ot@slve protection.
N K3
’ F &
NS @)
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Table 4.9: Frequencies and Percentages for IT Security Offensi

t%ﬂgt:ction
\

Statement 1 2 3 4 5 6 8 9 10 Mean | SD
The requirement of doing 0 0 0 0 1 2 99 132 40 8.612 | 0.863
vulnerability assessment to | (0%) | (0%) | (0%) | (0%) | (0.3%) | (0.7%) | (7 (33.3%) | (44.4%) | (13.5%)
secure IT environment in the
organization ',\Y'
The requirement of doing 0 0 0 117 120 26 8.417 | 0.897
penetration testing to secure | (0%) | (0%) | (0%) ?4%) (40.4%) | (8.8%)
IT environment in the
organization
The requirement of doing 0 0 0 75 129 75 8.865 | 0.897
security (0%) | (0%) | (0%) (25.3%) | (43.4%) | (25.3%)
audit to secure It environment
in A
the organization &

. 8.631 | 0.796
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4.6.1.4 1T Security Defensive Protection

Table 4.10 represents the frequencies and percentages for the IT secui@?ensive
protection. As shown in the Table 4.10, a substantial majority of the responden&g@es scale 9
about “Establishment of IT security awareness program among ~ (53.2%) and
“Establishment of IT security parameter, Anti-Malware software to prot@g;)x;ware activities
in the IT environment” (51.5%). Y.

The respondents also choose scale 8 for “Establishmen securi lui nes to handle
proper usage of IT services and gadget” (38.4%) and “Estaihishment of IT c,r@ameter,

intrusion prevention system/intrusion detection system retend agy.anomaly \a?ﬂvities in the

digital network” (35%). As seen in Table 4.10, the regspondents vari@&;ctions towards

the IT security defensive protection. The W; )nea r@hdents agree about
“Establishment of IT security policy in the o%ation 7 (M= $4 _}0.849). While the lowest
f )
E.

mean showed the respondents also agre

among the staffs” (M=8.292, SD=0.9?.

>
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Table 4.10: Frequencies and Percentages for IT Security Defens%' e Protection

N
Statement 1 2 3 4 5 6 7 \\@‘ 9 10 Mean | SD

Establishment of IT security policy in 0 0 0 0 0 3 12 | 7 143 92 9.04 0.849
the organization (0%) | (0%) | (0%) | (0%) (0%) (1%) (4%) WS.S%) (48.1%) (31%)
Establishment of IT security guidelines 0 0 0 0 1 4 4? 114 102 35 8.404 | 0.936
to handle proper usage of IT services | (0%) | (0%) | (0%) | (0%) | (0.3%) | (1.3%) 3.8%) | (38.4%) | (34.3%) | (11.8%)
and gadget ; l\l\d
Establishment of IT security awareness 0 0 0 0 1 0 18 fr 69\‘2‘ 158 51 8.804 | 0.815
program among staffs (0%) | (0%) | (0%) | (0%) | (0.3%) ( d (6.1<L) 7 (IZV:}_{SC%) (53.2%) | (17.2%)
Establishment of IT security education | 0 0 0 0 0 \‘3: Qﬁ" Y\_JQS 102 31 8.292 | 0.995
program among the staffs (0%) | (0%) | (0%) | (0%) (0%) (‘ /o\“' ( 5%21-:5\ (32%) (34.3%) | (10.4%)
Establishment of IT security parameter, | 0 0 0 0 O\') 2 "X 11(5" 50 152 82 9.013 | 0.809
Firewall to defend the digital network (0%) | (0%) | (0%) | (0%) A@J\ (@_ ?{&%) (16.8%) | (51.2%) | (27.6%)
Establishment of IT Security parameter, | 0 0 0 0 ‘%" " Z @7 104 113 41 8.518 | 0.904
Intrusion Prevention System /Intrusion | (0%) | (0%) | (0%) | (0%) *\ % ;Ni/o <§‘(’12.5%) (35%) (38%) (13.8%)
Detection System to pretend any Y"" [ ? I 0 I
anomaly activities in the digital network ] c) _\:DJ :(Q,
Establishment of IT Security parameter, | 0 0 0 0 q \L\i 23 71 153 49 8.76 0.83
Anti-Malware software to protect any | (0%) | (0%) (OGQNO%)Q I%) ;\ 0.3%) (7.7%) (23.9%) | (51.5%) | (16.5%)
malware  activities in the IT C‘) / ’ Ef (:'7
environment %’ r B)f -g\\

veralk, 8.69 | 0.727
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4.6.1.5 IT Security Objectives

Table 4.11 represents the frequencies and percentages for the IT security obj?!s. As
shown in Table 4.11, a substantial majority of the respondents chooses scal Gﬁjbout “The
requirements of confidentiality achievement on IT security for organization is imp&nt” (42.8%).
It was followed by “The requirements of integrity achievement on IT se{it} r organization is
important” and “The requirements of a availability achievement on Ivmrity for organization

is important” (39.7%).

As seen in Table 4.11, the respondents showed various reactions tow. 'th'é{g‘Security
C,
objectives. The highest mean showed respondents %aboyt *T req{u\ements of
v

confidentiality achievement on IT security for organization is i \r[’an.t

: (Mé—g\mz, SD=0.825).

e reguirements of integrity
, SD=0.846).

S

stan_md deviation is 0.816. These

&/
shown the respondents agree about IT sec\Nty T N\

W S
S S

[¢)]

While the lowest mean showed the respondent@ a
achievement on IT security for organization igimportants:

The overall mean for IT security obj $is9.203
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Table 4.11: Frequencies and Percentages for IT Security 3@\@5

X

Statement 1 2 3 4 5 6 7 ‘7.‘8 9 10 Mean | SD
The requirement of 0 0 0 0 0 1 9\,‘ 43 117 127 9.212 | 0.825
confidentiality (0%) | (0%) | (0%) | (0%) | (0%) | (0.3%) 3?7 (14.5%) | (39.4%) | (42.8%)
achievement on IT security for g'\d
organization is important S L I 'C}Y'
A
The requirement of integrity 0 0 0 0 0 28 {? 114 126 9.191 | 0.846
NV
achievement on IT security for | (0%) | (0%) | (0%) | (0%) | (0%).] 8 z%L\ 7%) |1(35.8%) | (38.4%) | (42.4%)
~
organization is important Q) N 6<
The requirement of availability 0 0 0 0 03 % @. 42 118 126 9.205 | 0.831
achievement on IT security for | (0%) | (0%) | (0%) (0%*‘3/0) (0.3%) @1%) (14.1%) | (39.7%) | (42.4%)
organization is important \> ' S
Qﬁn S 9.203 | 0.816
4 \’vj’é?
S8
N
Ny 13, &
2 9
[ 53¢
:V), N
\/Y'
O
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4.7 Statistical Test T

Statistical test used to investigate the relationship between the S%s studied.

Yv

4.7.1 The Relationship between the Factors Influencing the IT SecMaintenance

Correlation tests used to determine the relationship between variables

Table 4.12 showed the relationship between factors gcinp the IT security

maintenance. The result showed IT asset identification is signi t relatio wl%g,ecurlty

breach identification (r=0.650, p=0.000), IT security oﬁe@tectlo (n 55!0,.&%1) 000), IT
security defensive protection (r=0.624, p=0.000) and IT ty obﬂ:\t

Y‘
tion @with IT security

Besides security breach identification shcﬁMmfica t

offensive protection (r=0.706, p=0.00) IT sec urm«ena e pr

security objectives (r=0.356, p=0.000). Ne%ET}c%i%Qs e @)Qtectlon showed significant
1t

d
relationship with IT security defensive ion @i p= A%GO) and IT security objectives

N
(r=0.512, p=0.000). Lastly IT s urltgdefectl yefn§significam relationship with 1T
security objectives (r=0.580, p= 000; ¢
Q S
!

(’}/ "cj’o
NS
&L VAL

& ol
N

/
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Table 4.12: Correlation the Variables

IT Asset Security IT IT Security
Identification Breach Security Defensive curity
Identification | Offensive | Protectio ctives
Protection
IT Asset 1 .650™" .580™" .62& 415™
Identification 0.000 0.000 0.000
Security 650" 1 .706™ .689F" 356"
Breach 0.000 0.000 00 0.000
Identification
IT  Security .580™ 706" . 512"
Offensive
. 0.000 0.000 i \‘Q-:OOO
Protection _f)
IT  Security 624™ .689™ W3 ~ 580"
Defensive 0.000 oooo\} 0.000._ 0.000
Protecti
rotection ‘:\
IT  Security 415™ : 512% 1
Objectives 0.000
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4.8 Validity of Measurement Model

Table 4.13 below shows the factor analysis of IT Asset |dentIfIE n The

Keiser-Meyer-Olkin result showed the value is 0.671. Based on the re lt
Test of Sphericity give ¥ =701.669, p<0.05. This means Y&rlables are

statistically significant and correlated between the items.

Table 4.13: Factor Analysis of IT Asset Identifica z l

Statement ‘\d Factor

Identification of information generated, consum rocessed r7 c@éﬁ3
retrieved by the Information System is important =
sto

Identification of information generated, con pr e

retrieved by the software is important E\T
Identification of information generagd@ focessed ontore 0.892

retrieved by the computer server is |m
-

Identification of information ge hg, consumead, * é.d or store | 0.808

retrieved by the network techn i t (
Kaiser Meyer Olkin é\’ 0.671

I
Chi Square ' > 701.669
Si s O 0.000
g \ : L0 | :14(/
Table 4. be actor h‘éﬁ/ms of Security Breach Identification.

5’

Ikin're I o&e(}? value is 0.740. Based on the result,

The Kelser-ﬂ
Bartlett f SpHeriei gfve 30 777, p <0.05. This means all variables
\/

are\ aIIy significant an(réarelated between the items.
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Table 4.14: Factor Analysis of Security Breach Identification

Statement r

Requirement of the threats analysis to secure IT environment in 02

organization 5
Requirement of the wvulnerabilities analysis to secure IT environment| 0.936

in the organization .i

Requirement of the possible attack (exploits) analysis to e IT| 0.909

environment in the organization

Kaiser Meyer Olkin 0.74

[ ]
L4
Chi Square o 930.777

| .

Sig % [ ) | oo
' -
N )

nsive ‘Fé'fectlon. The

on the result, Bartlett’s

Table 4.15 shows the factor analys% Secu

Keiser-Meyer-Olkin result showed th \/%s 0.642:

%hns all variables are

S
statistically significant and corr, &h the jtems. Q-
Table 4.15: Fac i @ensive Protection

Factor

The requirement of doj an\ ili ai@sment to secure IT | 0.924
environment &\ Q S
in the organization N

g B '\ ! £ b
The require doing penetration tésting to secure IT environment |  0.841
in Qv (J
th wion J b4

eo
Thu&lirement of doing @’Ity audit to secure It environment in | 0.818

Nanization

er Meyer OIkin 0.642
hi Square 343.051
Sig 0
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Table 4.16 shows the factor analysis of IT Security Defensive Protection. The

Keiser-Meyer-OlKkin result showed the value is 0.826. Based on the result, B?l's

Test of Sphericity give y* =1497.53, p<0.05. This means all @ are

statistically significant and correlated between the items. v

Table 4.16: Factor Analysis of IT Security Defensw@i&

Statement Factor

Establishment of IT security policy in the organization ' 0.666

Establishment of IT security guidelines to handle pr usag of\\¢38
| ]

IT services and gadget

Establishment of IT security awareness progr

Establishment of IT security education prog

Establishment of IT security paramete all ti\de d the~?‘0 732
digital network

g o)
Establishment of IT Security parameter, I usio eve tion 0.847
System/Intrusion Detection to p@sbgy a,@n y
activities in the digital netw @ Q:?

N
Establishment of IT Securi n}" Mal\u&{e software 0.833
n the |

0.826

to protect any malware activities i n wq@nt
Kaiser Meyer OlKki 40\’
Chi Square \ \\ «—\-%} 1497.53
S
\& ‘\\f r& °

O
¢ i’ C.)
T sho s theg faCtor IyS|s of IT Security Objectives. The Keiser-
Meye %’r

esult showed t‘l'le@ is 0.760. Based on the result, Bartlett’s Test of

icant and correlated between the items.

&
S |ty give y° —1120.8%', p <0.05. This means all variables are statistically
i;f

S
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Table 4.17: Factor Analysis of IT Security Objectives

Statement Factor
The requirement of confidentiality achievement on IT security for 0.9

organization is important 5 )
0.96

The requirement of integrity achievement on IT security for

organization is important .i

The requirement of availability achievement on IT security for 0.97
organization is important
]
Kaiser Meyer Olkin 0.76
Chi Square ' mds,s -
- N
Slg , q _{"f
. | 2! e
4.9  Confirmatory Factor Analysis (CFA) \ N
Yw

\‘em niq@ hat have been
hips“am w)? died Variables and their
own %ﬁ . T@ unctionality of factor
“« Q-
Ivvarious po@tcientiﬁc investigations. It
N
has also been describedsas “ome of the ‘mst %er@)ls yet devised for the study of
complex areas of behavior. scien% ceﬁi‘.jQFA can be utilized for a range of
objectives, such a@mm ‘c ev ation.% struct validation, and the evaluation of
NS

measurement Qmi ce (Shek & Yu, 20141).'

é
CFQvn lwo }as QQ&/ of factor analysis, with another type being
S.

explorato ctor analy &A@ﬁeory-driven and intends to ascertain the capability

Factor analysis denotes to a set

/i

established to examine the relations
underlying concepts, which are

analysis has become well kn

g
()

@D
“(_jh

of&p& efined factor model @ecified on the basis of theory) to fit an observed data
% other words, CFA analyzes whether a specific set of factors (i.e., defined by a
theory in a priori method) actually defines the variations in the examined variables in

the manner that was hypothesized earlier (Shek & Yu, 2014).
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Model Type: In a CFA model, if the differences among the examined variables
are found to be affected by only one level of latent variables (first-order factorwmh
model is known as primary factor model or first-order model. In realit)(_%&odels
frequently permit the first-order factors to be associated, it occasionall sense to
consider a second order or higher-order models, which can explaimlaﬁonships
amongst the first-order factors. These CFA models that enco Ncond or higher-
order factors are called hierarchical or higher-order fa(‘:m (Shek & Yu, 2014).

X

{
»
IT Infra Security has been a first order model based on the correlations of the variables

v e T
[ J15
the followi stage\s}YTiterature
IIecti@a:ld primary

odifications, and

and as per the categorization explained above.
Steps in CFA: CFA usually progresse

review, model specification, model id

examinations, model fitness measurenwa

report and explanation of results. odel m\ﬁﬁa [ an@comparison are being
N
discussed which will follow th itneds m rememi?

h

&
Model Modificatio?t. pr g@d model does not fit the data
well, researchers ofte to re-specify t rﬁoda)in a post-hoc manner. Based on
’ 4 ¢ &
fitness diagnostiweoretic::ﬁo ing, model is revised and fit to the data
again in order tQQ eits ; of fi he parsimony and interpretability of the
¢

model. One oach tofmode dﬁiféa‘t%n is to delete the existing factors which is

"
known Q)/ trimi ?ths in& model that are not significant (p > 0.05) often
L 9

sugﬁ&ong factor Ioadings@rﬁ theoretical explanation, these paths can be deleted.

fit of model trimming is that we can achieve a simple model and / or larger
@ e of freedom (df), which usually result in better model fit.
Another and more common method of model modification is to add more factors

into the model, namely, model building. Two sets of statistics help researchers decide

pot

L
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which parameters can be added. The first one is called “Modification Indices” (MIs).
All freely estimated parameters are set as having MI values equal to zero by

For each fixed parameter specified, there is an MI and its value represents

drop in chi-square if the parameter is to be freely estimated. A fixed pa r with the
largest modification index should be freed provided that this parameter can be
theoretically justified. There are different criteria as to wﬁ. value indicates

Model Comparisons: When there are nume the reWompetmg

significant specification error (e.g., 4, 15 etc.).

models, researchers must recognize which model fits ta welll This m‘ol@odel

s: @d model
comparison and non-nested model comp% urd\T el sp@;‘c;tions were

mainly non-nested as the items pertai tho the nt rs were related
differently, although number of iter@sre same \H_Te_(-}uo JQ\

N
Model Evaluation: Th ome%ertai major(@caacteristics of the results

iIity@e CFA models. Like, overall

goodness of fit and the% b|||t39 ze, ‘g!statblcal significance of the estimates.

Goodness of fit p'ek to h@e parager estimates of the CFA solution (i.e.,
factor loadings, ‘Q orre ror rlances) are able to imitate the relations

that were e edint am dgtab

comparisons. There are basically two types el corﬂp

that should be examined to }@ th1

'goodr& of fit statistics that offer a global descriptive

t of the ability of t@fodel to replicate the input covariance matrix. The

Csi oodness of fit index is chi?, according to Hair et al. (2017), chi?is an essential
U

Q re for understanding a measurement model’s goodness-of-fit. The chi? value
fers to the mathematical difference between the hypothesized measurement model

based on a priori knowledge and theory and observed measurement model based on
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sample data. A low chi? value represents that the hypothesized and observed
measurement models comply with each other, which can be commented as Tt
exists between the measurement model and the sample data.

In addition to a low chi? value, a good fit between hypothesizd!% observed
models originates from a non-significant p value for chi? (i.e., highermsy Despite
the fact that it is considered an essential measure for understanding*the model fit, the
literature states that chi? value should not be used as the s &:e Ior this purpose.

This is because %2 is sensitive to sample size and, a large ple gize crease the

chi? value (Hair et al., 2017). However, chi?is useo@yalcula on tl‘e@ ness

of fit indices.
Other the most widely acceptedﬁ,w: goadnesswof fm@gy ces are the
standardized root mean square re al ERMR), me@%quare error of

approximation (RMSEA), Tucker- |n ex n th{xcomparatlve fit index
(CFI). Both CFI and TLI are as inc I |ces where the fit of a
hypothesized model is asse re var]ﬂﬁz odel (i.e., null model where

the observed indicator%w ave a‘rl

RMSEA is tistic tf‘a

corrgl t‘o h each other).

ates t roblems relevant to sample size by

assessing the m el’s pop n rather than a narrower sample data. In

practice, iti g ted that ea of{h'e@‘a indices be reported and considered because

they pr ererfl tion a®\ut model fit. Considered together, these indices

prouAmore conservative Krd}éllable evaluation of the fit of the model (Brown &
, 012).

The final major aspect of CFA model evaluation pertains to the interpretability,
Qr

ength, and statistical significance of the parameter estimates. The parameter estimates

(e.g., factor loadings and factor correlations) should only be interpreted in context of a
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good-fitting solution. If the model did not provide a good fit to the data, the parameter
estimates are likely biased (incorrect). In context of a good-fitting model, the pa?!r
estimates should first be evaluated to ensure they make statistical and substﬁﬁ nse.

The parameter estimates should not take on out-of-range valu referred
to as Heywood cases) such as a negative indicator error variance. Th%ults may be
indicative of model specification error or problems with the_sample” (Brown, 2006).
From a substantive standpoint, the parameters should be nitu'ie and direction
that is in accord with conceptual or empirical reasoning ., eac iwihould be
strongly and significantly related to its respective fa he size an ir{cti f the

factor correlations should be consistent with ex n).

' 4
\ \Y
Small or statistically non-significanw es mﬂy bé dicati@:mnecessary

parameters (e.g., cross loading). Smallwasignifican ar@ding may suggest
that the indicator should be removeags'u the Men '@}EI. On the other hand,
N
r% e p{c&)

extremely large parameter esti y be substantively lematic.

&
For example, if in a Mtor[ utien th@or correlations approach 1.0,
ges hettler

there is strong evider% tior} A h@tent variables represent distinct
constructs (i.e., @ve p(io mina <';/Iidity). If two factors are highly
overlapping, the% oul - 'ecifiat-iéﬁfl collapsing the dimensions into a single
factor. If th ere pe‘:% ﬁocél"i? acceptable, it is usually favored because of
its bette% ony. # D)‘,

Y-
A}del Respecificatio@FA model will often have to be revised, the most

@ reason for respecification is to improve the fit of the model because it may
i

&7

@ nadequate global goodness of fit, large modification indices, or the parameter
stimates are not uniformly interpretable. Modification indices and standardized

residuals are often useful for determining the particular sources of strain in the solution
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when the model contains minor misspecifications. However, it cannot be over-
emphasized that revisions to the model should only be made if they can be sw
justified by empirical evidence or theory. \

Model Estimation: AMOS, which stands for “analysis of mon*ructures
is one of the most popular software packages developed for performin in top-tier
journals [17]. Hence, to test dimensionality of study scales, respec ems of all scales
were factor analysed via CFA using AMOS version 24. &-

ter'mnes how well

tests to determine model fitness with the collected da oled

F‘f\)_\ used

sample supports the factor structure of the scales. CFA relies oc}nu statlstlcal

following Zainudin (2012).

To achieve the best fit of the modew (20&‘0)

problematic items from the structural eI et it was

sugge@} to delete the
red@ﬁ' after deletion of

the unwanted items there were at- I ur |tem gch aclor to measure the final

N
model (Zainudin, 2012). Nazmwhmad&ms’ ather r@nmended that to achieve

the acceptable model fltnesyh& du Items e@ in a model must be either

ij;é ecified to include correlated errors.

e err ms were co variated whose modification

removed or constraine

Following

ncr@l fit, and parmmomoﬂ%ﬂ (Chong, Nazim and Ahmad, 2014), while Hair et

al. 7) also advised to use multiple indices with minimum one index from each
6 ory, same recommendations were used in this research (see Table 1).
Our results fully met the criteria except TLI which was marginally below the
threshold value.
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KMO Bartlett Test: Since CFA is based on theory and other standard
requirements such as sufficiency of the data, therefore KMO test was perforw
incorporating all the items of all scales to measure the sufficiency of the s@n the
collected data, which scored 0.879 (> 0.5), and Bartlett’s test of spheric e sample
was also significant (p <.001), see Table 4.18, which indicated that thefStudy variables
have been correlated sufficiently to impact the mutual varla% en together this

indicated that data is suitable for conducting the CFA.

Table 4.18: Sampling Adequacy and nmp ‘\d.

KMO Measure

Q}v

Approx. Chi-Square | 5277.184

T
NV
T

é

Bartlett's Test |df 190
Sig. 000"
v
) K\
A
Common Method Varia@ —Asour. qa a@om one common source

and socially desirable r pon that

in a self-rated mode, so it wasNe to ng e s evaluation apprehension,
ight c tr||b CMV (Podsakoff, MacKenzie,

:
Lee, & Podsakoff, 03) 0 i\ IS |SSL€>{/e pooled all the items of the five
constructs into a i fact r an , the outcomes of the one-factor model
displayed a p eI t (Chi @ 0 ff 170 yielded 18.65, CFI = .43, TLI = .36,

@,

MR = 9 : SE@ o,@as implied that CMV was not a pervasive issue

’

R
with o $’

&
s
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Table 4.19: Collinearity Statistics

Scale Tolerance VIF T
Asset Identification 642 1.558 "}
Security Breach ldentification 448 2.231 k
Security Offensive Protection 467 2142 F
Security Defensive Protection 451 2.217
Security Objectives .793 1.262
2 l

We also consulted the VIF (variance inflation factor) Valugs w ‘\Qé‘xqumg

the 3.3 threshold indicate of common method bias@nea}lt as well (I'({)‘Zé@ 2015),

h’u’.{ of mul@ollinearity
ﬁe values were

on the other hand Tolerance value below 0.2 Ran i
(Menard, 1995). We can note from Table 4. t bo

within the criteria ranges, which furthe led w

variance. >v
& QC}
CFA —-To test dlmens of st sg, respective items of all scales were
N
factor analysed via CF Osrera f 4 Gé\ determines how well sample
supports the factor struc urejof t I?Aé}@les on numerous statistical tests to

determine model tne wth' the collecte ta. Pooled CFA (PCFA) was used

N
following Zaipudi 01 l O
gz )- o z C.)
the best fit off the el, Byrne (2010) has suggested to delete the
’ <>

probli ems fro sti/dzmral model. Nazim and Ahmad (2013) rather
reaw ed that to achieve t’ﬁt%cceptable model fitness, the redundant items existing

del must be either removed or constrained. Following Byrne (2010) model was

precmed to include correlated errors. Following Hair et al. (2017) only those error

terms were covariated whose modification index (MI) values were high i.e., 4 and
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above. Table 4.20 contains different criteria to be referred for CFA. Before conducting

CFA for our measurement model, CFA for each individual factor was carried OY'

Table 4.20: CFA Cut Off Values C}

Index Criteria Literature

Chi?/df |<5 Marsh and Hocevar (1985)
RMSEA | <.08 MacCallum et alm
SRMR | <.08 Hu and Bentler (1999) \
CFI > 90 Bentler (19 0 - X
TLI > .90 Bentlﬁ1~ nett ¢9\°0_)/ \,‘Z*

It is pertinent to mention tha %@finalizin

conducted a series of CFAs to engure_discrim

i ,@\the five types of IT

N
Security related scales. We use ortefl resili indi@rs to cross-validate these

five scales. Hence, five m ashnent

below. %

Asset Identification Cli

items of Asset Q\'(ati

pt item-4 w: crfmacg?r?ally met the good (>.55) criteria (Comery &

&
ere a@sed, detail of each is given

K

'3 2
'\Pabl 4.2@5 the factor loadings (FL) for all the

o

actors loadings were above very good

%
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Table 4.21: FL, AVE, CR and Discriminant Validity of Asset Identification Scale

Item No. | FL Discriminant Validity AVE | CR T
N
AssetiD1 | 0.69 | .768 :U)

AssetID2 1.09 | .755 | .768
. .96

AssetlID3 | 0.65 | .451 | .705 | .768 Yv

AssetlD4 | 052 | .362 | 566 | .805 | k\d
| 5%

’ e

Convergent Validity: It’s the extent em% seve@?~ trials at

(Ba@g. 1980). For
ou@‘é greater than 0.5

quantifying exactly the same theory usingwyvari appﬂoac

convergent validity, the AVE (averagéWariance explain

(Hock & Ringle, 2006). The AVE ?ﬁ tm cale was well above

f-}
the criteria (see Table 4.21).
x &
Discriminant Validi t agejvaria explained) is also used to
assess the discriminan ; Forne r:?}rc‘kad%l) Square-root value of AVE

is used to compare W|th inter-item correlatlons of the factors or scales. As can be seen

D B
in Table 4.21, square root values of AVE (diagonal, bold and italic) were higher than
[ g o DI N

the inter-construcvt correlations except for item-3, so discriminant validity was
K 1))
approximately established. f \}

nstruct Rellablllty @vbosite reliability (CR) nowadays is considered to

E the true reliability of the scale as compared with Cronbach alpha (Garson,

6 As shown in Table 4.21, our 4 items model of Asset Identification scale
dequately met the acceptable values of CR i.e., > 0.7 for confirmatory purposes (Hair

etal., 2017).
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Model Fitness: Table 4.22 indicated that 4 items model showed an excellent fit

on the data, hence establishing that parsimony and substantiality sense of the movm

according to the established standards. (o}

Table 4.22: Model Fit Statistics for Asset Identification Scale

Chi?2 | DF | Chi?/df | RMR | TLI | CFI

141 | 1 1.41 .008 | .996 .039

NY.
Security Breach Identification CFA: Tabl 3 shows the acfor Lﬁngs
=\
e

(FL) for all the items of Security Breach Identificatiorwscale. Si fact\o}%‘loadings

were above excellent (>.71) criteria (Co% Leg\ , SO @xi'lity of this

measure was established (Hair et al., Kﬁ')
Table 4.23: FL, AVE, CR and DiS(ﬁﬁi:mt Vali\oa_hﬁ%e {iy'\sreach Identification
.

o

Item No. FL crimin lid

itA%AVE CR
' E\
SBID1 866 S
St

sslk\vo.gs ljg @ 0.75 | 0.98
NG

a i
|
/ 0.85 { ﬁozj‘? 793 | 866

N
@ent \fafﬁilfz'lt’s?f§ extent of agreement in the several trials at

quaﬂ& exactly the same\ﬂ%éry using varied approaches (Bagozzi, 1980). For

co\ent validity, the AVE (average variance explained) should be greater than 0.5
q k & Ringle, 2006). The AVE value for Security Breach Identification scale was
ell above the criteria (see Table 4.23).
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Discriminant Validity: AVE is also used to assess the discriminant validity
(Fornell & Larcker, 1981). Square-root value of AVE is used to compare with inter-

AN

item correlations of the factors or scales. As can be seen in Table 4.23, square root
values of AVE (diagonal, bold and italic) were higher than the i}ter‘-construct
correlations, so discriminant validity for Security Breach Identifw Scale was
established. \,

Construct Reliability: composite reliability (CR) X; 's considered to
estimate the true reliability of the scale as compared Cro a (Garson

2012). As shown in Table 4.23, our 3 items model curity Bre Iﬂe@aﬂon

scale adequately met the acceptable values of 0 7 r matd?)urposes

(Hair et al., 2017). \, g
Model Fitness: Table 4.24 md@tems m ow@e excellent fit on

the data, hence establishing that pa ny a nd ycsense of the model was

c}
according to the established st N
\ S"
Table 4.24: Model 'stlcs,for S? ity @ch Identification Scale
' N
Chi? ?/df \/RMR{ TE¥ | CFI | RMSEA

Y
NSl
2.6 31 035,75t .998 | .999 .034
3 & 5«/

W Offgns e o ecti FA Table 4.25 shows the factor loadings (FL)
for all ts s of Security Of@a e Protection scale. Since all factors loadings were
\

cellent (>.71) criteria (Comery & Lee, 1992), so reliability of this measure was

G%Iished (Hair et al., 2017).
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Table 4.25;

quantifying exactly the same theory using vari

convergent validity, the AVE (average varianc

FL, AVE, CR and Discriminant Validity of Security Offensive Protection

Scale
Item No. | FL | Discriminant Validity | AVE | CR \z
Offencel | 0.83 | .825
Offence2 | 0.83 | .691 825 0.6 0.
Offence3 | 0.82 | .682 467 | .825
l
Convergent Validity: It’s the extent of agree in the l trlals at

(Hock & Ringle, 2006). The AVE value f

(see Table 4.25) was well above the c

Discriminant Validity:

V(ﬁjls

useﬁ
(Fornell & Larcker, 1981). Squ%\ vaIﬁ‘Qf}\AE
N

%aches Ba zd@ For
e@ than 0.5

ity %ffen e Pro@g;n scale was

e 'e\ilscrlmlnant validity

N
|s<g£e?i to compare with inter-

item correlations of the factors or scales. As it can be seen in Table 4.25, square root

v*

'

values of AVE (diagon

J

correlations, so dlscrlmln ant

established.

estimat e relia

SC

I
¢
Con eI|a lity: cem

K
alldlty

the

Y
bold and italic) \'/ve

) ndld

for Se

Y

<

re higher than the inter-construct

ity Offensive Protection Scale was

Jos e, reliability (CR) nowadays is considered to

e as compared with Cronbach alpha (Garson,

201Ashown in Table 4. @Jr 3 items model of Security Offensive Protection

quately met the acceptable values of CR i.e., > 0.7 for confirmatory purposes

etal., 2017).
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Model Fitness: Table 4.26 indicated that 3 items model showed an excellent fit
of the data, hence establishing that parsimony and substantiality sense of the mo?us

according to the established standards. q

Table 4.26: Model Fit Statistics for Security Offensive Protectio%le

Chi?2 | DF | Chi?/df | RMR | TLI | CFI

968 | 1 .968 .018 | 1.00 .000

@
Security Defensive Protection CFA: Table 4 hows the fact I?a?i\ah)g('l:L)
for all the items of Security Defensive Protection scalesSince piiost of the fac\tgF'loadings

were near or above good (>.63) criteria, e@t \hargin good (>.55)

and one item was marginally fair (>.45),as"pemthe criteri Comery and Lee

(1992), since AVE was above thegthreshold o item.was dropped, which

implied that reliability of this as dlso es iretal., 2017).

agre@ent in the several trials at

Convergent Validity: It’Sythe
quantifying exactly tf%%heory [sing aliedéiroaches (Bagozzi, 1980). For
'3 2

convergent validity,dhe A Ya WagQ riancé explained) should be greater than 0.5

(Hock & Ringl@. Th

¢
(see Table 4. s well abov.
%%’nant ‘A/ lidi " Vl%l! also used to assess the discriminant validity

/ . 9

rcker, 1981). Sqltge»root value of AVE is used to compare with inter-
N

E value feﬁ@ecurity Defensive Protection scale was
| O
fcr'EichA.
N
(Forne
- ‘ - -
item correlations of the factors or scales. As can be seen in Table 4.27, square root
WU_es of AVE (diagonal, bold and italic) were higher than the inter-construct

\correlations except item number 2 and 4. Since majority of the items’ AVEs were
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discriminant so it was implied that Security Defensive Protection Scale approximately

achieved an overall discriminant validity.

Table 4.27: FL, AVE, CR and Discriminant Validity of Security Defe

Scale

N4

ns'!\%ection

estimate the true reliability of

2012). As shown in Table

Item No. | FL Discriminant Validity V-AVE CR
Defencel | 0.40 | .728 M

Defence2 | 0.89 | .354 | .728

Defence3 | 0.60 | .669 | .616 | .728 ) '\ d

Defence4 | 0.90 | .171 | .803 | .535 | .728 \ ; 0.33\‘r0.94
Defence5 | 0.54 | .755 | .369 | .654 | .310 @ . 7’ lYf‘)
Defence6 | 0.89 | .353 | .800 | .533 .sozvﬂﬁo | &V &:.\,E'

Defence7 | 0.70 | .490 | .624 @ gﬁ [

e

del

7 F K
A

e

141

b
653 Ebv 552
Construct Reliability: com;@s reliabill\(Mﬁ
% ‘
S

Wty

>

N
ompared w&%‘?ronbach alpha (Ga

is considered to

rson,

ecurity Defensive Protection

?Ar 3Ii
able values ‘Qh Fb’ > 0.7 for confirmatory purposes

icate@%ﬁt 3 items model showed the excellent fit

gimony and substantiality sense of the model was




Table 4.28: Model Fit Statistics for Security Defensive Protection Scale

Chi?2 | DF | Chi?/df | RMR | TLI | CFlI | RMSEA Y-

6.145| 4 1.54 .009 | .992 | .999 .044

Security Objectives CFA: Table 4.29 shows the factor Im:(FL) for all the
items of Security Objectives scale. Since all factors lo 'ng%ere above excellent

(>.71) criteria (Comery & Lee, 1992), so reliability m asule\(/vaatablished

(Hair et al., 2017). l : Y'
.\
Table 4.29: FL, AVE, CR and Dlscrlmlnant of Se¢UL ty ject{\ﬂé’ Scale

Item No. FL | Discri aI| E\.\ E ﬁ.

‘ Ty
Objectivesl | 0.99 | .9 6;
Objectives2 | 0.95 33 |79 \\?’ 33 .998
Objectives3 | 0.95 . 6% ;7964 N
[7]
Convergent Validity: \ e e
quantifying exactly the sawwry 'sing aried aéproaches (Bagozzi, 1980). For
{
c@ |

)%t}gree&m in the several trials at

convergent validity, th (av% ntee&o ained) should be greater than 0.5
(Hock & ngle he Ak/E value for@urlty Objectives scale was (see Table
N
4.29) was wel the rigeriayy, | O
2 .9
nt V idit VE Iso used to assess the discriminant validity
(Forn cker 1 SﬁuarB{mot value of AVE is used to compare with inter-
oV

item correlatlons of the factors or scales. As can be seen in Table 4.29, square root
N

avalues of AVE (diagonal, bold and italic) were higher than the inter-construct

4y correlations, so discriminant validity for Security Objectives Scale was established.
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Construct Reliability: composite reliability (CR) nowadays is considered to
estimate the true reliability of the scale as compared with Cronbach alpha ( A
2012). As shown in Table 4.29, our 4 items model of Security Obj@scale
adequately met the acceptable values of CR i.e., > 0.7 for confirmator ses (Hair
etal., 2017). T

Model Fitness: Table 4.30 indicated that 3 items mod SM an excellent fit

of the data, hence establishing that parsimony and substantiah se 1f the model was

according to the established standards. .\d
Y

o . ] &
Table 4.30: Model Fit Statistics for bjectives Seale’ .5\

Chi?2 | DF | Chi?/df RMRT GKI":&N(SEA\T

S ¥

24
= -
c»/l7

1.58

[y
=
a1
o

N :
Measurement Model seqliently ove@'tFA was run to examine

sset @ntification, Security Breach

' S
Identification, Securi%&ive P yﬂi ‘i@y Defensive Protection and
hich st

the fitness of the five-factor m

)

']
Security ObjectivesK 0 %i e fit (Chi? = 649 / df = 138 yielded
4.71, CFl = .90@; .86 R .067(~§MSEA =.117) between the measurement
!
and the data c%ed (sée Table4 81)
\
Q‘F able/4 3L.Medel - Statistics for Measurement Model

A
A Chi2 | DF Ckﬁ%’df RMR | TLI | CFI | RMSEA

% 649 | 138 4.71 .067 | .902 | .866 117

0 Worthy to mention that Holmes-Smith (2006) recommended to use minimum

three fit indexes. Those indices were absolute fit, incremental fit, and parsimonious fit

[72]
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(Chong, Nazim and Ahmad, 2014), while Hair et al. (2017) also advised to use multiple
indices with minimum one index from each category, same recommendations we?!ad
in this research (see Table 4.31). Our results met the criteria except t@onal
indices taken from these fit categories i.e., TLI (marginally below the acekaple value)
and RMSEA (a little above the acceptable value), since the globally aé¢eptable indices

i.e., Chi?, CFI and RMR produced acceptable values, so it was implied that our model

was fitting the data. z l
As shown in Figure 4.1 factor loadings (FL) for he scales bove very
| ]

Yv
good (>.63) criteria (Comery & Lee, 1992), except t hree items relm&é%g the

eI% shei‘g&air et al.,
2017). \, 0\ é\

fair (>.45) criteria, so reliability of our measur

Table 4.32: AVE, CR and Discriwgali ity of the Me ment Model

b
Scale iscri \?/al* ™ AVE | CR
Py C
L -
Asset Identification : " 48\' 0.59 | 0.96
_\.‘
Security Breach Identificat .664' .8? Ny 0.75 | 0.98
{ N
Security Offensive Pro% jﬁ 432)4' 0.68 | 0.97
Security DefensivProtection | 73657718 | 728 053 | 0.94
. N 5
SecuntyObJe&V)\ : (i | 207 | 273 | 964 | 093 | 0.99

I m%\b
ergent Validi :"It’sY_ extent of agreement in the several trials at

qual% exactly the same»\ﬂ%&y using varied approaches (Bagozzi, 1980). For

coxent validity, the AVE (average variance explained) should be greater than 0.5
k & Ringle, 2006). The AVE value for all the measures included in our model (see

able 4.32) was well above the criteria.
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Discriminant Validity: AVE is also used to assess the discriminant validity

(Fornell & Larcker, 1981). Square-root value of AVE is used to compare with inter-

AN

item correlations of the factors or scales. As can be seen in Table 4.32, ﬁuare root
\

values of AVE (diagonal, bold and italic) were higher than the inter-construct

correlations, so discriminant validity of our model was established. ?

Construct Reliability: composite reliability (CR) nowam considered to

estimate the true reliability of the scale as compared wi 0 acf] alpha (Garson,
2012). As shown in Table 4.32, our 5-factor model adequ met hWble values
L ]
_ _ _ N4
of CRi.e., > 0.7 for structural confirmatory purposes etal., 201 ] _\t-)
2 b -
_ el AssetlD1 a4
A el0 AssetlD2 :
-.39{. .84 AssetlD
e9 AssetlD3 96
ed AssetlD4 2
e14d SBID1 77
85
613 SBID2 — SBID o3
el SBID3
8
el Security1 80 61
88
49 @18 Security2 - Offence
el Security3 T4
09
= Defensive1 7
eB Defensive? -42 I
/ _
J0 eb Defensive3
- 84
30| [ . ed Defensive4 =1 Defense -30
- [07:4 .
1 e3 Defensiveb 50
a2 Defensivet
27
el Defensive7
e20 Objectivel 99
Objective2 :: Objectives
Objective3
-

Figure 4.1: CFA Graphic Model
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4.10 Factors Influencing IT Security Maintenance

4.10.1 IT Asset Identification \Y~

Due to the advancement of interconnected networks, organizatk&t facing
information security risks on a daily basis. Therefore, it is important f rganization
to manage the risk which can jeopardize the security of thei uable information
(Boltz, 1999; Mouw, 2013). According to International Ward of ISO/IEC,
information security risks can be defined as conseque inc rtai@ormation
security objectives, specifies the control as a measure from the in rr)atif)&mest
security practices to modify information security r A cor}ro ca ecreqie he risk
According to Jeffrey LW et\%@?) an I tio@-stem (IS) is the

arrangement of people, data, proc@sand i \'ra.u '@elogy that interact to

collect, process, store and prowi out[ﬂt thesi orn@n needed to support an

by reducing the possibility of an event, the impactor bot

Y

n

(@]

>

dre@rconnected and thus internet is

N
organization. The system is Mecti pone@that interact to perform the
r]ost

functions aforementio%izently

'3

:
playing a major roleyi informfl' cti@rage, processing and retrieving. IS

could be divided I fo ies {:&lh are data or transaction processing

!
¢
information s%, mahage tq'nftcjrﬁation system, decision support information

N
system <d<, utiver ibfg;%tion @em. In most organization including the public
L 9

sectminlzations, informati{n\:,systems are mostly grouped in these four categories.

ugh, this are the most common information systems, change in technology is

& ing in other most specialized information systems that includes expert systems,
t

erprise system and geographical information systems. Due to the importance show
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by the information system towards the organization, it is crucially important to provide

proper security towards the system. YV

The security of an information system involves the confidentia le ablllty
and integrity of its data and its functionality (INFOSEC, 1993). The alm of developing
and using an Information system in any organization is fo he ganlzatlon to

effectively and efficiently collect, store, process and retrie for use. For this

reason, data is a critical asset in an organization.

organization’s approach to maintaining, non-repudiation,
and reliability of its IT systems. Thus when inf on of an

then IT systems are secure. It is therefore nec

while studying information system securlz\)
In this part, to ensure the %

investigated. Majority of the re tSﬁ ed t tld

, _I{cgsset identification

|cat|on of information
generated, consumed, proce store ed b N)ﬁ‘the Information system is
important (Mean=8.6 0912)' In _additi dentlflcatlon of information
generated, consumed, pr ssed &'t{fe)ued by the software is important

(Mean=8.471, S 85) ot@tlon m and software are important to ensure
the |nformat| ss lly g ril'ed (s%rfsumed processes and store retrieve. The

mforma@vd ablebcﬁur th ('{et being identify.

Identification of matlon processed on an information system is

e to the proper selectlon of security controls and ensuring the confidentiality,

rity, and availability of the system and its information (NIST SP800-60, 2008).
i

nce information processing is unique to organization, different organization need
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therefore to adopt and implement an information security systems framework that is

will securely protected its IT system and in turn organization’s information. YV

4.10.2 Security Breach ldentification

Information security risk management is very importazbr business,
i

government and also for individual in order to protect their mforrw nce a decade

ago, the organizations are paying more attention to their i Qon assets against any

possible security threats (Bojanc, 2012). This is 4 ant fo { rvival of
organization and to gain competitive advantage. H r,dueto | ko r?pe cs;@frlty

risk management, it has been reported that organl n exps;l ci secu@ breach

NV
identification. E X~

°\

Based on the finding obtalne breach fica@fwould be seen as

the requirement of the threats anal i to secu |r @st in the organization
N

(Mean=8.424, SD=1.047). Bes' ecuﬂt br id e ation could be measure

through the requirement of the vUnera aly5|s.Q¥ecure IT environment in the

i
organization (Mean=8. % 0.971 )1;% it p@d that to manage security breach
identification, organization neeij {éu?lty risks in their valuable assets and

plan for mitigating c oI ddr?éﬁhese risks.

:"'7

4103 IT ;;sy P oteaﬁm
rlty represent proé€§s to ensure that the appropriate security measures

\/
are%nh ed and applied to m}t the management expectations for a secure and trusted

ting environment. However, a principal challenge that many organizations are

ang is identifying and evaluating the IT security risks to their operations. Therefore,

careful selection of IT security protection methods important to identify, manage and
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evaluate the risks to their assets. It informs organizations about information security

threats that may affect the organizations’ assets and exploit their VulnerabilitiesY'

Q

Referring to the finding obtained in Chapter 4, IT security offen \wection
could be conducted as the requirement of doing security audit to secure%/ironment
in the organization (Mean=8.865, SD=0.897). In addition, the roteX:.n.is available
when the requirement of doing vulnerability assessment to sec nvironment in the
organization (Mean=8.612, SD=0.863). These aspec@\zrﬂ to ensure any
viruses could not attack the security system. The expertisérin the res

important to ensure all those aspects could be manage. It i

? 4
advancement of IT where it is required an intell?ﬂecisw
it comes to protection of information resocwojanc‘)%nd

use of digital data and the evolution o at@s

ve fiQ.d is
I’neﬁh the

gap be‘g;es when

an-B‘hX;é, 2013). The
&

exp@business to threat

A
that attack the organizational asse can econ r@losses.
o 4 @
4.10.4 1T Security Defensive Protécti AQJ
N
An effective ri ;ement nd otdcti@'requires the probability analysis
s

:
he i@\tion assets (lacob, 2014). In recent
r ctior&ﬁd\/e been widely become the major

of events and the im@f e i
years, IT sec@fens-
¢
consideration%oul give
% 2) N
could b% k from_ u }entmﬂ%‘or)erator errors as well as from natural and

instrumeptal disaster. These arecmofstly caused by the interconnection of the computers
N

!
' and(}ﬁeat towards the security system. IT system

a Ewssibility by many people. It may due to the number of people with computer
6 is increasing, so that the hacking skills and techniques also increase. IT security
sk management is the precondition of information security management, it is
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perceived as a way to reduce uncertainty and its consequences. In turn, successful risk

management meaningful understanding of the whole security profile of organizT

R

Information security can be viewed as including three functions: %ontrol,
secure communications, and protection of private data (Sehgal N.K., 2011). These areas
if well considered while designing an Information system, the smm be more
secure. The Storage, processing and transmission of busineS§™imfermation has been

greatly facilitated by the development of computers and er networks and the

widespread implementation of such information technology ( )Mes. se
A N
developments have enabled organizations to per usSiness transaetio sm their
L 4

customers, suppliers and other business partn?ﬂth W |cien@/z~nd speed

(Solms, 2005) \/ 3 é
&, )
A successful IT security syst Me affe? risk management process,
A
which intends to provide an appropriate pgotection ystem;ln terms of IT security
“« Q-
defensive protection, the fincﬂhg\s wed thatyd ne@dry to establish IT security
N
policy in the organization Rorder enslire, s@y system is in top condition
9). a

(Mean=9.04, SD=0.84 h the\;é edﬁ@.,policy, it able to secure the system

from being hackq&\dmac@respo@e party for their own benefit. Besides
A

that, it also r@a e abi% ft!cuﬁ:%f)arameter, firewall in order to defend the
digital n lQ-(Me;n 9.0183, Dﬁ%. Thus, it proved that proper IT security
é&x

defen ection able to mitigg/?security risk.
S

4.§}~T Security Objectives
N)

.

In the current information age, the issue of information technology security has
come a vital entity because organization across the globe conduct business as well as

their organization in an interconnected and information rich environment, information

150



security risk assessment which enables the government, private and public organization
to identify their own risk and also provide a measured, analyzed security pr?vr
critical information assets to develop effective and economically vi@%ﬁntrol

strategies (Shedden et al., 2011, 2010; Baskerville, 1991; Braber et al.,

The necessity of information security in organizations has increased because of

the enormous changes in structure and type of information ogies applied to

IS sdcurity measures
to protect against the unauthorized and deliberate mis oft asset Jhe‘iocal
4) N
organizational information system by indivi » Includin at ne\(against
hardware, programs, data, and computer servi(x?mub,

program would reduce risks, protect Itwuctu
achieve what it is intended to do anN i

breaches (Sushma Mishra et al,

information creates risks. IS security effectiveness is the abili

}QQ effe\_%“tj:?; security

ilities, would

confidentiality, integrity, avai

reliability. The criticality

Ywﬁ isk is eat
likelihood of occurren(% s J
The orga@a 'Ilng to imina@\we possible risks in the organization by

conducting I security riskeas Tént dn)(t{rder to determine the potential threat and

risk asso Qﬁth I‘;I' st y@'@’t al., 2009). Risk identification is basically a

syste cedure undertake tX?liscover and select an organization’s most critical

i Wlon assets as well as t%identification of the threats and vulnerabilities of each

e assets. The reasons why the IT security is important could be seen based on the
Quectives proposed. The finding shows that the requirement of confidentiality

achievement on IT security for organization is important (Mean=9.212, SD=0.825).
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Besides that, the requirement of availability achievement on IT security for organization

also important (Mean=9.205, SD=0.831). As the results of study in IT Vﬂy

maintenance framework implemented, all the objectives stated had been a

kg

1. IT ASSET IDENTIFICATION intention in IT Inw ture Security

4.11 Result of Hypothesis Testing

maintenance.

2. SECURITY BREACH IDENTIFICATION @:n IT Infrastructure

@
3. IT SECURITY OFFENSIVE PROTECTI intention/in | Iifra@;&ure
A

Security maintenance.

4. IT SECURITY DEFENSIVE PROTETI ing@ . ITYnig;structure

Security maintenance. é
5. IT SECURITY OBEJCTIVE P%TI nteption iﬁ(IT Infrastructure

Security maintenance. c—)\ \Y ,(\

N,

0 e,
Based on the result, aI@pot esis aré dtcepted: That means all variables

(IT Asset Identification, ng I?eac Identification, IT Security Offensive
{

Protective, IT Securit;%s ve Pra; ctio alad(gkecurity Obijectives Protection) is

have relationship 'K%{Infraitru\s%uri aintenance.

Security maintenance.

L
AR
5 3
\C-,
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Table 4.33: Result of Hypothesis

NO Hypothesis Result
H1 IT ASSET IDENTIFICATION intention in IT Accf
Infrastructure Security maintenance.

H2 SECURITY BREACH IDENTIFICATION Accepted

intention in  IT Infrastructure  Security i

maintenance.
H3 IT SECURITY OFFENSIVE PROTECIIO Accepted

intention in IT Infrastructure  Secur l
maintenance. .\d
@ v-r
H4 IT SECURITY DEFENSIVE TION AcToted,}‘
intention in T Infrastructu Secur ‘%\
maintenance. N
"
H5 |IT SECURITY OBEJCT o CTI Q:tepted

intention in IT

ctu
maintenance.
\\?' 1—\'

4.12 The Result of Frame@a:;ldaﬁon

A
The following Ta 4 s'ow tl@/alldation of framework of
{
questionnaire survey d%’\ -depthginter, ew ss on with the selected respondents.
lrate\e criteri fframework based on Likert scale of

The respondents &\ed Q

1to 5. Asco W ab ve t ulg_)@present satisfactory performance for that

framewor eri mattvy r ult\gtwwed that all criteria were rated above three.

5 particular, appropria @;& reliability and suitable in current practice of the

f wrk has been rated W|th the higher score in each at mean 4.8. Following by the

0 icality/feasibility and objectivity of the framework with the score in each at mean

3.

(@)
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Table 4.34: Rating Results of the Framework Validation

Validation Criteria Respondent’s Score Mean

Rl |R2 |R3 |R4 |R5

1.Appropriateness 4 5 5 5 5

2. Objectivity 4 5 5 5 4

3.Practicality/Feasibility |4 5 5 4 4

4 Reliability 4 |5 |5 |5 |

5.Sutiable of Framework | 4 5 5

in current practice I _{")
2 A V.

N

The data collected from the inter stiows re ponda@said that this

&

curi@aintenance for IT

(&)
e |
/
é >
o'}
‘
“

D

framework can be applicable in curren ctiCe of th

i @that this framework

infrastructures. However, some f%espoﬁ\svhi h

_ _ 0« ¥ & _

implementation can have a pr h the_constraint of.budget and skill of the staffs.
. . C\ . )

With that, the framework s re v'pro nt. <

Table 4.35 shows ; hw(\ f r%.@(c}‘ddent’s response on the validation

€ S a
questions. Respo R2 ha !)int ut to@ this framework with suitable analysis
against any i@on eclrit 'a!agén)ent model especially in ISMS (Information
Security er} stem). v@governance issues that have been identified in

4
frameﬁrk plementation shoc'u_l)g&;o suitable analysis with any information security

ﬁ ement model use by the}Jmpany.
Q In addition, respondents R6 also have highlighted to use or state the tools and

technologies for this framework’s implementation. However, the tools and technologies

usage requires improvement in the context of its accountability.
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Table 4.35: Summary of Respondent’s Response on Validation Framework’s questions

¥ =

Questions Y’
Can  the|Can this| What are the | Any ‘\
framework | framework | problems arising recwaﬁons
be address the | from the | to Yenhance the
applicable | current framework? ity of the
into current | issues? framework?
practices? ‘\d.
Respondent’ | All the | All the e 20
p seeurity
s Response respondent | respondent %a icy.
s agreed | s  agreed é ookintc_;
« Informatio
that  this | that ¢O n Security
quality
framework franﬁﬂ( model.
. e Put
1S !eisl!“ ©5] &Q@Ent services as
applicabl curfe Sy inventory.
highlighted | o Staff's
for % issues. ._' Qbout the training
\" (}/ policy. and
current Q % 2 of awareness.
b
N W | f\g ;espondent . |tDuth |
o echnology
’ (:'3 highlighted used.
S about the
% 4 f technology
\T used.

\n summary, this val

e

idation result indicates that the newly developed good

ernance framework was authenticated to be appropriate, objective, reliable, practical
d

suitable to be used to enhance the good practice of IT security maintenance for IT
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infrastructure in IPTA. The feedbacks from the respondents in detail are attached in the

Appendix D.

4.13 Chapter Summary 3 )

The analysis results of the study focused mainly in determmﬂ?ﬁdeveloping
the IT security maintenance framework for IT infrastructure of th mid enterprise.
The analysis assists in identifying the (1) components Ierty maintenance
framework, (2) verification of the IT security maintena ewor alidation
of the IT security maintenance framework which supported the hypo ETS @the
analysis. The quantitative results help to establish statistical 9V| enceg on th?etrengths

\otthe r Wnshlp when

of the relationship between constructs and provide, direc

combined with theory and literature. C)

Its of‘the SI e,ngestionnaire survey to
A
d characteristics fcfg‘T security maintenance
7]
e qu Ve a QQ‘S has helped to establish

This chapter presented the r

identify the components, dimensio

framework for IT mfrastructm

. s;- S
statistical evidence to provideithe following sqltsb,
20 i

a) There were | y f:é}ﬁded in the IT security maintenance

frame@T infrastructure @greed upon and accepted.

b) Th@\sms indicat 3t'5 ﬁy:(p'(;theses were significantly supported. It has

@

&I‘évezye th;f e@rmation security dimensions were positively
..\.%ed to IT security E)j:tenance framework for IT infrastructure.

;\After the inferential statistical analysis, the results from the data analysis will be

discussed in qualitative data analysis in order to provide synthesis of IT security

antenance framework for IT infrastructure parameters and to validate the proposed

framework with expertise.
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Having all data presented, it can suggest that the IT security maintenance

framework for IT infrastructure is already verify with the experts and practitione

that, its also ready for validation with the experts and practitioners to ensur@yility

of implementation.
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