CHAPTER 3

3.1 Introduction

RESEARCH METHODOLOGY %\

This chapter discusses the research methodology emplo to address the

research questions as well as the research objectives discu inythe f'rst chapter. The

ificat nw research

@
Ylv
s a detail dds%@) n of

chapter sought to provide adequate explanation and

method and techniques used in this research. It

research method that was used to collect and d% re g{teaed from
T

erview&h the research
an @htial part of the

k@of the study are met

SMEs in Malaysia. The chapter extends

instrument, data collection and data\i;a
methodological approach. To ensur@j the res\hxgaj

S
and the research questions an he aﬁprop i tenes@t the research instrument
(questionnaire) validation b?\gkther' test is p@d to assess the feasibility of

the intended research % This chapt algoglains the research methodology

4 ¢ &
used to develop @ptu@ or cﬁmrmeasures of unintentional insider

threats and to e\% he p 'onc@ﬂ model. The relevant work details such
¢
as data coll &ﬁ)ﬂd analysis el‘g a@%’xplained. In summary this chapter presents
@v NN
the res% sign, /T P fram&ork, and the operational model and research

met mployed in the thes@rk.

S

6 esearch Design
This research employs combination of qualitative and quantitative research

approaches. In each stage of this research, the focus was either on the use of statistical
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numbers to represent values to theoretical constructs and concepts or on com

studies and experts review based on their experiences and opinions. The fi tlve
of this research is to identify the factors and likelihood level of unln@&al insider
threats by focusing on SMEs as a case study. The questionnaire sur\Ws a key tool
for collecting data and obtaining the results in order to achigve this objective. Data
were obtained from respondents answers by conducti me" in Malaysian
organizations. All questions in the questionnaire were ed- ndWions. The

results of the quantitative survey were numbers and ¢

tion. | _{')
ve% ptu@odel for
stmﬁy a revia€§~ the related

literature on the existing countermeaﬂa unintenti ins@‘threats has been

made. The qualitative approach mplem\d ha '}p in giving a basic
understanding and knowledge p Brope once model for unintentional
insider threats countermea aII ,& odel was reviewed through
Delphi methods involM al ex J

3.3 Operation 0
l "J(J
Table %W |0{aI@}o el used in this study. It entails charting out

The second objective of this research i

unintentional insider threats countermeastises.
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Table 3. 1: Operational Model

guestionnaire.

Research Questions Objectives Activities Outcomes

« What are the |« To identify the | sProviding a review of | ¢ Outlined t urr‘t
contributing factors | contributing factors of | the literature. study pro hr&

of the unintentional | the unintentional | « Determining  the | statement.

insider threats in | insider threats in | Problem. 'PrO\M ture
Malaysian's SMEs? Malaysian's SMEs. *Developing a | review on the UIT

contributing factors.
* De ined the
actorsiand the

 How to incorporate
the countermeasures
of the identified
factors into an
unintentional insider
threats (UIT)
countermeasures
model?

» To propose a
conceptual model for
the unintentional
insider threats
countermeasures based
on the contributing
factors been.

UIT counterm
models.

o.
O
o 3a-:x
O
3
5

« Initial unintentional
ins thréats

» How to evaluate the
validity of the
proposed model to be
used in Malaysian's
SMEs?

« To evaluate the idation b
theoretical validity, eView throug
usability, readability ethod"in tw
and understandabili evaluati
of the proposed*mod
prop &
sed

in Malaysian:

by using expe
judgemerm

conceptual
el that provides
suitable
countermeasures to be
used in SMEs in

Malaysia.

3.4 Research Ferk

Delphi
|
q R

N
Figure C.MOn r% relseac&—framework of the current study. It implies
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Conceptual anaysis

Model development

Model validation

Area of the topic.

\

Step1: Literature search. (Chapter 2)

[Step 1: Study research methods. (Chapter 3) ]

}

-

Step 2: Reviewing the related literature. (Chapter 2)

!

.

Step 3: Focusing on the Problem. (Chapter 1)

]
Analysis

!

Step .4 Making audit of the articles related to UITs
countermusures and factors. (Chapter 2)

|

Outlineding the current
study problem
statement.

Rsearch questions and
rsearch objectives.

ST

Research

contributing factors and
countermusures.

|

Step 2: Questionnaire design. (Chapter 3)

v

Step 3: pilot study. (Chapter 4)

v
The validatied
questionnaire

Step 4: Actual study. (Chapter 4) ]

|

Step 5:Data collection. (Chapter 4) ]

|

)

Step 7:Data analysis report. (Chapter 4) ]

!

betemhed the factors
and the likelihood
of UITs.

[ Step 6: Data analysis via SPSS.(Chapter 4)]

More explicated problem
and defined requirements.

s Step 1: Identify a set of models from UIT
countermeasures' models in the literature.(Chapter 4)
X I
rStep 2: Extracting components from the models identified )
and selected in step 1. (Chapter 4) )
— [ Step 3:Short-ist candidate components by discussing and )
Simplify examining their terminologies as of within their
L source models . (Chapter 4)
Step 4: Designate components into groups .(Chapter4)
Step 5: Identify the relationships between components of
the model .(Chapter 4) )
Require Inmj UIT
Component countermeasures' model
Modification
Step 6: Using the UIT contributing factors that
determined from the survey to update
the initial model. (Chapter 4)
Second version H
of UITCM

Second version @

of UITCM

4
[Smep 1: Reviewing the literature related to methods of ]

models' evaluation. (Chapter 3)

A

[Step 2: Evaluating the proposed model ]

by experts' review (Delphi technique).. (Chapter 4)

A

[ Step 3: Documenting the report. (Chapter4,Chapter5)]

Final Version
of UITCM

T

The conceptual model
that can be used in
Malaysian organizations

Findings and
discussion.

Figure 3. 1: Research Framework
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3.4.1 Conceptual Analysis

A systematic review of the previous literature was carried out to |dent|fy?vga
of research concerning UIT contributing factors and countermeasures. F t as
focused on identifying specific problems, formulating research ‘gkl s and

determining the objectives of the research, as well as the scope of earch. The

key outcomes of the current step were the development of the Mlms, questions,

l

N

research problem, scope, and contributing factors of UITs: i

3.4.2 UITs in Malaysian SMEs as a case study Q}
_ —\
The aim of the study was to determlne cont fact and the
likelihood level of UITs in Malaysian SMEs. achl &'ectlves an

itat%gtechniques were

ut esifrom 311 SMEs from

online survey was carried out and@ve an

employed. The study participants ipcluded 31
technology MSC companies that Ilstad un Info'Fe;\w Small and medium
enterprises (SMES) were chose le bja‘lt(‘és of this study due to their
economic importance gand ause 1 vulnerable to cyber security
incidents. Moreover amcy "p y the ge @érallsts rather than specialists, more
reliance on the st pl l ses@ of dynamic and informal strategies and

decision- mak&}ess Gho oef'a) 2012).

Trzg{ alm}t present’a co ptual model as a countermeasure to UITs. The
b

basis ofythe¥countermeasures I is the existing countermeasures. Expert review
\

e Delphi approach was used to evaluate the suitability and usability of the

osed model.
Q This study used qualitative and quantitative methods. Qualitative approach was

employed for the descriptive analysis of the features of the respondents’ profile and
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the first round of Delphi evaluation. While, quantitative approach was employed for

the likelihood and contributing factors of UIT and the second round ofWi

evaluation. (q\
3.4.2.1 Survey Study Q

One of the instruments used in this research is a _guestiehnaire that was
distributed to IT Executives in Malaysian SMEs. Res e;s V\fre required to

evaluate the likelihood level of unintentional insider threats in h(g\u@aﬂon and
L ]
insider thre s'wgfeb may

m%' i orm(tll%ﬁ such as
i try, (,@X\./areness of

unintentional insider threats (5) add@ne organizati n’s@?cy unintentional
insider threats. Cf) \>T

identify the most contributing factors of unintenti

occur. The questionnaire includes a section to

Two methods of data c

\k &
review (secondary data) a%g. tiorr e imargﬁta). The theoretical review
involved a review of t)% re, which in uded@rge number of studies related to
4

'3
the contributing f cﬁgof w I in@hreats. The primary goal of this

review was to dra ncl out éﬁéus topics relevant to the contributing

!
¢
factors of uni nal inside hn{att_icﬁporder to develop a questionnaire about the
%v_ N
ributing factor, Pm thé}erature.

deri& % =

.\&tionnaire Development

: The survey instrument comprises of three sections tailored to address each or
u

Itiple objectives of the study. The questionnaire was constructed to support the

variables of interest, using a Likert scale to assess each variable.
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The subjects were asked to evaluate the likelihood level of unintentional insider
threats in their organization which may occur with responses on a 5- p0|
ranging from not likely to most likely (1 = Not likely; 2 = Least likely; @y 4
= Very likely; 5 = Most likely). A five - point Likert-type scale was E& increase
response rate and response quality along with reducing respondYs" “frustration
level” (Babakus & Mangold, 1992; Buttle, 1996). A few res aMhave, however,
reported higher reliabilities for five-point scales (Jenkin Xz, 977; Lissitz &
Green, 1975; McKelvie, 1978; Remmers & Ewart, 1 A fi eWale rather
than a seven-point scale was chosen for a number of ns, ong bei tlﬁt@ame
possible to compare reliability coefficients wit esearch usi fiv@nt Likert
Scales. (Saleh & Ryan;1991). Previous r rc as un at a L@;int scale is

readily comprehensible to responde\aenables to @fess their views

(Marton-Williams, 1986).The Ilter@ssugges ve %rscale appears to be

less confusing and to increase %rate?Baba Si1& <;l\t‘;iﬁéold 1992; Devlin et al.,

1993; Hayes, 1992). aI be

uggested l&% a 5 -point scale is more
appropriate for survey ta et , 2009). \‘Nn@ 5- point scale, it is quite simple
for the interviewer ead out t ete l scale descriptors (‘one equals Not
likely , two eq s Least hk (Da 008) Dichotomous Scales was used to
determme trlbu ng f toé f nlntentlonal insider threats. A group of
varlable reatw rate v%able for each potential answer. In other words,
es/no variables were\c\gbéted for each possible reply and were coded it 1 if

t% ndent checked the box and zero if they did not, to see how many individual
ers were selected for each answer option. While the dichotomous Scales is used

Q clear distinction of qualities, experiences or respondent’s opinions, and it refers to

the assignment of one of two possible values based on a person’s performance or
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response to a test question. These values are mutually exclusive, and describe the
correctness of a response in the simplest terms possible, as completely incow
completely correct. Most cognitive tests involve at least some dichotom@%\ored
items (Stevens, 1946). The instrument for the study questionnaire W#&oted from
the previous studies work with three parts consisting of Iikelihoml of UITs,
identifying the contributing factors of unintentional insider er demographic
information .The first section contains demographic inf &zf

rhe respondents

.The likelihood level of unintentional insider threats of t Wnaire was

"X
adopted from study scale developed by (Malami @12; Abu- a,kO@Vhile
si@ as aqlmed from

tions elp identify

identifying the contributing factors of unintenti

the study of (Reza,2016). The questionnairw SO

the contributing factors of unintentio nsider threats

Iike@ﬁ)d level of UITs.

Table 3.2 provides the number ofﬁﬁions ﬁxga g@\d to each factor. The
N,

questionnaire has been stated in%dix v,

P

2 [7 ((%
Table 3. 'h!ber') ue 'ons@ch Factor
\ 4
Constructs No of items

Likelihood Level ofUnirﬂansider freatsfl o , 20
Identify the Contributing Facters of Ui al InsiderThreats. 6
Total. A ] N 26

N

B. Survey A Mati n, | 3

Targ participants we ﬂ:vi@ through e-mails. The participants received
NN

instruct% comﬁl i 'dhe %;_ ey and, each participant was asked to give

appn&e response from tb@’experience to all questionnaire’s questions. The

quﬁxnaire was sent to IT Executives of the selected SMEs in Malaysia who are
e

Q ved to have had sufficient knowledge, and their responses were collected and
nalyzed statistically.
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C. Population
The study population consisted of a randomly selected sample of IT Exe?'@s

of Malaysian SMEs who use computing resources as part of their busine N ion

in Malaysia. The study location is Malaysia but confines to SMES.I@ES that

participated are established in a different location. SMEs listed in imedia Super
X

Corridor (MSC) Malaysia were considered as total popula

Specifically, the companies that were selected are more gus% on 'information and

the study.

communication technology (ICT). The study foc n the “technology MSC

L ]
companies listed under InfoTech. s J X

D. Sample Selection

Selection of the informants is

method. This form of informant

h enhances_a closed interaction

between the research and the infor . It las been qeferr 6% as centric approach as
it enables the researcher to m urate_i tion‘.\&%% the respondents towards
study objectives, theierivigal thou]hts, dlp@on (Banister & Booth, 2005).

. 4 :
The study populaﬂw ted r oml(g‘e‘lected sample of IT executives of
Malaysian SMEsMe the_informants dis their individual experiences, details of

| M.l L2, | -
their report a ented’so tgotétiﬂ)a clearer understanding for a better insight
on their ¢ &Ve expefiences d@? knowledge.
&/ i
V
S
Mole Size
Some common statistical procedures are used to support decisions about
Qtermining sample size. Sampling is the process of selecting a small sample from a
whole sampling population, to become a basis for predicting the information, state or
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results regarding the larger group (Kumar, 2005). According to Sekaran, the sample
size for the most research studies should be larger than 30 but smaller th

(Sekaran, 2000). In this research, the sample size was 311 participants. cq\
F. Pilot Study ?

The pilot study was carried out prior to data collection lhat reported in this

study. A pilot study is necessary as it will reveal defi ies that can affect the
consistency of the survey instrument to quantitativel ly i fw that was
L ]

used for analysis. The pilot study was used to % the appro at‘ng@fjr the
questions for the present study. Data generate i t% ng \o@yanalyzed
and used to screen the questionnaire prior\f;n?:jta\co ion. IQYEi‘tion, it also
was used to test the feasibility of thw instrume her@é, the pilot study

intends to get rid of structural flaM vaguen\fm%

reh findings. The results of the

stionnaire items and

/

by doing so, improve the reliability®of th% re

reliability and validity tes§ h&
reliable and valid, furt% t

A total of fifty%50) survel

[72]

&

reve that the questionnaire was

sistent.

survey instrument a

After E:S@ﬁ
version 4of ,jthewques
rese‘&u y sample. >

~ $

6 urvey Data Analysis
After data collection, the next procedure was data analysis, which involved

many steps. The first step was to categorize, edit, and code in order to prepare the data
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for input, for which SPSS software was used for data screening, coding and detecting
outliers and normality. Then, descriptive analysis of the demographic Te
information has been used to obtain an overview of the characteristics of t@ e.
This data was further tested to ensure it meets the requiremenﬂ&reliability
and validity, through quantitative analysis. Findings were numbers mrcentage to
identify the contributing factors of unintentional insider threa Melihood level of
unintentional insider threats. Interpretation was the final ma'analysis, where
the data editing included checking for incomplete and nsist tWﬁa c%(iing

included identifying each data point with a numeri ore character. fja@izing

was conducted by classifying variables into gr onstruct d on\tﬁ%~ research

design. %\) o\

3.4.3 Conceptual Model Developr@b \T ,<\
N,
The main goal of this 1% IS fb develap a@ceptual model of UIT

countermeasures. Therefore, this Studyjadopted, the de@n% science research paradigm
which has widely be% in infl
researches (Behera a%hi ar, : :
2008). Based onythe Canceptuali 'n tha{‘i-%{ been given by (Andreasen et al., 2002;
Simon, 199 (ﬂ)ign ci(;nc (I!'S)@‘J[?ports a pragmatic research paradigm that

- - \
called f% atiop’ 'pnova@ artefact to solve a real-world problem. It then

repe;@ redesigns based orke.@fuations of the early versions of the artefact within

a *}nizational context (Cross, 2007). In this light, the conceptual model of

ltets@ﬂogy and information systems

& _
) gﬂngr 2007; Peffers et al., 2007; Winter,

nintentional insider threats countermeasures that developed in this research is a
odel that discusses a real-world problem and its possible solution. Therefore, the

most appropriate method that has been selected for this research is the design science
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research (DRS) (Henver, et al., 2004; A. Hevner and Chatterjee, 2010). The selection
of this DSR has been made based on that it suits the development of new modgls;

have been preferably proposed by (Wieringa, 2010) for designing (o_@ns t

0
problems pertaining to the domain of information security. Figure 3. s DSRM
that has been adopted in this research. Q

NOMENAL PROCESS

SEQUENCE

L

[ |

w ] W
e % § % COMMUNICATION
IDENTIFICATION OBJECTIVES OF DESIGNAND |2 £ | EVALUATION 2
AND A SOLUTION DEVELOPMENT g DEMONSTRATION| 2 G s E p—
MOTIVATION |l Find stuible w olarh
= whatwouida [] M it o effective,efficient{™] _publications
Defme.problem O | better aﬂifact z Artifact g '; E E .
Show importance| :gj accomplish? S g Use artifact to g é Iterate_back to % D:::) llif::t(i)::s
] £ Z| solve a problem E z design & p
wv
a

S d——

PROBLEM OBJECTIVE DESIGN AND OBSERVING
CENTERED CENTERED DEVELOPMENT A SOLUTION
APPROACH APPROACH CENTERED

APPROACH

f

POSSIBLE ENTRY POINTS FOR RESEARCH

%\ | ’:' ~Source: (Lalla & Flowerday, 2010)
Figure 3. 2:*Desi mﬁ ce Re h Method (DSRM)
0

The researo‘w d empl
D 2
consisted of sejj ities ag d i‘b(!d iﬁ-%sign Science Research Method (DSRM),

develope %ers d
’

consis“*.iI IX major ctiv{ti@:luding, first, identification of the problem and

5
:Mon which defined the %cific problem that has to be answered. Second, define
J

in t@velopment of the proposed UITCM

Ilﬁbyes (Venable, 2006). This explicative process

ectives to help achieve the anticipated solution for the defined problem. Third,
sign and development step which focuses in designing and creating the anticipated

artefact based on desired functionality and architecture. Fourth, demonstration which

97




proved that the artefact solved one or more instances of the problem by
experimentation, simulation, case study, proof or other appropriate activities.?lw,
evaluation which observed and measured how well the artefact supported @Qn to
the problem, and finally, communication which published the researc lude it to
the domain knowledge. The next section provides how the research mgethod has been
utilized throughout this research study. \)

A research method has not always been a discrete p Xr:te'ld it has various

phases of research tasks, for example, according to (Wiefinga, 2010)% ften been
oy

infeasible to perform the entire cycle of a given

methoda y'w@ one
municati tivif@?i'n Figure
3.2 is not considered. The DSRM in Fi wasxredesigned ng;arating the

research activities into six developw . In step e i@ﬁ problem of the

research has been formulated, jus@% and in\ig%ed )(}ludying a number of
':2 y N,

existing UIT countermeasures% and'Eheir eakng(/ . In step 2 an inclusion

criteria has been created to select Best sui il cou easures' models that would

contribute to the desi% ve

components identif'%the Sf
with similar m ﬁﬁg«:o

¢
domains of G@Jnter easures. éacQ}c mponent was placed in the group to which
NN

research. Hence, in this project the evaluation

it belom the giadel fs extended by the countermeasures recommended by

prey, tudies. Subsequentl@dtionships that hold between components have then

been identified and initial version of the model is proposed.
Q In step 4 the components of the model have been checked by comparing
omponents in the initial version of the model to the components that existed in other

98



UIT countermeasures’ models, in addition to the comparison of the proposed model

X
O

This part explains the study approach that was employed? evaluate and

3.4.4 .1 Validation and Reliability '\d
@

Model validation is the set of processes and activities inten td \@ that

04){ prog‘lg~ ed model
idation s, to en;@; suitability

and usability and understandability ( H aAhIeman . 10)@% general purpose

and the existing models with the contributing factors of UITs.

3.4.4 Conceptual Model Validation

validate the presented conceptual model.

models are performing as expected (Thacker

and its content are new so the purpose of

of model validation is to determi hether \d%‘ul I,@‘e quality criteria for
N,

empirical work. This approach o saving ementation stage by not

me in i
\m &
have to redo anything that v% ell ghtiout ( h & Ahlemann, 2010). This
study achieved the pri% ating
4
of the developmen wdurel

study is based @n a

roce u‘ié oﬁhe proposed model as the last step
&
imary gwatmg of the proposed model in this

ss, t)grfst one is component investigation and

the second &)terat res_a e{ st@ odels analysis. Later, expert review using

the Delphi approach W Pto ev@ate the suitability and usability of the proposed

mo@&e used in organizati Sy
~ S

6 .2 Approaches to Model Validation
Raising a conceptual model to final model require validation of developed

concepts and the whole model. There are several approaches to do that, for example
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validating conceptual model on some typical cases, review by experts in the field of
interest and member check. Procedure used to validate a model dependsw
appropriateness of model structure that is being used, and the field of th@such
as psychology, education and information technology. A mix of evalumproaches
can be used to validate conceptual models (Stojanov, 2015; Inglis, ZCW.~

A review to the literature was conducted in order to_determine the possible
methods that could be used in validating and reviewing th ed r]]odel (UITCM).
From the literature, the researcher found several co n m hc.)ﬁ\ﬂde‘valuating
models in the field of information technology. models r ir's _ZKCEIY; of

validation methods, or validation by experts fﬁ,w er% ep@g on the

aspects of the model's evaluation. The appw of coTce | modé\gl' idation that
&

were reviewed in this research are sh in_Jable 3.3. O
Table 3. 3: List of the Reviem@ﬁmcepw I}@ﬁon Approaches
- N '
NO Approaches Methods Work example
1 Interview Detailed, informatien regarding tth-(Elmimary, 2017) Generic
pro&d odel a ncer Y cloud security model for
i affon i by g organizations which require
interview with ex b n small and medium size
anned meeting. ( 6 cloud (Shantanu
P o % Banerjee,2015)
\ (_/ Validation and Raising of a
\ | % Conceptual Framework for
& % Success of IT Offshoring
e £\ Engagement.

2 Expe sM’ w )| To ask al gr%ts‘Jof experts to | « (Mokhtar &Yusof,2015):
% con Nalidatioh of the model Function-Based
preposed I&U giving essential Classification: Model
Q’ fd ck@ding the quality of a Development and
o'b.. }stmo Validation.
X * (Aziz, et al, 2017) Low
g}/ Vision Learners to
N

Experience Interactive
\ Assistive Courseware
(ACALV): Initial Round
Structural This case analyses the relationship * (Shantanu Banerjee,2015)
Equation  Model | between the factors on which the Development and
(SEM) proposed model is made. Here, the Validating a Conceptual
data set represents the association Framework for IT
between these factors. It is applied Offshoring Engagement
by (AMOS Software). Success.
* (Bughari ,2019)
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Technological factors for
Malaysian small and
medium enterprise i
have adopte Qoud
computing modegls.

4 Comparison Study | Comparison between the proposed * (Angkanano The
model and the existing models to evaluation requirements
present the way it deals with the and desi rough the
problems whereas none of the technology enhanced
existing models are capable to deal accessib interaction
with the identified problems. frameworkiand a method.

5 Components and | The comparison should be drawn -(I’W , 2017)

Processes between the components used by mall d medium size
Validation the existing models and the consuming

components in the proposed model
to analyze that an agreement is
reached among the compo
introduced in the new model wit
those existing in the base els.

Refining and improvement i ' Q}

proposed model is assum ni —\

is validated.

Hence, every compo thes| g \‘,T
sséd s \

izations can use this
icloud security

3z

proposed model asse houleh,
of  something cer Teéchniques of validation
organizat or ¢ f
organizations like or'a
i edical devices.

validate that the osed, mod

in line wit m Ve
component ofythe*eXisting models: ,..ﬁ(

6 Case Study The resear(N plementatio . ina, et al,2012):

Magthods  for  conceptual

%odelling: A study on

a time“span. An“igsightJinto ;&%‘% (Md Deros &Yusof

real- i i ,2008): A conceptual

is- casel stud i framework will be validated

pglem or real-world ex ent to develop a criterion of

H ow it ap ieo‘ ow implementation in SMEs at

S

cessful if'i ’ o six case studies.
&

\ -‘&\
SRR
In line w&%h objecti this@}m , the expert's validation method was

¢ I C—)
chosen to evaluatethe propose d:;leIQrpm various aspects.
NN
& v <>
Y-v
l. Validation and Exp{rj eview
\&ing expert intuition to validate a model is similar to the use of one-step
nalysis during model validation. The examination of the model should be led by

omeone other than the modeller, an “expert” with respect to the system, rather than

with respect to the model. This might be the system designer, service engineers or
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marketing staff, depending on the stage of the system within its life-cycle (Jane,
2003). Stakeholders can be assembled to elicit their expert knowledge, which i
as well as explicit (Inglis, 2008). Asking a group of experts to validate t@pt at
an early stage provides useful feedback on the quality of a newly de concept.
Without the validation, untested data may need revision in a future study (Coombes,
2001). The expert validation is an ideal approach by referring the experts with respect
to the models' validation (Hillston, 2003). The expert va gX’:l:plloach is adopted
in many research to validate the contents and requireme roce segwyfm etal.,
2005; Mathew et al., 2011). Panel sizes have ra from 3 to Oﬂ. _E»;Z;ms,

therefore, that the decision about panel size i? ca% atic,\iglzing into
ssa

000).,@5;sentation is

mb@!owell, 2003).

To determine the appropriat%of the \deITWi ,@\spect to the needs of
w \ve a good experience in

organizations, the model has b%ssed Qy exper /oy
UIT field. This step is quMecls y acc ated experience cannot be
undermined to consid% p

in this research is ix of Y i

complete pictur@aﬂ
validate the &aed m}de1 ev'altetJe ts suitability and usability from three high
level as@udiu‘gbﬂgrif thé?\\odel is theoretically valid that is, whether the
model iSylogical consistent W@Hi.basic theories of UIT countermeasures. Second,

t@\el is evaluated in terms of usability, that is, whether the model can be used in
n

consideration factors such as time and exp%

assessed by the qualities of the expertw er than

os’ed@lhe model. Validation procedure

M |
ges, which is necessary to achieve a

tenc &ﬁis study adopted complete approach to

Q tended exact setting by organizations. Finally, the model is evaluated in terms of
adability and understandability, that is, whether the model is clear and understood

by organizations. A questionnaire was developed to gather the experts’ feedback on
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the proposed model. The format of the questionnaire is adopted from (Nisar &

Rozaini,2017; Nordin et al., 2012; Elmismary,2017;Aziz et al, 2015; Bocco

2007). The questionnaire includes a group of questions questioning r@ the

relevance of the components included in the conceptual model, te ed in the

proposed model, connections and flows of all of the components, and readability of

the proposed conceptual model. The experts were asked to ewunnecessary or
¥

identified as unrepresentative of the component based on S xperlence and

if the model is theoretically valid. Similarly, the expe ere SM fer to the

component that is missing or needs to be improved ' _\‘—}

¥
A. Delphi Method u\ é\v

The Delphi method was used | arch as t elpf@' cess is useful to
gather opinions on complex toplcs exact I 70 u vallable. In addition
the literature showed that the eth&l waszused agg)forecastmg technique to

&
predict the probability of future e ntsl sufy 2007 ‘%e Delphi method is suitable
vol

for this study as it is a% ocess

and a group of id ied exple spez> toplc usually through a series of

gI a eractlon between the researcher

questlonnalres ousuf 200 fore(rjuf*’overall goal of the method is to reach a
consensus w t rou of ex rt( (C&‘;? I & Pawlowski 2004).
A ordi to (8% }2) h\%llowmg characteristics allow for an objective,

rob@ evidence-based v, Won process: anonymity, iteration and controlled

fi N based on statistical.

Q The participant confidentiality was achieved through the use of email to
xchange information. This aspect of the method is designed to reduce the effects of
dominant participants, which is often a concern in group-based methods such as
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brainstorming conferences. With this, certain adverse aspects of face-to-face
participation such as conformity and group pressure can be reduced. Along wi is,
by conducting the method by mail or email, the cost of travel time and @s are
eliminated (Hsu & Sanford, 2007). *

The iteration was done by using a sequence of questionnaires toy¢ollect data and
opinions from the group of experts. The process utilizes several itérations to provide
feedback to the participants. This feedback enables parti %:crange opinions.
Consequently, the results from previous iterations c hang M‘apted by
individual participants in later iterations based on the back of th oy’p._\' this
feedback loop the Delphi method attempts to r nsensUs-within th@aup (Hsu

& Sanford, 2007). \) o\ é\v

The controlled feedback was achigved )wough a ing @%ummarizing the
group response and representing ev%ember o\rsn q u@n the next round. The
-:B y N,

controlled feedback process fo%etho@ is designed <'é‘l:'emove noise. Noise can
skew the results that occuaﬁm

interests rather than fc%

representation of ;{ﬁ}‘ior itera|t i ach participant can see the opinions
of the entire grq‘K is al nt to make additional conclusions and
E ‘

ion from p vio'usc'fg tions based on these results. Through this

clarify the i
%’ "
process% icipants_temd,to beé?ne more problem solving focused making their
X
opir@&yore insightful (Hsu @énford, 2007).
AN

Gselphi Process
The Delphi method was used in this research as the Delphi process is useful to

gather opinions on complex topics when exact information is unavailable. In addition
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the literature showed that the Delphi method was used as a forecasting technique to
predict the probability of future events (Yousuf, 2007). A Delphi can be use?'m
alternative to conventional meetings, to facilitate dialogue to achieve co@ ie.,
on quality indicators and success factors between experts (\Von, 20127'*5 structure
and sense of direction of the technique provides focus and avoids eYoEc and often
counterproductive discussions and digressions that bed viI\M-to-face group
discussions such as problems arising from powerful perso Yg.rm,p pressures and

the effects of status. (WIlliams & Webb, 1994). The Delphi met Ie for this

study as it is a group process involving an intera@&etween the_r eirc@&nd a
group of identified experts on a specific us% gh a ‘series of
questionnaires (Yousuf 2007). Therefore overall g&ial e me@'zqs to reach a

consensus within a group of experts (& awlows 4). é‘phl has been used

in a wide variety of research area most S se o@*two or three rounds
(Wllliams & Webb,1994). Typi ﬂ thr r@und@rt also there are studies
have been completed in sin ou mﬁ? ti et al., 2015). The number

of Delphi rounds depe% on the ,ese lta a d reaching experts' consensus

b 4
on the issue under%atr l Sklé ., 2007; Wllliams & Webb, 1994;

Irdayanti et al., 15 &
! (?V

Accor gr (Von, 201 tHE febo ing characteristics allow for an objective,

robust d eVidencefbase Ildané\ process: anonymity, iteration and controlled

Y-

wased on statistical. Tt%ﬁartrcrpant confidentiality was achieved through the

‘% ail to exchange information. This aspect of the method is designed to reduce

ffects of dominant participants, which is often a concern in group-based methods

Qh as brainstorming conferences. With this, certain adverse aspects of face-to-face

participation such as conformity and group pressure can be reduced. Along with this,
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by conducting the method by mail or email, the cost of travel time and expenses are
eliminated (Hsu & Sanford, 2007). Accordingly, in this work, a tw?nd
questionnaire was developed. (q\
1-The purpose of first round is to review the design of the prop&&model and
getting the experts' comments on the suitability of the componen
2-The purpose of second round is to proof the expert ¢ nm on the updated
version of the model based on previous comments R;st‘ons in the first
round. .\d
'Y
The iteration was done by using a sequence of ionnaires t I’st&@a and
opinions from the group of experts. The proc iliZes several i atior@{)' provide

ts to@g;e opinions.

angéﬁ’ be adapted by

feedback to the participants. This feedbaw S

Consequently, the results from previeus iterations ca
Q@‘Pthe group. With this

individual participants in later itera@)based 0 \{%db
E y N

feedback loop the Delphi methaépts t9 reac aa:onseﬁg?ls within the group (Hsu

&
& Sanford, 2007). \ 2
L T S

[}

o

o . i

= Delphi Study Revised

[ (Round 1) Model

a

o

O

c

o]

®)

—
Delphi Study Accepted
(Round 2) N8

Majority opinion

QE Source: (Nordin Norani et al, 2012)

Figure 3. 3: Model Validation Using Delphi Technique
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Selection of Experts
The experts were selected based on the following criteria (Angkananon, 2?_
ic 0

1- The expert should have certain experience in the study field (% r

practitioner). _\
2- The expert should have at least five years’ experience. T
aluagign.

3- The expert should have sufficient time to participate in the ev

In the phase I, the design of the proposed concep odel' and evaluation

questionnaire was sent via email. , ® X~
| Y. c}

Phase Activity Output

Identify the (N) Identified
= experts experts
Expert rev.lew.and Validated
expert validation model

\ ll \'V 'C/Q Source: Aziz et al, (2015)
&igure@eﬂ’s@laﬁon Activities

"} ANYINSY
3.5 Sum O

NN
T hapter pﬂ)vd:h]'a de%z_ d description of the research method that was
ado;ieh this study. The res@( method that has been used was the combination of

\ave and quantitative approaches. This research adopted literature review,
onent investigation, literatures and existing models and expert review to
atisfactorily meet the research purpose. It’s apparently supremely important to

entirely and analyze the methods used because the choice of the methods, instruments,
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and procedures ultimately dictate the type of findings that result from a research study.
Therefore, this chapter provided an explanation of questionnaire desig
collection methods, UIT countermeasures model development and validati \

In conclusion, the chapter has laid down the method that was used in t arch that
is appropriate to deliver sound research with viable findings to infers and

sufficiently provide relevant conclusions and recommendatiQEsNe organisations

by using Malaysian SMEs as a case study.
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