CHAPTER 2
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2.1  Introduction
This chapter explains the literature review of th egh sc')pe which is to
implement cryptography techniques to authenticate user a dch in the
L ]
proposed authentication model. This scope focuses on smartpho es'sin "Tis a
-
th

common device used by the majority population aro e world, thus, it iSimportant

\m N
intrgders. Applying

to ensure that the data stored in smartphones areypro

cryptography is one of the ways to im@ecurity
protect sensitive data from exposemlemen \tm\oYc

o : N : .
focuses more on authentication @s thé'first fro user side to access their

data in the smartphone. \
To support th%iment lf th jpl%jj&d authentication model and to

identify the reseawhe m in\Of thisédpter are to identify the most pertinent
. .

phy in this research

review ifi.t ntext’o

ive o%__ ives.
KN

criteria and requikements fo
the suitable uctDe of thjtl @martphone. Figure 2.1 illustrates the literature
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Developing, processing, and analy&gﬁp Orlt@ﬂh the aim

4

of communication security is the fie %y kno ryp y (Paar & Pelzl,

2010). As seen in Figure 2.2, thegidea of cr \Isqw uently encompasses both
N,

Symmetric Cryptography and etricfCryp ph)QC,Oryptography focuses on

&
designing a save algorithm to Mes’ en.‘éé
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Figure 2. 2: Overview of Cryptography
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Cryptography is the art of concealing or encoding data such that only the
recipient of a communication can decipher it. For thousands of years, it has be?ad
to encrypt messages, and it is being utilized today in e-commerce, ban(% and
computer passwords. By encrypting communicated communications Igorithm
and a key that is only known to the sender and receiver, cryptography Wins secrecy.
Additionally, it protects surfing by using tools like virtual p'§f\te~ tworks (VPNS),

which employ asymmetric encryption, public and private e keys', and encrypted

.\d,
N4
In cryptography, the sender and the recipi e the two persons Jr i-bfan also
e b &

involve one party which is the sender themselv e SW recipient involved

tunnels.

in a typical communication. To prevent thi ws fr

sender uses cryptographic techniques m Sinha,

S

plaintext P, while the unintelligibl g@ge is%r
f [
in the encryption and decryptionsprocess=Jhe t nsfor@n'on of P into C is called
p"\E ,‘%} S
ntains the

encryption. An encryption algarithm E»ico @er key K is described as Ex(P)

ing a c(ci%unication, the

N

. Th mmunication is in

A
CéFhe secret key K is used

Ry

I

=C. On the other hand,%wsformqﬁ n C‘,ﬂ'ng% is called decryption. Ex-1denotes
@

k-1(C)=P-

N
Both ic andfas {ric‘egc'fyption are used in modern times. As seen

@

in Figur %’syn}m tric/ cr pt@l&phy, commonly referred to as secret-key

4
crypto uses the same ke@ﬁcrypt and decode data (Cordova et al., 2019). This
S mryptography is broken%wn into five categories: block ciphers, stream ciphers,
%

S

the decryption alggrith escribe

Y

ticated ciphers, hash functions, and message authentication codes.
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Asymmetric cryptography, sometimes known c-ke Why, is the
@
study of cryptographic systems that use a public ke a private ke ai de% din
| | | A\
Figure 2.4 (Saan etal., 2019). Itis necessary to constrtigt a pairyof mat math'Hy linked

—+

N
\he pri\@gy from the

keys such that it is computationally impo% se
public key. While the public key may % wit ties private key must
remain a secret. As shown in Table 1mbc- i ftdigital signatures are
the two most well-known asymmet ptagrap plicattons.
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Table 2. 1: Classification of Cryptography

E—

Classification

Primitive

Method

Symmetric
Cryptography

Block Cipher

i or |
e the
iphertext

Operates on a bloc
bytes in plaintext t
equivalent block
(e.g.: AES).

Stream Cipher

Creates the hertext by
utilizing a tream to encrypt

each bit w aintext (e.g.: K
i

Hash Function

Ciph
C s data of any length into
-length digest{(e.g.: SHA-

afi
3
A d

Message Authentication cod

PN
ates l fixed-Tength

ssage authen ationQag using

key'and any plaintext.

Authenticated Encryptiqw

es seg& integrity,
ntici | at once by

confidentiality

Asymmetric
Cryptography

Public-Key { 8tiliz
\ ¥ s

the recipient's private
ecode the ciphertext and

pl@c key to encrypt the
@ntext (e.g.: RSA)

\Creates a signature by
encrypting plaintext with the
sender's private key.

symmetric crypt

rpryp@ decrypts data using two keys: a public key and

a prhtkey (Saan et al., 2019

ography's main advantage is that it

0 Xsafe means of information exchange without the necessity for a shared secret

21



Over symmetric encryption, asymmetries have several benefits. Because the
private key is never shared with anyone else, it offers superior security, which |?u1
its biggest benefits. This implies that the communication cannot be decr@en if
the attacker manages to intercept the public key (Zhang, 2021). It alsdﬂ;we benefit

of offering digital signatures, which may be used to confirm a messag% legitimacy.

On the other hand, symmetric cryptography encrypts a rypts data using a

single secret key. Symmetric cryptography has the main advan of b}ing quicker and

more effective than asymmetric cryptography since it use

Symmetric cryptography, however, has several dr. kS. Its requir enl feif?secure
Y

Qyone of its

decode the message if

ransmissio Ever@mugh symmetric

c@ptography, but it needs

cryptography is quicker and more: e thau%ngm c')

a safe way for the sender and er to exehang he se ey

In short, becaus syWTnc cr’pto phy § not require a shared secret key,

it offers greater secu r|ty t @n It also offers digital signatures,

it is intercepted by an attacker du

which may be u to onf ssageéz%gltlmacy The value of cryptography
resides in it y saf 'w' p@%?é and data by assuring non-repudiation,
secrecy, grlty af u ata in smartphone user, ensuring a strong

authe appllcatl is one oﬁﬁe ways to apply cryptography.

G’

di Public-Key Encryption

Asymmetric encryption, commonly referred to as public-key encryption, is a
type of cryptography that encrypts and decrypts data using two keys: a public key and
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a private key. The communication is encrypted using the public key, and it is decrypted
using the private key (Easttom, 2022). Public-key encryption's main advantag?ﬁut

it offers a safe way to exchange information without the requirement for a @ecret
key. *

Anyone can encrypt communications using the recipient's publig key in public-
key encryption, but only the owner of the paired private key ca e such a message

(Assiri et al., 2019). Because symmetric cryptography requi e u‘age of a shared

N

secret key, public-key encryption offers more security.
é | &
’ b 3

\ N
{\T

2.3.1 Rivest-Shamir-Adleman (RSA) \} Q\
rm@ﬂNhen something

An asymmetric cryptography @ is the

is asymmetric, it implies that it opergtes on two e?ey /@sh as a Public Key and

a Private Key. The Public Key i ted fo

ve e, a name implies, while the

Private Key is kept secret (Paar &Welzi > nyon@n receive the public key, but

the secret key needs t@ re az confid‘ntial lee.@:%mt prime numbers make up the
4 2

integers and that it iwe gi \Lsg er th%f tors of a big composite number, the

approach is bas& pri ‘mzaticék/sue. A crucial pair of public and private
!

key generator‘!?so in¢luded {Paar %E@zi, 2014).

Qv N
w a valda 0l fog%gzjre communication because of a number of its

chaﬂ.&tics. The fact that i-\"‘rs}éomputationally challenging to factor huge integers

@D

int\wr prime factors is one of the most important characteristics of RSA. This

q ates that factoring in the public key makes it challenging to defeat RSA encryption.
i

gital signatures, which may be used to confirm a message's validity, are another
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feature of RSA. RSA can be implemented in Digital Signature. Figure 2.5 below shows

the flow of RSA algorithms.

Select two (2) prime numbers
indicates p and q.

HCompute n=pxq

Public exponential, e, is select
bye € {12, ..., ®(n)—1} such
that ged(e,®(n)) = 1.

®(m) = (p-1)(g-1)

Calculate Euler's Totient,

Yv
N

Calculate private key d such
thatd - e = | mod®(n)

1) Kpub(u) = (n. €) and
Private Key User

-2) Kpr(u) =d

v
Figure 2. 5: Flow of Rs@lhm I
P 4

2.3.2 Elliptic Curve (ECC)

The same security is prowdw&c as

computational footprint and uses le @3)

key-based algorithm like RSA,

NGNS

N

.y
| &

3

{\T

A, @%t has a smaller

power\aﬁgggig P IQOM). ECC is a public

o

&

4‘5;1/

if-an algebraic structure. An

raic curve. It is non-singular,

equation of this type define@ t
meaning it lacks self |%t ns and®cusps. It's PQly that easy, well, not really that

easy. It'sa curve w &\I the ;lm\(x y

co0 tes) fulfill an equation.

A digi nat re anthkey e@ge both require an elliptic curve. By

“

combinin j |th
utlllzeiwryptlon ra movt-l 2018).

metric encryption technique, they may be

Elliptic curve cryptogra\my generates keys using elliptic curve mathematics. It

@est algorithm to utilize in limited situations like mobile devices and embedded

stems because it offers higher security with lower key sizes than other algorithms.

Like other public-key encryption methods, ECC works similarly, with the sender
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encrypting the message using the receiver's public key and the recipient decrypting it

using their private key. Figure 2.6 below shows the flowchart of the ECC algorithp®

Start

Generate an odd number V
A w o 4

a>=3andaneven +
number b >=2

|

k (X03 -Y02)-1 mod p
(q-Da= (XL, YI)

p=a2+b2
q=(p+2a+1)/4

Yes
Generator = (X0, Y0)
Order = q
Y2 X3 -kX mod p

l

Generate X0 Y0 by chaos , End

2.3.3 %kel
&ng Diffie-HeIIman\t%d persons can create a shared secret that cannot be

éﬁd by listening to their conversation (Lara-Nino et al., 2018). In a nutshell, it is
a

: hnique for safely transferring cryptographic keys between two parties via a public
annel. Using an unsecure channel, two parties with no prior knowledge of one another

can construct a shared secret key together using the Diffie-Hellman key exchange
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mechanism. Using a symmetric key cipher, this key may then be used to encrypt

subsequent conversations. Table 2.2 below shows the comparison betwee ]

Elliptic Curve, and Diffie-Hellman Key Exchange.

R
A

Table 2. 2: Comparison Between RSA, Elliptic Curve, and Diffig;Hellman Key

creating a digital
signature.

Exchange. N
Elements Rivest-Shamir- Elliptic curve Diffie-Hellman
Adleman (RSA)
Process Key pair Key paiN e ess only
generation, generation, in es«eyqyair
Encryption and En nand t?rrﬁ/tl ﬁgt does
decryption, and r n, and” Encryagon and

d tion or
ital signature.
K,

Transmission of

The public ke)\ he public is

rhe public key is

Digital |ﬁe
generf

public key transmitted gver an | t W? overan_ | shared in the form
unsecured nel. dichanpel. | of a secret key
@ ¢ 4 Q‘_” between two
\ ™~ AQ/ parties.
) & o
Size of CPU Reqwrge f U Equiﬁ@‘mall Requires small
tion CPL@nsumptlon CPU consumption
Key Size 7 1@}224, 256, 384 | 1024, 2048
4
Rate of key \ Csléast Slow
generation % C—)
@
e

Fastef to’gen Slower to generate | -
tal’signattire digital signature
comparQ%w elliptic | compared to RSA
curve
mentation Easy and widely Complicated and -
use rarely use
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Table 2.3 below shows the comparison of energy consumption between RSA
and ECC to implement authentication for smartphone applications. Choosing
of the keys is the first and most crucial step in the construction of an algori \Iight
of the fact that higher key sizes increase security but also increase cosf%hould be
taken while selecting keys to ensure the lowest key size and greatesWeTof security.
To maintain enough cryptographic strength, the necessary RS% e keeps growing

from 1024 bit to 15360 bit. ECC can still provide the s ree'of security and

cryptographic stability with reduced key sizes. ECC re the walculation

L 4
required, hence raising safety. The following tabl@s the rang @y@

4
Based on the table below, with the sam?&ht

Y-
el req@tsés less key
size compared to RSA thus, requires less cMonsu i gené& key size.
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Table 2. 3: Comparison of Energy Consumption Between RSA é&&zc.

Security Level 80 112 128 192
RSA 1024 | 2048 | 3072 | 7680
Key Size

ECC 160- | 224- | 256- | 384-
233 255 383 541
A Practical Evaluation on RSA and ECC-Based Cipher Suites for 10T High- @rlty E E‘fﬁ’ment Fog | Yes Yes Yes Yes

and Mist Computing Devices (Suarez-Albela et al., 2018) °\> {\

o
A privacy-preserving smart parking system using an loT eII|p {ur ve- k% df@:urlty platform | Yes Yes Yes Yes
}1 A
(Chatzigiannakis & Pyrgelis, 2016) a C}
Elliptic Curve Cryptography for Real-Time Embedded Systems@ r ks @'ﬁlllon & Kalra, (2016) Yes Yes Yes Yes
( ~
Comparison of ECC and RSA Algorithm in Resource- Constrala Dnge{ afandehkar et al., 2013) Yes Yes Yes Yes
S g
2 .9
[ 53¢
:b)‘. N
Y-
&

5
&
S
N
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2.4  Digital Signature and Digital Certificate
A digital signature, which is a mathematical procedure, may be used tw

the authenticity and integrity of a communication, piece of softwar(g}gltal

document (Gallegos et al., 2020). It is a type of electronic signature s public-
key cryptography to assure authenticity and non-repudiation. Q

A message digest which is a predetermined-length s y of the message
must first be encrypted using a private key for a digital si wdrk The sender's

public key and the encrypted digest are then included with the message

esh IQ\mar
tt déﬁ:r?/pt the

a&{d/ If the two

& Arivazhagan, 2014). The recipient can then us n ers public

4
message by comparing the message's digest to o wasﬂqkl

digests match, the recipient may be certach mest%ge sen(t;gme sender and

was not changed. O

Compared to traditional %a esg, ital 'sig atlu%s provide a number of
advantages. Because they areﬁ% n pwryp@?’dphy, they are more secure

than conventional sign %hlch isone o hflr est advantages. Therefore, only
the owner of the prlvat £ @)lmate digital signature. They also

provide non- re h| hlma it mp@ble for the sender to claim not to have

#

sent the com n ,252@.)
&
ockerS el )@Secure Socket Layer/Transport Layer Security

(SS ) are just a few secur t:emmunlcatlon methods that frequently include digital
s (Diemert & Jager, 2021) To confirm the validity of communications and
guarantee that they have not been tampered with, they are also employed in digital

Qﬁtificates and certificate authorities.
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Compared to traditional signatures, digital signatures provide a number of
benefits. Because they are based on public-key cryptography, they are more secwm
conventional signatures, which is one of their biggest benefits. Theref@ the
owner of the private key can generate a legitimate digital signature. T)*o provide
non-repudiation, which makes it impossible for the sender to claim nWave sent the

communication. Figure 2.7 below shows the flow of the digit swe verification.
\: i
y .\do

User A signing message X

using User A’s Private , @

Key, Kpr.

l

4
<
User A share Public Key, \ Y.
Kpub to User B and send é
signed message (X,s) to

user B

241 T &Dig?a‘;yat re$
f?i AT
ere are a few typq:%p digital signatures that are significant in the
\
c Maphy field and its applications. Table 2.4 below shows the types of the digital

Q ture and the explanation of each of the types listed.
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Table 2. 4: Types of Digital Signature

Although simple to employ, this

poor security and is not legall able.

E—
Types of Digital Signature Explanation
Simple Electronics This is the simplest type of electronic sign m
Signature (SES) involves the signer writing or drawin a%Dname
without any validation. This might bekmple as
typing the user's name or pasting a a written
signature onto a document (Kumar & ‘Sharma, 2022).

signature has

ture also

Basic Digital Signature Similar to SES, this sort

(BDS) data to protect it. Ho
authenticity of the docu
al., 2015). Comparedyto SES,

encrypts

[
oes not validate the

t or the Si e (Nia et
this sortof |gna.t®%'s

a little bit more , but its leg Ibl@ still
quite low (Nia et al.;%2015). » el

5|gner5| nd
it th ecure an egal@
avai ble This sort of sign

Qualified Electronic This signature Tes aqualified digitaleertifi
Signature (QES) issued by @ recogni rity ta~confirm the

ent's;integrity, making
Qacceptable type

ertificate

ature can

Digital Certificate

r an d has the same legal
writt snggéig
IS y sort of signature that
' code identifies the signer and the
graphic procedures. Three

cumFt usin
% algorithms, né ing a key generation algorithm, a
\ i ﬁ gorithm, and a verification ,

method

g
quﬁy ma a digital certificate scheme (Linden

24.2 AI U gi i&éture
4
d|

gltal ge, dlﬁT signatures are an essential part of secure

co uni atlon and authentlc\tion An overview of the typical algorithms used in

§S|gnatures is provided here.
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2.4.2.1 RSA (Rivest-Shamir-Adleman)
There are three processes using the RSA algorithm for Digital Signaturw'm

are Key Generation, Signing, and Verification. Figure 2.8 below shows th@f the

RSA Algorithm in Digital Signature. A
1) Key Generation \,z

i)  Signing Y) \bj Y
i

iii)  Verification

2.4.@ (Digital Signat Igorithm)
N -
t here are three processes using the DSA algorithm for Digital Signature which

N,

Igorithm in Digital Signature.

ey Generation, Signing, and Verification. Figure 2.9 below shows the flow of DSA



1) Key Generation

i) Signing \d
@

=~ o
iii)  Verification \%V U O<<¢

.
e
Figure 2. 9% ow of,[!%Jl.qut/ in Digital Signature

2.4.2.3 EC[&EH ic C
¢
EC@J an elliptic gurye @Iﬂgraphy algorithm that works in the same way
' 4
int

'|git I@nature Algorithm)
’
as DS A uses 3' o@lliptic curve and modular arithmetic to sign and
. &

ve& tal documents and\!hessages. These algorithms are essential for digital

%res and ensure that digital messages and documents are authentic and trustworthy

Qavin & Ganapathy, 2021). There are many factors to consider when choosing an

algorithm, such as security requirements efficiency, and compatibility with different
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applications and systems. RSA and ECDSA differ in terms of security, performance,

and compatibility, but they are both widely used and considered safe when imple
correctly (Saho & Ezin, 2020). Table 2.5 below explains the differences b@ﬂ%

Digital Signature and ECDSA in terms of security, performance, and

SA

ibility

Table 2. 5: Differences Between RSA Digital Signatur@l;SA
b—

(Ullah et al., 2023).

Element RSA Digital Signature ECDSA
Security RSA’s security relies on the fact | Th ECPSA’S security
that large composite numbers are ased Elli ic Curve
extremely difficult to factor, | Discfete Logati
Although RSA is safe as long as th nerally, ~g—,
key length is at least 1024 bi con5|9er d safer p than
becomes vulnerable when q ng ng can get
computers are powerful to clrity  with
factor in large numbers-e tly ‘ﬁma key ~.This can be
(Huang & Wang, 2 c’) & icia@i.n terms  of
orma and storage
ca Kavin & Ganapathy, 2021).
Key length | To keep up withhthe er'eVUI'Vm (Nitb,}gmaller key sizes,
threat Iands ey sizes’ E%SA can offer the same
have been gr ‘.&vl of security as RSA,
larger kYus t’f QQDnaking storage and
perfarmanc sﬂor calculation more efficient.
reqwreme s(I—knd& &Q@Q)
Performance ﬁgs‘ofg ‘mggnat ECC takes a bit longer in
of Signature fic faster signing and verifying a
generation eca S stra orward signature compared to RSA
and orithm fI to ECC | since the computation is
verific Ilah'et agz 23)\ complicated compared to
ﬁ : RSA (Kashif et al., 2023).
Compat RSA also m62" e widely used in | ECDSA IS becoming
& different c frameworks and | increasingly popular, but it
protocols, WhICh makes it a better fit | may not have the same level
in some situations and applications | of adoption as RSA in every

application and  system

(Kashif et al., 2023).
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In the end, RSA vs. ECDSA is a case-by-case comparison. While both are
considered safe, RSA is still popular and will remain a dependable choice fow
applications, particularly when compatibility issues arise especially L@igital
signature and verification of the signature. Table 2.6 the comparison bd!;@ RSA and
ECC based on signature generation and signature verification. Even il cryptographic
systems the “security level” specifies the amount of protectionWafforded by the
cryptographic algorithm in terms of computer time need m ‘he cipher. This
effort is often quantified in bits of security. For instance, rity | eWts implies

oy
netrate th c’y@ The

2% 2-h’k§TZrom the

i and verify tb%lg;ature, RSA
takes a shorter time compared to Ecc@h ECCis rab@rterms of smaller

key size, ultimately RSA is much rr@jonvenie

that an attacker would require about 2780 operation

security level is compared between 80- bits, 1

table below, it can be seen that to generate
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Table 2. 6: Comparison in Terms of Signature Generation and Signature Verificatioej)ge~ Between RSA and ECC
.Y

Article Security Key Size Signature Signature
Level Generation Verification Time

Time (s) (s)

RSA ECC RSA ECC RSA ECC

1. A Comparative Study of RSA and ECC and Implementation 80 ..}10<~°./ 1637 | 0.0 0.15 0.01 0.23
& Y " N
of ECC on Embedded Systems (Alam, 2016) 1\ NYAN.% <:§33 015 | 0.34 0.01 0.51
(®)
2. A Review: Security of Data in Cloud Storage using N A
S "-"“11»‘T N
ECC Algorithm (Harsha & Patil, 2017) @12 f“3 283 021 | 0.59 0.01 0.86

. > ' >
3. Performance-Based Comparison Study of RSA Y 3 LN
,.%9]',- ~7680 | 409 053 | 118 | o0.01 1.80
N

and Elliptic Curve Cryptography (Sinha et al., ZO% l %(J
A NG PN
@ :' (,)U
&
’b)" N

T
NV

S




2.4.3 Digital Certificate

A digital certificate (or digital key certificate or digital identity certificata?'un
electronic document that verifies that a website, an individual, an organiz% ser,
a device, or a server is who they say they are. A digital certificat issued by a

Certification Authority (CA), which is a third-party organization that'erifies who the

certificate holder is. \,

mur'icate with each

Digital certificates are a way for people to secur
other over the internet. It's all thanks to Public Key Infrastrieture or PKIBasicaly,.it's

N
a bunch of protocols and tech that make it possi send and/recéive Jata\‘b?er the
internet with just a public and private key (Zhw’ 2

the certificate holder uses to encrypt the ﬁM‘re sent

publ,'k%:l:g; is what

the private key is what

cr|t|<
of digital data and online transa &)Gob :
? @

“

elements of Digital Certificat«K eirro Aé}—

N
Table ?C?: E%ents irlDigi | Certificate and its Roles
s L

Elements Explanation
Digital Identi A {!iist?ertifi is the primary form of digital
) b

|
Verificatl\ |ﬁn i e digital environment. It assigns a
(ﬁ criypt ap ic‘kgy pair, known as a public key or a private
key, tg a s @ic individual, device, or object. The public
% ? key is k onfidential, while the private key is widely
isSeminated (Liu et al., 2020).
Authority Dig'tel;dértificates are issued and validated by Certificate

they use to decrypt it. Digital Certificate

\ Authotities (CA’s). These CA’s authenticate certificate
applicants and validate their public keys (Ali et al., 2021).
Key Pair 1) Public Key: This is the public part of a cryptographic

key pair. It is used for encrypting data and verifying
digital signatures generated with the private key.

2) ldentity information: The Certificate contains
information about the Certificate Authority (CA) such
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as the Name, Email Address, Organization, and other
identifying information.

3) The Digital Signature: This is used to verify the
authenticity and integrity of the certificate by digitally
signing it using the CA’s private key. Anyone can verify
the authenticity of the certificate using the publlc key of
the CA (Ali et al., 2021). ‘_!_

Trust Hierarchy

Digital certificates are stored in a trust hierarchy called the
PKI (Public Key Infrastructure). Root Certificate
Authorities (Certificate Authorities) are the most trusted and
well-known  Certificate Authority (CA) in the digital
certificate ecosystem. Root Certificate Authorities (CAs)
issue intermediate Certificates to lower-level Certificate
Authority (CAs) that issue end-user Certlflcates The chain
of trust makes it possible to to validate dlgltal cert|[|q0~ates at

different levels (Uahhabi &Bakkali 2016)] o~

Secure
Communication

Digital certificates are mainly used to create secure
connections over the mternet using technologles such as
TLS or SSL. When you VISIt an HTTPS website, your
browser will use the server’s d_gltal cgﬂlﬁcate to confirm
that you’re on the right site and that your information is

securel;Ltr'ansf_erred (Da E& 85@020).

Authentication and
Digital Signatures

¢

Digital certificates are also used to verify users and create
digital signatures. When a user digitally signs a document
(such as an email), their certificate’s private key creates a
unique cryptographic signature. This signature can then be
verified using the corresponding public key, ensuring the
document’s authentlclty and the signer’s identity (Afrianto

etal|m *\_\;/

Revocatio

\

4

Digital certificates have an expiration date. The certificate
can be revoked if a private key is stolen or if the certificate
holder’s status (e.g., they leave an organization) changes.
Certlflcate Authorltles (CAs) keep a Certificate Revocation
Llst (CRL) or use OCSP (Online Certificate Status
Proto’co‘l) to notify users and systems of revoked certificates
(Gu & Chen, 2020).

S
&
S
O
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2.5  Smartphone Architecture Layer
A smartphone’s architecture is made up of layers. Each layer is responswﬂk
a particular function and component of the phone. The layers work together@ooth

user experience. Figure 2.10 below shows the layers of a smartphone a ains each

of the layers of the smartphone (Kim & Bahn, 2019). Q

Operating System Layer

Fi Llre

&\ @0: Sn@ﬁone Layer
DN
251 Physi@er 'E ‘.' (—)(J
%&al I,ay ris ma ugééifferent elements that play a role in the shape,

4

function, and‘overall appearanc E'smartphone. Here are some of the most important

—

ts of a smartphone's phy§ca| layer (Bai et al., 2020) (Xie et al., 2020):

6 isplay: The screen of a smartphone, often referred to as a touch screen, is one of
the most important physical components of a smartphone. It consists of the screen,

along with the glass or plastic material used to protect it. Displays come in a variety
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of sizes, resolutions, and technologies (such as LCD screens, OLED screens, and

AMOLED screens). Y-

2. Buttons and Controls: Smartphones have physical buttons and control@wer,

volume, and camera buttons. Some smartphones also have touch- ive buttons

or virtual navigation controls on the screen. Q
2.5.2 Hardware Layer { .L'd
The hardware layer is made up of the physical,parts and electromic defli@hat

e
| &
form the core hardware of a smartphone. The har Iayersyv k togethe -\Jrovide
the functions and capabilities of the smartphone."Here a N f the mg\sf important
g o

eel e{él., 2019):

elements of a smartphone hardware layer{(Li "2

1. Central Processing Unit (CPU)”The cent Si /{M (CPU) is the main
processing unit of the smar t isftesponsible fqn\&kecutmg the instructions

. & _
and performing the calcula s.'r ern @rtphones have a multi-core

processor for betterper zancea po erbf@ cy.
'3
em

4 .
2. Random Access{o i M\ AM is used to store temporary memory for
running pro@wd ;
!
essential Ititas ing‘; a dd\/i(EJp rformance.

3. Sto%%rtphfn sa :e uip@with storage components (such as NAND flash
ry),

which store the sg’f%:tghone’s operating system, apps, and user data. The
N

enah@the CPU to access data quickly and is

€

ge capacity of these components can differ, and some devices offer expandable

S
QEtorage capabilities via microSD cards.
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2.5.3 Protocol Layer

The Protocol Layer of a Smartphone is the collection of protocols and st
that facilitate the connection and communication between the Smartpho@nher
Devices, Networks, and Services. These protocols enable the GN various
communication modes, the exchange of data, and the networking OWYKS. Below
are some of the key components of the Protocol Layer of S@es (Razi et al.,

2019).

1. Communication protocols such as Internet Protocol¥(IP) aMP/H%IPS
N

protocols for internet and website connectivit ' —{ﬂ
2. Wireless Communication protocols such as that bI cal c@_p@ctlvrty

\/ Ty
RS
2.5.4 Operating System Layer\C" ;\hT /<\

The OS (Operating System Layer) is an essentlal part of a smartphone. It

AN N T K

controls the hardware and software of the device, enables user interaction, and supports

vl el S

a wide range of apps and services. The OS acts as a middleman between users, apps,

Y s Jru”

and the hardware of the smartphone Some examples are (Mrabet et al., 2020) (Sudha

!
& Jeyanthi, 202 \P &
o)

r"

1. Kernel: The kernel is what makes up the operating system of a smartphone. It is

SN ] )N

reS{Jnsible for managing hardware resources such as the CPU, memory, and I/O. It
: : e
also provides important services such as process management and memory
\management, as well as device drivers to talk to hardware components.

O:User Interface (Ul): The Ul layer contains the user interface elements such as the

home screen, the app launcher, the notification system, and the navigation controls.
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It allows the user to interact with the user interface through touch, voice, and

A smartphone’s service layer is a collection of apps, services, and software that
-—
improve the device’s performance and user experience. Services run on the phone’s

operating system and offer features, connectivity, and integrations with third-party

services. Some examples such as app stores, cloud services, and social media

keyboard gestures.

2.5.5 Service Layer

interactions (Xu et al., 2019). 2 ,Y:\
Y. NV
N ‘W\ N
2.5.6 Application Layer \% é
., -\

" 4 A
The application layer is made up of the different software apps (applications)

_ N7 V7V &
that you can install on your sma\rtphone. These apps ‘%ﬁer a variety of features,

7 X

entertainment, and productivity applicaiions, SO you can customize your smartphone to

s X I RNl

suit your needs. Examples such as ‘pre-installed system apps, and third-party apps

N

downloaded from the app'store and web browsers can be related to the Application layer
NG SOV

in smartphone (Xu et al., 2019). i N

¢ 2 C,)

&)

2.6 s on Smartphon urity
S

\I’he security of smartphone authentication systems is subject to a variety of

ats, and it is essential to comprehend these threats to create effective security
Qwasures. The following are some of the most common attacks that can arise in the

context of smartphone authentication.
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2.6.1 Attacks on Smartphones

This subtopic concentrates on attacks that compromise the authir‘@

application and the data stored in the user's smartphone. Most of the
the literature cover a wide range of attacks, such as Man-l the
Linkage, data manipulation, side-channel, unauthorized ac

spoofing attacks. The following table 2.8 summarizes the ar

on data confidentiality in smartphones.

Table 2. 8: Articles That Discuss the Attacks Rela

V™

0 Dath cre

\Y'

of the
articles found in
iddle (MIM),

Yhas collision, and
atd cuss the attacks

tphone

tr-

Authors

=

(Liu et al., 2015)

Attacks

cks Mechanism

-the\

T attacker or hacker obtains

2. (Brinkmann et al., 2013) middle m tion between the

3. (Grobauer et al., 2011) atta \ tWo systems and deceives the

4. (Kaaniche & Laurent, 20 7% By r Q@ent into believing that

5. (Cherdantseva & Hilto @ % g are still receiving a valid

6. (Aleisa & Renaud, 2 Jmessage.

7. (Ahmed et al, 201 QP

8. (Abdulghani etal., 9 I %

9. (Claycomb &%, 012) s } 2 I$

10. (Grobauer f al., 2 \\v \p

1. (Kumar L, 2 18) ' I@ge The hacker then manipulates

2. (Mlora et L, i (@ﬁcks the captured information

3. (Che% Hflto $2013) C") without accessing the real

.&J phone, revealing important
N ) é data.

1 @nan etal. Tl Y' Data The attacker attacks the data

Wllhams etal., 201% manipulations | and application directly in the

(Abdulghani et al., 2019)
(Grobauer et al., 2011)

w N RO

attacks

\(Yu & Guo, 2016) smartphone  using  SQL
(Abdulghani et al., 2019) injection or cross-site
(Grobauer et al., 2011) scripting.

(Miorandi et al., 2016)
(Harnik et al., 2017) Side-channel | The attacker is indirectly

exposing private information
that has already been created
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4. (Cherdantseva and Hilton,
2013)
5. (Aleisa & Renaud, 2017)

and analyzed by smartphone

applications due to the lack of
secure storage mechanisms
for smartphone .

\

/_,e

exposi g v’5?1vate
1nf0
olle and used

1. (Kaaniche & Laurent, 2017) Unauthorized | In the absenge ffective
2. (Kothmayr & Thomas, 2013) access encryption, nauthorized
3. (Abdulghani et al., 2019) users canygain access to the
4. (Williams et al., 2016) data if i§ has not been
5. (Claycomb & Nicoll, 2012) encrypted.

1. (Rashid et al., 2012) Hash Sin ash function takes
2. (Aleisa & Renaud, 2017) Collision i fe t 1 ut lengths and

ort fixed length,
1nd1rect1y

one a his means
here S chance that
rent (1% ts will give the

2. (Kumar et al., 2018)

S

1. (Hasan & Mohan, 2019) *0

NS

e bjectlve of an attack is
Ampersonate a legitimate

ce user to gain access to a
artphone  to  acquire

b information.

Yﬁ

p
|

The most C mo

44'/1,f

at( @3 when an attacker injects traffic

between a de ase (ﬁ)llcatlon that may use unsecured

communicatlt% poorly' s ed sm(mphone network. An attacker can break into

pose

two sys% u}lcﬁy b m@pting, delaying, or spoofing them. MIM attacks
10

hreat to smartph(enoeg. Depending on the attacker’s objective, the damage

|an|ct can range from minor to catastrophic. A MIM attack can disrupt a

rtphone and its applications, particularly if the authentication system is weak. In

|t|on a MIM attack can allow the attacker to collect personal information as well as

login credentials. Lack of security in smartphones can increase the risk of MIM attacks,
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as the attacker can control the instructions of smartphone applications to perform false

output. YV
Maintaining a strong encryption mechanism between a client anS %rver is

essential for the successful resolution of man-in-the-middle attacks, as described by
Kaaniche and Laurent (2017). In this scenario, the server ver| ies a‘elient's request
through the presentation and validation of a Digital Cert after which the
connection is established. As the number of interconnected rces'm asmartphone
increases, the risk of unauthorized access to and leakage“of sensitive dncggases
exponentially. Kumar et al. (2018) refer to thi k"as a "link at‘ask%‘\mhlch
involves the interception and cross-reference of led s to antify partial

ectl(n;ﬁe smartphone

and applications. Unauthorized acce the sma hone@pllcatlon reveals

_\d'fy d
a ify, erase, and copy
C.)

information and sensitive data. A Iy ,
the data in the smartphone a ion, vv'hs%:g com |se the confidentiality of

data stored in the smartpho
(,na N
It is possible for u thor ss‘?&‘jocur in multiple physical locations,
thus leaving the{&\hsc llble phy@ attack. To ensure the security of

data. The attacker manipulates the mter t ta wit ou

\
smartphone d d ?Il p al server, physical security solutions must
be imple ﬁ Currently, there are a variety of physical
.'
securl ons that can bei Rr'nented to protect the data stored in a smartphone,
S S securlty guards; phys barriers; video monitoring; and locks. Furthermore,

he use of connected sensors, actuators, and other physical security measures, it
recommended to integrate these physical security solutions with smartphone

technology in order to enhance their effectiveness (Caycomb & Nicoll, 2012).
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The manipulation of data occurs in the context of smartphone applications,
where modification attacks involve the alteration of records (Williams et al., 2 :
an unauthorized individual gains access to a data file and alters the da@ined
therein, the security of data stored in a smartphone device is at risk: attacker
modifies the data after obtaining or accessing the data for their gain(Grobauer et al.,
2011). Additionally, the exploitation of multiple wvulner. Min smartphone

applications (e.g., SQL injection, Cross-site scripting) a Ic'itation of weak

security mechanisms (e.g., weak passwords) are two e les pf rized data
X
alteration at rest (Miorandi et al., 2016). ' _\C}

’ 5
A secure storage scheme can be used er dﬂk pulaqzbﬂ A secure

storage technique can prevent a smartpEMa breach usirg'%\cryptographic
ted o@nding information

scheme (Yu & Guo, 2016). Side-channe s are predi

\3 £

by examining the algorithm impl ation’s ible si ét'%atures (e.g., processing
? 4]

timing or power consumptiona\ mpanying so ds“, 3 In this type of attack, the

attacker unauthorizedly extr?cbta frim theysmartp applications. From there, the
(

attacker manipulates w (Han;-i etjaly {(g?. This affects the accuracy and

completeness of t@ﬂn sma}tph applicatiens, resulting in a loss of data integrity.

This type of aEMn occur becatise t (g}re no secure smartphone data processors
e

| ’ _
and stora@v nisms (€., une@nypted data stored in the cloud, or on the
smartp plicat onv.‘z

cading Style Sheet (CSS) Data Leakage Attacks File
Co jon and Understandmcéjthe Content of Files For example, an adversary who
%dy familiar with the plain text contents of a file may use the file confirmation to
Gck if a copy of the file is saved somewhere else in the CSS (Aleisa & Renaud., 2017)
(Abdulghani et al., 2018). When an attacker learns a file’s content, he or she can expose

sensitive information because he or she already knows most of the file’s contents and
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attempts to guess or recognize the unknown parts by comparing the encrypted output to

the observed encrypted content (Cherdantseva & Hilton, 2013). Yv

Transient data storage (TDR) is one of the mitigation options ini)%nt of a
uti

side-channel attack. TDR refers to the retention of data after the exec of such
systems. However, only a few studies have been conducted o th¥a~nagement of
transient smartphone data generated during the execution of m (Harnik et al.,
2017). The importance of transient data stems from the fact aY:: ;lrocessed during

the execution of the system to create new versions of the . T sMu&sioQ?.can

N
be saved in storage for use by users or destroyed, ducing the ri ass'ooib(@d with

s b 3
such data (Cherdantseva & Hilton, 2013). Y' \ Y}/
Spoofing is when an attacker pet\ es jon ey're{m; by pretending
to be someone else. Basically, it's a fo

ay 0 e T n&ocge someone else on
&) A
the device so they can get into it %et ora%@“s harq%sey're supposed to have.
info t

Y

t
9 Q
Basically, the attacker sends fN o the usin phone, making them think
N
it's from the real deal. 'nce%e attacker h fvll@s to the phone, it's vulnerable
9). )

(Hasan & Mohan, 201

2 ¢ &
N | SN %b
Replay @nvo rging a se%nd “duplicate call” to repeat authorized
!

commands on ice that hasibeeh a t%?rized and completed. When a cybercriminal

mtercep% re nejvv Mm U@IIOI‘I using a smartphone, he or she intercepts the
de 9

mes§ags ays or resends the@asage, and then tricks the recipient into doing what
\

wants (Kumar et al., 2018). The added risk in replay attacks is that once a
age is decoded from a smartphone device or network, a hacker doesn’t need
ecialized skills to decrypt it (Hasan & Mohan, 2019). Since spoofing helps the
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attacker gain information, the data exposed to an unauthorized person may lead to a loss

2.6.2 Security Requirements and Mechanisms for Smartphone
This section focused on the security requirements &amsms for

addressing the attacks associated with authentication in s rtp es. There are a total

of data privacy. The accuracy of the data may be compromised.

of 26 articles on the subject of security requirement: ec rlty n’ech isms. The
following Table 2.9 summarizes the articles that discussed the security uwem&ﬁrfor
the smartphone user and application: From t rtlcles, here are fi ‘xSecurlty
requirements for the authentication of smar tp ne

authentication of smartphone apphcaﬂon(%\ thei

security policy in the smartphone ap m req i

A

of establishing authentication in t pi‘n c}
@ -
4@

Table 2. 9: Security Iv- enl’ rtph sers and Applications.
l

Authors Security Description
Requirements
1 Lightweight | A lightweight ~security
2. (Al-Fugahaetal., 2 anism mechanism needs to strike
3. (Gubhi'et aly2013) ¢ (..) a balance between the
4

5

\I:hese @rements for

onalitj&s 0 maintain the

en&xplains the necessity

(Aswale etf@l., 2019) |

(Daveli etal., 2019 ’ (J cryptographic techniques
eta‘l‘, 01 4:’: employed and device

4 Y. constraints such as power
5 c_'}/ consumption, memory
\ N capacity, and processing

power.

(Ahanger & Aljumah, End-to-End Security provisioning must

2019) Security include Secure Storage,
2. (Dhumane et al., 2016) Secure  Communications,
3. (Liuetal., 2017) Secure  Content, and
4. (Caietal., 2016) Authentication.
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1. (Ahanger & Aljumah, End-to-End Security provisioning must

2019) Security include Secure Storage,
(Dhumane et al., 2016) Secure  Commu ic%
(Liu et al., 2017) Secure  Cont K nd
(Cai et al., 2016) Authentication,

(Bansal & Kumar, 2020) Privacy Users will al\v?ant to
(Yaqoob et al., 2019) protect their privacy while
(Das et al., 2018) receiving the services they

(Hammi et al., 2017) requir timely and
(Grobauer et al., 2011) cor ner.

(Alam et al., 2020) Identity th%icatii)n helps to
(Li et al., 2020) Management

PO RERIOORMODNDERA~ODN

iden he identity of

(Grobauer et al., 2011) ifferent &gz in

(Sharma et al., 2018) smartphone vit’es\Wia

login, iorg&jct,i&)

(Sicari et al., 2015) Mobilit In ;helcon xt of\znébility,

. (Deep et al., 2019) Y' aq% on _ enables

3. (Mohsen & Jha, 2016) ices {Vf provide

\l parent Services while

iméinterruptions or

rk disconnections for
7 o ' N

¥ &

Lightweight soluti?!houl c iero' urce constraints such as
[

computational constraiWer constraints, m({memory constraints. One example of

N O

resource constrai s\hcomlautatl al Ii&ghﬂons. These constraints limit the

N
application’s 'Nent tiq?crﬂptcé)aphic algorithms and protocols supported
t

4
(Aswale Q!:" 015)! Li i
5

eig
cryptographic® approach

=

N

e

ht&sécurity systems must balance the use of

5!

h blnger energy efficiency mechanisms. The fact that
4
srrw\ processors and B'Igaications are small means that an algorithm that

Qfé

es less memory, uses less power, and executes faster is needed.
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End-to-end Security is another practical requirement that needs to be

implemented. Because of the large number and variety of smartphone applicatiw

communication between devices goes through many administrative c@ and

technologies, so provisioning for security needs to cover the entire spa nnection

(Dhumane et al., 2016). Secure Storage, Secure Communication, Secure Content, and

authentication are covered by this requirement (Cai et al., 2016). Privacy is when the
o

size and nature of a smartphone necessitate a particular f rivicy in all forms.

Users will want to maintain their privacy while receivin servi ewd quickly
23

T
and accurately. This will guarantee the long-term @of smartph abp‘@ons.
{ Y

A smartphone application must perfo entifieation’and anorymization
\3

verification, either at the device level ochrou Secgf&must include

reliable ways to manage device andN entity, andgthe ab@ to manage links
S,
between those identities flexibl &@ et @3 isswill involve seamless
& A
integration of multiple servic ss multiple d amsl@e—onnect devices and users.
Flexible support for identity?ming d mutu Iau[@tication of users, devices apps,

L
and associated services%e required. S ujt)Qs/ tions will need to recognize that

predicting who wi Npate ln an't teractic%sn t always possible and provide ways

&

to address the N nu bgr r'titiagﬁthin a smartphone (Sharma et al., 2018).

'
Due to scal@bility#issues, idénti wq@always be finely managed and identities will

often e manag ofe fle@/, for example by using one identity to represent
m tities. While |dent|'ﬂcf;3t|on may seem like a general security requirement,

one size will require novel ways to manage identity (Grobauer et al., 2011).

Ois requirement helps in authenticating different users of smartphone apps by logging

in to the apps, biometrics, and RFID.
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Smartphones can operate on a huge scale and individual components are highly
mobile. Therefore, mobility requirements for smartphone applications neem
extremely dynamic. Mobility can be classified into three categories (Deep @}019):
Dynamic infrastructure Location privacy Multiple jurisdictions Dynamb%ogy Data
transmission routing Real-time environment Security solutions thmw seamless
transition of jurisdictions Information exchange between interconnectéd devices, users,
and things Connected devices, people and things go smoo ke

'lt devices, users

and stuff go smoothly Data stored in database needs to be Synced itrh'nquto execute

the exact result at any location (Sicari et al., 201S@Eta , 2015). l _\‘-}
4 ) 5l
atedto au

l.
The above subtopic explains the attacwm are t

smartphone and the security mechanism ttwe the§§ attacks

o e

2.7 Related Authenticatiog@ Corﬁpare Prqgig@ed Model
&

The main focus of this resear: auth@cation of smartphone users

especially the applica%z contai[ sen ti‘&e@maﬂon that must be protected
S g

from unauthorized ilﬁwu S. il' pic g(flj!ses related models and the proposed

authentication é\ &

ré ¢ 27 ")(J
L N
’ <>
1 | Dyna Ra'ndofwzed Secret Key Model

&Y

\ s research has been\proposed by Yaswanth and Reddy (2023) explaining

O

2.7

bout using a time password rather than using static password to authenticate a

Or in smartphone application. The algorithm used is the RSA algorithm to create the
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transaction password. The proposed approach involves the creation of a pin during the

cryptographic key creation phase to obtain an OTP. T
The framework for the transaction then sends an OTP encrypted irﬁ@lamed
ech

at the server end with a time limit. The keys are exchanged between th t and the
server for authentication in a secure channel. Extracting and t anslazg the OTP is

completed at the client's convenience, and the secret me

w

encrypted and

ppro&ch also adheres

is sml\ﬁ%d as

transmitted as a single element to prevent potential attacks.

to the five security standards proposed in the document. Bhe QTP
encrypted text [SMS]. If the substance is altered éthe @) Jotlbe-\%?rieved
4 b9
k ed

. degree of

for the certifiable client, and consequently, Nﬂc NJ{

confidentiality is affected by the secrecy vt h'which the restrictions arﬁintained. The

pin must be protected on the server, and ent must n

The proposed strategy uses a pi G@Secrﬂb\io ot)@ntication. Whenever a
@
transaction is initiated, the cli st validate credential gure 2.11 and 2.12 shows
QKE:: X
the proposed model (Yaswa Redcf/ 2 ,é\
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»

l Server verifies the

P credentials in the
O
Client will login with / \,  Database for z

his/her credential Valid/Invalid

“
-‘

After Valid Credentials Client initiates

Transaction and request for OTP 4, Based on the Client
I — .. request server sends
> = OTP 1o client

- = Servers validates the

Client enters the recieved OTP transaction credentials
and waits for validation -~ provided by the client
I / g, nd validates the

"\ gl transaction. i valid r
<

| server sends secret key

Client has to go for one more authentication

Server validates secret
key for successful
transaction

entering secret key generated by the server

| -
>

. | invalid credentials
ransactions become
failed

to verify he is Authorized user or not by gemm—,

;3 IS
N,
Figure 2. 11: System i re @{r.(? (asw. & Reddy, 2023)

N

Chent/ User Server

/
)

CliantUser L ogin with Password or pin

L 3

Server validates in DB and sends OTP to client

ClientUser enters OTP

DB

W

Server validatas OTP and send secrathey

Clisnt/User anters Secrat Kav

W

Server validatas Secrat kev and generates Tid

Figure 2. 12: Process of Generating OTP between Client and Server (Source:
Yaswanth & Reddy, 2023)
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Generating one-time passwords has a lot of advantages but the complexi
the user is one of the main concerns since the user needs to keep on receiv'@ and
key in within a limited time frame. Besides, things can get worse if %a er can

retrieve the data from the user’s mobile phone through phishing an can retrieve

the OTP in order to successfully log in into user’s account. V

2.7.2 Lightweight Authentication Model for 10T, nvirEme ts\'d‘ \ ¢l

e
Biometric authentication proposed by Ou Maolood (2022) ocr?bes more
on authenticating the user using a digital siw. ‘ej( osed i%‘éz:n design
involves the integration of multiple ob%\(o t e‘aut icati ﬁodel. Hybrid
authentication infrastructure is comp@f E%AS SSQtages, which are

<Y

t C mpé}&fonal complexity and

0

o 4

communication overhead wIﬂK vidim%ﬂv Iel/@: protection against any

vulnerabilities in standard?'dﬂthmsl Thi$ mod \es multiple devices such as
(

smartphones, laptops, @ktops.\ emzej):an be used to access l0T devices.

}to r lster ing a d@:e used for 10T application, user name,

and other neceﬁ fofmation-The server then verifies the accuracy of the received

O
data bef &Hg it Jjnbfyat as@pon successful verification, the authentication
& 4
e Tor't

certifi he registered objec@zstablished. Figures 2.13 and 2.14 below show the
N\

ngd model flow for authentication process.

-
[%2}
@D
=
w
QD
=
@D
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e —

) A e Send registration
" Object, : > Server ~y
\ information to Server N /

4

e

\

[ No | Is Obj,’s information is verified?

SHA

Save the information in RDB, and send Primary EC
parameters EC, (a, b), )

Generate Authentication certificate parameters:

1. Generate new Authentication Private Number K.
2. Generate Secret Shares of K = {ky,ky, ..., kys}.
3. Distribute the Global Authentication pair (1, k;, ¢), over NS

Objects in system.

S N\JLE
Figure 2. 13: Registratior@the’t tionyPr @ource: Oudah & Maolood,

G) \:202 ;4?
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| Objecty,,, < Yes Fulfill the query,g,, | I1ST== X2 ¥

Select private number d ., and compute
public key: Qyser = dyger * G

Verify the query .,

Reconstruct the Secret

L}Y'

1

Sign Query Message (query ., ):
1)Compute Local Authenticity certificate 5,

2)Send the signature pair (Syger, T, Kyger) within

Object
query g, to object;r —* ject ot

%

% s'
This model foc uses or % nti @@ user using digital signature. The

v a0 ) 4 (,)\
7]
Figure 2. 14: Authentlcatlow:e’ﬁ uery.&‘ﬁrce Oudah & Maolood,

proposed algorltw&ke int l the c alnts of storage and processing power

in the Interne gs 10T) rr(e&'s{ when addressing the underlying ECDSA
def|C|enc tro u ng tlon of the algorithm. Besides, since it only
authe the user, p |sh|n§i'.‘$¥~ occur where the intruder can have access to the

d Nata and get the secret key stored in order to access the system.

S
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2.7.3 Authenticating Data Transfer Using RSA-Generated QR Codes

This research proposed by Pangan et al. (2022) explained the main goa
explain in detail the use of RSA crypto in an online authenticated data @ The
important properties of this research are a cryptographic algorlthm*oloyed to
generate a key pair by combining the encryption and decryption fun&rg The public
key is used by users/s to encrypt plaintexts to encrypted texts, whiledthe private key is

only used by the authenticated recipient to decrypt the en eZtext' The encryption

algorithm is highly complex, making it difficult to de lai encrypted
text. This provides an unbreakable form of single- jonal com c}n&@s the
private key cannot be calculated from the 15 .@' ains the
conceptual framework of the VacciFied, n o‘

; ,-&

CENTRALIZED COVID-19 RECORD SYSTEM

[VacciFied.net)

USER USER ACCOUNT SUCCESSFUL ACCESS TO SECURED
REGISTRATION VERIFICATION ACTIVATION LOG-IN CHANNEL VIA RSA

SENDER'S PUBLIC KEY {_p RECIPIENT'S PRIVATE !EV{D

|gu5 5: VacciFied.net ageptual Framework (Source: Pangan et al., 2022)

E he parameters of this model are generating an RSA pair key where the user
e

d s to register their ID. Once the user has registered, the QR authentication code will
e given to the user. For the verification process, the public key is the one the user uses

to encrypt plaintexts to encrypt texts. The private key is only used by the authenticated
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recipient to decrypt the encrypted text. A cryptographic algorithm is used to generate a

key pair by combining the encryption and decryption functions. The encvm

algorithm has a high level of complexity. Before the admin can gain acces@hser‘s

profile after registration, they must first verify the newly registered u@*rification

status. The admin can do this by first verifying the personal and vaccineédetails provided

by the user on the "Individual List" page. If the given information“passes, the admin
L 4

will be able to grant the user's registration status to " 'n "Unverified".

Without the admin's approval, the registration status o user jwi n pending
L ]

T
and inaccessible due to the complexity of the dedu%'@( plain tex ni c@ text.
ni

It provides an unbreakable form of one-way %Jn I thtﬁ\&ﬁlate key
cannot be calculated from the public key. Upen v ficaci?n ofthe nem@fegistered user

user. their profile page.

by the administrator, the QR code wi used to direct
The system is capable of detectingﬁafulent o\au%e ig{l;éd QR codes and will
l\‘;&y N,

terminate the login process immegi .Ad&tlon yqit%(, identify verified QR codes
ming profile pa o
[

and redirect them to the cor%

This model fo n authenticating: t eq’@ser using a QR code with the

implementation O@\ alg{yrith\ince i L(y authenticates the user, phishing can

&

occur where t N}Ier an‘ha cpss&@ device data and get the QR code in order
% '
St (J

to access t% . &

& T
N\ >

22. N)evelopment of Two-factor Authentication Login System

This research proposed by lyanda and Fasasi (2022) explains authentication
ing an OTP password via an SMS Gateway. The password was generated using a

PHP OTP generator function. The Dynamic password is delivered to the mobile device
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via a Bulk SMS provider. The Dynamic password generator ensures that no similar
passwords are generated twice, and the generated password is automatically r

from the database. The two-factor authentication method was based eg}tatic
Password derived by the user and a Dynamic Password. In this m@& the user
provided their personal information such as their username, email address, and phone
number as their password. The goal of the system is to create oM—kind code that

is undetectable by third parties and to encrypt the provi ord to prevent any

-—)

kind of database attack in order to scale the system. Figu 6 below he system

4

architecture model.

[
e
\{q
) <
2

J 4

/-

REGISTRATION

Create New
User account

USER Save User
- Details and
New User Password

DATABASE

Existing User | |7
LOGINAUTHEN

\ J TICATION
Provide

Username

Recerve OTP
via SMS

. N—
&

oe'gu re 2. 16: System Architecture of Two-Factor Authentication using Dynamic

Password Via SMS (Source: lyanda & Fasasi, 2022)
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One-time password generation has a lot of benefits but the complexity for the

user is a major concern as the user has to keep receiving OTPs and key in in?«!ﬂ

o

period of time. Furthermore, it can be even more problematic if the attac@le t

get the OTP data from the user's mobile phone via phishing, so they caﬂ'Me OTP to

log in to the user's account. Q

2.7.5 A Secure and Efficient Multi-Factor Authenti n Igchd
This research proposed by Ali et al. (2021) explains authentication Wﬁe@'ﬂ]ey

|

propose a secure and effective multi-factor authentication s¥st m for mok%l.e money

\PIN, OTP. ﬁbiometric
fingerprints. Additionally, it authorizx' mo Wwi rawa@\b scanning the
of the a

applications, which verifies users with a combzation

biI&money agent, which

user's fingerprints and the QR cod iate

contains the user's mobile money agen odg.l gures’2.17 @2.18 below explain the
9 Q—

flow of the authentication pro& y Ali e 21). &

N

Having multip%zti-catio cal erisw@iecure authentication process.

While modern finge@r cogi \G{L nolo“dzj‘fas advanced significantly, there are
still concerns a{&e p N‘b fin %int spoofing. Techniques using high-
quality fake &vrmts or'ev 3.6'-p inted replicas have been demonstrated to fool
some finger reco.gnbio_)%y em@}esides, sometimes people have trouble entering
theimp ints into the syste&)‘bg;use they have physical issues like skin conditions
@u‘es that affect the quality of their fingerprints. In some cases, once the intruders
hawg access to all data in the mobile phone, they can still obtain all the information such

che OTP.
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Consider upto three (3)

Enter Bio data, Phone number,
S5IM serial number, Subscriber ID

Werify the

anempts

Registration Failed

Information

Enter PIM (5 digits)

Scan Fingerprint

Save Subscriber's

information in the
mobile money
database

L

Subscriber receives
natification for successful
regisiration

regisier

Figure 2. 17: Registration Phase (Source: Ali et al. (2021)
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y 4N

Terminate transaction

Terminate transaction

Terminate transaction

p—
i
Mobile money
database
—
User receives OTP
¥
Enter OTP /
Does fingerprint
match? Werity whether fingerprint matches

Perfarm transactions

Figure 2. 18: Authentication Phase (Source, Ali et al, 2021)
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2.8 Proposed Model: User-Device Authentication Model with Digital

Certificate for Smartphone User YV
Based on the previous research explained in sections 2.7.1&2;9.5, the

limitation that the researcher found is the authentication involves o e user even
though there are multi-factor authentication involved. In this sew the researcher
proposed an authentication model named User-Device ‘Authentication Model with
Digital Certificate for Smartphone User. This osed wwes the
authentication of both the user and the device togeth r the user to af)lhe‘\@tq in
successfully to the system. The figure and the flow o propose del g{/ﬁ@(plained
further in Chapter 4. In summary, there are wﬁ%ﬁs\o authenticate the user
in a smartphone using the proposed mf@e 2.10 alns th%ﬁments used in the

proposed model.

S
Y
~f7;~),

Table 2. 10: Elements in ser-Device A e‘ﬁti@q Model with Digital

L’ _
Elements Explanation
Authenticati T T&:(eQWo p'a@é involved in the authentication
(\ [lroce whic the user and the device which is the

& \:\ riphone e user.
Alg m ¢ lgo(i.tyrﬁ used in the proposed model are RSA
« algo |th®tvith an implementing Digital Signature for

)% o the authentication process.
’ b/: Y‘.\
S >

2.8, Conceptual Direction} the Proposed Authentication Model

‘é One of the current challenges for smartphone user is the authentication concerns

Oed while logging into applications that require high data confidentiality. Thus, the

main aim of this research is to propose an authentication model that can authenticate
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both user and device together using digital certificate for smartphone user.

Authentication in smartphone applications offers several advantages such w

confidentiality and protect sensitive data from unauthorised access. The i Xboth

user and device need to authenticate together will ensure that the authe n is more
valid than single authentications to reduce the chances of intrudg imitating the

authenticated user since they do not have access to the authentiEMer’s device.

Reviews from various related works on the issue entic&tion security in

smartphone users have identified many conceptual directionseFirstly, the u&itny.the
N

authentication model should be focused on four@hich et se!upk()?of the

s b 9§
smartphone devices, the security of the contro r, tw y of @certificate

authority, and the security of the netwotwen devices,/ the Ei%l server, and

certificate authority. \ O
Secondly, the security of tEHtantiﬁa n model indgdes privacy and security
ai

4]

processes. While security gu nst a ont ata and services, privacy

N
y. T PS@ a username and password to

ensures that users mayguse thiem Iega‘
access a service is an illu tion{' cy?'@ryption of data and services is an

illustration of secﬁ&\ Q <$

#

!
Thirdl% mai sgcu &n ;%m/acy processes that could be conducted to

%V. . N
enhance icatign Sec }y in s@rtphones are as follows:
L %

1. A\&rtphone devices Ieve@’ata transferred using the smartphone can be secured

\?g two actions (Liu et al., 2020). First, for login users and devices into an

Q pplication on a smartphone using private accessing methods such as the password

for the user and IMEI number for devices. Second, installing antivirus in
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smartphones to reduce malware that can attack any application especially those that
require authentication. Yv
2. Atconnection level: The network between the device, control server, a@icate
authority can be secured through two events, effective transferring data and
compatibility between network and smartphone (i.e., transfer dat@ following the

received/sent speed of the device (Jeyakumar et al., 2019) \,

jes 0 tMeed‘%ser-

N
Device Authentication Model implementing Digi ertificates for ar‘phhn user.

’ b3
The User-Device Authentication Model with DW‘CertiﬁsﬁQ mar@g@ne User is

constructed based on data collection throewture The&%}ementation of

security in the model is the authenticatio th the userand de\/@ generating digital

certificate and connection betwee vice, S d)@sd certificate authority.
4]

9 %
At the smartphone Ie\N better entigié-‘the user by associating the

N
user with their devicesto Row the’user olh@ccess to an application. The
hea e

authentication requires t r to«egis ﬁg}lD as well as password. Meanwhile,

the user is requi@gist@vice @ the phone number and device IMEI
(\DE )
Number. Once't rtificate al oJ;i’cy gage}rates certificates for both the user and the
e

device, th%ures re to enticate the user and device. The password
Hybe e

regist he user must b'e'a{tiﬁﬁg password where the chances for the intruder to
5
et

r:N e password throughhfute Force is small. Besides, since digital signature is

Based on the sections above, the conceptual directions

are clarified. This section explains the development acti

<

d for the authentication process, the smartphone needs to have a good processor

Qed and storage capacity for the smooth generation of the public and private keys as

well as to generate the digital certificate. At the connection level, the speed of data
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transfer should be effective, and there should be an effective agreement between the
amount and speed of gathered data and the smartphone specifications inw

scheduling the transferred data as blocks based on smartphone specificatio(%

The primary security operations that might be performed on smartphone
application authentication are listed in Table 2.11. The user-devic@aﬁon isone
of the security-related tasks. The application on a smartphone ecured through a
variety of actions, including assigning a username and @ 0 the' user, retrieving
the IMEI number from the device, generating digital certificates, and Mg;anqz\drus

N
software to prevent attacks on the smartphone bef ring, and aft ata’ trah‘;?er. By

e

ensuring compliance between mobile specificat?'ﬂe., precesser) and gzbl:(iyed data

types and capacities, the connections betthdevice control seE\fcs,\and certificate
authority may be made safe. \ \ O

A
(f? A
Table 2. 11: Main Security Actiw? User-Devi )

f u@ication in Smartphone
\ Us
A - '

Elements = Security Method
Devi v ',‘Dﬂ:e%%, password, phone number,
retr
e

\ | -~ | and retrieved IMEI Number of the
Q Q (\_k‘ﬁtivirus
Connecti(% en e\ﬂicegz fol C5"Compatibility between amounts of
n r

D)

//1,€

gathered data and mobile
specifications (i.e., capacity and speed).

e proposed User-Device Authentication Model with Digital Certificate for

Qwartphone User.
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Table 2. 12: Comparison Between the Related Model and the Pro OsegModel.

Research

Party Involve

A
Algorithm

Fulfill

A Novel Dynamic Randomized Secret Key Model
Based on One-Time Password Authentication
(Yaswanth & Reddy, 2023)

User  using
password generated

OTP
4

RSA" Algorithm is used

L%:_M generating the OTP.

for authentication.s

|
\C}
SIS

The  degree  of
confidentiality and

the secrecy with
which the
restrictions are
maintained.

Lightweight Authentication Model for loT
Environments Based on Enhanced Elliptic Curve

User usin
information

i

_ECDSA and SCC are

used for generating the

The objects in the
system are designed

Digital Signature and Shamir Secret Share (Oudah & sign tLGo) r | digital certificate. to cut down on the
Maolood, 2022) auth%batiok _QD amount of time it
C’) h%? $ takes to process data
4‘% 4 Q&/- and the amount of
N c—\j q\- effort it takes to
Co)‘r Lj; \}% communicate  with
v’ ‘& each other, while
’Q \@ %%(J also making sure
N N7 O there are no weak
C’) / ?f C’ spots in the standard
Q’ ‘.‘_)" N algorithms.
Authenticating Data Transfer Using RS &erated OR" RSA is used for | Protects the users’

Codes (Pangan et al., 2022)

S

N

Code

system.

Users will be given a
R

to

authenticate into the

generating encryption of
the user data to QR Code.

authentication

information by
changing from string
to QR code and eases
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N

the  authentication
process.

Development of Two-factor Authentication Login
System Using Dynamic Password with SMS
Verification (lyanda & Fasasi, 2022)

User using OTP
password generated in
for authentication.

MYSQL and PHP are

N

u for generating the
P.
=4
l

N

The scope of the
restriction and the

level of discretion
with  which the
restriction is
implemented.

A Secure and Efficient Multi-Factor Authentication
Algorithm for Mobile Money Applications (Ali et al.,
2021)

The userE\ is

authenticatin by
] U

multiple fa&cors

as the f P l!\)fl

Biometiig {

-3
A SHA-236 are
ed\/‘qfor authenticating

fi%gerprints and
pf ducing PIN and OTP

_Pespectively.

It protects the data
integrity and non-
repudiation.

Proposed Model: User-Device Authentication Model
with Digital Certificate for Smartphone User

)
evi 3¢

RSA and RSA Digital
Signature is used for the
authentication process.

To ensure secrecy
when both user and
device are
authenticated.
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2.9 Summary
Security products in electronic devices such as smartphones require?!!d

authentication scheme to authenticate the genuine user before they can ac@%ho the

system. A
One way of implementing security mechanisms in sma%i devices is by

applying cryptography. There are two types of cryptograph ily symmetric and

uses'on asymmetric

cryptography where the researcher used the RSA algorith the propoSed mod
N
| O

It is important to authenticate the user bu thentiﬁat both the L%I and the

asymmetric cryptography. In this research, the researc

device is much more applicable since it can eance t ity whenigthe user and

device authentication provide an ad@ er
credentials (i.e., username and passwErd) are'compromised,‘an a tgger would still need
to access the authenticated devic aGCEss. T Ire@hreduces the chances of

q
unauthorized access. \ ’Aj ,\A%

1on. Even if the user’s
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