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CHAPTER 3
SPAM MANAGEMENT MODEL

3.1 BACKGROUND s )

This chapter presents the proposed model for managing text spam% iscussion on how

the AIS algorithms will be used in spam management mode n&c?relationship between

BIS is also included in this chapter. Detail discussi the naldBelection and
L
Immune Network Theory of BIS are also presented in th apter, ’ ‘3

7 \’Y'
N

A
\ \&
bi am Model (IMSM) is to

=

A spam management model known %‘nte
1stsof tl@)hases with different types of

manage ‘spam’ text messages. Thy 1
. Ll ; (
AIS algorithms used, as show% ure 34l 2 ‘?

* Clonal Selection
 Immune Network Theory

* Danger
Theory

Figure 3. 1: Integrated Mobile Spam Model (IMSM).
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In spam management process, most of the previous researches investigated only on how
to detect and filter spam messages into ham and spam and the process ends after finishing
identifying the messages without further study on the spam messages. @ this
situation, a new spam management model named as IMSM is introduce@lore more
about managing spam messages. Figure 3.1 presented IMSM, and th?del consists of

three phases; detection, classification (i.e. clustering) and sevewtemnnatlon This

model is created because it uses the same algorithms in eve AIS algorithms)
and this motivates us to explore the capability of the AIS rithms pa%rlg spam
for each phase. AIS algorithms are chosen because t e nsplr ’m-ﬁ@ immune
system to defend body from any virus or pathogens\hat ¢ s or sickness.

Thus, this proposed model wants to apply@co r ymo ‘spam’ text

messages in mobile phone. This model i 1fferem IT e models such as Risk

Management Model and Intrusion D%\ S gtem mtc f the algorithms used in
every phase and stage of the mode \
(—) : 0

o
\ @)
Detection is the first pln\&\c 1

SMS message whet 1l SpRm

delc-gs'tection is the process of identifying the

)

.G\vo types of AIS algorithms are used; the

&
he Danger Theory detects the messages that

Danger Theory 311\ cghior
~ ; >
show they ar s;x messages while Wegative Selection will filter the messages in order

to idenig 111 and Spam messages.
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The second phase in IMSM model is classification or also known as clustering.
Classification is the process to categorize and cluster the spam messages into several
types of spam according to set rules. Clonal Selection and Immune Netwo@y are
used for this phase. Clonal Selection will clone the spam messages ix@al groups
meanwhile the Immune Network Theory identifies which messages h?se relationship

and meaning with groups of spam depending on content and meanmme messages.

\Y¥
\d

The last phase is severity determination. This phase is tofdgterminefthe il c.)fgsﬁger for

identified spam messages according to types of spam Messag, I propgsed level of
\ Y\')
danger can be divided into low, medium and hifgan theu\)zu r Thpéy is used for this

etet@ﬁl’alion phase. As the

process. Danger Theory is used in both detede severi

function of this theory is to detect allehi &; &
ClyW

9
phase to identify the danger mes& hich™ amﬁs'sages while for severty
\

determination, it help in deterng 1emvel Ef(fg':r e spam messages (i.e. identify
details about the type of dar hpi 2 rci(‘j’
N &
NS S
3

thre@phases and each phase is related to each other.

3

doing classifice of spam messages into several groups, detection

Ty

r al, it help in detection

<

Y —

e
2

A

The proposed IM%tdcl A

process Is 1 {0 identify spam messages and determine the level of danger for each

For example

needs to identify the types and groups of spam. From this model, a spam

model to integrate spam mobile is shown in Figure 3.2.
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Figure 3. 2: Block diagram for spam model
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Figure 3.2 shows the block diagram for the spam engine. Detection phase is the process to
identify the SMS messages either ham or spam. The contents of incoming SMS will be
scanned and if the contents match with the library available in the server, @ages
automatically will be moved to the spam folder or the server will disc@messages.
This process is inspired by the concept of the Danger Theory to de?ﬂ)am messages

owe Danger Theory

bef'are coming to the

where it detects cells that are already showed as danger. In this my

detects the messages that already show they are spam (i.e. d
phone. If the messages are not matched with the library, they Will Ye scahw€dsa ip using
the detector set.
s
\ \T
N3 -~

Negative Selection identifies messages into Jr spam. ie 1®sages fail to match

=,
using the Danger Theory, they will @ tl}‘e%\'ll Li‘)ﬁg the detector set. The
15hcs

“ Q-
tha ablﬁl’d differentiate whether the
\ .
messages are spam or ham. [the\messaggs n?tqh 1 the content available in the
DM ar

detector set contains several chara

s s
\QL 1 <Q‘:_y\‘foved to the spam folder and if not

detector set, the messages ar&las fi

ed l&*?ﬂ)ox. This process emulates the theory

match, they are classiﬁe@m é

’ (,)
of Negative Selectiopag.c. entiffy t @selfor non-self).

AQJ . " o

Classificatio Xsc or also known as clustering is the process of clustering or grouping

spam eSS into several groups of spam such as financial, service, prize, competition
and chat (Delany et al., 2012). In this phase, spam message contents are scanned to find

the keywords for each group in the detector set. If the messages match with the detector
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set, the messages will go to their defined categories and if not match, it will be scanned
again in the detector set due to updated contents of messages in line with the
transformation of technology. Clonal Selection occurs when the messages am@ into
their own categories after the scanning process. Clonal Selection is the p‘r@fdonmg
cells into several cells and in this spam model, cloning process is the wms of grouping

spam messages into several groups. V

Immune Network Theory is the interaction between affgens wigh an idy(:;g' among
themselves. In this model, it happens when the in begvetn ghe @ents of the
sub-section 3.3. \

uv‘he scus@?i.s presented in
9
\ _&
N
e o )
“ Q-
Severity determination is the proggss 1 e l% of danger for each spam
message according to the grou% uster, ‘f.s}}ﬂ‘zgh cluster of spam will calculate

its level of danger in the d Nset gnd Toglilts weldbshow whether the level of danger is

NG
low, medium or high. l%\ﬂ ogy 1 I}Jpxggds of identifying cells that are already in
danger so the same %ﬂt is’u ed ?)r hi del to identify the level of danger for each
spam message. T‘ilc Y1 summarizes @I\IS algorithms that are being used in the spam
~

nmnzlgCﬂmni%Xl and their relationship with BIS.

S

*.
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Table 3. 1: The implementation of AIS in the proposed model

Phase

AlS
Algorithm

Process

Implementation from BIS

Detection

Negative
Selection

- This theory detects self and non-self antigens.
- Selfis defined as legitimate messages while non-
self as spam messages.

- To detect the messages that receive self or non-self

based on some criteria such as pattern and size of
messages.

Process occurs in thym

lymphatic system. Ip theggbative
selection, T-cells W oM ffinity (i.c.
the strength) intoffactignWith the thymic

dendritic cells
with intermegl

Danger
th‘OI‘_\

- This theory only detects danger signal.

- Assumes that danger signal is the messages that
are already show it is spam based on the behaviour
and characteristic of messages.

Classification

Immune
Network
Theory

This theory is about the connection network
between one component to other same component
or to different component (example: the connectio
between an antibody with an antigen).

- If spam messages (i.c. antigen) bind with correct
detector (i.e. antigen) the messages will go to
correct cluster while if they incorrectly bind with
different detector, the process of binding wi
repeated again using another detector.

- Example:

Detector for fraud binds with spam messag

categorized as pornography, so it wil

'YX
15

Clonal
Selection

Proliferate into types of
- Example

Sev
Determing

- Determines the level of danger for spam messages

and three levels of danger are proposed (i.c. low,
medium and high).

Process oceurs in cell-mediated immunity
and it detects a cell that is already in
danger and aftected by virus.




63

3.3 CLUSTERING/ CLASSIFICATION USING AIS ALGORITHMS

Since the focus of this thesis is on the classification/clustering, a detail explanatvated
to AIS algorithms (i.e. Clonal Selection and Immune Network Theory) a nled n
order to give further understanding on the theoretical perspective of the%d BIS. The
defined category of the spam text messages will be determined ba he keywords of

the spam. Examples of categories are financial, prize, service fmlln ringtone, chat,

date, sex, game/competition, advertisement, entertainn wssaoes and
voicemail. These categories were obtained from the jous sjud spam
messages (Delaney et al., 2012), with further additi llted from

T
our conduct of research. 1 ¢
o
=\,
‘—: oo s
o S
a.Immune Network Theory Q{}.

Niels Jemme (1974) proposed that ¢ d nt] of mnnune system do not only
(

recoenise foreign substances b a rec )ox;d to and are regulated by each
) y \ CS‘JQ

other. It is important to l\l@co Jepls f theMTtope, paratope and idiotope in order

S‘Qéa/

en is anything that is able to induce an

to understand the plm tl s th ’lAI
immune msponsg as gn ; it @gemc determinant), a part of an antigen that
has complun Wwith the V1 001017\ n antibody specific for that antigen. Paratope is

the recogn @ in antibody and it is important in the binding process between antigen

and aggbodywFigure 3.3 shows the binding process of paratope in the antibody with the

c

epitope in the antigen.
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Epitope

Paratope (Atigen binding site) \Y'

The binding of antibody paratope with antige?ﬁ&:!\lses ther to assist with

elimination. Hence, the antibody paratope M igen epiigpes a@omplememaly and

\ A,
analogous to key and locks. cheﬂllelg%it ﬂ&%O sué%ts that antibodies also
in

“ Q-
e ed other antibodies. Epitopes
\

unique to an antibody type ar em% idiotppe ﬂuj @oup of antibodies sharing the
his

o . d & .
same idiotope belong to the wl 10‘ \Iu 1 éﬁpwork, two cells are connected if the

affinities (1.e. the slrcngll&i vhi ]tibo@qnolecule binds an epitope) they shared
¢

exceed a certain Lhr@p\( nd ghe §1 1gll\ ) the connection is directly proportional to
? >
09)

the affinity they Ewszda, )X

i
<

own a set of the epitope and capa

—

e

b. Clon&&‘llon Theory

One of fictors computational scientists inspired BIS to develop AIS is because of the
ability of immune system to remember the previous pathogen and also remember the

structure of pathogen. Frank Macfarlane Burnet (1957) introduced the Clonal Selection
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Theory that describes the mechanism by which immune cells can generate memory to a
specific antigen. He said that the antibody repertoire was produced spontaneously by cells
without any dependence on the external antigen. Only those antibodies w@cient
specificity bind that antigen and hence activate the B cell. He then co@ that only
those B cells specific for the antigen proliferate and produce antigenvﬁc antibodies.
The B cell will go through cell division; produces multiple clonesw Some of those B
cell clones become memory cells (to remember the types thoFen when second

attacks occur) and also plasma cells (to produce antibodies ghyfpat J. Eigure 3.4

shows the basic of the Clonal Selection algorithm. % | -{—’
'
5

DS

Antigens Antibodies

Thedd
Plasma Cell

o

Memory Cell

\Flg‘urc 354: The basic\(ﬁ process cloning in Clonal Selection.

(Nanda, 2009)
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In the process of Clonal Selection, the antibody will recognize the antigen which structure

fits the pathogen. After it finds suitable antigen, the process of cloning occurs and

NJ
O

The role of Clonal Selection and Immune Network Theory is suitabli in clustering the

produces two types of cells which are plasma cell and a memory cell.

‘spam’ text messages into several groups. Ideally in the Clonal Yﬂqon, spam messages

will be divided into categories based on the contents and oMs ‘he messages. It 1s

similar with the process that occurs in the immune systfqn where B-c wﬂl@ne into
oc

us g Mmeyghory -\fbccause it
\ 5}
can remember the structure of the pathogen whag ar herT hapqx'for the second

two types of cells (i.e. plasma cell and memory cell).

—_

time. \% 6
3
U

In the Immune Network Theory, spam Mess ﬁnd'\ée similarity contents with the

groups of spam. For cxamplc% messae 1 c"esvbbtomains “Congratulations! You

‘Q
) will\é@ category of the prize. In BIS, an

Y

N :
ntz')\(dlcs between paratope and epitope to

climinate the palhoﬁ%gurc : a

5
and Immune Ne(WorWTheory for BIS. &)

N
N

Z)a )
4,
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3.4 SUMMARY

A spam management model named Integrated Mobile Spam Model (IMSM) ivosed
in this research. This model consists of three phases; detection, classiﬁcati@sevemy
determination, and AIS algorithms are used in every phase. This research Mcuses on the
second phase i.e. classification to cluster spam messages into seygral §roups. However,
the detection phase is needed before continuing to the second hwgwe need to identify

the spam messages for clustering them into several cluste \d
L
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