CHAPTER 3

RESEARCH METHODOLOGY

3.1 Introduction
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This chapter presents the methodology employed in the de ent of clustering

algorithm for the correlated node behaviour. The algorithm f cuses Qn energy
consumption for network connectivity. This is followed by discussi theoth-bcal
| &
enhancement clustering algorithm in correlated node behawiotr. A
<

' 4
\ S_
3.2  Research Process \/

AN
Chapter 1. The research procedures are |I | F 1 0}&
\ Q-
3.2.1 Stage 1: Investigating on t e'ers rr Nodes
|
The identification of %y para nge S, such as energy consumption,

distance, packet and se @ere |‘1por t. Th| iterature review aims to identify the

parameters which coﬂ fine ne} cc]nn cﬁ}ty as the crucial method for clustering
algorithm devel n n%ov etwq&dconnectlwty in WSNs. Accordingly, the

aforemention ameters v{e n‘tlfle rough self-organization method. In this stage, the
parameter clustering algorm%:t'ﬁ of correlated nodes were also identified. The
contr| thls study is to find parameters that effect network connectivity, which could

imp ented to improve network performance in wireless sensor network. Based on the
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comprehensive review on clustering, the strengths and the weaknesses of each algorithm were
determined.
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Figure 3.1: Research Process
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3.2.2 Stage 2: The design 3D Euclidean Distance for Enhancement in Clustering
Algorithm

In real network scenarios, misbehaving nodes will impact other nodes behawiou

“

lead to node failures. To illustrate, with constant failure of node neighbours, morgtraffic needs

}3‘

to be loaded to transmit the energy from the failure neighbours. Conseque ilure of this
node may occur at a faster rate due to excessive energy consumption. ilarly, it is possible

that when the malice of the node neighbour is higher, the po ibmr the node to be

compromised by its malicious neighbours is higher. Additi A onn\dyilure, the

network suffers from degraded performance due to the alsence of the fail e'no'dQYThe
(.;)

subsequent impacts from this issue ranged from insi ant topfolo ica surv%‘éﬁility to

harmful network shutdown. ? \ Y‘f’
The establishment of network connectivi% SN Wic nsr wEed a degree of

dense deployment of sensor nodes, which led mm e\K ec& by several nodes.
The sensor observation of these leads, wh CQ& carr%m gre&a correlation nodes often

identified similar values within a clmx X|m|ty mg&ﬁ( cluster head (CHs) were

selected using three parameters amstan
e mae

in 3D Euclidean distance wer

(D), ke nd energy (¢), all sensor nodes

2,:;13.. nd cluster head as anchor nodes.

Furthermore,distancewa@ , kett@r as (), and energy as(¢) . Therefore,

!
T, represented the @d valué whi
\
If node a; has t%ko becbme usteh@id, a; must fulfil the condition of a, >=1.0, then

o

a} |ther become the cluster head or vice versa.

node a; is exg,kto become a Clustekﬁéﬂ However, when a;=>1.0, node a;is not entitled to
become calculation of the cluster heads based on the 3D Euclidean distance took place

after stablishment of the selected CHs using three criteria, namely distance (D), packet (/)

, and energy (¢) . These criteria were essential for (X -X ) +(y, . )? +(zai -1 )’ between one-hop
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neighbor nodes by the 3D Euclidean Distance method. Meanwhile, x y, z referred to the
coordinates of the nodes in 3D Euclidean distance for node a, , a,, a,

...... A5
Based on the aforementioned parameters, this study aims to formulate B%N;ean

distances for the correlated degree of network clustering. _\
3.2.2.1 Parameters Used for Correlated Degree \)

There are three parameters used for correlated degree whi ar%acket delivery ratio,

distance and energy consumption. \d
23 \T

a) Packet delivery ratio
- - - - ' %
Packet delivery is defined as the ratio of total num f pacyet , which ha'qe-reached
N

the destination node. It also defines the total numb&oizckets \mated at Rgource node
and the effects of the number of nodes (Bha@ Vy. : InCSQ Packet Delivery
cket

Ratio (PDR) of the wireless network, the E I%Te /i{&@lved to mitigate the
network geometric deficiencies. This was edrby th qe ofé@e}\enhancement clustering
algorithm to locate the optimal sink IOM jlh theié%or nodes to solve the issues

of network lifetime. In this case, a%ropriat
essential to determine its beaQ) 0 hn.i Wor{é}&‘lience. When the link was initiated

by the node, a message Mast would t pIac@odically to update link information to
O
the node neighbours. @er, he'm ge'cszed routing information regarding the number

of packets, num (&W‘es ;ebt-ﬂ r ce@: and its residual energy. Notably, every node
b
m

possessed the

inp mra@s from routing packets were

itial energy, whi I@i}ht put the packet forwarding functionality into a
halt wh \residual energy rever@ to the initial energy. Packet delivery ratio can be
measureehas the ratio of number of packets delivered in total to the total number of packets sent

the 'sensor node to the neighbour node in the cluster head. It is desired that the maximum

number of data packets has to be reached to the destination. PDR is the rate between the number
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of packets received and the number of packets sent across the network as shown in. Equation.

PDR = > total of received packet (31) : ,

3.1)

> total of send packet

Clearly when a total of receive drop packet more than two in all networkinodes because

it does not have a congestion control mechanism. Whilst, the DW‘Me cluster head is

Lf sensor nodes.
The amount of packet transmitted from sensor nodes to destipation nodes; thro e‘newvork
at a specified. The packet delivery ratio changes due to vd&c the n connegT\)/lty of
both cooperating and misbehaviour nodes. Packet delive

ting n@é is greater
than that of misbehaviour nodes. When there are(N! tw g

S cooperative
nodes in the network, the packet dellvery ratlo all odes g

between node independent with consideration of network con

I0

correlated degree is greater than thresho ec se a th %mmunication happens

[
between nodes that are within each 0 1o r uallﬁéi rated in terms of packets

per message or bits per message. I l
b) Distance % Vj 4
In this research co e\stancla isre rredt prOX|m|ty between two nodes without
the needs for special ur chips,or edb5|@)che existing nodes. The measurement of
distance is known ng’. yn he measurements, a radio runtime measurement
was used to ga the gls nce" betvvgen nodes and present algorithms (Veremyev &
Pasiliao, 7;Most localization %ems for WSNs implemented distance estimation
techn\%the calculation of nodes position. Moreover, the distances could be collected in

Oys such as the estimation by received signal strength indicator (RSSI) or radio

runtime measurement. As the RSSI value in indoor deployments was influenced by various



parameters, highly imprecise distance estimation based on RSSI value was obtained. An anchor

node is a normal WSN node in the network with an a priori known position. To localise the

(72}

WSN node in a network, identifying the distance of the WSN node to several anN%e
was essential. 5 )

The objective function for distance is given by Equation 3.2 Whev'is distance

between node X; which belongs to cluster Y;and Y;is the cluster hea de for network

cluster. z '
‘3':\/(Xi—X;)Z(yi—)/,-)Z(Zi—zj)2 E3.2 .\d. V("

N
| S
The distance between nodes and sink considered wi ergy t‘bre hol baseekzo.n cluster
Y- N
head selection in that improves network connectivitys, Ho Ne nﬁi@’ilue is the

cooperative node or misbehaviour node based on@)o\ﬂ co therQsagn the node to
cluster and check this process using the enhancement c sse,m? ritbmcu)sing 3D Euclidean
distance based on correlated degree. % @ ;?‘ <§
c) Energy Consumption \ Aj \A

Energy is the most im rtamtion ’ort npd@ork connectivity. The energy
consumption in network conhty vve{cbﬂ?é n node transmission and packet
collection. This subject v@nte@wim, @ed, Ramly and Ibrahim (2010), which
involved the calculat@e e ergy?s‘utlnaﬁjej(%f a node. Specifically, it took place when

the node transf@!cei:‘e the pa et@vorks and the node interface. In this section, it
£

N

was assumed that changing ehaw%r‘-{-)? the static node in the model occurred as per the
definitio ﬁ&i“ustrate, a cooperative%de might turn into a selfish node when the node energy
lev reduced below the minimum residual energy threshold (N. Kumar et al., 2010).

ides,ja selfish node might be rehabilitated into a cooperative node by charging its energy.

Provided if the packet delivery rate exceeded the threshold, a cooperative node or a selfish



node might be reduced into a failure node when it was placed outside of the radius of

communication (Rc) (S. K. Gupta et al., 2015). This transition would also occur when the

energy level of node was at its minimum (Aslam et al., 2014). However, a failure nﬁiggh

be rehabilitated into cooperative when the node was within the radius of comm aon Rc

and responded to routing operations. Y.

—+

3.2.2.2 Enhancement of Clustering Algorithm Y ;
Clustering is the most compatible method with mediu ge-sca S It is also
a useful topology-management approach used to reduce co nication and.xa\%'lon

data aggregation in sensor networks (Rana, Jigish, Sange Vhatka 2 15) To m@ﬁam the
connectivity of the sensor network, specific paramete te 'We proposed
clustering algorithm for the improvement of this @K/lty jier relatqg node behaviour.
The parameters included packet, energy and ist nse\JL? aﬂ& f choosing these
parameters to reduce energy consumptio c'Jlor‘g e [ifet mecmq e network clustering.

There were three steps proposed fo or| en @ﬁé Enhancement Clustering

Algorithm in Figure 3.2. ’ l
Stage 1: this is an initial setup ofa ne e'F I node (Tam, N. T., & Hai, 2018).

Then, setup of the para s istoi Ieme to th orlthm than calculate CH based on 3D

NS
i
Euclidean Distance. ¢ ‘, (,)

Stage 2: clust n o pu? ee in the neighbouring nodes cluster. Then,
calculate nﬂ g node i C|L( tekjfﬁe degree is calculated based on 3D Euclidean
5

distance e cluster head will be s}cted if the value of £ for correlated degree is greater

thanyt ergy threshold The energy threshold can be selected randomly >=1.0. If the number
N

than a thresholdT(a), then it is selected as a CH for that threshold value varies in each

round randomly based on the 3D Euclidean Distance. Then, every sensor the energy threshold

48



value T(a) >=1.0, and compares the correlated degree of energy thresholds T(a). If the
correlated degree is greater than energy threshold valueT (a)the sensor node will periqqically

broadcast message to its neighboring nodes to inform that it will be the cluster he \
Stage 3: Clustering maintenance used is to transform data after clusterim@ion is
presented. If several nodes in the cluster have the highest degree of correlatewe, the node
must be added to the start cluster head for all its neighbours to see if anwm contains the

required transmission data and if not, the search is forwarded to t ei%our with the highest

degree. The clustering algorithm is a correlated degree base ucIWance that
@
can identify clusters of arbitrary shape. The clustering maintémances are recycléed i)y @ 5-
10 seconds -
' 4
% g
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Figure 3.2:

a) Original Clustering Alw 2 &
@)

Figure 3.3 shows Nterlnd algorithm pr. ed by Yang et al. (2017) in wireless

&
sensor network Wher nsor od L'me @gy efficiently by communicating directly
t anetw

with the nodes wi a ructg(\e;However this algorithm required regular re-
establishment s rs, whic d@to cessary energy consumption. Moreover, there is
a large en sumption because ~éa\&,('ﬂuster head that is placed far apart from a sink node

direct@m its data to the sink nodes. The clustering algorithm, which has been used

freque thus far, resolves energy imbalance between nodes and increases the entire

network's lifetime through effective cluster establishment and efficient merging of data.



However, because the clustering algorithm selects cluster heads probabilistically and re-

establishes clusters regularly, unnecessary energy is consumed.

—

Therefore, to resolve this issue, an enhancement of clustering algorithm foﬂ ien
Energy Management in WSN proposed by Yang et al., (2017) is proposem e the
problem of unnecessary energy consumption in the previous clustering algori nnecessary
energy consumption was reduced by re-establishing a cluster only if th@ ing energy is
below the set threshold while omitting re-establishment if it is abaove Wshold. Moreover,

to resolve a single-hop transmission method's problems, a multi tho&asfd, which
t

allows for efficient energy management. Based on the ti-hop method, Jric@m a

clustering algorithm can maximize the power efficiency ta tran?ni

minimal and optimal route based on the threshold. Y. \
N
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3.2.3 Stage 3: To evaluate and compare the Clustering Algorithm

An experiment was carried out to test the proposed algorithm using object-oriented

4

programming languages, namely NS-2 and C++. Specifically, NS-2 is a discrete ‘®ven
object-oriented simulator, which is written in C++ and OTcl (an object-oriented version,of Tcl).

Meanwhile, OTcl was used as a script language to develop the simulation. T he aim and

objectives of the research, the impacts of network connectivity based ontdistance, energy, and

iomis network were
evaluated. In this phase, the performance of the suggested algogi !

a ew‘u\te?hetesting
of the enhancement clustering algorithm was based on té quality of the t'ut,'n,gﬂVbrk
(.;)

connectivity, distance, energy, and packet of the simul ; Accor‘gin ly, the ean' ement

9

4

packet and the node behaviour factors of correlated node beh

clustering algorithm was highlighted when the network%nnec \lt’SNQ SNS vgus\/improved

through output simulation for network performar@éner 010 ptiq};
3.2.3.1 Experiment Setup N\
?, 6 s
e

Experimental-based simulaticn\ nha ent’ clustering algorithm was used,

including NS-2 and C++ program?!‘NS-Z’is thepmost p@lar and widely used general-

purpose network simulator. It%rts simylatio ierqa} ious kinds of wired and wireless

networks, such as an I@&netw‘)rk tocol (:,@ an 802.11 standard based wireless

: : N o
network. Itisalso ad c’ﬁgeve tan ec]—ortegled simulator, written in C++ and OTcl (an

'
e, Qﬁloi was used as a script language to develop the

object-oriented v of'Tcl) QN ;
simulation. wly, th'e' e ffile {5; for data storage was generated during the

S
A o
simulation\ quently, the result&c'u? the trace file could be graphically observed and

analy gh the Network Animator (NAM).

Oe to NS-2’s excellent extensibility, it was maintained by a large number of

researchers, with many third-party add-ons being adopted to solve new problems. However,



NS-2 did not possess appropriate application models, packet formats, sensing models,

protocols, and a configurable GUI. Besides, requirement of expert skills is especially unsuitable

for beginners. Also, the exponential time and execution overhead resulted in a Iim@
performance in terms of scalability for large sensor networks. Howeve hnergy
consumption model in NS-2 was simple. This could be seen from the tr f an initial

amount of energy to each node. Following that, corresponding energy Ww ed from the

total energy after packet transmission and reception until the val Wchd to zero. Two

important and frequently mentioned NS-2 were based on WSN,simulation Wnts.
3

I_ST

4 b3

aviou |@’é was used

senser nodes behaviour

to ;Qmic nature of the
network. The changes of nodes behaviou aaccw%o era@o misbehaving, which
ivity. Mi

4
directly affects the network’s connK Misb 1 noﬁ&/consists of failure nodes,
N

malicious nodes, and selfish nﬁes. the da# was'itr lns5. to the selected misbehaviour

node, it was recorded according tosthe co{ o't and the correlated degree values.

Specific parameters incl@ke@, and g{ﬂs,%gy were provided. As supported by the
N
clustering algorithm,emwe da?}d’bee%ﬂ in failure node value, selfish node value,

malicious node v@arentv lue, and'corgelated degree when the.
’
oufg

Other §pecCific function also{be efficiently extended to enhancement clustering

IO
R

algorithm% n user requirements. Furthermore, all the displayed correlated degree values

3.2.3.2 Data Collection

The data collection area was randomly divided ianodes.
to transmit data from the sensor nodes to the cluster . Be

is the main issue in WSNSs, especially network neotj@

wer p%ut into a trace file used for data storage. This trace file was generated in the
ulation, and its results could be graphically observed. The convenience of subsequent data

processing and evaluation was also present. Therefore, the result of the correlated degree in the



clustering algorithm would contribute to the connectivity of the neighbouring nodes. Overall,

this research might improve network connectivity, network performance, and energy
3.2.3.3 Performance Evaluation and Comparison
The overall performance evaluation of the enhancement clusten&m scenario

was conducted on the testing. In this case, the enhancement clustering a m was mentioned

consumption in wireless sensor networks.

upon when the output simulation process for network perfor co L' ted.4ln respect

of energy consumption, numerous objectives needed to b sidered for the i roﬁeqm in

the network connectivity in WSN. '\

<
¢ BN
a) Network Connectivity \/
The sensor nodes d were unlformIE mt \othrT
t

<<
S &% on a rectangular
A
ataw 0

h@uare region (Somauroo

D

field (a,a,,a,.a,). The base station was pos

Q—
& Bassoo, 2019). All nodes were depl ndo th er of sensor nodes a to be
deployed being based on t tlon urth pre, ch sensor could identify the
environment in the 3D sphe e of radius r or n" n 3D Euclidean distance consisted

of (a,a, a,...a)and clust e hon{qﬁmlty of the anchor nodes and sensors,

N
\ ) O _ .
where both had the an’ . e(vj& denoted as(D), with packet transfer being

labelled as (ﬁ) aII the sensor nodes comprised a particular

identifier a d to them. Each cl s@*‘head coordinates the MAC and routing of packets
were plac their clusters. The measurement of the correlated degree from CH component

f sensor node parameters, namely distance, packet, and energy reflected the

corresponding value of correlated degree based on distance D, packet 2, and energy!/.



Besides, (D, -D, )" +(f, -, )" +(/, -

3D Euclidean Distance method. Meanwhile, (a,,a,,a,..a,) represented the coordma#g
nodes in 3D Euclidean distance ji and(a,a, a,..a,). Based on Equation 3.3, (a) @5
number of nodes, while D represented the distance or communication radius. \

Z(Dai _Daif)z(ﬁa ﬁa, ) (ga, af)
é,aij,f = D
V2 (D, =D, ) (B, = Boi ) (1, ;Z |
b) Energy Consumption .\d

Provided the diverse distances of information tr@n between d's @uster
d

a,) equation was needed in one-hop neighbor nodes by the

(3.3)

head, a free 3D Euclidean distance and the multiple p g cluste us bdullah,

Saudi, & Marsal, 2017). Energy consumption in a N m\ctl Ilcatlo@xvthellfetlme

of the network and thus poor energy man@techmqu é'b in the network

exhausting their energy resource quickly. Y ,<\

Furthermore, aggressive ener ptlSh ca Id rq%} performance by nodes
oversleeping. The main cause of ener Ios de |5‘\d$e?to sending and receiving
messages. Loss of energy dué t unt of lvess es b@ sent can be simulated using a

'] 2
\fﬁeh as % erived from the nodes distance and

formula, such as the one in %mion 3l
the loss of packet deli\@ me
¢
cluster is energy-con&)

g sezt:}\ nce each of the sensors in the network
d and each nﬁor&r}lt n a sensor node consumes a certain amount
of energy, power's S | Forta@ ensure proper operation of the entire system as

10 the number of sensors deployed in q@twork clustering.

10

where /= energy,
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D = distance,

fpm = packet per message,

10 = the number of sensors nodes :\z
Energy loss is greater when sending a message, however just receiving, a message

causes energy to be used. Equation 3.5 demonstrates a possible formulw in the loss of

energy due to a message being received. In the equation, only a amon of the amount

of the packet delivery per message is being lost. .'\d
no oveﬁmaF.'To

Other forms of energy loss come in the form of computation, a ' 5
account for this type of loss, a new equation is used. EqUation 3.6Pe on ates@ much

Yv Y
energy is being lost due to overhead per time frame. \ ! X

I LN A, (3.5)
.. SNE
where /=energy, é}-
Spm = packet per messageY\. ’ Aj \A

'&\ 04 0T rps %% (Eq3.6)

4

ver the energy level of a node drops beyond a certain threshold, the node will
@ep state. The node will remain in the sleep state till it regains enough energy to

become functional again. Energy in a node is produced primarily through the use of the



connectivity network. The amount of energy that is being produced is limited and is dependent

on the node's environment. By using an average node energy production as formulated in

Equation 3.7, one can estimate the amount of energy produced at every time frame.\z

by

C=¢+ P Y. (3.7)
where [ = energy, V

/P = energy produced. q
N,
The node will lose energy from messages being sent received as w: a's fr ﬁ&?)de
overhead. While the amount of energy that the node is producing mjgh not/be en%:h when
NV
their initial energy level was below 0.5, unless the energy leve Nove {0 permit the

O

allowing the network to continue functioning. \Y AL
é’ o LIS
“« Q-
" &
3.4  Writing Report ~
N J ,}j S

The enhancement clutring%lgorith for eiiw% onnectivity in wireless sensor
networks was used for the Krela n d&é ourJl @}ﬁxework in wireless sensor network.
t& I

node to run constantly appropriate energy ma@me w ‘the nodé@ prolong its life

This was followed by t elopment o corre@ node behaviour model which could

N
dynamically affect n@!on cﬂv??&hzfp%r} 7, this research proposal will be included,
O
which consists@é’r 1,‘2, nd th@esis. Following that, Chapter 4 and Chapter 5
T 4
will formulw orithm, which Wi@ested by the experiment developed in this study.

\C.)

Chapter ill evaluate results of the performance of simulations. Finally, chapter 7 will
eImSuggestions for future studies and conclude this research.



3.5  Summary

WSNs energy is the most valuable resource of network connectivity. The wireless

D

sensor network and the nodes with different energy levels could prolong the netwo&{ im

and its reliability. Therefore, this study mainly focuses on the clustering algorm arms of

energy requirements. Numerous studies had highlighted on this algorit offered a
potential of improvement in the conventional algorithm. However, furtheg studies still need to
be conducted. Furthermore, optimal clustering in terms of energy. ffw should eliminate

all the overheads of cluster head selection process and clu ember e'ectio process.

Efficient clustering is important to improve the network lifetime. Moreover, 'd Ba@ﬁng
cin

could also be used to extend the lifetime of a node b g energy ¢ sum@n. This
d Y

N erin: atgorithm.
orit n the'scénarios of WSN

t f v@ears. Accordingly,

the literature review of this study high teatheh in t ibl@?x&w from each previous

% o Q—

research including the year when the &g’e\ as co . H%zé/er, this study was different
: Y. AN :

from other studies due to sevegal distinctive param els,@ shall be elaborated in future

studies. Last but not least, this study will foc !ﬁifﬁ)hancement clustering algorithm in

network connectivity th@rrel@ beh@rs in these networks, such as limited

bandwidth and energy’co p]orh? :' c.)o
Nilicd

<

N

method could also increase network scalability with the iclusi

«

Wireless sensor networks (WSNs) and th% n

network connectivity have garnered significant attemtion %rt



