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ABSTRAK

Susulan daripada perkembangan teknologi telefon mudah alih dan Internet, spam
merupakan satu isu serius yang telah timbul dengan banyak sekali. Rekod kerugian yang
tidak pernah berakhir disebabkan oleh spam ini telah menggerakkan kajian ini. Kajian
ini bertujuan untuk menjadi sebahagian pelengkap kepada penyelesaian sedia T\n
membantu pengguna mengenal pasti mesej spam yang berpotensi berbahayg ®gmypuan
kajian ini adalah mesej spam berbahasa Inggeris dalam format teks matan
Pesanan Ringkas atau SMS yang kebiasaannya tanpa disedari mengggun® unsur
penipuan. Dengan kandungan SMS yang begitu meyakinkan dan kea®aan para
pengguna yang mudah tertipu dan tidak berwaspada merupakan salah?ﬂ‘aktor yang
menyumbang kepada pelbagai kes berbentuk penipuan dan kecuriaggddeiti. Kajian ini
telah mengaplikasikan salah satu daripada teori Artificial Immu S¥ms (AIS), 1aitu
Danger Theory. Peranan dendritic cells yang berupaya mengesan risiko
kerosakan yang disebabkan oleh bahan berbahaya dalam tubi§ 1usi' telah menjadi
idea bagi teori ini. Danger Theory ini digunakan bagi n ' 1dysdban mesej
spam untuk mengesan sebarang kemungkinan risiko ya is®abifan candgmgan
spam dengan mengilustrasikan elemen biologi dari teori 1 dalagh ko c,s_%ﬁ?pam.
Kombinasi teori biologi ini dengan teknik lait g 1 l%, o dan

on & Context

perlombongan teks telah menghasilkan model, “C\’ﬂ Q)
e o é@@ er Theory
L)

riticdell Algorithm
ng@%t data daripada

ah menunjukkan

1aitu Dendritic Cell Algorithm (DCA) dan Jpe nistic
(dDCA). Melalui beberapa siri ujian denga %unakm
UCI Machine Learning dan mesej spam yang

-dua algoritma ini

RiCCA sebagai alat yang boleh menguku§
n dalam pengukuran

risiko dengan kadar ketepatan adalz 70 dergan CA adalah lebih baik
daripada DCA, kadar ketepatan XAaip ~Nhg dibangunkan dapat

/.
dipertingkatkan lagi sebagai salah plik ah Di samping itu, kajian ini
boleh dilaksanakan dengan 1€bial®jut urftuk

aik @ej yang lebih besar (selain
daripada SMS yang hanya terhad pad;{ szn"azgan juga turut boleh diuji dalam
bahasa selain daripada bah'& 1g0er]

2 <
S
$
S




ABSTRACT

Unified with the booming of mobile and Internet technology, spam is one of the serious
issues that have been emerged tremendously. The never ending records of loss that
caused by spam have initiated and motivated this study. With the purpose to produce a
complementary solution for the current safeguards, this study aims to assist UTU
identifying potential harmful messages. The focus of the study is deploying nylish
text spam in Short Messages Services (SMS) format that usually Cons'% raud
intention in disguise. Due to the convincing but deceptive contents, uggl edSily get
enticed and their lack of awareness about implicit spam’s impact loss ig one oY the most
vulnerable factors that lead to numerous cases of fraud, scam and ide theft. This
study applied one of the prominent theories from Artificial Immuge tems (AIS),
Danger Theory. The behaviour of dendritic cells to sniff danger thyggau¥€d by a harmful
substance in the human body has become the fundamental id
Theory is employed in deciphering the risky content of spam 1
biological properties in spam environment. Consolidatic
procedures such as risk assessment and text mining has
Risk Concentration for Context Assessment or RiCC
developed from Danger Theory algorithms that is Den

ed & mey as
1is RICC; p’ e is
Algorghm A) and
simslgtion with

Deterministic Dendritic Cell Algorithm (dDCA). T i asg;
the deployment of merged dataset from UCI Machine Rearnimsgs seltﬁclcd spam
CV oL ul

messages, has indicated RICCA as a relie dium meal&ing the risk
concentration. Both algorithms demonstr hcéﬁls feasible 1n

[ac e, which dDCA
; ué‘or future work, the
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Adaptive immunity

Anomaly threshold
(tm for DCA;
Tk for dDCA)

Antigen

Apoptotic
B-cells
Co-Stimulation (CSM)

CD 4-Helper

CD 8-Cytotoxic

Cell mediated immunity

Context Assessment

S

Danger signal

GLOSSARY

a secondary response when the pathogen encountered for
the second time which the concentration of relevant
antibodies increases rapidly. Also known as specific
response

the signature of malicious in numerical va ue th tcs
normal and abnormal antigen. The measure 101131
that is greater than this value is consldele nfélignant

substance

specific molecules present on surfaewf;athogen and

recognized by immune system. Tl ™ antigen is an
abbreviation from the word antib elalm

signal alert released by norn cll d ﬁtw-matme)
indicate safe context

develop in the bone m and ipvole 1%umoral
immunity N

a signal that act c 1mul°‘ gl T- E&and B-cells
activation é

commander o MMUNCR Tn f&hl detects infection
[e

and sounds t mh or ingla 11@0111 T-cell and B-cell
1esponse
AQ"

dete 11 ,‘ntec or \a ged body cells
‘ g I
involv m e!‘r d responds to any cell that
ay alper HC ll\ClS including cells invaded by
10061 ur ce{@. or transplanted cells

1 cagurem tﬁ u1 ulative output signals and the greater
of sgmi- 1 uatu1e of these signals become the cell
céhicuflor ar en assessment. This cell context is used to
label all” angi¥en collected by the DCs with the derived
context v&@ in between 0 to 1

a theory of how the immune system works. It is based on
the idea that the immune system does not distinguish
between self and non-self, but rather between things that
might cause damage and things that will not

signify abnormal behaviour which is indicates of an
anomaly that is less than PAMPs
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Danger Theory (DT) takes care of ‘non-self but harmless’ and of ‘self but
harmful’ invaders into human body systems. The central
idea is that the immune system does not respond to non-self
but to danger

Dendritic Cell (DC) responsible to digest antigen material and forward it to the
T-cells of the immune system. Also acting as mesSgOers
between the innate and adaptive immune systen \

Ham a valid or non-spam substance (such as SMS%agc)
Humoral immunity involves B-cells or antibodies that recogRe antigens or
lood

pathogens that are circulating in the lylw

Immature DC (iDC) Initial state of dendritic cell is im1
cell 1s collecting debris and expo
determine its next stage, either’
known as naive DC.

e o sony -pfture. Also

Immunity refers to the situation in Weh angoigangsm un defy a
N

contagious illness Yv \

Inflammation the signal amplify, N‘ec

signals; PAMPs\qnu' and Sa

[nnate immunity primary res occurs\h%\ I &\type of pathogen
appears in the fer the {#st lixﬁ-}Also known as non-

specific rgspmgse
ol¢ \1 experiments carried out
rlvi mputer simulation

crforming a given procedure in a
utside of a living organism (within

In Silico

In Vitro

In Vivo % refe migtion using a whole, living organism as
% oph f SRR tial or dead organism (within the living)
prototypesFoftware system for constructing second

E\ generation AIS and applying them to real-world problems

Libtissue

especially in intrusion detection study

Ligh ntrusion other prototype of AIS version for computational purposes,
detection"SY Stem besides libtissue

(LISYS)

Mature DC (mDC) The immature dendritic cell that exposed to a greater

quantity of either PAMPs or Danger signals than Safe
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signals will be transformed to mature state. At this stage,
dendritic cells have the ability to present antigen and
activate T-cells

Mature Context Antigen  determine the intensity or degree of the detected danger with

Value (MCAYV) the mean value of context per antigen type

Major a set of cell surface proteins essential for tl ired
Histocompatibility immune system to recognize foreign molecu

Complex (MHC) &

Necrotic signal alert released by abnormal cellw (mature),

indicate danger context V

Pathogens Associated signify abnormal behaviour whi hE}ly indicates of an
Molecular Patterns anomaly '
signal (PAMPs)

'\V'

Pathogen an organism that can cause di

Risk 1s a measure of the exte hl\’a ty 1s$eatened

by a potential circun anc, or g

Risk Concentration translated as th %y of a™ lLﬁleb?"C In this
study, the malwnan vel xgferyg k density based
on three (3) lﬁof catedQn K (high, medium, low
level of risk) mgs togePer w@a numerical value (in
between * the Sulated value to 1, the
higher the Pagenti anti %'c

Safe signal si E%th or Lm}ii donOxt

Semi-mature DC immgtu ndm L&ell that exposed to a greater

(smDC) antity a Fsign '111 be transformed to semi-mature
la t g @j]dllllc cells do not have the ability
(,ll\/ te T ﬁ 11 1 able to present antigen

Q’ \
Spam % irg }01 U&lultd messages, commonly sent over the

Interhet, typic$lly to a large number of users, for the purpose

\A such as ai&gng. phishing, and spreading malware.

develop in the thymus and in charge for response in cell

IS %
0 mediated immunity
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Acc
AIS
APC
A2P
BIS
CIA
CISO
CSM
CHi=
DAD
DC / DCs
DCA
dDCA
DT
FEMA
FN

FP
GSMA
1DC

IG Ratio
IGF
ISO

IT
LISYS
MCAV
MCMC

mDC
MHC
NB
NIST
PAMPs
PDCA
RiCCA
RM

S
smDC
SM

Sp,

SPI
SVM
TF
TLR

T

tm/ t(m)

S

LIST OF ABBREVIATIONS

Accuracy

Artificial Immune Systems

Antigen Presenting Cell

Application to Person z
Biological Immune Systems %\
Confidentiality, Integrity, Availability s

Chief Information Security Officer

Co-Stimulation Y.
Chi-square

Disclosure, Alteration, Denial V

Dendritic Cell / Dendritic Cells Y'

Dendritic Cell Algorithm '
Deterministic Dendritic Cell Algori

Danger Theory \d,
Federal Emergency Management Ragncy ' (__}Y.
False Negative A\

False Positive
Groupe Speciale Mobile Assoc¥tion

Immature Dendritic Cell Ve D
Information Gain Ratj

Internet Government &

International Organgration for
Information Techt

Lightweight Intinggs ele&ion \6&’&
Mature Contex oen Vae A
Malaysian nicgtiong, d 1($umedia Commission or

Suruhanyya 1edia Malaysia (SKMM)
in Malay

Mmur% ril'!.
MajggH S copIpatiblity C@)lex
Natyge BRyesi? N

1 ismu : r‘gt( ards and Technology

athézengAsspc "nccHMplecular Patterns
n, Dg, hzk A;éh]
Igl

sk Con nu{liowfor Context Assessment
isk ManagemgG¥
Risk Scale
Semi-mature Dendritic Cell
Short Messaging Services
Spam probability
SPam over Instant Messaging
Support Vector Machine
Term Frequency
Toll-Like Receptor
Anomaly Threshold (dDCA)
Anomaly Threshold (DCA)
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TN True Negative

TP True Positive

URL Uniform Resource Locator
VolP Voice over Internet Protocol
WM Weight Matrix

Wi-Fi Wireless Fidelity
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