CHAPTER 2

LITERATURE REVIEW : %
2.1  Introduction Y‘

This chapter provides a comprehensive literature foundationvand discussion on

which the research is situated. The review is organized c@hgeptually or thematically,

-

which establishes the framework for the research inves ion. .\d
®

NS
2.2 Definition of Risk 4 T

M ‘?’
Zigiene et al. (2019) defined risk as of the nﬁati actors@!decrease and
destroy the competitiveness of \b,siness. rdi@o International

Electrotechnical Commission (IE%S]( im as @combinaﬁon of the
n%a 4 2

probability of occurrence of

(subsequently referred to hlor(l) € risk @a}the effect of uncertainty on

objectives. It focuses 0%

on an organizationwcisio

Integrating withyStrategy a

!

¢

the possibilit %Vem will u’anb&?ect the achievement of strategy and business
objectiV% ffectﬁMaoth %ﬁve and negative effects. Risk is inherent in all

businessifunctions and in ever& of activity (Gorzen-Mitka, 2015).

S

65 Risk Management

Risk management is the task of identifying risks, assessing risks, measuring the

Enterprise Risk Management —

anca‘j&OSO ERM Framework) defined risk as

probability and the possible impacts of events, and treating risks, eliminating, or
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reducing their effects with the minimum investment of resources (Baranoff et al., 2009;

Ekwere, 2016; Md. Sum & Hamir, 2019; Verbano & Venturini, 2013). W

Management Institute (PMI) defined risk management as the systemati@s of

identifying, analysing, and responding to project risk (Project Managﬁk Institute,

2013). Risk management is a systematic process that involvesWone in the

organization to maximize the probability and consequences of ive events, and
o

minimize the probability and consequences of negative r,ject objectives.

Mansor (2017) defined risk management as a process etermining.tie’ maximum
@
acceptable level of overall risk for engaging in busin tivities. at‘ed ‘@oghi

risks. Hence, there is no certain tool or tec

(2017), different types of business will need di oo% iqu@ manage
; 9
ue Or ste

According to Ekwere (2016), r hement ne 0 be@%rated with a few

items. The items are business planni%cupation\ﬁ'eagh dcg}&ty, human resources
management, compliance, f managemnient 221?; -customer relationship

management, contract mana%an:r ity sure‘SA.Rlsk management starts with
th

identifying possible th% en } %lle;il‘t'pmés%s to minimize or negate them
(Panigrahi, 2012). % whoie \é'k\ mane%&:t%nt involves communication and
consultation, establishing th N\:rg'and(:%érnal context of the business, problems
i i tion isl: i ti;ic io%, risk evaluation and scoring, risk treatment,

0 Xﬂty management. An essential element in the process of risk management is to

G s the opportunities arising from risk management (Ivascu & Cioca, 2014). Bekefi

t al. (2008) give an example of how a risk can be turned to a potential opportunity. A

car manufacturing company may face innovation risks where market demands for core
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product diminishes. Car manufacturers can use this opportunity to project the future and
think about where the industry is heading and compete in advance. For example,?m
develops a hybrid petrol-electric car years before competition. Organizati ance
their performance by managing risks and exploiting the opportunities b ark et al.,
2015). However, Ashby et al. (2020) finds that board directors st le to find the

erm, an imperfect

balance in seeing risk as opportunity and as threat. Fur

information on risks further complicates the board directo

crucial for organizations to properly assess risks that are

determine if the opportunity is really favourable (@ Ciocaj 2014). ' _\"}

2.3.1 Risk Management Benefits

Risk management aims to prep\bholders fo tent@*oblems that may

occur (Srinivas, 2019). A good ri nageme\‘éc%i ,éa‘hes from a decision-
": y N
e)

making process that involve t s of g‘nose ﬂcte@y the decision, so that a

different technical assess \puch

considered (Jardine et . Risk man EH{EI‘Q‘I‘IS to prevent direct and indirect
' 4 ¢ &

costs of potentially rring eIen\favourinéé sustainability of the company in the

long-term and w the ‘aehi ent (T}%{e expected business value (Ferreira de

¢ (.)
- %2 '
Araujo Llrﬂﬁ al.,;2020). (
H? /

% 009)'s 'Fk mdhagement emphasizes the capabilities of a business

Y—v

to anmticipate changes while m@ging risk without avoiding risks. Abu Bakar (2019)

l@edge, and perceptions are

st? e implementation of risk management is important to reduce volatility in the
f

ts of risk by emphasizing the capabilities of a business to grow by managing risks,
ot avoiding them (Duong, 2009). Khameneh et al. (2016) agree that risk management

is the key function for project-based organizations who want to create value to
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corporation. Khosla (2009) adds risk management enables a business to identify threats

and challenges ahead and help the business to face the risks in a more capable 4
A risk strategy should be based on the objectives of the risk management, ‘%\ould

include necessary preparation with respect to defined approach, nd tools

(Jayathilake, 2012). q

24 IS0 31000: 2018 — Risk Management Guideline : '

The International Organization for Standardiz (ISO) orldwide

federation of national standard bodies (Department dards
management standards typically provides a st
needs of any type of organization or sit ,

standard is fundamentally intended to M and rati

The risk management proce%eloped \Ml
E 0

The details on each step of the re explained inh th@owings.



ement — Guidelines

ag
31

Sourc 'mO 2018 Ris g&
e 25 et g P 0
igure 2.1:Risk manag% cess develo byégo 000: 2018.

i’ 9 &
Step 1 — Scope, context aVeria.’l‘ he st&§l§) establish the scope, context,
g 3 (

and criteria of the organizatign. ISO 3 meggt;le purpose of this step is to ensure

the risk managem@ess @r maz%r the organization. Organization must

N

define the sc Mts sk.rn {?lne t\process because risk management may be
applied at@evels f activ ies.\(J
b iond >

ations ‘nsidwﬂ few items when defining the scope of its risk

N

m@m activities. The considerations include objectives and decisions that need

ade; expected outcomes from the steps to be taken in the process; time, locations,

ociﬁc inclusions and exclusions; appropriate risk assessment tools and techniques;



required resources, responsibilities, and records to be kept; and relationships with other

projects, processes, and activities. Y'

The term context as defined by ISO 31000 in clause 6.3.3 is the “%\ment

in which the organization seeks to define and achieve its objectives”. T ext of the

risk management process must be established from the understanding of the internal

and external environment in which the organization operates. Exte context can be
X

the complexity of networks and dependencies, and co etationships and

commitments of the organization. Meanwhile, interna ntex cwe vision,
"X
mission, values, and culture of an organization. The t should r cﬂtf@ciﬁc

environment of the business activity where risv er% wi@'applied.
apizati

ISO 31000 emphasizes the importance fow OIils to nders@tbe business

context. The importance or business cwa as follo «
1. Risk management takes %in the c\x:%f e,qi%ectives and activities
) S
“« Q-

of the organization. %
2. Organizational f hn b ouree o g
3. The purpo% (he scope 0 }h‘e @ management process can be

4 &

intem%jvith thelo jectives of gorganization

In additien, IS@ 310 ates e‘t-%é are a few criteria that need to be set by
]K ¢ J (?
ich are risk it{riaeg evaluation criteria. Defining risk criteria is

the organizati
N
to defin% ific the a }nt and:type of risk that an organization may or may not

take&'tute of Risk Manage , 2018). Risk criteria should be aligned with the risk

=~

ent framework and must fit the purpose and scope of the activity that will go
G gh risk management process. The risk criteria are to reflect the values of the
rganization, its objectives, and resources. ISO 31000 has lined out a few items to

consider when setting risk criteria that are the nature and type of uncertainties that can



affect business outcomes and objectives, how to define and measure risk impacts and
likelihood, time-related factors, how to determine the risk level, how to %
combinations and sequences of multiple risks, and the organization’s capa%\

Step 2 — Risk assessment. The second step in the risk management prgcess developed

by ISO 31000 is risk assessment. Risk assessment is divided%e parts that are

risk identification, risk analysis, and risk evaluation. Ris e en' is meant to be

conducted systematically, iteratively, and collaborative onsi r?ﬁg{tdnowledge
[ ]

and views of stakeholder, using the best available @ion. ' _\"}
4
<

N

i 'ficati@s the “process
ions @equire relevant,

Step 2(a) — Risk identification. ISO Guide 73 defines ri

of finding, recognizing, and describing,ris
entification can be done

Organi
appropriate, and up-to-date informa@ identi y\ks. is
S
using various methods and iques 1ﬁ<e d umen(tQ ion reviews, information
gathering techniques, brai mng, l phi tec}-lg~ , interviewing, root-cause
analysis, SWOT analysi tngth, ea esé, ﬁb‘ortunity, threat), and checklist
4 ¢ &
analysis; retrospect'wr proip \Vs]y é.}
In addit@ i st C P&der a few factors, and the relationship
between the % identifyin isl{. Te-e}‘?clctors are tangible and intangible sources of
% NN
risk; ca% events; ‘gats a‘nﬁ\ opportunities; vulnerabilities and capabilities;

changes'in the external and int l@"context; indicators of emerging risks; the nature and

VE\ assets and resources; consequences and their impact on objectives; limitations
0

wledge and information reliability; time-related factors; and biases, assumptions
nd beliefs of the people involved. Risks are to be identified regardless of the risk

source, either it is controllable or uncontrollable.



Step 2(b) — Risk analysis. Risk analysis is defined as the “process to compreh?!&
nature of risk and to determine the level of risk” in ISO Guide 73. Risk analﬁ% des
a detailed consideration of uncertainties, risk sources, consequences, li , events,
scenarios, controls, and controls effectiveness. Y'

The purpose of analysis, availability and reliability of in‘orm n, and available
cess. O

resources can vary the detail and complexity of risk analysi ganizations can

use qualitative, quantitative, or combination of both techaigues fo a risks. It is

[ ]
important for organizations to consider factors like t obability 'sl‘ e&@& and
impacts; the nature and magnitude of impac le% nne 1$€{y; time-
related factors and volatility; the effective of Xisthﬂg controls; e sensitivity
and confidence levels. é

In addition, ISO 31000 sugg%rganizat\%co ider*any opinions, biases,
;“;Ey S

perceptions of risks, and judge #Any ir&luen aluri((/ isk analysis process must

be considered, documented,and c m[\ te dec:’s‘@ makers or top management.

The outcomes from ri is prov:

t strategy and methods. The results from

—
—*
L
D
(ma\

P qﬁ}}tlfobsk evaluation. Results from risk
analysis help to de 'Q{hetherlr \hee to @ted or not, and how risks should be
treated using theéj Q
risk analysi %}rovi e insi
differery@%d leye i

A\

) — Risk evaluation. The last part of risk assessment is risk evaluation. Risk
valuation is defined as the “process of comparing the results of risk analysis with risk
riteria to determine whether the risk and/or its magnitude is acceptable or tolerable” in

the ISO Guide 73. Risk evaluation aims to support decisions by comparing the results



of risk analysis with the established risk criteria. Risk evaluation helps to figure out

whether additional action is required. YV

After evaluating risks, the organization may do nothing further tow@risk;

consider risk treatment options; undertake deeper analysis to better un the risk;
maintain existing controls; and/or reconsider objectives. However, de¥n's made must
consider the wider context and the actual impacts to external and intéthal stakeholders.
ISO 31000 stresses that output from risk evaluation p S hou'd be recorded,
communicated, and later confirmed at appropriate levels e or arw .

j ﬁv‘"
Step 3 — Risk treatment. The third step in risk me% eve]%‘{a by ISO

is risk treatment. ISO Guide 73 defined rislw nt av‘a proeess to@;y risk. Risk

treatment aims to select and impleme tioa to addressyisk. @ocess to modify
risk includes an iterative differen ess suc\g\g ],at_\l\ﬁg and selecting risk
": y N

treatment options; planning %ﬂpler'ﬁentl crislzé{:;zatment; assessing the
effectiveness of that treatm mdir:l ﬁge @ining risk is acceptable; and
what to do if the remai%zis unaccept 1"e‘.l 0’

2 &
It is imp(@r orgr \t'ans to go% the most suitable risk treatment
options. Organi@ti\o ave
¢

starting or C %lg wi
an opp$ha%-
contgacts; or retaining the risk jz@'formed decision. If treatment options are unavailable

OE\? icient to modify the risks, the risks should be recorded and kept under ongoing
eview.

\% tion ‘t&reat risks such as avoiding risks by not

ie{ thet-}%guse risk to happen; taking the risk to pursue

N
‘g likel&od and/or impacts; sharing the risks through

0 The treatment options may affect the balance between the potential benefits

derived to achieve objectives, against costs, effort, or disadvantage of implementation.
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Therefore, organizations must select the best treatment options that fit the
organization’s objectives, risk criteria, available resources, and involvern?'!(
stakeholders. However, the risk treatments may not produce the expecte% es.
Some risk treatments might produce unwanted consequences and intrAnew risks
that need to be managed. ISO suggested monitoring and review to be ai'integral part of

risk treatment implementation to ensure the -effectiveness to¥ the treatments

implemented. Monitoring, review, and documentation I reTaining risk is
important, so the decision makers and stakeholders are e of the and extent

L ]
of the residual risk after risk treatment. ' _\"}
Organizations will need risk treatment im% iSk treatment. Risk
treatment plans aim to specify how the c n atme&ibons will be

implemented. The specifications in riswant plan ar ena@tﬁe progress of the
plan can be monitored and the a%ments o\th&$1a }(@'erstood by everyone

N
involved. The treatment plans % integrated into th&@anization’s management
plans and its processes and Md WI ake oldegere is a few information that

must be included in th%n t plans. Th i}ﬂo@on includes the rationale for the

'3

treatment options %d andl \Expected éjﬁs from the option; who should be
'&

accountable an sibl ovin@\’d implementing the plan; the proposed

¢
actions; the w resolirces; V\;to e?sure performances after implementation; the
% N
constrai% equired re ?ing as? monitoring; and the time-related factors.

:E\— Monitoring and review. The fourth step in the risk management process
e

N
\C-j

loped by ISO is monitoring and review. ISO Guide 73 defined monitoring as
continual checking, supervising, critically observing or determining the status in order

to identify change from the performance level required or expected”. Review is defined
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as “activity undertaken to determine stability, adequacy, and effectiveness of the subject
matter to achieve established objectives”. Y‘

Monitoring and review aim to assure and improve the quality and %\ness
of process design, implementation, and outcomes. In earlier plan of ri agement
process, ongoing monitoring and periodic review and the outcomes f1¥b~oth activities
should be included with a clearly defined responsibility. Monitoring and review should
take place in all stages and processes of risk management! %es's of monitoring
and review includes activities like planning, gatherin da lwormation,

[ ]

recording results, and providing feedbacks. The outc f monitori alld @éw is

to be incorporated along in the organization’s p ce man nt, mg%ﬁrement,

L reporting actt N W\ N\
dand reporting actvities.
&

Communication and consultation urpose th%nu i@ n and consultation is
jsy N
to aid relevant stakeholders to %nd rlls‘k, theésbasis il@cision making, and why
%

particular actions are neede% unr on and cog tion aim to
(i) bring d% reas of ex rtige@éther for each step of the risk
4

S “é)‘/
man ent pr?: %
(ii) @er \:P'are @(Jpriately considered when defining risk

¢
1teria and whe exilu@ risks.
N\~

%trovi@ i form&’on to help oversees risk and in decision-making.

Y—v

build a sense of(i%c‘lusiveness and ownership among stakeholders that

N

E\ are affected by risk.
\)

cording and reporting. ISO Guide 73 defines risk reporting as “a form of

communication intended to inform particular internal or external stakeholders by
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providing information regarding the current state of risk and its management”. The
purpose of recording and reporting is to improve risk management act1v1t1es

assist interaction with stakeholders, including those with respon@ and
accountability for risk management activities. An organization may mf&demsmns
concerning the creation, retention, and handling of documented rmation when
recording and reporting risk management process.

Reporting is also an integral part of an organizati K g ernance. Risk

reporting should further improve the quality of dialogue With sta ehwpart from
supporting top management and oversight bodlest%nphsh hei sﬂo@mes
A few factors that can be considered by organi h include the
method, cost, frequency, and timeliness of ,&5 w} 4\‘?

2.5 Risk Management Process Prev1ou§§ ies /‘\k

The following discusse agement ps ba n previous research. The
discussion explains in detai \) ded the es
et %9)
s &

\that for %Vnsk exposure, the risk management

>

%]

Qe
—~

The risk management y (Barlcnof

Baranoff %)09) s[
process is similagacross firnis:
al. (2009) i %edl

Sy

RN
-
N

H

k m@ ement process developed by Baranoff et

(3

! an@xplamed in the following paragraphs.
>
% o
N
S




Communication &

identification > Risk profiling —— Risk mapping

¥ l A

Projection of frequency
and severity of risk and
cost-benefit analysis
using capital budgeting

Comparison to current
risk handling methods

Risk management
alternatives

i

Ongoing monitoring ‘\d
‘ :

| &

Figure 2.2: Risk management process devel@Ba?n ff etlal. (2@).
NS

Step 1 — Communication and identi N B remof al. ﬁ) starts risk

management process with communicam identific F& ust have a tool to

communicate the risk manageme rocas. ;l;r% be

o %
company mission statement\ isk emflent @uals. Firms are strongly

3 l,3,51!:%>\Jidelille aims to help in setting

the process of identification, monitorin esﬁn@t, evaluation, and adjustments. The

risk management @es mzly inclade crucial*items like:

E £
writin Mion tagenent Jf'clr r'@o anagement in the firm

anagement policy or

B,

suggested to prepare a risk ment guid

- o tion with every se of the business to promote safe behaviour

- wing risk nagemeﬁz"policy and processes
. § N

ointing all risk exﬁ)‘;u)res

% assessing risk management and financing alternatives, and external conditions

0 in the insurance markets

- allocating costs
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- negotiating insurance terms

- adjusting claims adjustments in self-insuring firms

- keeping accurate records. %\

According to Baranoff et al. (2009), identifying risks is anfimportant and

detailed process. Apart from the step being a critical element in™¥isk management

process, risk managers must involve every company sta d an(] understand the
firm’s supply chain of movement of merchandise. It i cial for nagers to
o o
ensure the firm is not ignoring risks since the risks m troy the fi ' _{')
N

roﬁl@g.a process of
e f]@(éncy and severity

of each risk. At this stage, risk mar% need t: H\stand the firm’s risk

tolerance where they discover !%,
of every risk with each x 1 i
exposures, the risk eva% ocess c¢an di erlv@ across different industries.

nc
¢
agement process, Baranoff et al. (2009)

¢
proposes to &% mappin dJ ifl?ol for risk management. Risk mapping can
d tr N

ing the best approach to mitigate them. The

L

3

T

z

~
34

=

“é‘/
ol
A,

\1d with identification of risks and their interrelations

QE provide mechanism to clearly see the best risk management strategy to
undertake

- compare and evaluate the firm’s risk handling
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- aid in selection of appropriate strategies

- show the residual risk after risk mitigations actions are in place Y'

- see how risks are clustered %
- understand the relationship among risks A
- to easily communicate risk management strategy to agement and
employees. N
\4
l

A risk map graph is divided into the four rants okﬁgdassic risk
®

management matrix. Risk map is the output of risk

. 'ng step, w. e‘h@s are
ri% ng @nap, risk
managers can assess risk by displaying w s a to tl@gsjeverity and

frequency. An example of a holistic r a[-z)y Barano al. @9) is presented in

Figure 2.3. Figure 2.3 presented an%ple of a is @-tiﬁed in a firm. The
N
C@e for the firm. The risks

charted as an entire spectrum of risk, and not indii

location of each data point re dditional £

presented in the risk map Ese isti
identify all of the ﬁn%?expos es, ti&a@nd forecast the frequency and

Fs
)\ $
D
N

D
Q
=
=
0]
=
=.
»n
=
=)
=
(=)
gQ
D
—
(@)
Q
=
N
O,
©)
QO
=
=
<
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High
r 3

175m | @ Terrorism
@ Reputatio
150m | @ Tomado n risk \z
100m —— @ Earthquake © Political risk c‘ )
@ Mold A
75m —— O Foreign
.Property exchange risk
50m | liability 9 Yv
25m —— . .
O Interest rate risk O Credit risk
10m L Hazard risks
OIT system failure @ Business risks
5m_l_ @ Inventory ris Operational risks|
3 @ Intellectual property piracy Finangial risks
m——
@Workers’ co satio
@
m- @ E-risk \Y'
e gt | 1O
Yy 3 5 10 15 25 50 1

Figure 2.3: Risk map example

Step 4 — Projection of frequency andhy 0

capital budgeting. The fourth

et al. (2009) is to project th

ste ;ri;
eﬁ ncy a

Yn-
%zarano x 009 Y},

<) )

isk ost-benefit analysis using

“\"? X
ma t rocés;s,%eveloped by Baranoff
[

7

everity @g and to do cost-benefit

—X

analysis using capital dgwﬁechr,ques. lr:;Sé%t al. (2009) state forecasting

involves projecting the fre cy

data and statistice@tion.l

%

ybf(} ses into the future based on current

N
Given &fi estin r;lv ragaa'ch and development (R&D) project for an

existing p

:

examini tl'lg Cos

can b

N
thw y have to pay later. AvTisk manager must convince the firm that investing in

reduge the risk o \i&ﬁry among consumers, a cost-benefit analysis

the R&D project compared to the compensation

D project now will reduce the amount of compensation that need to be paid later.

0& cost of investing for R&D project is lower compared to the amount of compensation

to be paid.
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For this step to be done and to come out with a decision, risk managers require
data and depends on analysis techniques. Baranoff et al. (2009) suggested for?’h
develop an appropriate data system to allow risk managers to quantify th%x loss
history. The data system should include the type of losses, nu f losses,
circumstances surrounding each loss, dates, and other relevant facts. A good data
warehouse allows risk managers to easily forecast using mathem al methods, do

easier capital budgeting, and helps to establish a proba tion and trend

analysis. .\d
'Y

Step 5 — Risk management alternatives. Theufi ste% ind the_alternatives

available to manage risk based on the frequ severi the ri@aranoff et al.

(2009) proposed to use the risk man@mmrix to aid’in f@’%g alternatives to

manage risks. A matrix is dlfferent 1sk map.\\'xs %rnent matrix includes
one axis for categories of relatl nc ﬂugh low );g?d one axis for categories

of relative severity (high a

& @
The simplest ri% ement J id a&b&semed in Figure 2.4. There are

4
four alternatives su Qted in tl]e: anag matnx
ternt'tj%( is risk transfer or insurance, suggested
S
Wi flquEch and high severity. Risk transfer is a

acemg ?( to a'&rd, unrelated party. Firms will pay someone else

Ato bear some or a Ca”the risk of certain financial losses that cannot be

E\ avoided, assumed, or reduced to acceptable levels.
Q Risk assumption. The second alternative is risk assumption. Risk
assumption is for risks with low frequency and low severity. Firms may

retain the risk by self-insuring the risks. Risk managers can retain the risks
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when the firm is willing to bear and withstand the financial losses from
claims. However, risk retention depends on the accuracy of loss prew
and the arrangements made for loss payment. Some large firms @\ives
as insurance. Captive method is when large firms use their iaries that
are controlled by them, to handle risk exposures. Meaanor smaller
firms, they have their own risk retention group. RI'EMtion group is a
group self-insurance, where these small firms provide Fisk

Tanagement and

retention to a few players in the same indust ho ate to to act on
@

| &
re uc£0 red@i'on is for

'y

risks with high frequency and 1 ity.qﬁisk uctiog-alms to prevent

losses where if losses are owaje, the los y bly paid out using
the firm’s or individua%rn fu%\g re .13&1 is usually used to
N

finance highly fre : edictgble l@sses. e are two types of risk

reductions that a S previ loss ction. Loss prevention is any

action take ce the prob ili!y @sk occurring. Loss reduction is

any ac'thgﬁzn to Jie \eth i :

o Risk&oi nce. i
¢ C,)

risks with high re{uee_c,y and high severity. Firms must avoid any

N
ituation fal D thisE‘a\tegory if possible. However, not all avoidance

their own.

e Risk reduction. The third alternati

necessarily results@o losses. Avoiding a risk may lead to create other

S
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PURE RISK SOLUTIONS
Low frequency of losses High frequency of losses
. . . Retention with loss t&l -
Low severity of losses Retention — self insurance .
risk reduc
High severity of losses Transfer —insurance Avoi e

Figure 2.4: The traditional risk management matrix (for onqlsk)
Source:MOff et al. (2009)

Step 6 — Comparison to current risk-handling methods six‘t? to create

separate graphs to show how the firm is handling each risk. An exampl cmr&?pisk
handling map is presented in Figure 2.5. When&gure 24 a FigurQ.S are
al ris]@é‘zr:agement
matrix. Therefore, risk managers can see %\&e curant i hamﬁ might not be

appropriate. \ O
Risk managers can also cr %Jther%p 0 shq% the residual risk after
[} -,
=

7}
implementing a risk managerrK gy iskg'with @ghest severity. This map

can be created especially i?!hsura,me rags'_@’ower than the expected loss.
|

Holistic risk mapping% risk managers® tgdaresent a clear and easy-to-read
presentation on ﬁ@rall ]l:vel risks ?A%the residual risk after implementation

overlaid, some current risk handling is differenw thew

//

stic Eﬁ)ﬁ}nap lets firm to notice risks that are still
£

of risk mitiga 'Nate es,
unbearabl ficlt to bear, or relati gly' unimportant, after risk mitigation efforts are
made % g X

N S
S

VL?

.
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Property

liability @ Tornado O Credit risk Y.
(@) Inventory risk @ E-risk @) Foreign exchange %\
risk
@ Political risk N s

_ O Interest rate risk
@ IT system failure ? ’
° Reputation O Workers’ com atgn '

risk _
© Terrorism

@ Intellectual property piracy

Q Earthqua
© Mold

Figure 2.5: An example of current ri %g ina Baéﬁf et al. (2009).

zq\

g

Step 7 — Ongoing monitoring. Ri gemen t ontln s and requires constant
monitoring. Regular and cons on1tor1 por,@g{"to ensure (i) the decisions
implemented were cor ave be mented and (ii) the underlying
problems have not ange re’ ev1sed plans for managing them.

When any of the 1tuat10 (1) (11) , the risk management process returns

to the step of %\) he'ris ’jhe rfsbmanagement tools, and cycle will repeat.

& I8
Rls@ent planning or.qj?cultuml risk by Crane et al. (2013).

In 2013, Crane et al. (}3) published a handbook on risk management skills.

J‘

andbook aims to improve the risk management skills of American farmers and
OChers. The handbook helps farmers to gain knowledge on different risk management

tools and how to use them. The handbook aims to build the confidence of crop and
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livestock producers when dealing with risk. Crane et al. (2013) develop a nine-step risk

management process. The steps are presented in the Figure 2.6. Y~

Assess Risk Bearing

M Risk .
easure Ris Capacity

Identify Risk

Identify Effective Risk Set Risk Management Evaluate Risk Tolerance or
Management Goals Preferences

Select Professional Make a Decision and
Assistance Implement the Plan

Figure 2.6: Risk management proc

Q)

Step 1 — Identify risks. Crane et al. cglggest f
risks by identifying and classifyin %ectiwﬁb?‘ & r se\&(ﬁ identifies five main
sources of risk in agricultural %’ve C)'l.erES ré! pr@gﬁ;mon risk, marketing risk,
financial risk, legal risk, an@ risk. %ggch As examples for each source of
risk. For example, fox% ion ri’g J‘gsle(azlg defines production risk as any

production related W or e'en\bhas a e of possible outcomes. The farmers

sou@ of production risks like weather, climate

Ste easure risks. Cran@i. (2013) proposes to use probabilities to express the
ch\e)f the risks occurring. The probabilities values can be obtained objectively by
servation or subjectively estimated by the decision maker. Apart from that, the impact

f the risk will also be measured. According to the research, riskier situations normally

have greater variability of outcomes. The research suggests farmers to look for the range
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of values of the possible outcomes combined with the average of the impact of the risk
to their activities. These combined values may provide some information abw
variability of the risks. For example, the larger the crop field, the higher th \ome

for the farmers. Measuring risks will involve the assessment of theﬂ&bilities to

enlarge the crop field, and the impact of enlarging the crop field. q
Step 3 — Assess risk bearing capacity. The third step sug c Cr,me etal. (2013)
focus i

is to assess an individual’s capacity to bear risk. The iS 0 fiWapability.
[ ]

, taxes, loa p’iy@, and

er %' ons,@ess able
X

ners t@mntain farms’
e b@ss capacity. The

Farm owners can consider their obligations for cash

family expenses that must be met every year.

the business is to assume risk. Therefore, it i

production and marketing informatiorw ;;in assessi

records may be supplemented by e%l source Wev ,('Rl%re is no replacement
N

for actual historical data. If the%s dog's not keep a&*‘.ﬁ‘ﬂnancial record, they will

not be able to assess their ri. h]g T ity. -\A

'S
4 ¢ &
\tefere The fourth step in risk management

Step 4 — Evaluatwlerarr
developed by Crane et¥al. ( i eva the risk tolerance or preferences of the

E;} :

. (2013) divh

o

farmers. Cr de{ ri{lf}t lerance of farm owners to three categories

N\
that are gisk averse produc ‘,risk r@ral producers, and risk preferring producers.
Ak averse producers@ﬂlose who prefers to maintain the stability of their

\usiness, rather that exploring opportunity for higher returns. They are the most

QE cautious risk takers.
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e Risk neutral producers gather and analyse information before deciding to take
any action to maximize income. They understand that there is a certain YM
risks in every situation.

e Risk preferring producers view risks as something challenging excmng.
They look for the chance to take risk and enjoy adventurmxo. he market.
Crane et al. (2013) finds that some farmers may be ri ring individuals
with respect to their marketing plan, though they t

a'l to face market

risk. Typically, risk preferring individuals are pure¥speculators:

| S

Step 5 — Set risk management goals. Crane 13)d\éi eani 1 goal as
something specific, measurable, attainablé; ngiﬁ‘% buthyrealisti me specific,

written, and performance based. Goals are mednt to be achiéved. @ever if the farm

cannot achieve the measurable goal%esemﬁe& \%b]ectlve analysis and

adjust improve the hkehhood Farmers ould @us to set goals over areas

that can be well controlled. pl | 'S C est control the skills that need
Xod

to be acquired, then set on skills éo Qacqulred and the control over
-‘ ’ &
achievement of lewamtafle (J

Step 6 — Id 1;y afectl er a{ {eymnt tools. The sixth step suggested by Crane

%

et al. (2 3)i 1derﬁ }ffect risk management tools. A complete strategy that
1nteAdlfferent responses @1(5 is necessary for effective risk management. This
? e risks can be from different multiple sources. However, there is no limit on
farm managers combine different tools to mitigate risks. The combination of
trategies may depend on the farmer’s situations, types of risk faced, and the risk

attitudes or preferences. The tools may vary but have the same objective that is to reduce
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the probability of risk happening, and to provide protection against the adverse

consequences of risk. Y‘

Step 7 — Select professional assistance. Crane et al. (2013) strongly t farmers
to look for professionals and other growers and stakeholders if they\struggle in risk
management. Crane et al. (2013) proposes farmers to find edugcators,¥¥nsurance agents,

consultants, attorneys and any others that are available an lified I]) help with risk

management planning, depending on their specific needs. ‘\'d
[ ]

X
D [ JIS
Crane’e 01?;\%}%5 that

rane’e
pn@; Therefore,
the @f& and numerical

Step 8 — Make a decision and implement t

E:
ga

implementing a plan is the hardest part o y cisiuin-rn

farm owners are suggested to be c@in follow

measurements in implementing any that bes\Nge

e faC%fs may use the evaluation to make plans

compared with K

, and/for future aecef;ﬂ cycles if necessary.

for any adjuii n
\
% al. (20 ‘p inclu%s an overall risk management plan checklist as a

guiq&he intended users. T ecklist is as follows:

E ave the primary sources of risk been identified and classified?
0 Have the outcomes and their likelihood or probability of occurring been
estimated?

e Has the financial capacity of the business or ability to bear risk been evaluated?
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e Arerisk goals written and are they specific, measurable, attainable, relevant, and

timed? Y'
N

e Have the goals been shared with everyone involved in the business%

e Have risk tools and strategies been identified to help manage risks Which could

prevent achieving established goals? i

e Has a confident relationship been established with a t isk management

advisors, so they can help assess and manage an'i personal risk

b}
exposure? .\d. NS

Risk-based thinking framework developed by ﬁ'n 8). \,T

Ramly & Osman (2018) apply th WDageﬁﬁ\
on three organizations to determine issN e implem

(RBT). The issues determined are (%many an\wil'
no integration between RBT @gic dop aﬁon'(z&i (iii) communication and

e igsues, Ramly sman (2018) modifies risk

awareness of RBT. To s

Loy .
management process ased th ?s% ddressed by participants of the
research. The deve& risk m‘ma nt pr(& is as presented in Figure 2.7.

(’} , "(j’o

& "B$
~
N

ion @sk-based thinking

alﬁ_‘h{BT approaches; (ii)
S
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[ DESIGN & INTEGRATION OF RISK MANAGEMENT PROCESS ] v -
. ‘\

* Scope

¢ Interested party

—~

* effectiveness
* Efficiency
\ A'
* Based on issues — positive or negative
* Qualitative or quantitative

-w . .

* Potential event
* Potential causes ‘
. 2 .

* Determine likelihood Y-

* Determine consequences ‘
. ol J o

* Appetite

* Tolerance

S
5

Figure 2.7: Risk management Ri g P{igs developed by Ramly &
).
S

&
Step 1 — Determi e purp,)s : first {§’ recommended by Ramly & Osman
(2018) is the saw e st
(2018) modidies ta

name of.thgystep @etermine the purpose’ because the research

i:, coé&' and criteria’ by ISO. Ramly & Osman

N
particip% unable ?ain Y_t‘ﬁgx\needs to link risk with context of organization.

RanAOsman (2018) so \'this issue by suggesting context of organization
@g process for organizations to come out with risk management scope and
itéria. The funnelling process proposes organizations to include and consider external

ssues, internal issues, and organization strategies and objectives.
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Step 2 — Determine the issues. The second step recommended by Ramly & Osman
(2018) is to determine the issues in the organization. Ramly & Osman (201%
organizations are confused when defining issues and risks. Therefore, @ions
must clearly define the terms used for risk management process. Issu e defined
as key drivers which may impact objectives of the organization. anizations can

begin with referring context of organization as the external or l’nMenvironment in

which the organization seeks to achieve its objectives. Ram man'(20 18) suggests
organizations to use Balance Scorecard (BSC) where th egories !?NMSC can be

@
key perfo nﬁe @ator.

iﬁ% ha'gs/%e effect
19 S

Step 3 — Determine the consequen%iteria. % st ,@ommended by Ramly

& Osman (2018) is to determin%nseqﬁence
n

further derive organizations’ issues in term of objecti
The term risk defined in this research follows

of uncertainty on objectives”.

Iilteriacé?sk consequences criteria

ainstorming of the possible

can be determined from th fOLrT
impacts from the deter%Zues can'help 1} t[ﬂ@p. Risk consequences criteria set

'3

up can include qual'% descr'i \such as&tl or low, and quantitative description
& 0

through scores The ' scalt}ébresent the level of impacts of the risks.
(q ‘Y2 (j’)

NN
Step 4 % identificatioh, The i&rth

(2018) suggests organizations @écﬂbe risks in detail when identifying risks. The risk

@on may include risk sources, potential events, the consequences, and the
ikah

hood of the risks. Risk source is any element that have potential to increase the

step is risk identification. Ramly & Osman

kelihood of risk event to happen. Potential event is defined as how risk event may
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occur and should be described in terms of something that can be controlled or corrected.

The aim is to assign a proper risk treatment for the risk cause. Y'

Step 5 — Risk assessment.The fifth step is risk assessment. Risk ass@%t aims to
determine whether the risk level is acceptable when compared to r@aeﬁte of an
organization. Risk level can be determined by combining_the sequences and
likelihood of risks. Consequences is the outcome of CVE

n' which affects

organization’s objectives. The effects can be certain or tain, ow negative,
@

ce offan n’ t@pen.
i u% or @emaﬁcal

sed Eatively or

qualitatively. The participants of the @!se metho h @cﬁsk mapping, risk
AN

priority number, and force f1e1d ana or risk Mﬁgen

and direct or indirect. Meanwhile, likelihood is th

Likelihood can be described objectively or subj

terms. Both likelihood and consequen

@
Step 6 — Determine risk a Th step is t ermine risk appetite. Ramly
& Osman (2018) ado 10n of 1sk Fétl@ the amount of risk that one is
prepared to accep %e e to gn,y point in time. Only one out of three

research partlc nts have“a properly defined risk appetite and risk
tolerance tu%é:)tlﬁ‘j?vo organizations used colour coding in risk
matrlx prl(ﬁl ber shold as the benchmark to define their risk
tole C \’

S

QE 7 — Determine risk treatment. The final step is to determine risk treatment.
amly & Osman (2018) adopts the risk treatment step in the risk management process

developed by ISO. The term and definition of risk treatment in ISO was replaced with
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risk control. Risk control is a measure that maintains and/or modifies risk. Modified
risk is known as residual risk, the remaining risk after the efforts to mitig?ﬂ
eliminate risk are put in place. The residual risk may be known but no@?tely
controllable. Ramly & Osman (2018) also suggests risk treatment me r actions

as suggested by ISO. Ramly & Osman (2018) reports the participatts do not have

specific methods to determine risk treatment. . V
Operational risk management framework developed fo Es by Naude{& Chiweshe

(2017). [ _{,}Y

Naude & Chiweshe (2017) develop an iohal risk1 me@gmework

for SMEs. The risk management frameww be nﬁed SME&Ientify and

analyse risks in their operations and“taking )orrective ns @n’tigate the risks.

Naude & Chiweshe (2017) uses a %otual an\shxnp ac'\%n relevant literature
S

sources to formulate the develo%ewor .Th

Es % e several employees with

2.8. Naude & Chiweshe @ass
functional responsibili%u targeted ris min@ is not relative to highly skilled

4 &)
functional departﬁads, li \her indié@.uhls who know the business and its
functions, and t% un ' e ri(gédwat an operation face.
( ¢ ? (J(,)
N N
Step 1 % entificati rThe ﬁ& step proposed by Naude & Chiweshe (2017) is

risk 4 ification. This step ai \t‘b identify and understand the possible risk sources.
P al0s) y P

rarnew@ck) is as presented in Figure

&

:Er identification step is divided into three sub-columns that are objective,
eseri

iption of risk, and responsible person. The possible risk category listed by the
search on the left column of the proposed risk management framework are

suggestions. The categories differ depending on the size and type of the business.
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To identify the risk category, Naude & Chiweshe (2017) suggests SMEs to form
a cross-functional team to discuss the objectives of the SME operations and i
potential operational risks. For example, for marketing risk, the team %X‘t by
identifying a key potential business or marketing issues that can negat impact the
business operation. The team can investigate this issue from an objective perspective,
or desired outcome perspective. From this, the team can create Me statement that
the business wants to achieve in the operational area. tar ask questions
regarding the likelihood of the objective to be achieved, typesiof at causes

X

the objective to be non-achievable. The details of thi es that ca dbj&@es to
be unachievable will then be written in the nex i d%' f ris%v

Y
espou@ke person. For
stor@the name of the

The final step of risk identification4s,to nomi
example, for problems relating to transporti

goods t
person in charge to transport the go be er\ﬂ e

S
In short, businesses will have l%?d objectiverin thzé@ column, the actual risk
,ﬁoj

@Hsible person column.

wi R& responsible to manage and

detail in the second colum %w T
monitor the risk. %z b} ( Q
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Risk identification Risk assessment

Severity rating (scale of 1-
10)

Description | Responsible

Objective of risk person

Risk response — .
L P R Risk m
Mitigation
nd control
strategy

Operational risks: :
Market risks:

Technical risks:

Financial
Health and
safety
Natural
environment

Reputation/
media
Legal
Probability
rating
Risk score

Financial risks:
) ®
: ' P %

Chiweﬁ
Step 2 — Risk assessment. The s %tep i@ﬁsss
@
columns under risk assessmen\%mt column igifof! se@y rating of identified risk.
The impacts of the risks ar ego!zed iffer@spects of the business. Then,
!
the risks are ranked fro%l with '1 gi‘ﬁhiggest severity. The ratings are then

combined. For e&&' if a‘ S a @ity score of financial (4), natural
environment (2);%and legal (3): tin <“l/be: 4+2+3=09.
P g

Th@ column+i r’p@bility rating given to identified risk. Like
severity; ale f{rvbj;rob ity is also 1 to 10 with 10 being the highest

of a risk event to s@r. For example, if the cross-functional team decides

A
é& There are three main
)

fr
~

pro
tha o of the time the marketing procedure to look for potential customers is

Gr pted, the probability scale will be 4.

The third column in risk assessment is risk score. The risk score can be obtained

by multiplying the severity risk rating by the probability rating. From the mentioned
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example, the risk score will be 9 x 4 = 36. The risk score is 36. The research concludes

the higher the risk score, the higher the perception that the risk will happen andw

the business. %\

Step 3 — Risk response — mitigation strategy. The third step is“isk response —
mitigation strategy. The aim of this step is so the cross-functignal t can look over
the existing controls and the added measures needed to ac mare severe risks.
Therefore, after obtaining risk scores, the risks must be r dto toWaccording

Y
to the scores. This way, the cross-functional team ca with risks that laz{l’g hest

risk score, or the most severe risk. A discussi n Kﬁe we%ﬁ;e Cross-

X
a S
steps. q <8\-
e Step 1: Alerting sta %s re g to'the rh‘g
. Do (I _—
e Step 2: Doing d balance of/the process causing risk event to happen.

:

Check and ce, z@%an help-identify and address any system or
process&kn ses. (SQ
¢ J ‘?
. Steﬁ!' action 'tigat(_r}s s and ensure the risk or problems will not
enag

e
aindn ure.‘r crucial for the person responsible to satisfy the

ss-functional team @' the mitigation actions taken against the identified

S
~

tep 4 — Risk monitoring and control. The final step is risk monitoring and control.

Risk monitoring and control can provide early warning of increasing risk levels.
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Implementing this step may help organization to buy time to react to changes and
formulate new approach to mitigate the risk. In this column, the results of miw
actions taken to mitigate risks is written. This process is done only aftﬂ tion
actions are implemented, and the feedbacks and evidence of the m ion actions
implementation are provided to the cross-functional team. Y.

Naude & Chiweshe (2017) recommends cross-functional team to meet at least
twice a year to ensure responsible person have ample tim me

t': the mitigation

action steps. The next meeting should be a follow-up reviéw of th rtheam will
@

)
lues of ea ddnt‘i@‘ risk.
HQ i an@ﬁrm the

iswthe y to @31:@ the risk

need to re-evaluate, rescore, and overwrite the origi

The original risk score will also be noted in thi

wn

Enterprise risk management S)%r SM%S by ensa&@ Taghezout (2019).
Bensaada & Taghezw‘\‘); f2 ) ilt s toyhelp s to engage in enterprise risk
0

management (ERM). '% r;.yl}a%@t system uses the general ERM

pattern which is co Wd by fl compﬁu‘s imbedded in a multicycle iterative

process as show igure=2. 'e fivc}@y components are communication and

ped

¢
information %aﬂo and o‘te&/ odelling and assessment, response and

N
treatme% onitgt ‘yiew.é
Y 5
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1. Risk stakeholder
committee appointment
Foundations & R
2. Common terminology Cantevt 3. Strategic context
characterization TR characterization
4. Operational context
characterization
Y
5 Operational sirategies 6. Risk identification
formulation
7. Risk representation
R v
modelling
9. Risk portfolio view 8. Risk representation
setting A normalization
ing & ¥
@
Assessment 10. Risk analysis & Y’
measurement 0}
11. Risk characterization ¥ 3
modelling
13. Risk capacity & L 12. Risk characterization
profiling normalization 2
¥
14, Risk strategic M 15. Response option
evaluation identification
Y
17.Treatment plan | Resn e R 16. Response option
formulation - analysis
< eatment -
18. Treatment plan 19. Response/treatment
evaluation implementation
b v 7
0 k
D or ¢
Revie

!
Figure 2.9: Modular, and seguenti (?\/l gramework corresponding to the
core synthetize% 0 s.é pe ensaada & Taghezout (2019).
N 5 N
Key component oundati ?] C t.
The first issfoundation and’ co (F&C). F&C deals on one hand with risk

mana Meneﬁts a coﬁsu@the internal and external stakeholders to involve
them, effectively. Apart from tht, F&C also plan, define, and set the external context,
context, and risk contexts in which the risk management process will take place.

QC can be considered as a modelling of the organization and its environment to

simplify and clarify business complexity. These contexts are crucial to be understood
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so that ERM can be designed and integrated to complement, and do not conflict with
the organizational culture, processes, structures, strategies, and objectives. le&
five modules under the first key component. The modules are risk %\)lder

committee appointment, common terminology characterization, context

characterization, and operational context characterization. Each module’is explained in

the next part. ‘ V
Module 1 — Risk stakeholder committee appointment-¥Lhe first IWOnsists of

.y
determining who should participate in the E process, ‘hg’@fasks,
responsibilities, and accountabilities. To set up?
governance structure should be formed in\w WO

collaborators to take care of the cont spat, fi

st&dgr risk agement
»The f@;ge requires
i ctiv@d scope all core

iﬂ;}wolve managers who
N\
supervise the organization mai%ns. o « <§)

The second stage is i hg aI@ajpp @éﬂ key operating staff because
they are considered th zowled able'i 'thu'bvork areas. These people should
4 &
\s,b.u onl

be the one who ru&@re mci gﬂming from risk identification. Module
be

one is designed& wi froc't-%ﬁy expert. However, the committee may
¢
call foran e % in case the iS:cl nﬁéaor it.
S APS
’ e ~

Mo@— Common term@gy characterization. The second module aims to
a%\ey terminology for targeted organization. The terms are to be used as a
t

d ardized markers so the activities in the upcoming modules will be more
raightforward and coherent. Usage of common language helps in information

recording and retrieval, widens, and structures thinking perspectives. For example, the

e
—
=
m

modules, and operate the F&C co t. The \t(%e

=

=S
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term ‘employee’ should describe all types of employees including top management,

operational staffs, and so on. Y'

Module 3 — Strategic context characterization. At this step, th strategic

features of the organization must be understood, defined, expressed in agneaningful and

actionable way to ensure decisions about risks are put in place_in theMater steps. Items
for strategic context like business core values, objective OCI, alld risk appetite
policies must be clarified. These items are then formulate@has strategi eters like
reputation, corporate responsibility, laws and norms liance, a r(idu_{an and
distribution capabilities. The attitude of th izatiof ds L@Tstrategic

able éﬁzr:a like the
, a@iﬂcality. Setting

parameters must be analysed and appre@iate ithwmea
organization’s intended growth, desi %aking att
strategic parameters also helps org%ion tc%z ources allocation for risk
management process, especial%/lodeﬂing ass@i\ent’ & ‘Response and
treatment’. \ N
c,;Z' Lj N
4 ¢ &
Module 4 — Oper w contf \ﬂﬂl‘ atio
understanding (K;&WO i

|

¢

Module fou a%or prioritiz 01;0f he ‘areas in the organization which are targeted
\

as focu r'vek in t Votedgsources and efforts. The end goal is to classify

vari tual or potential ER@(get by order of importance within each type.
\‘\t this stage, these identified ERM targets are referred as risk units (RU). There
reMfour steps that need to be performed on RU to achieve the desired goal. The first
ep is to define the operational parameters on each RU that is going to be evaluated.

The parameters can be important score, independency score, and time frames. The
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second step is to identify different RU from the most global type to the most specific,

according to a top-down approach, defining by the way vertical illusion ties -

child). %\
The next step is to evaluate each RU with the operational param&he output

is the priority scores for each RU. The fourth and last step is to classify RU according

to their types and scores. The organization now have a list of EQEMOM] RU and its

\d.
o
odule is a t‘e%l) and

expressing the operational plan for contextSwsi ifi% ule @. Some

children. RU allows automatic integration of project ins E

Module 5 — Operational strategies formulation. T

organizations use the existing performan

measurements might be created when ert

will have their own target value and@'jtion tole %re p@.\The values are based

on the current enterprise operati d strg’[egic %
alternative strategies by a@ difr . ‘sé@ RU. For example, adding
different activities for project [ 0’
N8 “é)‘/
Key compone - Medell stes&%’nt
¢ J (?
The nd key/com eit ]U e developed risk management process is

N\~
Modelligg andwAssegSme }/I&A ere are nine modules for this stage continual

froq&wevious stage. The r@es are explained as the followings.

N
HtextQ%*ganizations can explore

ule 6 — Risk identification. The aim of this module is to identify all possible risks
f the organization. Organization can use any methods or techniques to identify risks,

but they must consider the output of the preceding modules. At this stage, organizations
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are expected to identify the maximum number of risks. The research suggests two tools

which are meant to suit non-experts and are complement to each other. Thw

suggested is highly compatible with the risk representation model provid@dule

sever. *

The first tool is by finding out the main event that can affect\¢ach one of the
strategic parameters. From that, organization can look for the enNﬂors and causes,
and the possible effects of the event. The second to &l:r deductive. The
organization may begin with a given RU, with the unc da IWm agents,

'Y
rent even a‘h@ due
er% i tua@éracﬁons
ref'n\ed t RUs,é‘e;sier it is to

their types, and states. Organization may also conside

identify the agents and consequent risk*eyentsprecisely. O
\ A
A
0 \
Module 7 — Risk represental%lelling. This mod ims to integrate all risk

management components }he l 1ousymod A.These components must be

translated into risk des% ol thf't an ;ﬂde@od even by the non-experts. The

risk representatio@ped alit
dd

ribe ¥

ed at this.stage provide a formulation with two

levels to grasp \ ely T’i}éﬁnd low. High level links to less refined
and structt@infor at‘io : arﬁ l(@"lgvel linked to highly refined and structured
risk inf% . Th¢" inf tionﬁn both levels is used differently. Each risk is
ass%with textual descri@?:nain factors, possible outcomes, its current state,

e x control mechanisms, first impression evaluation, accountable person, and

G ts reporter.
The high-level description aims to provide a loose, unconstrained, and sketched

expression of a risk. The input format is easy to handle. The high-level description is
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meant to cluster the low-level description elements. The low-level description is a
detailed and well-structures view. The deeper description may include caus
consequences of chain, and deeper understanding of the risk and its d@cies,
according to the wanted depth of modelling-scope. A

The low-level description causes a linear network of nodes ofithe risks. There
are three types of nodes distinguished namely cause, c smce, and cause-
consequence. A cause node is defined as three properties t eae

aaent or the cause

itself, its type, and state. Consequence node is by loo at the impacted

O\Y-v

strategic parameter by risk event, the impact form

indicators like the measurement criteria impac

e l% ast]g(yYHe cause-

It ié;‘u-cial for the
ed I@e or more cause

consequence node is the combination of

organization to understand that a riswaight cons
"é)nsequence node can

nodes, but only have one consequ%ode.ﬁ\;e%s
N,

represent the main risk event, i use ﬁodes epres e circumstances for its

occurring. The research su@ga onsito d@m the risk representation in
templates that are easyto.fi d managed. [ 0
N U,
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1. High level description - decopmose risk into
its main factors & outcomes

Y

LON

s A0
'

2. Determine risk events agents. Deduce
impacted strategic parameters.

$ Y,

3. Low-level description - structures as event
nodes linked togehter. Ensure cause and
consequence chaining is well structured and
consistent. '

"X
\
\ ‘,l' Y:{’)
v VT

Yb’
4. Fill in the gaps left with regard to risk é

identification. Refine what could not be
expressed. Deeper exploration and )
clarification of cause-consequence chain.

I
Figure 2.10: Risk analysis acc@ riskfrepre qaticz?lhplates from Module 7.
> Q
Module 8 — Risk rep SEIm non’nali n§ objective of this module is to

io
familiarize with risk descriptio entif sks could be represented in various

(2]

representatim% te from b
because Q@s n}g t befre es@ﬂ in various ways.
1

! simplified steps to a’xvse risk is presented in Figure 2.10. In step 3
N

r Nted in Figure 2.10, a basic set of rules must be applied. The rules are (i) main

ways. The riSkMifie i ule (@mt be analysed following the risk
!
ule 7.Cme aim is to standardize the risk description

r event agents are instantiated as cause nodes; (ii) main outcome event agents are

instantiated as cause-consequence nodes; and (iii) impacted strategic parameters are
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either instantiated as consequence nodes or should be integrated in corresponding cause-
consequence nodes. The result of this stage is to produce an updated risk event r L
Module 9 — Risk portfolio view setting. This module aims to build aﬂ&d flexible
categorization for the organization. In this module, risks are sorted ouqrom the whole

risk pool. The sorting is done within the frame of risk repres Mmdel according
to similarities of tags related to a given property. Risk sort azbe Tne through the
analysis of tag-data correlations. ‘\'d

@
N4
1S
Module 10 — Risk analysis and measurem odile,aims to.a lyse and

measure risks. Identified risks may need féther finaren 0 pre Y;lated risks.

Organizations can use qualitative or q 'tat;'} method t alys@ﬂs risks, depending

on type of the risks and the analysis@ﬁ\-scow ,'\k
S L)

Module 11 — Risk charac %n tﬁ{ hi @dule includes the process of
consistently integratiqtsk II;EIM};rhehbcomponents used with risk
2 s G;‘l/

characterization to at meefs \Nexpert s. The outcome from Module 11

combined with % esen 'del }eéﬁé the full entity-wide risk definition.
‘ ¢ 2 (JC,)
\
Module%t’ k charac Fatior&)rmalisaﬁon. This process is in conformity with

the @s formulation in M d%t’ 11. At this stage, analysis and measurement of risks
S

E&!e reconsidered to the organization’s global scale. The purpose of this module
is to make the whole process independent towards risk analysis tools. This will later
rovide a universal and coherent risk characterization for the organization.
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Module 13 — Risk capacity and profiling. This module appraises risk capacity of the
organization against available resources. The risk capacity set up must be w1thw
much organization resources can withstand the risks before a state of %\Wry
occurs. The organization must appreciate the level of risk distribu ross risk
portfolios. This level of risk distribution is to be expressed in terms ‘@f impact of the
risks on strategic level, which leads to the establishment of the % tion risk profile.

Module 14 — Risk strategic evaluation. The measure leve ob n Module

®
12 is used in this module. Module 14 aims to %e the leve ﬁr@va;on
exposure to each risk. Hence, the risk level obtai ]\K‘ll ill b\%’sed with
respect to the strategic global preference of @tﬁn, ecial Y:1sk appetite
1cat®<<and prioritization
of risks that require adequate risk re% Y ,\
0

N
e,
‘% Q—
Key component 3 — Re knd ’ nt. e last key component in the

developed risk manag% cess is resp s‘.‘ela atrnent There are five modules
4

in this stage contin rom t@us stag e five modules are explained as the

followings. | (50
¢ 2 C,)
?@‘“

Modul 5 spmﬁ identification. At this stage, organizations can identify

components. The output from this m is @ refined c

m& e responses to risks (.%rér individually or in portfolios. There are three main

0 of types of risk responses that are avoidance, reduction, and acceptance.

d pting risks means exploiting the risks for organizations benefit; or monitor the risks
r

early warnings.

63



Module 16 — Response option analysis. This module is meant as the analysis of the
response options what should be performed with respect to feasibility YM
organization and the cost/benefit criteria. At this stage, the adequate 0[% be

selected. The responses are not necessarily mutually exclusive. Hence, nizations

will have multiple response options to choose for each risk. q

Module 17 — Treatment plan formulation. In this modul aZ'zati ns will describe

-

§

how the selected response options will be carried out-%Ehe descripti should be

detailed in a form of comprehensive plan. There can or mare plans dmlés}ng of
4

different combinations of response options. Y. \

Module 18 — Treatment plan eval%)t this sta e d@ent ERM targets

acquired as treatment plans shouh%e roce\S\t 0 ]7\ &A modules. If the

N
deduced remaining risk expos

cceptable, the organization must

return to Module 15. Othen%t. i @Should be selected.
c’) ‘v’ f
Module 19 - Re@reaw'e implementation. The final phase is solely for the
execution of thegrespohise opti reat lans selected.
e\ ¢ J C,)
%c’) e
\
% owing no Ps a@eant to be implemented throughout the risk

Y—v

management steps. The first t\k odules are included in monitor and review. Module

2?&3 is for communication and information.

odule 20 — Monitor. This module deals with what should be monitored. Organization

should check the effectiveness of its activity, and any external factors varying over time
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that might change or invalidate the previous assumptions. Organizations will have to

As

Module 21 — Review. This module concerns the definition of the reviewf&hties like

define how the review is going to be done.

module performance indicators. This module will also observe ahd assess any

substantial change concerning the monitored entities whqie impacts should be

NY.

ization s lc' @ the
t1% ; and\} eraction

diﬁfTren odul&%&g as emails,
document sharing, meetings, and train\) O<<

\ 3
&
[
Module 23 — Information. TI%C 'ﬁ;?ons to use the hardware

and software of informati %0101 é\/e as exploitation leverage.
Information can be arfi around thr b!is@lems that are gathering, storage
4 f &
\a&ion.

framing, and visual'&w ant@; é)
Q, 7S

i
Module 24 — re diffusion. ”ﬁle ein? module aims to diffuse risk culture in the
N

organiz%te indivi ?)ntribc&)n to ERM can be enhanced by the reduction of

considered.

Module 22 — Communication. In this module,
methodologies for diffusion and exchange of+i

between individuals. Different tools can b

cha sistance, spreading\e%vrisk awareness, and motivation through culture

@1 mechanisms like ERM explanation trainings and workshops.
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Project risk management process developed by Srinivas (2019).

A small, unexpected delay in a project is caused by internal and e?m
environments and risk factors that may occurs concurrently. However, the i \f the
delay is so huge, that it may cause cost overrun, schedule overrun, thé'f&;y where
the project is in, and even a country’s economy. Therefore, Srinivas (2019) develop a

risk management process for construction process. The risk_mandgement steps are

\d

X
Step 1 — Identification of risks. The objective o@ing risk is da@st of
risks that may impact on the progress of a projﬁ p% : nﬂ@k can be

informal. Risk identification can be perw in ways,éends on the

elie %vily on existing

presented in Figure 2.11.

organization and the project team. roass typica

studies and experience. Therefore%nizatﬁg comhbine different tools and
o S

techniques to identify risks in ct. 9

Srinivas (2019) sugg?}ntifli an HO@&IE sources of risks too for a
more effective risk ma% t. Am‘:) g th to[)l@t can be utilized to identify risk

brainstorming, %
¢ J Q%
needs to keep 1 d that there‘are Jarict; f risks faced by them coming from different

\
sectors %tcialﬁ a ?Virorm%ual, logistics, and quality operational labour.
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Plan risk management Identify risk Qualitative risk
- Objectives - What can happen? assessment

- Stakeholder - How it can happen? - Likelihood

- Criteria - Impact

- Define key elements - Level of risk

="

Monitoring and controlling Risk response planning Quantitative risk
of risks - ldentify options assessment
- Select the best strategy - Evaluate the risk
- Develop risk treatment - Ranking of risks
plans
- Implement
|

Y

Outcome of risk response \Y'
- Ifitis controlled, OK ' t')
- If not controlled, go to *
identification of risks P 4 Y’
N

Y W\ N
\(q &6& Srinivas (2019)
Figure 2.11: Risk management process dev qr c
1vas (2
@

‘&
Step 2 — Risk assessment. \tage lected is analysed for potential risk.

the
|
Srinivas (2019)deﬁnes%& ssme? SS 1}11221/ of risks identified from previous

stage and ranking KW start]ng low i t to the highest impact on the project.
There are two \es of ris men@at are qualitative risk assessment and

quantitativessisk agsessment.
% N
%l} tive fis gSsmentiinvolves registration of identified risks. Srinivas

(ZOAposes to use a risk\&?l’ster. The risk register may include a few items to

for\e the risk assessment process. There are several items that can be included in

0 isk register. The items are as following:
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1) Classification and reference. Classification aims to assist with identification

of risk source. Referencing is defined as to give a reference number ET‘:

N
AL

(ii)  Description of the risk. The description of the risk must be

redundancy when explaining the risk in brief. ?

(iii)  Relationship to other risks. Relationship between r;i t be noted since

it is rare for any project activities to be indepen tlng'the relationship
between risks will also help for succes imp em of risk
L ]
N
management. ' _{')
(iv)  Potential impact. The research su easufing, i act.o gl‘lSkS on

projects in terms on cost and 11t At

according to their impacts. kzae, high i
attention compared to lo%npact rls\EY &
ué \

e, rl®re classified
t I‘IS@%II be given more

V) Likelihood of occ nd Qalcul ion o factor. The research

suggests giving he S of Tto 10 te.the probability (P) and impact
(D) of risks, ts tol avy abi r impact and 10 refers to highest
probabi r 1mpai a ues obab111ty score and impact score is
then &by I ge to cale of 0 to 1. Then, the risk factor (RF)

C ted sin t f& F P+1—(Px*I).
(vi) respo. Pgatlo‘&rategy The aim of this stage is to reduce,

A eradicate, or avoid t entified risks. The research suggests allocating the
E\ identified risks to respective stakeholders who should be responsible to
0 address the risks. The allocation is based the competency of these

stakeholders in managing risks.
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Srinivas (2019) uses quantitative risk assessment for risks that are classified as
high, critical, or unmanageable. The aim is to find the estimated amount of conti
that is needed for the risks. Therefore, if risk event occurs, the organizati%\have
enough fund to cover the extra expenditure. Quantitative risk assessme ires more
in-depth analysis to estimate the impact of risk in a project in terms of S€ope, time, cost,
and quality. Deep analysis suits better for medium to large co leNﬂ'ects, compared
to smaller projects. '

To estimate the contingencies, Srinivas (2019) suggests okekgdts, that are
(i) base estimates for items that are known, and the of certai ex‘sti%‘tzi.(ii)
contingency allowance for all other uncertain o% he Quﬁ'uts from
quantitative risk assessment are probabilisw siswif a project, @Yr;tised list of

quantified risk, and trends in quantita@nalysis re
for quantitative risk assessment sug@T by the\earEg h.
[

in detail in the following. “« Q-

. Tl@%re four methods

(i) Scenario techni mmte o simulatiofi: Monte Carlo method is a
statistical n%;ere

paramet nd prodlu \alistic pr outcomes. Organizations or project
manager camr use histosi data&%ﬁ previous projects. The project outcome
¢

i %Sted y ran n%f s{n-‘}aating a combination of values for each risk
\
nke

data is ndomb’generated within predetermined
2

peati calcu&on for a few times. The outcomes of these

NG
Acalculations and r@Z. The average of the outcomes constitutes the
E\ forecast of the risk. However, it is important to identify the accurate
Q parameters to ensure an accurate and realistic project outcome. The data
variables are usually represented in pessimistic way or in negative terms, or

the other way round, depending on the risks encountered. The result from
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(i)

(iii)

(iv)

R\
N
S

this method is usually presented in percentage. The research also suggests
using Risk Simulator Palisade Software to perform Monte Carlo sim?l.
Modelling technique: sensitivity analysis. Project managers %\ this
method to demonstrate the variable impact on the whole pr sed by a
small change in one or more element or risk. The more unégrtain a specific

research suggests to us a spider diagram to ide in the project that

are most sensitive and critical. ‘\'d
®

Decision tree. Project managers are su

risk is, the more sensitive it is concerning the objectives of the project. The
aZas

particular risk has an exceptionally high,i Q{ mai@l')jectives
of the project. Decision tree me i i wheéhzr.e is a series

e fu@outcomes are in

aredater used for quantification

terms of time and cost.%’ect g@ate probabilities and
N
values of potential . %
to provide a mor; %’n [ ision.
Multiple es% sing risk a 1‘3‘/§is~®ERA). MERA aims to provide a
range o wates. \es‘bi.rnates é.presented as risk-free base estimate,
average riskr esti 'E), zﬂ%ﬁaximum likely risk estimate (MLRE).
¢
1s)the total_o ri&-ft‘e}'%ase estimate and average risk allowance.
N\
whilé, is thessum of ARE and maximum risk allowance. MLRE
is to find a level @babﬂity value of a project to be successful. ARE
values can be found by multiplying average allowance by average
probability of occurrence. Maximum risk allowance is the product of

maximum allowance by maximum probability of occurrence of particular

risk.
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Step 3 — Risk response planning. Risk response is defined as a form of mitigation by
adopting necessary strategies in respect of positive and negative risks. There a
types of risk mitigation strategy suggested by Srinivas (2019). The strategie%\lgate

negative risks are risk avoidance, risk transfer, risk reduction, and risk nce. The

description of the strategies are as follows. q

(1) Risk avoidance. This strategy eliminates the threat qut could involve

changing the project management plan. Proje ger fnay isolate the

project objectives that are in jeopardy. ‘\d

X
some Qr a gﬁt@pact
of risks, together with the ownershi re% hir@y. Risks

can be transferred to a consultanw raneﬁ company. é
)

i
(iii)  Risk reduction. risk reduct\ ined as th ucti f probability and

consequence of a partiCu@'jk to beﬁa%e gg"b‘able threshold limits.

(ii)  Risk transfer. This strategy needs a shifti

The research sugge ion leads to increase in

costs that is less m r a .
(iv)  Risk accep% inivas §(201 )“f)r@es risk acceptance when it is

impossibleto elimirla

miti$ T je€t tea ‘%fy need to document the strategy of how
¢ J Lg
S k{V ts Occur.

t &@mhr ks if

< k, N\
' V)f $

Anivas (2019) also KL@ié’sts risk mitigation strategies for positive risks or

0 ities. There are six strategies suggested that are exploitation, share,

G ncement, acceptance, contingent response strategies, and expert judgement. The

etails for each strategy are as follows.

é\
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(i) Exploit. Exploitation on positive risks can be implemented if the
organization wants to ensure the opportunity is realised. This SW'
eliminates any uncertainty relating to particular risk and%\ the
opportunity is exploited.

(ii) Share. This strategy involves allocating some or all ownerm the positive
risk to a third party. The third party must also bq cayf:e to capture the

v |
(iii)  Enhance. Project managers can use this str to c.kaﬁede positive
L ]

tify and ir‘is@ key

Of{ ) ocQJy~

(iv)  Accept. Organization or project®manager a@‘epts risk I;@Sll.ling to take

advantage if the risk come\%r, the ris e n@‘ased actively for
their advantages. % \>$ ,(\
N

v) Contingent respons ies. eonti nt r%@se is responses that are

emented if event occurs. The plans are

only execu% eisa :s ffici 1} 'waaﬁg for implementation but under
certain %ned cr M @)

(vi)  Expest judgements

nio ‘&fm knowledgeable individuals pertaining
¢
t @lions o be
& v

!
e{ or(;mrticular risk.
Ste onitoring and con@ng risk. There are a few parameters that are needed

<
f Xﬂonitoring and control.

0 Risk register. The risk register must contain risks identified, risk owners, agreed

risk responses, specific mitigation actions. Project manager must also know

opportunity from the risk. For example, join ve

impact from the positive risks. They ca

driers of the risks to increase the pr

planned earlier only’be i
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signs of any risks, residual risks after risk treatment is implemented, list of low
priority risk, and contingency measures in terms of time and cost. Y‘
e Main risk management plan. Risk management plan includes risl%\\ces,
assignment of manpower, bearers of risks, time, and other r@&s for the
project risk management. Y.
e Work performance information. Performance inforﬁ\(ionesults must be
quantified in term of deliverable status, schedule a

n(] incurred costs.

Finally, the performance reports. Performance repests are nee r‘variance

analysis, earned value data, and forecastin ikely date tﬂe ‘E@)e\ct to
complete. s \‘,T

c\/; W\ &
Srinivas (2019) proposes sixw d techni for@% monitoring and
control. The tools and techniques&jisk reas\'ﬂ‘gnt rK‘E\audits, earned value
% ": y N
(4

analysis, technical performanc a8§s)is, and status meetings.

X

The details of each tool and%\ue Ie s fo ws.‘é\
(i) Risk reasse%. isk m ;jm}l lal"&‘ontrol includes identification of

4 &
new rﬁsse@exisﬁéﬂsk& and closing risks that are not
threw proj liefor%}}%ject risk assessment is to be performed
¢
ularly. Progresse f{he@BOJects relative to objective will determine the
N\
equencyda of aSsessment needed.
Astk audits. Risk Gé\p'/aim to examine and document the effectiveness of
E\ risk responses in dealing with identified risks, their respective causes, and

the effectiveness of the risk management process. Risk audits meetings can

be help separately or included in project review meetings.
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(iii)  Earned value analysis. Earned value analysis or variance analysis is done by
comparing expected values with actual values. Performance informatw
values obtained from earned value analysis, deviation fro%x and
schedule are used to review trends in execution. The ay also

indicate potential impact of threat or opportunities. q

(iv)  Technical performance measurement. This technique meastres the technical

accomplishments during project execution. Th had is 'xpected to help

forecasting the degree of success of the projéet and éxp degree of
'Y

technical risk faced. ' _\"}

v) Reserve analysis. Reserve analysis ai ex% er L@Zvaﬂable

contingencies is sufficient. T meunt @ﬂ C und is then

ofntingen
compared to the risk remaiw ae project. é

(vi)  Status meetings. Project%manage\wgou ,@ncluded in all status
N
S bec’eiluse the time dllocated for any item in the

, g priority and complexity to

meetings of a proje

project depends }b ide[

respond. Fr% scussi;) s wi :‘n!i keholders to be more concern to
identify&nd @iﬁes. @)
N O ,?b
Risk mana r%:roc s for ciJI 1((51 a risk developed by (Demek et al., 2018).
\
e stf

socia in wetkplace is quite common. However, there is limited

kHOQﬁ on how social med'{%ﬂ( is managed in an organization. Therefore, Demek
e§\018) develop a social media risk management model to examine whether the
e

d r in which organizations address social media risk is consistent with a formalized
sk management process. The Social Media Risk Management Model (SM-RMM)

proposed by Demek et al. (2018) consists of four components and six steps which are
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mapped to enterprise risk management integrated framework (ERM-IF). The proposed

SM-RMM is presented in Figure 2.12. Y'

Enterprise Risk Management — Social Media Risk Management
Integrated Framework (ERM-IF) Model
(SM-RMM) 2
) . )
Objective Setting ‘—\{ Social Media Use (SMU) }
. J
4 ™\

Event Identification

Perceived Risk of Use

'y

\
Policy Implementation

(P1)

% O

~

Training and Technical
Controls (TTC)

/

- &
AV
Figure 2.12} oration o iM-J,@to SM-RMM.
(A bj 'S

g

' g &
Component 1-S Mdia t'se )- Be@conducﬂng a formal risk assessment,

organizations Nu ders’@? 'ob@e of using social media within their
@

Risk Assessment ]

Risk Response ]

Control Activities

Information and
Communication

organizatiopmOrganizations use $ocial @dia to achieve certain goals. Therefore, SMU
N
is map jectivg ingfin -IF.

C(}lﬁent 2 — Perceived risk of use. Event identification component in ERM-IF is
Ul ed as the act of identifying internal and external events that affect the achievement

of organization’s objectives. The events can be risks or opportunities. After risks are

identified, organizations must do risk assessment. Risk assessment involves analysis of
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likelihood and magnitude of each identified risk. The outcome from the analysis
provides basis on how organizations should manage the risks. These two comp?ﬂ,
event identification and risk assessment, are mapped to perceived risk o(%\SM-

RMM because they are directly related to identifying the perceived ris ial media

use in an organization. q

Component 3 — Policy implementation (PI). There are t oZponints from ERM-

IF that are directly mapped to policy implementation tha risk fres d control
activities. These two components are related to how anization eke@s In
risk response component, management team m{a eve@a set of
actions to be taken to reduce risk. The acti stb t i the o&aﬁon’s risk

tolerance. The control activities comp\bdeﬁne po@ and procedures

established and implemented by th nization %re @pn&te risk responses

[} S
are implemented appropriately. &
\ A
\

Component 4 — Traini technl tl'o TC). At this stage, the control
activities that need None br atlon to implement control. Organizations
also need to conduct tfainin oye ensure employees know and follow the

established Eo&w’ and jproce e; Of(I‘-l‘j? management. The component information

ion dte al inappc&\ to TTC. Information to employees is conveyed

thr &mmumcaﬂons in tr@ﬁ

GE management for SMEs in India by Panigrahi (2012).

Panigrahi (2012) investigates risk management practices of small and medium

and co

enterprises in India. The research finds the attitudes of business owner managers and
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their knowledge towards risks hugely affect how risks are systematically handled.
Owner managers must have the capability to expect and prepare for change and?m
it, rather than just wait, and do nothing. Therefore, it is important for owne% er to
have knowledge and understanding on risks and risk management. P!'&ﬂ (2012)
develop a simple risk management process as presented in Figure 2.1

Risk management begins with identifying the events {E&Nd cause loss or
nalysis

disruption to the business. Then, the events are analysed. 'aims to find the
likelihood of the event occurring, and how serious the equ cwthe event
®

occurs. Owner manager can start simply by assessin risk Usin rr‘s&ﬁ}very
ut@ ue Q&e risk to

likely’, ‘moderately likely’, or ‘very unlikely’.?g
prioritize them. For example, how much is w () rep‘ace achi@f:er getting a
priority risk list, owner manager can %risks that

and the most expensive events fi%or eacE\ﬁs_\q_?)

N
procedures of treatments for thegri uitaﬁle with the ridé?olerance the business is

willing to accept. After that hcedlr tr tmeg@ust be monitored to ensure it
tigat

is in place and effectiv% e thelrisk. J | 0’

NSaflo;

hi@&f likelihood score

e&'}xanager can develop

K5 e

\j Identify
(') o 9
% Measure & @ Assess &
% Control analyze
: \Q}Risk Management
0 Monitor & g o
Implement

Figure 2.13: Risk management process developed by Panigrahi (2012).
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Risk management process for SMEs by Verbano & Venturini (2013).

SMEs have a fundamental role in society from an economic and soci
of view. However, the lack of resources and structural features causing @0 be
vulnerable towards risk. Verbano & Venturini (2013).is motivated &needs to
promote the development of SMEs. The research suggests risk ma@em process

following a stage-gate process. Stage-gate system is bot Meptual and an

operational model for moving a new product from idea to chy(Coaper, 1990). The
P p ('P
risk management process is as presented in Figure 2.14. .\d
[
| §
’ Y
0. Corporate and risk management objectives \ N
» Organizational structure, resources, and processes T
of risk management, types of risks to consider, etc.
a 1. Identification p _\
£ - Units of risk L&
3 - Threats (opportunities) Q i
':; - Facilitating/inhabiting conditions (j%— RISK
o
5 N L x7 Y ASSESSMENT
£ ]
S 2. Evaluation T
= Assessment, analysis, priorities
" 4
P ARNA AT
1 3. Treatment
- Definition of unacceptable risks | Threshold of
- Selection of treatment techniques acceptable risks
- Definition of residual risk

@,

o)
Figure %ﬁ H]?l D(.ey\t o@'for SME:s developed by Verbano & Venturini
4
a-:ii; <,

I
(2013).
Ry

\S N
? efore the first step, a preparatory stage is needed to define risk management
a

Q so it will be consistent with strategic business objectives and when conducting
ontext analysis. The first step is to identify all risks the organization is exposed to. The

second step is to assess and analyse risk. The purpose of the second step is to determine
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the probability and the expected magnitude related to the occurrence of the damage.
Organizations must also set a threshold of acceptability before going to the n W
These first two steps are always known as risk assessment. The thresholx@]
the risk appetite of the top management and available resources. *
Step three is treatment of unacceptable risks. Treatment of risks'i§ to take actions
to reduce risk. The final step is supervision. The implementati management is
z li

a long-term, dynamic, and interactive process. It requires Tprovement and

integration in the organization’s strategic planning. \'d
[ ]
N4
1S
Risk management model for small business b e (. 01‘). \‘/T

Assisting a small business is not o

i ancmg' They also
need help in terms of management st%}kwere

management techniques that are a on $es e "‘ﬂ“here are seven steps
\
recommended by Ekwere (20 sk rnanage ent mGé;.gll businesses. The steps

&

L
s

are as presented in Figure 2*3

Communicate Establish the . | Identify the
and consult , context - risk
!
>
NN
: | Evaluate the Analysis of
IESEEISTIER N\ 4 risks } the risks

Monitor and
review

R\
S
S

Figure 2.15: Risk management process for SMEs developed by Ekwere (2016).
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Step 1 — Communicate and consult. The first step aims to identify who should be
involves in risk assessment, risk treatment, risk monitoring, and risk 4
Communication and consult also aims to draw out risk information. This st@ccur
within the organization, or between the organization and its stakeholders. important
to identify the range of stakeholders who will assist in completing riskdinformation.
Communication and consultation are important t IM stakeholders’
perception in managing risk. Stakeholders may have a i iZnt role in decision-

making process. Therefore, their perceptions towards S an b.ﬁnﬁdshould be

[ ]
nication pl rkt&@ can

be developed for an effective communication: ec% nication leads to

es an@?p:onsibllities.
Ekwere (2016) defines consultation as%@y process nor@ involves talking

to a range of relevant groups and ex%ing in o\&o% a @Ns.
# S
N

Step 2 — Establish the context. star ment of@daﬂes to within which risk

management will apply, i siness is i
4 ¢ &
refers to Global Ris liance @Qassist gﬂgmblishment of context on which risk

will be identifi NG
AWESE
Y

identified, understood, recorded, and addressed. A co

e internal context can be the objectives and

(1) tablish the intern Co{te
NS
% of thie busi ?ss. It4s to ensure all significant risks are understood and

A the risk decisions t@f}ort the broader goals and objectives of the business
E\ in the long term. The business can consider the internal culture of the
Q business and capabilities of the business in terms of people, system process,

equipment, and other resources, to establish the internal context.
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(ii) Establish the external context. Ekwere (2016) defines external context as the
overall environment where the business operates. The environmw
include the understanding of the clients’ or customers’ percept(%\ards
the business. Analysis on these perceptions will help the ification of

business strengths, weaknesses, opportunities, and threatS{in the external

environment. Business owners may also consider Mations that need
istin,

to be complied with, the type of market the busi C(irnpetitors of the

ues. ‘\d

L ]

(iii)  Establish the risk management context@ations us fi#e @En.its,
objectives, and the scope of aetivi or{ er @ ion.
Establishment of the parameters@g: i e act@vo.r issues can
be done by determiningw frame,
responsibilities, requir@jdiﬁo@;& is ,'\f%rernal and external
relationships, record% th 2

requirements; an required depth analysis.
e

business, and any social or political or cultur

d @) rces, roles and

I the co %xny of the activity or issue,

Organizations should also c[ g
the potenti ences, the i pdrt@ to capturing learned to develop
’ 4 %
corporae@vledgf \msociatgrié , the importance of the activity and
obje% hie info <<rfon needed for communication with
¢ C,)
S olders, fland types Jf risks’and hazards associated with the activity.
G

N\
(iv) op tisk cri Pa. RiQ\Criteria may include the acceptable level of risk

Afor a specific a@ which allows business to clearly define the

E\ unacceptable levels of risks. At this stage, risk criteria can be broadly
0 defined and then refined in the next stages.
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v) Define the structure for risk analysis. Structure of risk analysis is equivalent
to the categories of risk. Risks can be categorized based on the Ym
activity or issue, its complexity, and the context of the risks. %\

=N

Step 3 — Identify the risk. The information from the previous steps be utilized at

this stage to identify as many risks as possible. Risk identifjiatio s limited to the
nal

experience and knowledge of the person conducting )lsis. Therefore,

isks. .\d
4

[ ]
Organization can identify risks in two w. amely! re pdct%b' and

organizations can use other reliable sources to help ident

prospectively. Retrospective risks are risks that CU% : sly.@' easier to

quantify the impact of retrospective risks siw mpaﬁt hasalread Sources of

retrospective risks includes incident 1 and’customer

plai@cﬁ?rospective risks
are risks that have not yet occurr%t coul \’&I‘TSO g@'e in the future. The
i\'gy S

identification process should i all risks,

happening, or not yet happe htior identifyi ospective risks is to identify
ivene

significant risks and m% effect "(‘)f th@control. Prospective risks can be
2

< t. N\
Step 4 % is of "the s. RisK analysis helps organization to determine which
risk&eater impact. It is a{@fbination of the possible impact of the risk with the

li mzd of it happening. The risk analysis equation to obtain a risk level is “Risk =
onsequence X likelihood”. The result from risk analysis provides a better
nderstanding on the possible impact of a risk or the likelihood of the risk occurring.

Risk level also help clarify the resources needed to control the risk.
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Risk level can be represented in risk matrix. There are a few elements of risk
analysis. The elements are (i) identifying existing strategies and controls that mw
risk and enhance opportunities, (ii) determine the consequence of a % and
negative impact, (iii) determine the likelihood of the positive and negati equence,

(iv) estimate the level of risk by combining consequence and likehgoa scores, (V)

consider and identify any uncertainties in the estimates, and (v ! MS techniques.

Risk analysis aims to provide information to busin ers ‘or to decide on
priorities, treatment options, or balancing costs and benefits. Diffe Is can be

@

adapted to analyse the risks, depending on the suitabil

the risk an s'n@mer.
lit% qua@{ive, and
T

quantitative. The choice of analysis reliew m\the e or%’a of the risk.
Organization normally use qualitati m i i sim]éthnd easy to use.

However, qualitative analysis include_ intuition and, subjecti g@fﬁch may lead to bias
N
ity offhe respic Qi

There are three categories of risk analysis na

hence degrading the quality an

done by brainstorming and hon ifig multi-disciplinary groups.
? S
4 2

Step 5 — Evaluate isks. @ risks termining how serious the risks that

the business is w t thi usin ner must determine how much risk the
¢ J (,g
business can taKe. It is a proc o; C(@) ring risk level from the previous step with
\

previou%klishej’ Peria.@ganizations will also have to decide whether the
risk&re treatment or not. @"output from this step is a prioritized list of risk that
r kfurther action. Tolerable risks may be accepted. Accepting risks can be of two
easons which are known as ALARP or ‘as low as reasonably practicable’. The first
ason is because the risk level is low and the cost to treat the risk will outweigh its

benefit. The second reason is there is no reasonable treatment that can be implemented.



Step 6 — Treat the risk. Risk treatment is done for risks that considered as acc

in the previous step. Risk treatment is an action taken to treat or control risk% cing
or eliminating negative consequences, or to reduce the likelihood of @ event to
occur. Risk treatment also aims to increase positive outcomes. Implémenting all risk
treatment strategies is not cost effective. Therefore, business_ow should choose,
prioritize, and implement the most appropriate combinatio Yme s. Before arisk
can be effectively treated, an organization must understangd, the r ow’i the risk.

Ekwere (2016) proposes to develop a risk treatmen tegy following F@Risk
eri

Alliance (2005). There are four risk treatment opgi g stéd

n th@gre no controlling

oidance,

changing the consequences, risk sharing, an@yriskretaining.
1) Risk avoidance — organiza can‘avoid ris

measures available, or w%n

level.

(ii) Changing the c?u. ce ' 1l increase gains and reduce
losses of an% tion.

(iii)  Risk sly&g Sharin\!*\>5130nsibi itles’on a risk by transferring the risk to
another party.
\ ¢ ! Lr(?"}
(iv) 's@\inin —or ni{atier-lj ay retain or keep certain risks if the risks
N\

% to bg" ‘B‘lpOI‘t arm and are at acceptable level. This treatment
A option requires org@étion to choose the appropriate treatment, conduct a

E\ cost-benefit analysis, and execute a risk treatment plan and recovery.

A

0 After choosing the suitable treatment option, organization must identify whether

the risk has been eliminated or not by identifying the residual risk. Residual risk needs
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to be evaluated to know whether it is acceptable or not, before implementing treatment
options. In addition, organizations must know if the cost of any risk treatment Wm
is justified. They need to consider the number of treatments required, b% the
treatment, other available treatment options, the reasons of recommenﬂ&e chosen

option, effectiveness of the chosen treatment, total cost of treatment option, how much
reduction in residual risk, legislative requirements, and the time frame’

Organization also needs to have a risk treatment Z risl' treatment plan
contains information about the risk identified, level of isk, ew‘strategy,
g the indivi lzire Ys:ble

en% d a%‘zfnclude a

hievi,@ge. objectives.
un@ﬁnty-based risks.

timeframe to implement the strategy, required resourc

to ensure the strategy is implemented. The ris

budget, appropriate objectives, and milestow

The last phase is risk recovery. It w& le to predi
Therefore, organizations can alw%repare \?ig

Planning a risk recovery can i msuc@ a crisis or emergency
management planning, busi

&
§ontingency planning.
) 4 ¢ &
\ﬂizatio

Step 7 — Monito:éreviewl nicu.ust monitor the risks and review the
effectiveness of the treatmen

¢
risks effecti %s an essenti
N
aim of Qt/ is tofénsu }he ris‘l%riorities do not change even there are changing

circumstances in the organiz t'ﬁ%?’ Normally, very little number of risks will remain

uniehanged. Therefore, risk management process needs to be regularly repeated to
aptur

e new risks and manage them effectively. Ekwere (2016) suggests this step to be

ﬁ@\!t adverse outcome.

ategi(,} d management system set up to manage

cluded in annual business planning.
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Risk management process for SMEs by Falkner & Hiebl (2015).

Falkner & Hiebl (2015) conducted a systematic literature review YM{
management in SMEs. The study aims to find vagueness, gaps, and cont%\‘us in
available literature. Falkner & Hiebl (2015) identified variety of risks y SMEs
and demonstrates the importance of risk management processes.w:er & Hiebl
(2015) follows the five-steps risk management process from OM& Mohammad-

X

Zadeh (1984). The steps are risk identification, risk anal ctioll of techniques,

strategy implementation, and control, as presented in Fi 2.16. .\d
®

KNI

Risk identification \ Y
AV 9 ¢
Risk analysis O

Selection of techniques
4\ - \{q

&

~NY® O
Q=°

|
2 9
1@' 6: Risk manage eﬁgprocess by Falkner & Hiebl (2015).

:
Step identific ion(T@st step in risk management is to identify possible
f -

&

s w oss and risks. This step’should be carried out continuously and systematically.

Strategy implementation

re are three methods that can be used to identify risks of loss that are (i) systematic
Oiews of all data on business asset, activities, and staff; (ii) using financial statements

to identify the sources of potential financial losses; and (iii) using flow charts to analyse
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all operations or activities of the enterprise. A pre-condition of effective and
comprehensive risk identification might be needed. The pre-condition aims to blw

management capacity among employees. Falkner & Hiebl (2015) advice ions

to identify all potential risks. *

Step 2 — Risk analysis. Risk analysis involves measuring or_estimating the potential
zan

frequency of losses and the potential impact of a risk on t y[s operation. At

this stage, risks can be ranked according to its priority to the com nwage helps
[ ]

in establishing risk management priorities and prov@u starting point ’o@cﬁng

appropriate risk management techniques for eachsti So% ees ia.)\gc'ompany

sto a@gg risks using
ike‘O(fbr the probability

i;’\Afor risk impact, might

might be less knowledgeable. Hence, the usé%ef simplifi

variables like “highly likely”, “unlikely?.“likely”” or “hig

of risks, and “negligible”, “signiﬁc%major’ ,\aﬁE?

o S

help with the issue. % q &
N 1 ¥ =
Step 3 — Selection of i CS. Risks ar e!an‘@‘be managed differently. Falkner
' g &
& Hiebl (2015) reviéws tools 1n \eshods fr arlier studies that SMEs can use to
handle risks. The toolswand re: &
¢ J (,{(J
1) | %e. Falkner ibl@’ 5) finds that SMEs owners have knowledge
>

Qn, suraﬂt%s ow'n?m know insurance can sometimes be associated

Awith considerable @%‘énd mostly covers unexpected events. SMEs in the
E\ United Kingdom typically insure their business against fire, flooding,
Q property damage, and personal injury. Apart from that, insurance also help

SMEs in downside risk analysis, legal compliance, and management

]

services, even if the SMEs do not suffer any loss. Therefore, arranging
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insurance is advantageous for SMEs because they must examine business

risks. Y‘
(i)  Weather derivatives. Extreme weather in the United States caus@is to

hedge their exposure to natural disaster like floods and t through
weather derivatives. Weather derivatives allows busmess¥~ers to transfer
weather risk to a third party.

(iii)  Selection of suppliers. SME owners can mitigat Yy'en'ering a contract
with individual suppliers to influence suppli havi u:.\BaLdr & Hiebl
(2015) suggests including a kind o%nance gu tele @sure
consistent quality in the contract. F n % tin l@'markets

se some risk%an be avoided
ems@%l risks associated

is advantageous for western co ec

like political unrest, custo\%urrenc
with culture dlfference%wvever t ?y

"\e mitigating risks by
&

S

selection of supphe lﬁlon. Q
Falkner & Hi 5) pre QQ studies by Ellegaard (2008)
and Poba- y d ( f) deeper search on selection of
supplier; %ner &l 15) e des there are other factors that must
bec rev1t€é§tud1es rely on relatively small sample

N\~
Xts GAn I ‘pnly %election of suppliers to mitigate risks. This is

be i
Si %me factors a V"le er ‘managers from other regions and different
&

Abecause despite th@ér price offered by local suppliers, SMEs managers

%\ can try other methods in selecting suppliers like combining market suppliers
with global sourcing.

(iv)  Overcapacity in production. Having extra capacity in production and

warehouse can prevents interruption in production or delivery issues
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)

(vi)

R\
QDb
S

especially in automotive manufacturing as reported by Thun et al. (2011)..
However, SMEs have limited reserves, hence the limited private fw
resources and a small stock. \

Emergency plan. Companies must establish a contmultyﬂ*tmgency
plan. The plans can include several items like how staffs ancuate the
building and the temporary relocation in case of% nt happen. It is

reported that SMEs are more likely to lack con plans compared to

larger companies. \'d

Networking/cooperative  relations. 1 netwo 'anﬁt) close
relationships between SMEs manag eys\uﬁ) an gard as a

no , and market

@

successful technique to manage ike tedi
m

risks. Same goes to clients, w nagers

them with the hope to g re repea '%ss

N
can be beneficial tc%newﬂcusto ers. 1210 rking with competitors

y 1a actions bS e sharing information with

helps in preve %
Competitor% in more in nlla' about the creditworthiness of

elationship with

@

Aq'éﬁ't from that, networks

4
potentia %)mersl e et 004) It is also crucial for SMEs
man ers to bui ernal orkmg Managers need to entrust the
s affs 1th r OJSIII(-IJ'[ Entrusting staffs with responsibilities will

Is requ&w&gersé\ do internal networking by learning the staffs’

personal qualities, @!@ and ambitions.

Asset securitization. Asset securitization can be advantageous to SMEs as it
allows them to transfer different types of risks to investors in the capital
market at a fair price. Given that SMEs are small, and it is difficult for them

to have access to capital, asset securitization allows them to explore
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alternatives for external financing. However, the advantageous are only

conceptual considerations where a deeper testing and analysing of tl?!\

securitization on SMEs are needed. %\

Step 4 — Strategy implementation. The fourth step in risk management process is to

implement the chosen methods. Falkner & Hiebl (2015) sugge§ii ing all affected

'\d.
Step 5 — Control. The final step is to consistently reviewygthe techni alld ures
taken to ensure the SMEs meet the current req VlS@' define a

performance benchmark to monitor the nagsT rocess@‘fectlvely and

employees of the company’s risk management objective.

continuously. O<<

s 8

2.6  Summary %
A%

5

From the previous s e lla number o‘f$eps in risk management is four
which includes risk id%t n, risk ‘anal 1 lan aluation, risk response, and risk
monitoring and co owevlz re onl o common steps of risk management
process in all st t'eps N sk identification and risk response.

identification is.to degtlfq;’l? risks faced by the organization. The risks

limif ence and knowledge of the person who identify
the Therefore, orgamza@ can use any other reliable sources to help identify
E possible, organizations are to identify the maximum number of possible risks

O organization to avoid any risks left out or unattended.
The second common step in all studies in risk response or mitigation planning

or risk treatment or strategy implementation. All risk identified must be treated.
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nd methods, from exploiting the

iety of techniques a

uggested var

have s

studies

Previous

iding the risk by taking away the root cause o

opportunity, to avo

risk for an
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