CHAPTER S

USER-DEVICE AUTHENTICATION MODEL EVALUA

:
4

51 Overview

4<1

This chapter discusses the evaluation of the User- %uthentlcatlon Model

with Digital Certificate for Smartphone User. The re isd anahtaﬂve
Research, thus, there are two ways to evaluate the -Device Authe |(‘f1t|o odel
which are by collecting respondents from expe reV1@v calcqfrtlng the

mathematical formula used in the model tg produce t

objective of the evaluation is to obse@er this
.I:

reviews from experts, and suggestloc or impr \mEQ

utcéme. 'qwill re that the User-Device

Authentication Model can be m fT i tationé‘n’d be used by society.

SIS
&
5.2 Proposed@tlc deIV (a-tjlon

The r ai ? esEJ the User-Device Authentication Model
utilizm CertJfl bﬁ(;)o S hone Users and gather expert feedback on its

effecﬂN Experts W|th S|ve knowledge of smartphone authentication

d ou éoﬁﬁe The core
IS vgﬁable after getting

/eqdel and to ensure that

the results are in line with the ex

s were consulted and thelr opinions were categorized into three main areas:

Q% tration, certificate issuance, and authentication/validation phases.
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The model was designed to prioritize smartphone security, allowing users to
protect their data and prevent unauthorized access and fraudulent activitie?s
expected to improve user experience by removing the need for additional a@aﬁon
measures. By authenticating both the user and device, the model has tential to
enhance user experience by potentially eliminating the need for repeated authentication

after the initial authorization process. \,

5.3  Expert Review Evaluation J (,}
-
. . _ ’ X
For the Expert Review Evaluation, meeting fa(wﬂ'éce and_onlifié me@gs with the
experts were done to present the User-EWAuthéﬂtic ' i

feedback and suggestions regarding t

\ A
evaluation is done to determine w. g@Dhe UQ?SAU tication Model can be

@
. . 4 :
used for application purposes. t Review, Evaluation @l res the experts to answer

X

questionnaires after they Tbeen’ explained tbé\oncept of the User-Device
w ice Authenti

o
Authentication Model. Fhis Wser-De be%ls ion Model has been evaluated by

8 respondents Wr@wlong hca la and..éﬁstry who are authentication experts.

&
The list of queﬁNsed in thi gva&ﬁ;ﬁon is in Appendix C: Questionnaires User-

¢

Device Au@ ion Modélwith Dj@.tal Certificate for Smartphone User. There are
two v % the f{r Hich aé?PDF Form and Google Form. The Experts can
os& i
ch\ er form for answm the questionnaires. There are three phases of this

and each question is associated with those phases.

Q The experts have a wide range of experience in the security of information

systems, including working in the security domain in computer centers, publishing
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many security articles and teaching various security courses as well as vast knowledge

in authentication implementation at the industry level. On the other hand, thew

are professors at the university which allows them to know the security

th

D

@

current information system at the university as well as experts from m*ustry that

can give their insight regarding the architecture of the proposed mod

all the expert reviews that evaluate the User-Device Authenti

c%ion
Table 5. 1: Experts Review @ '
i \Q P

Table 5.1 lists

del.

Name Job Company Name Years of
Position/Expertise Experience
Dr. Abdul Alif Zakaria Senior Analyst/ berseguri!y / 13
Information Waa i v}’
Security ‘V 0‘% .
Dr. Iznora Aini Zolkifly | Senior Lecl@s I Q\ 24
Cybersecttity, |onao
Computer Graphies ™~ Uriiversity,
Mr. Mas Hairul Rasyidi | So veloper—pNet Byte Security 3
Dr. Nur Hafiza Zakaria L Yniv  Sains 5
\ Aj alaysia
1]
Dr. Noorul Halimin eelance'Aﬁzrl IM QAS Sdn. 23
Mansol o . J» \ hd
Dr. Azuan Ahmad L h‘l‘e'K ) C}V Universiti Sains 5
&\ i % Islam Malaysia
: ,& (USIM)
Mr. Akhmal m Iy ?lrityc,)\-’ Orstead Malaysia 27
| |
Nur Syafi hd, | igital Forensics Malaysian 4
Sha n J “Djtgua ity"’Assurance | Communications
a alyst and Multimedia
\'?9;9‘ Commission
(MCMC)

g
N
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5.4 Data Collection

o

The following techniques were used to guarantee that the data coll% an

evaluation were effective. First, the researcher explained the puSose f the
questionnaire, went into detail about its process, and emphasized how,important it was
that respondents give thoughtful answers. Additionally, the respo&ed from the

respondents were grouped using a five-point Likert sc Ie,v’m includes grades

representing strong

factor in the construction of instruments.

N

Table 5. 2: Crit greeffor E

N

Scale Index Answer Answer Level
1-1.45 Strohgly Disagree_~ Very low
1.5-2.49 Disafree, ™ Low
2.5-3.49 e Neutral )7 Medium
3.5-4.436 \I\Q Agree" High
4.5-‘\ T~ JStrongly-Agree Very High
4

]
*
The dat% tracted’bo Physi%"y and digitally using PDF Answer Sheets and
X

Goog@rm Sheets and careftu]g%ransferred into Excel 2021 software.
\

\r?here are many phases involved in the analysis of completed surveys. First, a
0| s of pre-written questions is created that are divided into three phases and include
several sub-questions to thoroughly cover the fundamental elements of the subject under

study. The researcher then carefully reviews the replies that were submitted, reviewing
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them multiple times to make sure that they are correct and comprehensive.
Subsequently, the gathered questionnaire responses undergo a systematic asse?ll,

and the results relevant to every topic are calculated and combined. o\e in-

total results are collated and presented after each component of the quernnaire replies

has been carefully examined. \,
.\d‘ \‘r
IO

The reliability of questionnaire data is defi y rARStrG aI.QBb'Z) as the
o

5.5  Questionnaire Reliability

relationship between responses. Responsesw eb

reliable than those that were filled ou\%y. Cronb aIp@‘s one of the most
reliable tests for quantitative data rﬂity. If t \'ﬁa‘ili @he data is higher than

2
0.7 according to Cronbach's alphai consﬂjere mep@s. Table 5.3 below shows
the calculation done to cal eXonb[ alpha usi@licrosoft Excel. The formula

used to calculate the C alph} ;‘%}/@: 0’
&
N Q

(EquationQﬁronba ’s
&

Where:

a?\bach's alpha

7
5

*
4

= number of questionnaires

sg = Variance of the total scores of each question.
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s? = Variance of each question.

To calculate the value of the variance of each question, the following formuwged.

Y (x; —x)? b

the e s? = —

(Equation 5. 2): Variance of each question N:

Where: 2 '
s? = Variance of each question. .\d. NS

N
. T 1S
i= Number of individual questions p e
\ N
Y. x; = sum of data questions \' 0‘ ?Y'
i | (,) &
x = mean of data questions \ O
n = number of individuals c) >v T
o
Based on the equation above, alue squ Question one is as follow:
\

(5—m)2+(5—ﬁ% .875)2+' [ Q

(4-7878) 2+ (5-3875) + ~_ ® P 2 &

g2 — (5=4875)%+( 5%+ (5 .8\\ %
8—1 12y

T
(Equation 5. ance of Questién &f@

N
% the €a ?n at@the variance for question number one is 0.125.

Theﬂhla above is used to @ate the variance for question number two until

q%x number 15 and the value of variance can be found in table 5.3 below.
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The same method is used to calculate the variance of total scores of each

question, s§ and the value of variance can be found in table 5.3 below. YV

Based on the formula Cronbach’s Alpha 1.8 above, to calcul Q@bach's
_ (15 50.78571—6.25, _

a= (15—1 ) ( 50.78571 ) = 0.9395§203 z '
(Equation 5. 4): Cronbach's alpha for the Proposed mode stio nM, v

| &

Therefore, the questionnaire results are ac and can provide insight.into the

b 4
‘estiQ aires a@éliable and
can be used to measure the functions of %?wwe Aut cati@del based on

the answers provided by the experts from emicians indu@l experts.

%‘m%

alpha is as follows:

true state of opinion of respondents. This showme
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Table 5. 3: Calculation of Cronbach's alpha. A
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Y-

Varian

ce

0.1

25

0.214

286

0.696

429

0.267

857

0.267

857

0.553

571

0.285

714

0.267

857

0.267

857

0.785 %3

714 o7l

N

0.571

429

0.571

429

0.553

571

6.25
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0.939572031

bach’s Alpha Value
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5.6  Questionnaire Results from Expert Reviews

This subtopic explains the result of each questionnaire from eight expaﬁwell
as the explanation of each of the questions. There are three phases fo h}posed

model that are being answered by the experts. T
5.6.1 Registration Phase Evaluation Q: '
Below is the list of questions provided in the questionnaires forithe e sto a?wer

. . | &
and analysis of the answers from the experts for uestion. AN
’ X

Rv N
1. Itis more secure to register both the user and'the de 'Mer tha! W registering

the user for authentication on a sm@er. Q\ 6
H X

Question One

B Strongly agree

H Agree

= Neutral
Disagree

B Strongly disagree

r
N -
% Figure 5. 1: Pie Chart of Results in Question 1.

For question 1, based on the pie chart shown in Figure 5.1, the results show that

87% of experts agree that it is more secure to authenticate both user and device rather
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than the user. This is because authenticating both the user and the devices can enhance
the security where this approach provides an additional layer of protection by v?‘ﬂg
the identity of the user and the device, they are accessing the system from. %\ntees
that the user is using a reliable and secure device (Hussain & Jain, 202@¥ ability to
authenticate users and devices can protect against a variety of threats, including
unauthorized access from unsecured devices, unauthorized a ewn compromised
devices, and device spoofing (Zhu et al., 2020). S% '

2. Registering a user’s device using the user’s phone number and th Vi(ﬁ:’SWEI

A
=)
number fetched from the device is more secur&wntic ion om;!aretl»to only

¥
registering the user’s phone number. q \ s

Question Two

m Strongly agree

B Agree

M Neutral
Disagree

B Strongly disagree

v ~D-I F 4 N
AN
\ Figure 5. ?ggie Chart of Results in Question 2

4 Eor question two, based on the pie chart shown in Figure 5.2, the results show that
% of the experts agree that using two pieces of information to register the device is

much more secure than registering one piece of information since the IMEI number is
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the unique number only available to a device. Each device will contain two IMEI

numbers since the majority of smartphones consist of two SIM card slots. ThesV!!
numbers are unique to only a device. It can avoid cloning of the smanpho%e the

attackers try to duplicate the legitimate user’s device (Yu et al., 2018) ( odetal.,

2020). \/T

3. Using the Rivest-Shamir—Adleman (RSA) algorith s; ablel for generating

public key and private key in smartphone user. ‘\d
X
D [ SIS

Question Three

M Strongly agree

B Agree

M Neutral
Disagree

B Strongly disagree

S &
r tion ynrveﬂ o@ pie chart shown in Figure 5.3 shows that 37%
: b )

of tQ rts strongly agree tf@?&he RSA algorithm is suitable for generating public
N
@ate key whereas 38% agree with the fact mentioned. However, 25% of the
6 rts are neutral about using the RSA algorithm for generating public and private key.
h

e reason some of the experts choose neutral is due to having other better options

Q7§
(}’lgu e %g&ha&)f Results in Question 3
e

besides RSA such as ECC. The researcher has chosen RSA as the algorithm used due
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to the fact that it is widely used in crypto libraries and standards, making it one of the
most popular interoperability partners. Many legacy systems and applications
RSA, making it easier to incorporate into legacy systems (Harsha & \017).

Besides, RSA has shorter signature generation and verification time coﬂkd to ECC

(Alam, 2016) (Harsha & Patil, 2017) (Sinha et al., 2013). R

4. Both the user and device need to be assigned their o iZf ke,/s by the server
after registering. ‘\d
@
N [ Jis

Question Four

M Strongly agree

B Agree

H Neutral
Disagree

B Strongly disagree

&}ﬂ f Results in Question 4
kion four, based on

r

exp;&ongly agree that both\agduser and the device need to be assigned their pair of

ile 63% of experts agree with the fact mentioned. The key assigned to each user

:a device is important to encrypt the user’s and the device’s information before

nding it to the Certificate Authority (CA) to sign the encrypted information
(Dharminder, 2019).

107



5.6.2 Digital Certificate Issue Phase Evaluation Y.

5. Producing two digital certificates for the user and device respectivelyycan<€nhance

the authenticity of the user and device in smartphone applicationv

Question Five

M Strongly agree

H Agree

H Neutral
Disagree

| Strongly disagree

- __.. BN
Figure 5. 5; hart . es s?ngé?ionS
S ﬁ%j S

For question five, based ‘@n the pi4char h.ovS%Figure 5.5 shows that 37% of

gital sertificates for the user and the device

evice while 63% of experts agree with

the fact ment@ he t%rygf ct digital certificates for user and device

authentic Qm offerfincreas s@zlty and scalability in a variety of contexts. By
s
utiliziﬁ S

ate certifiCates, in iWHuaI authentication can be achieved for both users
anNa/ices, allowing for m}('e granular control over access to the system and

(%}
QD
=)
@D
>
0
QD
>
(@}
@D
—+
>
@D
2
=
~+
<
—
=5
D
QD
>
/Q_

ndent verification of each entity. Additionally, Device certificates are capable of
Qquely identifying and authenticating hardware devices, including Internet of Things

(1oT) devices, server-based systems, and network equipment, thus ensuring that
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authorized devices are only permitted to access a network or system (Karthikeyan et al.,

2018) (Siddiqui et al., 2022). Yv

6. A feasible solution to link both the user and their device is S ncarporate

information from both into a respective certificate (i.e: The user%we their ID
i il

and device’s IMEI number in their certificate whereas the % ill have their

IMEI number and the user’s ID in their certificate) Y.

K\,

Question Six

m Strongly agree

B Agree

H Neutral
Disagree

B Strongly disagree

A4 L] -~
) Iy’
. Pl\hart oféﬁlts in Question 6
N
For qu Nix, as%t’d pitghdrt shown in Figure 5.6 shows that 37% of
a

le ion to link both the user and their device is to

experts str. ree that a
corp, wormatlon o bothqﬁ 0 a respective certificate whereas 63% agree on

in
)
thefa ve. Generally, the é’arts agree on having to link both the user and device’s

%tion for generating certificates. Signing encrypted information from the user

Olowed by the device can secure the legitimacy of both the user and the device and

avoid Man-in-the-Middle Attack. Even if a malicious actor intercepts the encrypted
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message and attempts to change the content, the recipient can identify the change by

checking the digital signature (Yuvaraj et al., 2022). YV
7. Using two digital certificates from both the user and the authentlcﬂh/lce §

better for securing smartphone applications. ‘

Question Seven

m Strongly agree

B Agree

H Neutral
Disagree

B Strongly disagree

o &
Figure?}e CT uI\ts}@%uestlon 7
|

For question se sed o dﬂaQ/s wn in Figure 5.7 shows 50% of

the experts strong Whl|d37°o expeztggree that having two digital certificates

to authentica \?‘d.thtgiwlce is better for securing smartphone

x&dts are neutral with the fact mentioned. The

applicatio ?
reaso:ﬁwxpert to neu |s due to the complexity of generating the digital

ce nd since there arem digital certificates, the complexity of authentication

%ﬂgltal certificates is higher. The implementation of two-factor authentication
GA) in smartphone applications can be enhanced by the combination of user and

device certificates. This is especially beneficial in situations where robust
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authentication and access control are essential. By combining user and device
certificates, users can access the application with both a user certificatevh
certificate) and a device certificate (device certificate), which is more@than

relying on a single password or PIN (Chifor et al., 2018) (Almajali et aﬂkS).

8. A certificate issued by the Certificate Authority (CA) for bath usz and device is

valid for a certain amount of time (i.e., one year). Once th ificate is no longer

valid, the system will auto-request the CA to generate ertif‘:ate.

| I ?1'&‘(

Question Eight

13% © 12% M Strongly agree

W Agree

m Neutral
Disagree

B Strongly disagree

N 3y S
\%J i harle}ﬁ(esults in Question 8

For elg n’tl@ chart shown in Figure 5.8 shows 12% of the

expert agre€ 5% a that the certificate issued by the CA must have
At to stay as valid. 1@ of the experts are neutral since they believe Digital
@ tes need to be updated regularly since they expire. If renewal procedures are
managed effectively, this process may be difficult and lead to security problems.
erification problems may arise if the CA's public key certificate expires and is not

renewed.
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. The setting of an expiration date on digital certificates offers several
advantages for security and management. Expiring certificates promote reguw
updates, as certificates can be renewed or replaced, resulting in the gener |\new
cryptographic keys. This safeguards against potential attacks that foc&kong -term
key weaknesses or exploits that have been identified after the issuan Yth~e certificate.
Additionally, the expiration date requires certificate holders to gh a verification
process regularly, ensuring that the identity of the holder T

tlfI[ate is still valid

and can be verified (Siddiqui et al., 2022).

9. Using the Certificate Authority (CA) for sig e Use} a 1cels ?%mﬁcate
is better to protect the key of the user and de e fro M rized @

R4 °\ P

Question Nine

M Strongly agree

W Agree

M Neutral
Disagree

B Strongly disagree

&S )
.\. Flgure 5. 9 Q?E:hart of Results in Question 9

e

or question nine, based on the pie chart shown in figure 5.9 shows 37% of the

0 rts strongly agree and 63% agree that using the Certificate Authority (CA) for
g

ning the User and Device’s certificate is better for protecting the key of the user and

device from unauthorized access. To improve security and safeguard user and device
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keys from unauthorized access, a common and effective solution is to enlist the services
of Certificate Authorities (CAs). CAs typically use secure key generation pvs
when creating certificates for users and devices. This involves securely g@g the
associated private key and storing it in a secure environment, thus ensuﬂ'lkat the key
is not compromised during the generation process. Additionally, the‘géntralization of
certificates and keys is facilitated by the use of a CA, which_facilitates the issuance,
renewal, and revocation of certificates, thus simplifying ms

slof maintaining

security policies and responding to security incidents rni W) (Roy &
@

Karforma, 2014). é J | _{—)\Y~
4 \’Y'

AN S év
5.6.3 Authenticate/Verification Ph\%.lation 6
10. Double authentication using %devi txe s.@ure secure compared to
@
%

single authentication in sn\ aw.q Aé;)
ol IS

Question Ten

M Strongly agree

B Agree

M Neutral
Disagree

B Strongly disagree

Figure 5. 10: Pie Chart of Results in Question 10
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For question ten, based on the pie chart shown in figure 5.10 shows 62% of the
experts strongly agree and 38% agrees that double authentication using user anavwe
signature is more secure compared to single authentication in smartphone @ions.
The implementation of double authentication in smartphone app S, which
involves the use of both a user signature and a device signature, significantly
increase the security of an account. This method combines the advantages of 2FA and
adds a layer of protection. Double authentication confirms my'of both the user

and the device, thus reducing the likelihood of account ro isty stolen
X
ire the user’ re#ie&@%’s, the

th% ' ion;@:.ess to be
Qg used to gain

b
o

11. Using Certificate Authority’s ic Key, Kpub(c Jve&) he signature can avoid

unauthorized access in SW e applieations. A

X |} s

Question Eleven

credentials. Furthermore, even if an attacker were to

ices

m Strongly agree

B Agree

M Neutral
Disagree

B Strongly disagree

Figure 5. 11: Pie Chart of Results in Question 11
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For question eleven, based on the pie chart shown in figure 5.11 shows that 50%
of the experts strongly agree and 25% agree that using Certificate Authorlty
key, Kpub(ca) to verify the signature can avoid unauthorized access in th@hone
application. 25% of the experts are neutral on this fact. This might be the CA'is
critical to the overall system's security. Attackers can construct phon W signatures,
impersonate entities, and issue fraudulent certificates if the C ha d or if its private
key is exposed. This leads to a breakdown of trust in the wh ublic K y Infrastructure

(PKI).

The use of a Certificate Authority's Kpub ublic k ey 0a en{lca\te digital

a redueg\-t'he risk of

equ s:t,ﬁe smartphone

signatures in smartphone applications can im e se

unauthorized access. Before receiving an @Jg m sag

application and the user will verify thmll mgQur g_K\Q(ca). This ensures
that the message has been sig % the %9 Qr_t:)a,c ed to the CA-issued

certificate. Furthermore, if th ure is wverifi th&@&ﬁtphone app and the user

can be assured that the mess entb} M& on with a valid CA certificate.
This enables the appllca ion ve i ea‘ozﬂ;wce granting access based on the

user's permission d S thmesh tal., ) (Roy & Karforma, 2014).

O

12. 1t is more atlc or th coﬂ o se er (cs) that requires the user’s ID from the

user Jan deyc D.s}/l I er fetched from the device to calculate the
ﬂ verification sepaf_) where the authentication calculation will first

E late the signature verlflcatlon from the user followed by the device.

N
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Question Twelve

M Strongly agree

B Agree

H Neutral
Disagree

B Strongly disagree

| #1.5
Figure 5. 12: Pie Chart of Results'ip Question' 12 T
N

in\e 5.@5\7\5 that 50%

titi re systematic for

\J

=

For question twelve, based on the pi\har}co

of the experts strongly agree and 37%\@)&3 ag

the control server (cs) that requires ser’s I d the device’s IMEI
number fetched from the devic%.‘late‘fhe Si re \qc_'t?ication separately where
the authentication calculati mrst esi <<r,e verification from the user
followed by the devic r ure that the calculation will run

smoothly as well as a ted information is legitimate.

&

N
13 Aee phases in the | are sufficient to ensure strong authentication for

N

eartphone applications.

5.6.4 é*;ﬁuef
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Question Thirteen

-

v

H Strongly Agree

M Agree

m Neutral
Disagree

M Strongly disagree

¥
Figure 5. 13: Pie Chart of Res@ estlorlls ' RN
b 4§

For question thirteen, based on the p rt sh ure E \ghows that
62% of the experts strongly agree and 2% ee :}ts eet Il three phases

involved in the proposed model are su |ent o e

st &Qauthentlcatlon for
smartphone applications. <\
n ,
&

14. All the authentication fac o devménd Certificate Authority can
Z rtph

ensure strong auth% fors n la tions.
'
N (.z
AN 1Y S

Question Fourteen

-E

M Strongly agree

H Agree

H Neutral
Disagree

B Strongly disagree
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Figure 5. 14: Pie Chart of Results in Question 14

For question fourteen, based on the pie chart shown in figure 5.14 howt%t
62% of the experts strongly agree and 25% of the experts agree Gv the

authentication factors which are user, device, and Certificate Authorityﬁn ensure

strong authentication for smartphone application. Vz
15. This model is suitable to be applied in smartphone apjcaﬂ%s.

U 4
Question Fifteen

M Strongly agree

H Agree

H Neutral
Disagree

H Strongly disagree

Fi hz P{V\‘JR‘@; Question 15
==

he pi{doart shown in figure 5.15 shows that 50%

O

!
% oﬁ“D]e experts agree that the proposed model is

suitab|e®ﬁied‘an M tp \(';pplication.
‘X
Q&

§ Comments and Suggestions from Experts

There are a few suggestions given by the experts to improve the functionality of

e
For questi een,

of the expert y a re€ a

the User-Device Authentication Model.
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Table 5.4 shows the comments and suggestions given by all the experts based on each

N\

Table 5. 4: Comments and Suggestions Given by the Experts Reyview.

of the questions in the questionnaire.

Experts Name Number of Comments/Suggestions
Questions

Dr. Abdul Arif 8 He suggests that Ne Certificate
Zakaria Authority (CA) to The certificate for
the user, the u t be‘ assigned new
pairs of before, ‘renewing the

certificate. | Q\J
Mr. Mas Hairul 5 He questi what iffthe device ugis a
Rasyidi virtual e 'such # niu and

b i

Dr. Iznora Aini 3
Zolkifli

er se@rlty. However,
als require  more

[ evices with limited
4 po cr'7and battery life. She

choﬁag the key length carefully
ased on t curity requirements and the
ca&b‘ilit' the target device.

sible to verify the authenticity of
arties independently. However,

} roducing and managing multiple digital
(ﬁ . ) c"'yertificates can also increase complexity
_(_J} and cost.
Q’ P é\ She suggested implementing an automated
% E 4 certificate renewal process, so the system

ﬁ'S P eJc'o nménted that by issuing separate
\ \ igit tificates for the user and device,

\,Y. can ensure that certificates are always up to
\cﬁ date and that users can continue to access
the system without interruption. This
process can improve security by ensuring
that only valid certificates are used to
access the CA must be fully aware to
notify the user and administrator when a
certificate is about to expire
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11

She commented that using the CA's public

key can also help to prevent unauthorized

access by ensuring that only legitiga
he

users with valid certificates cangac
system. "&)

12

She commented that the type%fé being
accessed, the potential ris nauthorized
access, and the capabilitiesfof the devices

and users involved shw considered
when designing the-autheptication process.

15

She commented that this mri)del is suitable

to be applied i tphone applications,
especially in tions security
[Tov ¥

is require o

Dr. Noorul Halimin

O
I:o'
&Q

@
-
She co that zf?hohlg@k the
IMEI number i? Iso used\z-by the
r tosav onnecti

man 0\{;130 ction to the
nesg,.she told to
has tw

hong‘:b 0 sims that
El (rmy ers.

tworkefor
Nr if h%i
@ 2 differe
3 e t

idering the use of Elliptic

es
Cur% h§~(ECC) for mobile use.
Shie commitente “that to her knowledge,
i ail (during the registration
is very*low assurance of a digital

Y' ’ certificat %She suggested considering
% p po'si high level of assurance by using

passport number to create a user

n N
IDS

S@Euggested consider propose the short-
validity  certificate where the
?ertificate will be purged once been used.

She suggested considering the time taken
for the verification process for example
verification with a Certificate Revocation
List (CRL).

;. an Ahmad

He commented that registering the device
and user ensures the authenticity of the user
by requiring both the user and device
available at the same time
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He commented that IMEI is a unique
identifier for each mobile phone_while
phone numbers can be cloned or used o
different devices.

He commented that for ation

purposes, it will incur costs he user.

He suggested considerin friendliness
or including an additional{authentication
mechanism in case th st their phone

Mr. Akhmal Marsidi

/) 5}?&

He commented t two-factor
authentication more secure

A). IS
r' authentication

2y
i

eed to be

0 e
Cf) for di nmu
? ederypti %@ndt e-other key pair for digital

He c?!ﬁtedlﬁa%
ith theru hould ofhy*process the

ate vequest). Disagree
ea air for users. He
at_wKey pairs can be used
ttens i.e. one for data

o
ature. A sj key pair can be used for

ncryption & digital signature as well.

*Yg' i H c'ogsﬁtéd that he agrees for two
% C t‘lj'c to be produced provided that
ne
is

3

ificate is for the user and the other
i e device.

I-I{d’ommented that both certificates have
same info. Using any of the certs will
?ead to the same object (user with device)

He suggested that the application should be
able to verify or link both users and devices
authenticated using their digital certificate.
i.e., ‘cert-user AND cert-device’ instead of

‘cert-user OR cert-device’ to allow access

9
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8 He questioned whether the key pair
generated automatically as well. And he
also asks who regenerates the key pa

mentioned that CA typicallysp es

certificate requests from a u evice
and then generates a digital signature.

9 He commented that the k st be stored
by the user.

12 He suggested using Booleanywhere to allow

only with Cert-user ert-device
13 He commented tt% Private key should
be with the @vep’ith the CA
14 He commentedistrong duthentication can be
implemented with coIect' pierﬁat\&'fon

and pri ey'with t UJ ' g

15 He commented thissmadel £an be?pﬁlied to

smarw applications p{%«(ded the
rect Simplementation z@\ rivate key
' 2,

ser._

Ms. Nur Syafigah 3 She'commentedythat tI@}rformance shall
Mohd Shamsuddin congsideregpwhile using RSA Algorithm.

£ v
7 \') She ented e performance of the

agplicati g inéuartphones might differ
X “‘“@P;anott‘%
1

gommefited that either way whether
? ’ authe t@ the user first or the device
fi gig he same results.

he commented that this model is not

\ 5 nec@sarily to be implemented into
& scﬁéu'tphone applications only, there is also
\ P ! ¢ Q-Wide range of other computer applications
% / 4 ?nat should be implemented using this

/]

. ) é" method.

P ™ 2 N

é L,

9

\ased on the comments above, some justification can be explained regarding
@ roposed model. Some experts suggest using ECC instead of RSA for digital
Ignature generation. The proposed model using RSA algorithm because RSA signature
generation is essentially the process of raising a big integer to the power of the exponent
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of the private key. Because the RSA private keys may be selected with tiny exponents,
which speeds up the signature creation process, this procedure is efficient. Co

to the straightforward exponentiation used in RSA, the elliptic @% oint
multiplications involved in ECC signature production are more matically
difficult. To create a signature using ECC, a point on an elliptic curve t be multiplied

by a big scalar, particularly the private key. This needs additioqel Er Ssing processes.

Nd.

5.7 Mathematical Calculation Based on the Algokithm Ui:i)r}yef’r_o\@sed
Model J
\,‘Z”

ctive @ducing the
expected outcomes, simulated data \hd to ca thﬁspected result by

utilizing the algorithm that is inherght to the s \th(?

To determine whether the suggesdwCel i

calculating the public and priv.

CA). N

s

—r
o
=
=
@D
c
wn
@D
=
Q_/
(@)
@D
=
=
Q
o))
—
D
>
c
—
>
o
=
g

5.7.1 Simulated a One

First step, to calCulateythe 0 pc)&vé numbers, n, the following equation is
!
¢
used. 4 C—)

& |
N
(E@S. 5): Value of two bm]e numbers, n.
‘%he Euler’s Totient, ®(n) is calculated to obtain the public exponential, e. The

mula below is used to calculate the Euler’s Totient, ®(n).

T
4%7/0

123



o) = (p-D@@-1

(Equation 5. 6): Euler’s Totient, ®(n).

The public exponential, e, is selected by e € {1,2, ..., ®(n)-1} such %Qe ®(n))

Once the public exponential is determined, the private key, d is lated using the

S‘".
d-e = 1mod®( ‘\do Y.

ub(u) =

following formula.

(Equation 5. 7): Private Key, d.

Thus, the value of the Public Key of user,
user, Kpr(u) = d. Table 5.5 below sh\%e)alue of

device, and certificate authority (C/Q respectiv Y
0 4
Table 5. 5: Value of p an User ice,and C

d)@‘e and d for user,
AN

A
S
First Simulated Data.

Prime value User V) l DeV|ce (D) Certificate Authority

(CA)
' i 11
- 19 13
& 133 143
./ 108 120

(133,7) (143,7)

(133,13) (143,43)

? he first simulated date chosen for UserID is ‘test’ and the device IMEI number

84. These two pieces of information need to be converted to decimal value using

e ASCII Table shown in Figure 5.16. The word ‘test’ is converted to 116 101 115 116

and the IMEI number 3584 is converted to 51 53 56 52. These values must be encrypted
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using the public key of the user and device respectively. The calculation is done using

Omni Calculator.

\Y'
ASCII TABLE NG

Decimal Hex Char Decimal Hex Char |Decimal Hex Char |Decimal Hex Char
0 [ INULL] 32 20 [SPACE] |64 40 9 ;

1 1 [START OF HEADING] 33 21 ! 65 41 97 61 a

2 2z [START OF TEXT] 34 22 " 66 42 ag 62 b

3 3 [END OF TEXT] 35 23 # 63 ¢

4 4 [END OF TRANSMISSION] | 36 24 64 d

5 5 [ENQUIRY] 37 25 % 65 e

6 7] [ACKNOWLEDGE] 38 26 & [i17] f

7 7 [BELL] 39 YR 67 g

8 8 [BACKSPACE] 40 28 | 68 h

9 9 [HORIZONTAL TAB| 41 29 ) 69 i

10 A [LINE FEED] 42 24 * GA i

11 B [VERTICAL TAB] 43 2B + 6B k

12 C (FORM FEED] 44 2C ' 1

13 o [CARRIAGE RETURN] 45 2D . m

14 E [SHIFT OUT] 46 2. @ Y.
15 F [SHIFT IN] 47 2F ! BF o

16 10 (DATA LINK ESCAPE] 48 30 o 7 \
17 11 [DEVICE CONTROL 1] 49 31 1 ?l ‘f)
18 12 [DEVICE CONTROL 2] 50 32 2 7

19 13 (DEVICE CONTROL 3] 51 33 3 73

20 14 [DEVICE CONTROL 4] 52 34 4 74 W

21 15 [NEGATIVE ACKNOWLEDGE] | 53 35 5 w u

22 16 [SYNCHRONOUS IDLE] 54 £ v

23 17 [END OF TRANS. BLOCK] | 55 377 w

24 18 [CANCEL] 56 38 8 x

25 19 ([END OF MEDIUM] 57 39 sy

26 1A (SUBSTITUTE] 58 3A TA z

27 1B (ESCAPE] 59 3 7B {

28 1C [FILE SEPARATOR] 60 < 7c [

29 1D [GROUP SEPARATOR] 61 30 D }

30 1E (RECORD SEPARATOR) 62 k 7E -~

31 1F [UNIT SEPARATOR] 63 3F TF [DEL]

Figure 5. 16: (ASCII Table.*Source:

(,)Y" S

, 7 September 2023)

4 s
Table 5.6 shq3\me |nff \nn f the and the device, the ASCII value of

the informatio é&he tion val %f the information. The encryption is

!
&
calculated usi% ormula belowd C.)

(:Nn 5. 8): The encryption value, y.
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Table 5. 6: Information of the User and Device, the ASCII Value, and the Encrypted

Value for the First Simulated Data. \Y:

Information User (U) Device (D)
UserID / IMEI number test 3584, J
ASCII Value 116 101 115 116 5153
Encrypted value, y 08 29 25 08 86 3

Based on the formula 5.8 above, to calculate the va cryI)ted value y, the
steps are as below:
\
.{v
For the user’s ASCII value: y = Y~
NV

o
(Equation 5. 9): User’s ASCII value, V. é\

For device’s ASCII va : 517 mod 133 QS

(Equation 5. 10): Device’s ASCII ; y. @

_.ﬁ

The signature value basetyon pted @e above is calculated using
formula 1.16 below. 7\% he reseg:yvaé e@%ed the userID followed by the
IMEI number as a WO i : ‘ the device has compiled the IMEI
number followe@er

device mform% the frrr‘;ul usﬁ'l s‘ﬁawn below.

& Fre

&

n 5. 11): Digital Slgnature to sign encrypted user and device value, s.

%
3 he verification of the signature, the formula used is shown below.

g of C}%fmatlon To sign the encrypted user and

126



x' =s¢modn

(Equation 5. 12): verification of the signature, x’. \z
The private key, d, public key exponential, e, and the value n were obtained fr?n the

CA’s n value, private key and public key which are 143, 43 and 7 revwely

The calculation below shows the signature value, s, an% ation value, x’
13

for encrypted value, y is calculated using the following eq

below. ..\d.‘ e

AN
\T &
(Equation 5. 14): Verification Valu & (,)
‘&
The signature of the encryptemma use@nce is shown in Table 5.7.
. [ ="
Table 5. 7: Signat Encr ted Walue, and the Verification Value of the

Y

&\gnattir Firsﬁmulated Data.
&

y ]
Information User Device

Encryptw y I ?3'25 08)86 32 56 86 32 56 03 08 29 25 08
L1 9 L
% alugrs’ 83 68@3 831359856 | 1359856 16 83 68 38 83

16‘2’

atlon Value, x' .@9 25 08 86 32 56 86 32 56 03 08 29 25 08
0

From Table 5.7 above, we can observe that the Verification Value, x’ is
|Iar to the encrypted value, y. Thus, this proves that the authentication is correct

and both the user and the device are allowed to log in to the system.
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5.7.2 Simulated Data Two

The second simulation data is used to emphasize the effectiveness ofwe\z
proposed User-Device Model with Digital Certificate for Smartphone us :| aae 5.8
below shows the value of p, q, n, ®(n), e and d for user, device and r%’ﬁsate

authority (CA) respectively for the second stimulation data.

Table 5. 8: Value of p and g for User, Device, and (mzd Simulated Data.
L W

Prime value User (U) Device (D) Certificate Authority
(CA)

P 13 { . @ DA’

n o1 Yﬂ? N X
@(n), 72 “N 1600\3 < 288

Public key (n,e) (91,17) 4, (3237)

Private key (n,d) (91,5) \‘b () (323,103)
oy ) .
(0 A
[

N
« &P
The second simulated osen rID i$, ook’ and the device IMEI
N
number is 3692. These co pRes of in’orm on n@ be converted to decimal value
S 6.“ ord ‘rest’ is converted to 98 111

using the ASCII Ta%ﬂ in FLQ !
111 107 and the Mu be@ con@ to 51 56 57 50. These values must be
encrypted USi@“’IC Ke?t’é u&o%}nd device respectively. The calculation is

done usi %Cal ulator N
& 3
Ahle 5.9 shows the i@ation of the user and the device, the ASCII value of

thesinférmation, and the encryption value of the information. The encryption is

G lated using the formula from 1.15 above.

For the user’s ASCII value: y = 987 mod 91 = 63
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(Equation 5. 15): User’s ASCII value, y.

For device’s ASCII value: y = 51°7 mod 187 = 17

(Equation 5. 16): Device’s ASCII value, y. s j

Table 5. 9: Information of the User and Device, the ASCII d the Encrypted
Value for the Second Simulated '
\ 4
Information User (U) Device (D)

UserID / IMEI number book
ASCII Value 981111111

Encrypted value, y 63 76 76

The signature value based on the e

formula 5.17 below and for the verifiﬂa

5.10. \%’
?6310 y
(Equation 5. 17): Slm@l}\: %(_)
\& : 47{0@323 =63
(Equation Qﬁ\/%eriﬁltlojieéé/
NS
\C.)

L

<

5. 10: Signature of the Encrypted Value and the Verification Value of the
\ Signature for the Second Simulated Data.

N

Information User Device

Encrypted value, y 63 76 76 74 17 56 40 17 56 40 118 63 76 76 74
118
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Signature Value, s 194 304 304 320 187 187 265 269 237 194 304
265 269 237 304 320
Verification Value, x’ 63 76 76 74 17 56 40 17 56 40 11863 7 7@
118

From Table 5.10 above, we can observe that the Verification VN IS
similar to the encrypted value, y. Thus, this proves that the authenticwm correct

and both the user and the device are allowed to log in to the syste}\/

\of
4.

| &

This research is done using mixed-mode ures. p e the matQ-research

x- N
contribution which is the design of a User-DeviceiAuth \ﬂ‘on Model With a Digital

Certificate for smartphone user is don@rch raﬂau,estions related to

the proposed model. These questiopnaires rgx /ei_\QQt expert reviews that
ntication and in@ation security once the

o
of el. T.ljg%omputation of Cronbach's

5.8  Summary

have in-depth knowledge related

@D

researcher explains to them tNI
N

Alpha indicates that tf(sur s are reliabl cpn@]g the validity of professional
opinions regarding the effeetive éf suﬁ' &sted authentication methodology. By
means of extensiv&@e pha I in prop@ authentication model, specialists have
furnished ans@d g@esti g-'cul(-i%{ing assurance about the practicability of

. ) O
executin gestﬁd odel in th tor.

20 P

ing two simulated da}éets, this research further calculates the expected
\

0 of the authentication model verification procedure. This proposed

Q ntication model attempts to determine if the anticipated result corresponds with
e

main goal of the research, which is to verify the simultaneous authentication of the

user and device by means of digital certificates as a requirement for system access.
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Based on the two datasets shows that both users can be authenticated together using
their digital signature. The proposed User-Device Authentication Model for smaw
users is assessed in the thesis using the qualitative technique as it provides,in=depth
analysis and professional input on the model. The efficacy and security uggested
model are evaluated in-depth by the research using reviews from experts. Information
security experts are asked to assess several parts of the model, such™the authentication
procedure, certificate issuing, and registration phase. Vp:cirlists can offer

detailed comments, practical problems, security featuréyevalu ioWideas for

g
improvement thanks to the qualitative method. The needsto b fihe@h the

The thesis provides mathematical cwn of t -De\& uthentication

Model through the application of th titative t niunspecially by the

\S Y
calculation of simulated data. Thi Y Prowvi e ixé,\data-driven proof that
? 6 =,

ich

enhances th u“al‘iti&feedback. The suggested

model's accuracy in perfd?ng cry’togr op@ions, such as key creation,

!
encryption, and RSA%)UOI’], is co rpne@ simulation data. The model's
procedures are g@@d to |be\t1emaué§ sound and to adhere to accepted

&
cryptography Wes t‘hl itati\‘@(amination.
&) ' G
T Qwﬁtat;\’/(imcyla onsyerify the validity and expected performance of
[ res

P4
the authen ion proce

(ve{i/ cation, certificate issue, and registration) within the
sg% imits.

N

help of these detailed, comprehensive commemY. 4 \T
T

the model operates as intende
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